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Data Breach Is on the Rise: Major data breaches in recent
years and individuals affected
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Major Data Breaches in 2021

Platforms Affected Individuals in
Tale[\ITe [TE]ES Hong Kong

Facebook 533 million 2.93 million

LinkedIn 500 million 230,000

(All Hong Kong users)

Air India 4.5 million Unknown
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Notable Data Breaches in 2022

) a )
Harbour Plaza Hotel Management Limited Hong Kong Technology Venture

Company Limited

. ing 11
A local hotel group operating 11 hotels  The operator of a popular e-commerce

e Reservation databases were hacked by platform HKTVmall
cyberattack i s
y e “A small portion” of the 4.38 million

» Approximately 1.2 million affected registered customer information was

accessed

* Personal data involved: name, date of
birth, address, phone number, HKID and * Personal data involved: name, delivery
passport number (even payment address, phone number, email address,
information in a small number of cases) etc.
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PCPD to follow up on Data Breaches

Organisations may sacrifice their goodwill, as well as the trust
of their customers in the event of a data breach incident

Reporting the incident to the PCPD

The PCPD may give advice on the handling of data breaches

NOTE: The PCPD may commence an investigation into the
incident whether a report is made or not
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6 Data Protection Principles (DPPs)

W4 H i B2 )5 3\ Collection Purpose & Means ¢
e

PORMIE I 38 ZH DL 5 B AP 0 30 AR AR DR » Personal data must be collected in a lawful and fair way, for a

FH ol T B R R e AT B - purpose directly related to a function/activity of the data user.
26 LB BE W) AT Y AT 3 4 A g o Ml AR | A e Rk g Al practicable steps shall be taken to notify the data subjects of
H G > LRl B @ D R 25 B AL o the purpose of data collection, and the classes of persons to

whom the data may be transferred.

W S B RO AL AT BT W T B0 > ] AS AT B

Data collected should be necessary but not excessive.

PRLHEME Security

EORHE A1 SR IO B AT AT A2 B RIS EEBL AR SRS A data user needs to take practicable steps to safeguard personal

R A A R - BEEE ~ TR~ TSR e - data from unauthorised or accidental access, processing, erasure,
loss or use.

HEHEPE: ~ i A7- B PR B8 Accuracy & Retention

PORHE 3 AT PR IU) B AT AT A 25 B LR PR AL BERE  Practicable steps shall be taken (o ensure personal data is

AR AL > I VR 04 £ T IRE [ E M A F AR H A9 EE accurate and not kept longer than is necessary to fulfil the
431 A purpose for which it is used.

W] Openness E

¥t HOE P A ZE PR BT AT AT A A B R 2 P L BE B A ¥E A data user must take practicable steps to make personal data

P ity B 5 Fn AT 2 Oy 5t > 3 A2 AR AT AR B RHE An policies and practices known to the public regarding the types of
Hli& - personal data it holds and how the data is used.

ffi Hl Use T
| —

TR RE FURR R WA p e 0T i H sl BCHRAHBRI H B+ Personal data is used for the purpose for which the data is

[ I 200 0 = N DGR T £ [ R e collected or for a directly related purpose, unless voluntary and
explicit consent is obtained from the data subject.

5% J2 5 1 Data Access & Correction

EORMES g AT RESESRAE B LA RO 5 BT AR A data subject must be given access to his personal data and to
ANHEHE - AT REEREEE - make corrections where the data is inaccurate,
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Data Privacy Pitfalls

k PotentialiCriminal Liability PDPO Criminal Offences (non-exhaustive)

PART 6A
1. Data user must not use personal data in direct marketing
without data subject’s consent (S.35E)

1. Contravention of an enforcement notice (S.50A) 2. Data user must notify data subject when using personal data
in direct marketing for first time (S.35F)

3. Data user must comply with data subject’s requirement to
cease to use personal data in direct marketing (5.35G)

4 \ 4
3

-
1. Disclosing personal data without data subject’s
consent (S.64(3A) and 64(3C))
a) with an intent to cause any specified harm to the
data subject or his/her family member
b) being reckless as to whether any specified harm
would be caused

Enforcement Notice

1. Failure to erase personal data no longer required
(i.e. prolonged retention of personal data) (S.26)

2. Obstructing, hindering or resisting the Privacy
Commissioner in performing her functions or
exercising her powers (S.50B(1))
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Data Privacy Pitfalls

PDPOICriminali@ffences = Case Sharing: DirectViarketing j

Telecommunications Company
Pleaded Guilty to Violating
Direct Marketing Provisions and
Fined HK$12,000

Using Personal Data in Direct Marketing

Background:
A complainant had subscribed broadband service with a telecommunications company

and opted out the use of his personal data in direct marketing. However, the
complainant still received three direct marketing calls promoting a new service plan.

The complainant complained to the PCPD. The case was subsequently referred to the
Police for follow-up actions. In 2020, the telecommunications company pleaded guilty
to six charges and was fined $12,000.

Takeaway:
v Organisations should not ignore customers’ opt-out requests.

v Developing and implementing policies, as well as providing proper training to
employees, are important
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Data Privacy Pitfalls

IN MOST CASES...

The data user (a company) that contravenes
requirements under the PDPO is a body corporate.

» Separating “corporate legal entity” and “people
running the company” (directors)

Telecommunications Company Pleaded Guilty to Violating
Direct Marketing Provisions and Fined HK$12,000

Direct marketing offence admitted:
Auction company fined HK$20,000
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Data Privacy Pitfalls

| a)Potential Criminal Liability.

CRIMINAL PROCEDURES ORDINANCE (Cap. 221)

Section 101E Liability of directors, etc.:

Where a person by whom an offence has been committed is a
company and it is proved that the offence was committed with
the consent or connivance of a director, the director shall be
guilty of the like offence.

If a company (as data user) is found to have committed a criminal
offence under the PDPO, a director may also be held criminally
liable for such offence (if it is proved that the offence was
committed with the consent or connivance of the director).
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Data Privacy Pitfalls

k ) PotentialfCivil iiability

PERSONAL DATA (PRIVACY) ORDINANCE (Cap. 486) (PDPO) Q
(X o)

Section 65 Liability of employers:

(1): Any act done by a person in the course of his employment shall be
treated as done by his employer as well, whether or not it was with
the employer’s knowledge or approval.

(3): In proceedings brought under PDPO against any person in respect
of an act alleged to have been done by an employee, it shall be a
defence for that person to prove that he took practical steps to
prevent the employee from doing that act.
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Data Privacy Pitfalls

-

[0 ©)OtherrRegulatoryiliability

SECURITIES AND FUTURES ORDINANCE (Cap. 571)

Section 307B Requirement for listed corporations to disclose

inside information: '
{ H(Tv Hong Kong Technology Venture Company Limited
A listed corporation must, as soon as reasonably practicable il e e 5
after any inside information has come to its knowledge, '
g 5 5 5 VOLUNTARY ANNOUNCEMENT
disclose the information to the public. INFORMATION SECURITY INCIDENT
Inside information: “likely to materially affect the price of the listed
securities” Hong Kong Technology Venture Company

Limited made a voluntary announcement
Similar disclosure obligations can also be to follow up on the HKTVmall data breach

found under the Listing Rule (Rule 13.09)
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Data Privacy Tips
l 2)DataNGOVErNancel PERSONAL DATA PRIVACY MANAGEMENT PROGRAMME (PMP)

BACKGROUND) | 1 Personal Data Privacy
The PMP Guide: Management Programme:

- A Best Practice Guide
e Recommends organisations to embrace personal

data protection as part of their corporate policies R e Provanl

BEFERAES

and culture A Best Proctice Guide
Benefits:

 Minimising the risk of data security incidents

e Effective handling of data breaches to minimise
damage

* Ensuring compliance with the PDPO

 Demonstrating the organisation’s commitment
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Data Privacy Tips
l 2)DataNGOVENaNCER PERSONAL DATA PRIVACY MANAGEMENT PROGRAMME

| CONTENT, HKloD: Guide for Independent
1. Organisational Commitment Non-Executive Directors

* Buy-in from the Top

* Appointment of Data Protection Officer
e Establishment of Reporting Mechanisms J.

2. Programme Controls

6th Edition

3. Ongoing Assessment and Revision

Guide for Independent
Non-Executive Directors
Concise Practice Notes and Advisory Tips

Vot

lese
— Implementation of PMP is also recommended in “Guide for
Independent Non-Executive Directors” published by HKloD
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Data Privacy Tips

A)DATANGOVEFNANCEN PERSONAL DATA PRIVACY MANAGEMENT PROGRAMME
r‘:Rv.;
(525

SR
2. Programme Controls

2.1 Personal Data 2.2 Internal Policies on 2.3 Risk Assessment
Inventory Personal Data Handling Tools
2.4 Training, Education 2.5 Handling of Data
and Promotion Breach Incident

2.6 Data Processor ..
2.7 Communication
Management

:
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Data Privacy Tips

a)DatalGovernancel DATA SECURITY

CONTENT

Directors may pay attention to:
Guidance Note on Data Security y pay

Measures for Information and
Communications Technology

* Data governance and organisational measures (policy
& procedures) (Part C(1))

* Data Processor management (Part C(4))

* Monitoring, evaluation and improvement (Part C(6))

o

~ The guidance incorporated comments of Hong Kong Computer
Emergency Response Team Coordination Centre (HKCERT)

Hong Kong Computer
Emergency Response Team
Coordination Centre

HKCERT BEEKRZBHBADIL
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Data Privacy Tips

Protecting Personal Data under
Work-from-Home Arrangements:
Guidance for Organisations

P IRGE"
[ ] 65 .O gﬂ

I Protecting Personal Data
Guidance for Organisations

Introduction

Guidance Note

under Work-from-Home Arrangements:

eral principles for WFH

SREARALABAR
Offceal the Privacy Commssionst
for orsorui Data Hong Kong

BACKGROUNDN |
 Organisations have to access or transfer data,

including personal data, under work-from-home
(WFH) arrangements

The Guidance:

* Provides practical advice to organisations to
enhance data security and privacy protection in the
context of WFH
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Data Privacy Tips
D) ROTHERPracticalliipsl WORK-FROM-HOME ARRANGEMENTS (cont’d)

Protecting Personal Data under " BCONTEN)
Work-from-Home Arrangements:
Guidance for Organisations

EB EYE- @
F e <@ SRELRARN

- 2
o @ Qm R T s ™

I _ e Staff training and support

under Work-from-Home Arrangements:
Guidance for Organisations

The practical advice covers the following areas:

* Policies and guidance

Guidance Note

* Device management

Introduction General principles for WFH

 Virtual Private Network & remote access
management

.
‘\»NE_H Under this series, PCPD also issued practical guidance notes
for employees and video conferencing software users

20
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Data Privacy Tips

DO theRPracticaliiipsSe EMPLOYEES’ PERSONAL DATA (COVID-19)

BACKGROUNDN Guidance for Employers on
Collection and Use of Personal Data of
Employees during COVID-19 Pandemic

* During the COVID-19 pandemic, organisations often
deploy epidemic prevention and control measures 3
in the workplace P

Guidance for Employers on Collection and Use
of Personal Data of Employees during COVID-19
Pandemic

Guldance Note

lllllllllll

* Employers have been collecting health data of
employees, e.g. vaccination status, COVID-19 test
results

Introduction

© ted against
VD 2 v
[ . 1.Ca avel
e u I a n ce ° i , vaccination recor ds, COVID-19 t esults, infection
re: and other COVID-19 related health d l rom employees?
ploy reasonably
practic ganisations
sponsibilty.

* Provides Q&As to help employers and employees
understand what can and cannot be done

PCPD|

i
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Data Privacy Tips

DO TheRPracticaliiipsl EMPLOYEES’ PERSONAL DATA (COVID-19) (cont’d)

" REXAWVIPLES

Q.1: Can an employer collect COVID-19 related health
data from employees?

Q.2: Can an employer collect the health data of an
employee’s family member(s)?

Guidance for Employers on
Collection and Use of Personal Data of
Employees during COVID-19 Pandemic

f’ N2 El || Guidance Note
llllllllll ow
b el g“ e

IG uidance for Employ n Collection and Use

of Personal Data of Employees during COVID-19
Pandemic

yyyyy

travel
ord COVID-19 test results, infection
related healt hd lom employ
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Contact Us
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il Protect, Respect Personal Data Privacy Il

'ws & Events | Enforcement Reports | F Asked Q i |C &E | Doxxing Offences NEW! |
C i ] ion & Training | Centre | Contact Us

| © 2quickguiae
ER6ehoe o =W 0 Hotline 2827 2827

What's New More

About PCPD | Data Privacy Law

0 Hot Search E Advanced Search

PCPD Releases Report on

"Comparison of Privacy Settings of Social Media"  Privacy Commissioner’s Office Broadcasts TV Video and Radio
Announcement on Doxxing Offences 1
Privacy Commissioner Published an Article on “New Recommended - Fax 2877 7026

Model Clauses for Cross-border Transfer of Personal Data” at
Banking Today, the Bi-monthly Journal of The Hong Kong Institute
of Bankers _—

Eegia gty o 1 Website  www.pcpd.org.hk

the Hong Kong Press Council

e O E-mail communications@pcpd.org.hk

Privacy Commissioner Published an Article on “Cross-horder|
transfers of personal data” at the CGj, the journal of the Hong Kong
Chartered Governanee Institute

Showeasing Hong Kong — Privacy Commissioner Spoke at the
Closing General Session of the International Association of Privaey
Professionals’ (IAPP) Asia Pacific Forum in Singapore

Reaching Out to Schools — PCPD Organised the “Learning and
Teaching Privacy on Social Media” Online Forum

Reaching Out to the C: ity — Privacy C issi Met with
Representatives of RainLily
For Individuals For Olﬁam'sations
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