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Combatting Doxxing Offences

Overview

The Personal Data (Privacy) (Amendment) Ordinance 2021
(Amendment Ordinance) came into effect on 8 October 2021
to strengthen the combat of doxxing acts which are intrusive
to personal data privacy and empower the Privacy
Commissioner to issue cessation notices to put an end to the
disclosure of doxxing messages, as well as to carry out criminal
investigations and institute prosecutions in respect of
doxxing-related offences.
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X FEBT 4 HIGHLIGHTS OF THE YEAR

Following the PCPD's first arrest in a doxxing case in the 2021-
22 reporting year, and the first successful prosecution in a
doxxing case in the 2022-23 reporting year, the PCPD in the
current reporting year has seen a record high in both the
number of criminal investigations commenced and the
number of arrests made. In addition, through the PCPD’s
continuous efforts in proactive online patrols and law
enforcement, the number of doxxing cases discovered on the
Internet has notably reduced.

Handling Doxxing Cases on a “One-stop”
Basis

Under the Amendment Ordinance, the PCPD is given new
criminal investigation and prosecution powers to handle
doxxing cases on a “one-stop” basis from criminal
investigations and evidence collection to prosecutions. The
streamlined process can effectively expedite enforcement and
prosecution actions against doxxing cases.

After receiving a doxxing complaint, the PCPD will commence
criminal investigation into the alleged doxxing-related
offences by assigning criminal investigators to follow up on
the investigation, collect evidence and conduct analysis, so as
to determine whether an arrest operation will be mounted.
Except for a few cases involving joint operations with the
Police, the vast majority of arrest cases were handled by the
PCPD’s criminal investigators.
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One of the noteworthy examples is that the PCPD was able to
secure the conviction of a doxxing case in February 2024, only
three months after the defendant was arrested in November
2023.

Overview of Doxxing Cases

During the reporting year, the PCPD handled a total of 631
doxxing cases (including 198 doxxing cases uncovered by the
PCPD’s proactive online patrols and 433 doxxing-related
complaints received), commenced 152 criminal investigations
and mounted 26 arrest operations with 27 persons arrested.

Furthermore, the PCPD referred 30 doxxing cases involving
offence under section 64(3C) of the PDPO and/or other
offences outside the purview of the PDPO to the Police for
further investigation and consideration of prosecution.




miEERER

ENLEBEEREWBHMHN27AF -
BEXFIEREIMETERABSES
A4 (33%) « A (33%)
Eﬁki%%%ﬁ(w%)&lﬂzﬁ/_lﬂﬁﬁﬁ
BB A4 (8%) : A = A (11%)
AlA A E M REEDNTEE]
(B1.1) °

XFEBT 4 HIGHLIGHTS OF THE YEAR

Highlights of Arrest Cases

Among the 27 persons arrested by the PCPD, the motives for
doxxing were as follows: monetary disputes (33%),
relationship disputes (33%), workplace disputes (15%) and
disputes arising from different political views (8%). The
remaining three persons (11%) doxxed the victims for other
reasons (Figure 1.1).
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Cases relating to monetary disputes mainly stemmed from
contractual disputes while cases relating to workplace
disputes generally arose from conflicts between colleagues at
work. Cases originating from relationship disputes mainly
involved emotional entanglements and conflicts between
neighbours.

As far as the means of doxxing are concerned, 21 (78%) of the
arrested persons conducted doxxing activities through social
media platforms, while five (18%) used instant messaging
applications, and one case (4%) involved the use of postal
mail.

Removal of Doxxing Messages

Apart from bringing doxxers to justice through criminal
investigations and prosecutions, the timely removal of
doxxing messages is of equal importance to prevent further
harm to victims. In this regard, the Amendment Ordinance
confers statutory powers on the Privacy Commissioner to
issue cessation notices to online platforms to demand the
removal of doxxing messages.

During the reporting year, the PCPD issued 314 cessation
notices to 19 online platforms, requesting removal of 9,227
doxxing messages. 67 channels used for doxxing were also
successfully removed through the issuance of cessation
notices. Although most of the cessation notices were served
on overseas online platform operators, the overall compliance
rate for removing doxxing messages reached 96%.
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Conviction and Sentencing on Doxxing
Cases

During the reporting year, there were a total of 16 conviction
cases relating to doxxing, involving 17 persons. The penalties
varied and included imprisonment, fines, community service
orders and probation orders. The imprisonment sentences
ranged from two weeks to two months, and two of the sentences
involved a fine of HK$500 in addition to imprisonment. The
community service orders imposed ranged from 80 hours to 200
hours.

H EE R = REZE AT Below are three cases involving custodial sentences:
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Helpers

The defendant signed a contract with the victim, an
intermediary, for employment of a foreign domestic helper in
2021. The victim and the defendant later ran into a monetary
dispute after the domestic helper had failed to report duty. In
April 2022, the defendant posted the personal data of the
victim in three doxxing messages on a social media platform
alongside some negative comments and allegations. He was
convicted of one charge of “disclosing personal data without
data subject’s consent causing specified harm” in May 2023
upon his guilty plea. The Court sentenced the defendant to
four weeks’ imprisonment, suspended for 18 months.
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Male Doxxed Another Person because of Monetary
Dispute

The victim had a monetary dispute with a third party in 2020.
Subsequently, the defendant posted two messages containing
the personal data of the victim (including a copy of the victim's
Hong Kong Identity Card) on a personal account of a social
media platform respectively in September and December 2022,
requesting settlement of the outstanding loan from the victim.
He was convicted of two charges of “disclosing personal data
without consent” in January 2024 upon his guilty plea. The
Court sentenced the defendant to two months’ imprisonment,
suspended for two years.
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Female Doxxed a Pet Seller

The defendant purchased three kittens from the victim in late
2022. The defendant subsequently requested a refund from
the victim because of the health issue of one of the kittens,
but the two could not agree on the amount of refund and a
dispute arose between them. In May 2023, the defendant
posted a message containing the personal data of the victim
in an open discussion group on a social media platform,
alongside some negative comments and allegations against
the victim. She was convicted of one charge of “disclosing
personal data without consent” in February 2024 upon her
guilty plea. The Court sentenced the defendant to two weeks’
imprisonment, suspended for three years, and a fine of
HKS$500.
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Based on the above cases, it is clear that the Court is of the
view that doxxing is a serious offence which ought to be
deterred by penalties commensurate with the severity of the
offences, including custodial sentences.
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Safeguarding Data Security

Data security is an integral part of national security and forms
the backbone of cybersecurity. It encompasses the protection
of personal data privacy, which is fundamental to preserving
individuals’ privacy rights. The PCPD has been dedicated to
strengthening data security through various strategies.

Launching the Data Security Trio
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Data Security
Webpage

With the aim of providing enterprises with one-stop access to
information concerning data security and helping them
enhance their capability to protect data and comply with the
requirements under the PDPO, the PCPD launched the Data
Security thematic webpage and the “Data Security Scanner”
on the website, as well as the “Data Security Hotline”
21101155 on 14 November 2023.
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Guidance on Data Breach Handling and
Data Breach Notifications

INTRODUCTION

Good data breach handling makes good business
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The Data Security thematic webpage enables enterprises to
conveniently obtain information related to data security,
including security alerts, latest updates on data security,
information on data breach incidents, relevant requirements
under the PDPO, cases, and educational resources. Separately,
the “Data Security Scanner” is a self-assessment toolkit that
enables enterprises to conduct a quick and easy self-assessment
of the adequacy of their data security measures for information
and communications technology systems.

Issuing New Guidance on Data Breach
Handling and Data Breach Notifications, and
Online Data Breach Notification Form

In view of the increasing number of data breach incidents in
recent years and with the aim of safeguarding data security, the
PCPD issued a new “Guidance on Data Breach Handling and Data
Breach Notifications” on 30 June 2023 to assist organisations in
preparing themselves in the event a data breach occurs. The
Guidance also contains practical recommendations to help
organisations handle data breaches and contain the resulting
damage and harm.
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FOh FLBEREAZBINEL TH L Separately, the PCPD has also launched an Online Data Breach
BRINEFEHCERERSE - LAS|ZEZ  Notification Form. This form, designed with guided questions
BN ZIERIERE  HE#ESFT S2  and multiple-choice answers, enables organisations to
EEEEMEAZEBFERINGE  comprehensively and efficiently report the details of data

EWEEEE o breach incidents to the PCPD.
LN
https://www.pcpd.org.hkjenglish/enforcement/data_breach_notification/dbn_form.html
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Data Breach Notification

Basic Information of the data user
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| |
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Information of the Contact Person
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Job Title
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Taking Proactive Compliance Actions in
Response to Various Privacy Protection Issues

The PCPD continued to monitor privacy protection issues
related to data security and proactively took appropriate
compliance actions.

In response to concerns raised by the community about the
handling of borrowers’ credit data by credit reference agencies
in Hong Kong, the PCPD proactively commenced compliance
checks of all credit reference agencies in Hong Kong in June
2023 to ensure the protection of the personal data privacy of
borrowers and the data security of credit reference databases.
The compliance checks were carried out to ascertain whether
the security measures and retention periods adopted by credit
reference agencies regarding the credit data of borrowers
complied with the requirements of the PDPQ. After completion
of the compliance check process, the PCPD provided practical
recommendations to all credit reference agencies with a view
to enhancing their data security measures.
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Enhancing Data Security through Outreach
and Education

The PCPD actively organised various seminars and workshops
to raise awareness of the importance of cyber and data
security. These initiatives aimed to heighten organisations’
awareness of data security through workshops and
promotional activities. The PCPD conducted 170 in-house
seminars for different organisations within the reporting year.
Starting from November 2023, the content of such in-house
seminars has also incorporated data security management to
enhance organisations’ data security measures. Some seminars
on data security included “Cybersecurity in Web 3.0 and Data
Breach Handling” in July 2023, “Enhancing Data Security to
Prevent Cyber Attacks” in November 2023 and “Responding to
Cyber Security Threats and Data Breaches” in March 2024.
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Strengthening Synergy and International
Cooperation

In November 2023, the PCPD and the Hong Kong Productivity
Council Cyber Security jointly released the “Hong Kong
Enterprise Cyber Security Readiness Index and Privacy
Awareness Survey 2023" report, assessing the readiness of
local enterprises to respond to cyber security threats.

"?‘7":'hkpc oD

Given the privacy risks associated with technological
advancements, the PCPD actively collaborated with
international counterparts to tackle challenges arising from
rapid technological development. In August 2023, as the
co-chair of the International Enforcement Cooperation
Working Group of the Global Privacy Assembly, the PCPD
joined forces with 11 privacy or data protection authorities
worldwide to issue a joint statement to social media platforms
and other websites. This collective effort established global
expectations and principles on privacy protection, identified
the major privacy risks associated with data scraping,
underscored the platforms’ duty to safeguard personal data
against unlawful extraction and recommended measures to
mitigate privacy risks.
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Conducting Investigations

Releasing Two Complaint Investigation
Reports

During the reporting year, the Privacy Commissioner released
two complaint investigation reports.

The Privacy Commissioner conducted an investigation into
the unauthorised access to credit data in a credit reference
system (the System) and released an investigation report in
June 2023. The investigation arose from a complaint received
by the PCPD, where the complainant reported that his credit
data in the System had been accessed multiple times by
money lending companies without his knowledge or consent.
The investigation found that the operator of the System had
contravened Data Protection Principle (DPP) 4(1) of the PDPO
regarding the security of personal data and DPP 2(2) regarding
the retention of personal data.
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Besides, to raise the awareness amongst employers and
human resource managers of their responsibilities in
protecting personal data privacy and complying with the
relevant statutory requirements, the Privacy Commissioner
released an investigation report in December 2023 regarding
four complaints received by the PCPD in relation to human
resource management. Upon investigation, the Privacy
Commissioner found that the organisations in the four cases
had respectively contravened the requirements on accuracy,
use (including disclosure) and security of personal data under
the DPPs.

In the aforementioned investigations, the Privacy
Commissioner served Enforcement Notices on the data users
concerned, directing them to remedy their respective
contraventions and prevent recurrence of similar contraventions.

BAERILBERELE

Office gf the Privacy Commissioner

sonal Data
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Releasing Two Investigation Reports on
Data Breach Incidents

During the reporting year, the PCPD completed two
investigation reports on data breach incidents. In December
2023, the PCPD released an investigation report on a data
breach incident encountered by an online shopping platform
involving the personal data of more than 300,000 user accounts
in Hong Kong. In the report, the Privacy Commissioner found
that the online shopping platform contravened DPP 4(1)
concerning the security of personal data. In March 2024, the
PCPD completed an investigation into a data breach incident
related to a ransomware attack on a public body, and an
investigation report was subsequently released?, in which the
Privacy Commissioner found that the public body contravened
DPP 2(2) and 4(1) concerning the retention and security of
personal data.

The Privacy Commissioner served Enforcement Notices on the
relevant data users, directing them to remedy the contraventions
and prevent their recurrence.

1 The Privacy Commissioner released the investigation report on 2 April 2024.
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Launching Privacy-Friendly Awards
2023

138 Award-winning Organisations Support
the Implementation of Privacy Management
Programme

During the reporting year, the PCPD launched its flagship
event — the “Privacy-Friendly Awards 2023"” under the theme
of “Embrace Privacy Management Programme to Gain Trust
and Benefits” to promote the significance of the establishment
of a Personal Data Privacy Management Programme to
organisations. The Awards Presentation Ceremony, officiated
by Mr Erick TSANG Kwok-wai, GBS, IDSM, JP, Secretary for
Constitutional and Mainland Affairs, was successfully held in
August 2023. Awards were presented to 138 enterprises, public
and private organisations, as well as government departments
to recognise their commitment and performance in safeguarding
personal data privacy.
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Participating organisations with designated “Privacy Protection
Measures” in place were eligible for awards. After careful
consideration and assessment by the judging panel, 138
organisations were awarded, of which eight won Outstanding
Gold Awards; 80 won Gold Awards; 33 won Silver Awards and
17 won Bronze Awards. The increase in the number of award-
winning organisations by nearly 40% compared to the
previous year reflects that more and more organisations
recognise the importance of protecting personal data privacy.
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Promoting Good Data Governance

The PCPD aims to propel more organisations towards
implementing good data governance through a range of
channels, including newspaper advertorials, social media and
online platforms. Short videos were also produced for the
Outstanding Gold Awardees of the “Privacy-Friendly Awards
2023" to share their experience and insights in safeguarding
personal data privacy.
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In addition, the PCPD organised two experience-sharing sessions
in November 2023 and March 2024, where representatives of the
Outstanding Gold Awardees shared with participants their
practical experience in establishing Personal Data Privacy
Management Programmes, and the challenges they encountered
in implementing data governance and strengthening data
security. These sharing sessions attracted over 340 participants
from various sectors, including banking, insurance, government/
public bodies, medical and healthcare, legal and information
technology sectors.

Preventing Data Fraud

Enhancing Public Awareness of Fraud
Prevention

As there has been an increase in online fraud cases, it is crucial
to enhance public awareness of fraud prevention when facing
different kinds of fraud traps. Therefore, the PCPD launched a
new dedicated webpage entitled “Anti-Fraud Tips”, serving as
a one-stop information portal for members of the public. The
PCPD also regularly issued media statements to urge the
public and organisations to guard against fraudulent websites
and SMS messages. A seminar on “Safe Use of WhatsApp and
Social Media Platforms” to illustrate fraudsters’ tricks on
hijacking instant messaging accounts was organised in
December 2023, which attracted over 600 participants.

s
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Don’t Hand Over Your Personal Data

Beware of Fraudsters
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In addition, the PCPD launched a series of anti-fraud publicity
activities under the theme of “Don’t Hand Over Your Personal
Data — Beware of Fraudsters”, and invited artistes Alice FUNG
So-bor (& Z )& ) and Timothy CHENG Tse-sing ([ 3 ) to
perform key roles in promotional videos to convey the
messages of fraud prevention in a realistic yet light-hearted
way. The videos were broadcast on local TV, online platforms
and MTR in-train TVs in phases starting from June 2023. The
first episode titled “Fake Membership Awards Programme”
aims to raise public awareness of protecting personal data
privacy so as to avoid property loss. The second episode uses
"Promotional Gifts Scam” as the theme to remind citizens not
to disclose personal data out of greed. The third episode on
“Healthcare Products Promotional Scam” educates members
of the public to stay vigilant and not fall prey to scams. The last
episode themed “Romance Scam” reminds the public to
beware of relationship traps and fraudsters.
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Furthermore, the PCPD distributed anti-fraud promotional
posters to District Offices, community centres, elderly centres
and schools, and promoted anti-fraud messages across major
public transportation networks and online platforms. The
PCPD's Volunteer Team also organised talks on fraud prevention
for the elderlies during Christmas in 2023. During the visit, the
Volunteer Team arranged talks and games to raise the elderlies’
alertness of fraudulent scams so that they could easily identify
scammers.
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