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gﬁ — @ ﬁ (2023445 — 2024435 )
A YEAR IN NUMBERS (april 2023 - March 2024)
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Handled 631
//—— / — doxxing cases
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Commenced 113 investigations L o L o
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Received 169 data breach
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notifications
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Received 16,034 public EITA10RIBHRTT , ==
. Conducted 410 compliance actions L |
enquiries
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« Initiated 152 criminal investigations | |
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/26 ) :

ERER 26 /R T1TE) o
Mounted 26 arrest

operations
r -1 / 67 / { =9 .,_-I

Qo 67 B A

o Issued 67 media statements L o
L -
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Responded to 172 media enquiries L y

/2529/ '

BIREBEM 72620 HABEERE

T (4B B3R | 5‘1046/

Noted 2,629 news reports relating to the

oz

PCPD's work across various media channels - - 52185 B 19214046
| ARBELEZEER
. F b

Logged an average of

O/ 4 214,046 visits to the
663 T — ! PCPD'’s website each

," month
RO SRR B R 663 Fl X = sl
Published 663 social media posts L ] o]
S | I il |
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Recorded 40,735 attendances at h,

the PCPD's talks, seminars and L

workshops
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VISION, MISSION AND VALUES
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EERMERERE S EAERLE X
To develop and promote a culture of protection of and respect for
individual's privacy in relation to personal data
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FREENHE  HERELREEFEAEHNLE
To promote the protection of and respect for personal data privacy
through publicity and education

FBREHEESINKRETETR  RESEZNBETHER
(EPNCEE

To facilitate lawful and responsible use of personal data by
providing guidance and best practices

BREVNE  BERNEERRER
To monitor and supervise compliance through effective
enforcement

FRFFERBAE - WRE2REABRLBRENZ
B R R R R

To maintain the efficacy of the regulatory regime through
continuous review and enhancement, taking into account global
standards for the protection of personal data privacy

N

2 5 Respect
B Hth AKIEA B R FLE

Respect others’ personal data privacy

8% {5 Integrity
TEREEE
Act fairly and professionally

g% Innovation
ZERE tEEKENEE

Embrace technological, social and economic developments

%31 Independence
T8 N7 PO R0 LA i 4

Independent from the Government and other bodies

= i#8 Excellence
BN ERREKERTRSRE
Strive for the best results and highest standards

17
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FRAS—E

MAJOR EVENTS

FEDRPIREA B RHREN A E AR EMN RIS E
Visited the Office for Personal Data Protection in Macao to ‘
strengthen ties and foster collaboration |

HH R AR R R R S B, GBS, IDSM, P EARL R E & b
e EeRhes BMEDEeZRENHEE
Secretary for Constitutional and Mainland Affairs, Mr Erick TSANG
Kwok-wai, GBS, IDSM, JP, and Privacy Commissioner attended a
special meeting of the Legislative Council Finance Committee to
answer questions raised by Legislative Council members

SR MRERSNEAIUZETNEEITRIE FEE - k5|8 1508 A2
Organised a webinar on “Prevention and Handling of Cyberbullying and Doxxing Behaviour involving
Students’, attracting over 150 participants

BWBEENLE ARMENBERFEELERE
HE UXGEBHELEEKLESHEERREEA
BEHLENE S

Organised an awards presentation ceremony to recognise the
efforts of 23 outstanding primary school teams in promoting the
respect for and protection of personal data privacy through a short
video competition themed “Respecting Privacy Begins with Me”

ST CEAEERER) - RN BB 48 FHEE
RS BB 13022 ME

Organised a webinar on “Review and Practical Implementation of the
Mainland's Personal Information Protection Law’, drawing over 130
participants
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AY

HIFFENRZESRERBETE  UEEE
HTEREBEAERLETENEE

Signed a Memorandum of Understanding with the
National Privacy Commission of the Philippines to
strengthen ties and foster closer cooperation between two
authorities in the protection of personal data privacy

N

UN

BREBACEECHEEENENEEENNAERER |
B R(BISRROLEBRE - LR+ RKEBEFENLEREIN |
WwE

Released an investigation report on the unauthorised access to credit datain a
credit reference system and a report titled “Privacy Protection in the Digital
Age: A Comparison of the Privacy Settings of 10 Online Shopping Platforms”

HEEOETABRMERERE UHOELEEERER —REMNINRERNAE
MR

Attended the 59" Asia Pacific Privacy Authorities Forum and shared the findings of the PCPD's
investigation into a data breach incident

= e — R OUATE A BRI OKELE 557 BR1E Se il R
SRTENDREGRLY BRBENAZEE RN

 Aiulln Ly G
BEEEREGR D F S8 408 VT SR S S

m—%'ﬂ Launched a series of anti-fraud publicity activities under the
% theme of “Don’t Hand Over Your Personal Data — Beware of

Fraudsters’, including the broadcast of videos starring
artistes Alice FUNG So-bor and Timothy CHENG Tse-sing

FH A MRACERINR E WA BRIE MR IR Sl) - MBI BUh B B R INRF N
Issued a new “Guidance on Data Breach Handling and Data Breach Notifications” to assist
organisations in responding to data breach incidents effectively

19
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BICLEE - R — TRIREEAERALE)
HEZME

Organised a book launch event for “The Treasure-
trove of Privacy — Understanding Your Personal Data
Privacy”

S5 [Web 30 THBH R 2 RARSNEEHURTE |35 + |31 2008 A T2
Organised a seminar on “Cybersecurity in Web 3.0 and Data Breach Handling”, drawing nearly 200
participants

Il-- I-l.IIIL'I
e b e

Shacmlnq Dos and Don'ts

i iR Sharenting & [ P I B A B IR - BREEH — LA,
T REMMEE LS ZFRBERAEEREIENSE
Published the “Sharenting Dos and Don'ts” pamphlet to provide some
tips for parents before they publish any post about their children online

BRNERDEEZERNMLEIERNRERBERBSEBH  ALXKERTaER
Iﬂﬂ%ﬁi%ﬁﬁﬁﬁ%&ﬁd
Released a joint statement with 11 global privacy or data protection authorities to promulgate
global privacy protection expectations and principles to social media platforms
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UG

S FLIE 2 Rz T 82023 | R 824142
FeaT 138[E#IE - URGMPIEREEA
BRALEERO KRR

Organised the “Privacy-Friendly Awards 2023"
Presentation Ceremony to recognise 138
organisations for their commitment to and
performance in protecting personal data privacy

EP

HRCE B IMR ) BE IR K@k ia 5l ) /M F - BB E & R INR F 3 A Rl
KRR - DT BB AR R B B

Published a pamphlet titled “Guidance on Data Breach Handling and Data Breach Notifications” to
assist organisations in responding to data breaches by preparing for both “BEFORE" and “AFTER"
scenarios

HARCEE A AT R AT BR] T8 - LAHBI R P AREEEA
BRILEE - WE 22 e A A LA se IR #EMm A

Published “10 TIPS for Users of Al Chatbots” to help users protect their
personal data privacy and provide tips on the safe use of artificial
intelligence (Al) chatbots Yt

Al Chatbols

N ==

BREE - ABRFHBFANEAAERERERERS

Released an inspection report on the personal data system of a government department
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ERAERERRITHEFLPEAEHZSGNERRE
Released an inspection report on the customers’ personal data system of a virtual bank

HEFASERKLEZS @ Twm T ALERE
AE 3T SR R FL PR R - DA KR B
M BREHNEBRERS

Attended the 45" Global Privacy Assembly to
discuss privacy issues relating to Al and other novel
technologies, data scraping, cross-border data
transfers and more

SB[ IRARESRENLEREREAEFE]
DEE RIBEH/IOBZ2ME

Organised an experience sharing session on “Using
Standard Contracts for Transferring Personal Information
Out of the Mainland”, bringing together over 110
participants

B HEBNE EARBLTEEE - KaEEE5008 A T2
Organised a seminar on “Enhancing Data Security to Prevent Cyber Attacks”, attracting over 500
participants

/
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BRI BECLEERRLTEBREINILER
HMEFE 2023 HE

Released the “Hong Kong Enterprise Cyber Security
Readiness Index and Privacy Awareness Survey
2023" report

H ] R A E 55 B B & Bl &1, GBS, IDSM, JP EA 7
EEHEESHHIEHEESHRER /g\  fRE
EEHBENHE

Secretary for Constitutional and Mainland Affairs, Mr Erick
TSANG Kwok-wai, GBS, IDSM, JP, and Privacy Commissioner
attended the Policy Briefing meeting of the Legislative
Council Panel on Constitutional Affairs to answer questions
raised by Legislative Council members

sonal and Mainland Affairs on the Chief Executive’s 2023 Pc

[ REBIEER LB AZAES
Ko Zeg  R3|EMAI160HEKE THTT%
AT20

Organised an experience sharing session on “Good
Data Governance by Privacy-Friendly Awardees
2023", gathering over 160 participants from various
sectors
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29[ 2 2 fF A WhatsApp Rt 2 & | B - k5| #6004 A2
Organised a seminar on “Safe Use of WhatsApp and Social Media Platforms”, attracting over 600
participants

MEEENCEBRANER (N - FE) AAGEEBREDE
EER)ERENT S - HE

Privacy Commissioner spoke at an industry briefing about the Standard
Contract for Cross-boundary Flow of Personal Information Within the
Guangdong-Hong Kong-Macao Greater Bay Area (Mainland, Hong Kong)

%éi%ﬁlﬂf"méiﬁi - BEEEREETERE
RiEREE FifE BEAERBRE NS K
TIZHLF%‘*FH}E’M/\J%%HLEE &R R RE
HY ) 3 25
Released two investigation reports, one on the
improper retention and use of personal data of
employees/former employees by employers, and the
other on unauthorised scraping of the personal data
of the users of an online platform

REBA B0 R EH SR EE AR - MNoR b FI&Y
By B = 55

Organised a Christmas talk for over 80 elderlies to
enhance their awareness of fraud prevention
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TEREEBEEENRERBENEAEES UWERERANEABERLESIRER
EEEHENSERS

Completed compliance checks of all credit reference agencies in Hong Kong, ensuring the
protection of the personal data privacy of borrowers and the data security of credit reference
databases

HEBANEEZRZR S I [FEARFRINRER
[BEAZR B EZ R H#8iE33082
mE L E

Co-organised the international conference
"Enhancing Personal Data Protection in the Age of
Artificial Intelligence” with the Faculty of Law of the
University of Hong Kong, attracting over 330
participants

" Anuee Broo
B Microsoft ™ smem

BRCEFHENLBEI)MERER(EERERFHERIE
NN RS HENRELEBIE ) ER

Released a report on “Privacy Concerns on Electronic Food Ordering at
Restaurants” and published a leaflet on “Food Ordering Using Mobile Apps
or QR Codes at Restaurants: Tips for Protecting Privacy”

RIBEBE F < & Worldcoin (£ R ¥) T B B
A ) e E N & R AL B B L B

Executed court warrants to investigate the Worldcoin
project over concerns of biometric data privacy risks

25
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2 A FEB

LEBEEMIEZERHIEHRZE NS
2023F T 1E

Privacy Commissioner briefed the Legislative
Council Panel on Constitutional Affairs on the
work of the PCPD in 2023

M28EAR M EERAERERALSEHEAEHLENTEETERES
Conducted compliance checks on 28 local organisations in relation to the implications of the
development or use of Al on personal data privacy

MIKE# BERTEBMEAZERY  REE
A RIS B AREEA B TLE

1 |BEREBEEE - WolE@2302F/NE

R RERZ N

Privacy Commissioner spoke at the “‘Media and Information

Literacy Series: Seminar on Understanding the Internet,

Social Media and Protection of Personal Data Privacy’, Ry h;

attracting more than 230 primary and secondary school

principals and teachers
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HEBLBMEEMEEERAR M EHBSK
RERMB NREMINEER ] FEE - o[ B880

ZALE2M

Co-organised a seminar with Hong Kong Internet
Registration Corporation Limited on “Responding to
Cyber Security Threats and Data Breaches’, attracting

over 880 participants

PERSONAL DATA

SMART USE OF
SMARTPHONES

8 |
' d &
Protect Your Personol Ooto
Be Snjort on SociniMedio
|

HRCIREEAE R — RS EAEER)
RAREEAER — BREATREE)
Bk RAPRERELENA LT
Published two leaflets titled “Protect Your
Personal Data — Smart Use of Smartphones” and
“Protect Your Personal Data — Be Smart on Social
Media" to provide tips for users to better protect
personal data privacy

27
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H et 7R

ORGANISATIONAL STRUCTURE

EREAEHILEEERE (ME
BEEBRE)RREEFBIADIF486
S(EAE R (FLER) & H1) KFLEE
fB)) I BB A8 &
R CEEMRESFRALTERL
RO MR E - AR RAEA
BRI BEIREE

MEBEERER199%6F8 AKX -
HETEHEABRNILEEERSE -
NEE N EEF 2RI ER
fMEHERE - SRNERE AR
2 IRIREH KT TEL - BEE
BB R BRI ER o

The Office of the Privacy Commissioner for Personal Data (PCPD)
is an independent body established pursuant to the Personal
Data (Privacy) Ordinance (PDPO) (Chapter 486 of the Laws of
Hong Kong). The PCPD strives to ensure the protection of the
privacy of individuals in relation to personal data through
monitoring, supervising and promoting compliance with the
PDPO.

Established in August 1996, the PCPD is headed by the Privacy
Commissioner for Personal Data. The seven functional units
under the PCPD include the Complaints Division, Criminal
Investigation Division, Compliance and Enquiries Division,
Legal Division, Global Affairs and Research Division, Corporate
Communications Division and Corporate Support Division.

3 orgh pepdork ppdorgik ppiog ok o
hk pcpdorgk oo g e
ahk pepdorghk pcpdonghk plo
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BASHILEER

Privacy Commissioner for Personal Data

BEAARHILEBSE (EREMREHR)

Assistant Privacy Commissioner for Personal Data
(Corporate Communications and Compliance)

BEEARHLEBER (8 BEEHER®R)

Assistant Privacy Commissioner for Personal Data
(Legal, Global Affairs and Research)

WEBARHLRBSR (RHERHNEAE)

Assistant Privacy Commissioner for Personal Data
(Complaints and Criminal Investigation)

—( 2 &F Complaints

4( A ZE Criminal Investigation

4( & H R ZE# Compliance and Enquiries

4( 51 Legal

4( IR 3% B W 28 Global Affairs and Research

4( £ 3 Corporate Communications

% 318 Corporate Support

N _ R N S " L S
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& LE*?I (FLB3) &5 Personal Data (Privacy) Advisory
=8 Committee

BABER (FLB)BHAEZE® (EZE The Personal Data (Privacy) Advisory Committee (PDPAC) was
@) 2R IECFLE &0 > 1118 established pursuant to section 11 of the PDPO to advise the
o BHIERRERAAERFE R Privacy Commissioner on matters relating to personal data

(fLB% 1|7,<1§|J>>§§{/E E’j FEAET - [[fL privacy protection and the operation of the PDPO.
—r = }}TE{/ N

ZTE=eFEH H&HX%ABE_“\ NZE The PDPAC receives regular reports on the operational
RBIERIRSRE W ABEI{E performance of the PCPD and advises the Privacy
J:E’JEK‘%%F?MBE#,J’E&@;% o Commissioner on the handling of major issues relating to

the work of the PCPD.
ZEeXEANEBEE rMZEE The Privacy Commissioner is the chairperson of the PDPAC,
KERBESHEA#ERBEE and members of the PDPAC are appointed by the Secretary
= LEER for Constitutional and Mainland Affairs.

R
CHAIRPERSON

EER T
Ms Ada CHUNG Lai-ling

BEABEHLEEER

Privacy Commissioner for Personal Data

541
MEMBERS (z# K5 xx = & #EFF in alphabetical order of last name)
O O O O O O

P B 21, P Spamim 5 L+ [} 3 & ,%'-\,JP
Ms Karen CHAN Dr CHOW Kam-pui The Hon Carmen KAN
Ka-yin, JP BEABHHANEREINE Wai-mun, -
EEEEERAT (20235 10771 A ) HERIT (B8) ARAF
HITES Associate Professor, 1855 12 FA R

Department of Computer Science,
The University of Hong Kong
(Appointment from 1 October 2023)

General Counsel,
Bank of China (Hong Kong) Limited

Executive Director,
German Pool Group Company Limited
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O O O O O O
RNt EERTAE MH HWEL L
Mr LAW Fai Mr Joseph LIN Ms Nikki NG Mien-hua
MER ALK RE i i 17
(861 2023F 101 F142) e cno Nl (e 20235 1071 F14E)
Director, News and Public Affairs, Everiiive DIesier 1el iz Non-Executive Director,
Hong Kong Commercial Broadcasting HKE Holdings Limited '
Company Limited

(Appointment from 1 October 2023)

Sino Group
(Appointment from 1 October 2023)

- b
BEEXBL

Dr Patrick WONG
Chi-kwong

BEAEHEAGLE
EENRERRRIER
(HEHE2023F 1051 H#E)
Chairman, The Court of Lingnan
University; Former Deputy Chairman,
Hong Kong Productivity Council
(Appointment from 1 October 2023)

Bl e A SR 7 BRI E R
BREMEBEWER
Deputy Secretary for Constitutional and
Mainland Affairs or
Principal Assistant Secretary for
Constitutional and
Mainland Affairs

Pl \ -

EFEEL

Ms Terese AU-YEUNG
Kar-wai

7

i
(R 20234F9 H30H )
Solicitor
(Appointment up to 30 September 2023)

¥

N

(N

BELlLE
Mr Alex CHIU Chih-sun

ﬁiﬁﬁﬁﬂiﬂgigﬁﬁﬁﬁﬁ
(ERfZ20239 308 )

Director,

Hong Kong Aerospace Technology
Group Limited
(Appointment up to 30 September 2023)

WEWTA MH, P
Mr Addy WONG
Wai-hung, MH, JP

FREERESR AR
AR FERITHAAR
(EAIZ20234F9 308 )
Chairman and Chief Executive Officer
(Asia Pacific),
Centaline Property Agency Limited
(Appointment up to 30 September 2023)

-
BRZ T
Ms Eirene YEUNG

RIBXEEARAA
WITEEELRERARAME
(FAfZ=20234F9 H30H )
Executive Committee Member

and Company Secretary,
CK Asset Holdings Limited
(Appointment up to 30 September 2023)
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HEERFEHERT

MEZEERERIUPMRERTR
ZEg BEAEWHLEEEEAX
#0017 CRLBR 15 151 28 8(1)(F) {6 45 BH
H AT R - BMARERRERE
AR REREER - ENZE
%’%Eéinlj\ﬁ*#ﬂxﬁ?ﬁﬁEW/a

cLEERKERAEREY
1455?%E§%|ﬁﬁﬁﬁﬁL&§E§%§ PE
EXTR| - BRENIESIERREER
%o

D]]

MREREGZECSHLEEER
LEBELEEEETHEERE -

BEER
CO-CHAIRPERSONS

Standing Committee on Technological
Developments

The Standing Committee on Technological Developments
(SCTD) was established to assist the Privacy Commissioner to
better perform the statutory functions under section 8(1)(f) of the
PDPO, namely researching into and monitoring technological
developments that may affect personal data privacy. The SCTD
also advises on the drafting of codes of practices, advisories and
guidance notes on privacy issues arising therefrom.

The SCTD is co-chaired by the Privacy Commissioner and the
Assistant Privacy Commissioner.

EE T
Ms Ada CHUNG Lai-ling
EAAERFEBEE

Privacy Commissioner for Personal Data

/O

- ) g
Ms Cecilia SIU

R EAERALEEE
O - RIRFEBRWE)

Assistant Privacy Commissioner for

Personal Data

(Legal, Global Affairs and Research)

/)
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O O O O O
-
/-

PR3 T 2R RIEM® T BIRE A

Ir Alex CHAN Mr Alan CHEUNG Adjunct Professor Jason LAU
EEEENRER &8 e AR BT BIFR(E SR AT (ISACA)
SRR AR 4A AR AT RE M A5 HAir AR PT EHEEEKE

General Manager, ElETE Director,

Digital Transformation Division,
Hong Kong Productivity Council

Chief Director, Artificial Intelligence and
Trust Technologies,
Hong Kong Applied Science and
Technology Research Institute

ISACA International Board of Directors

4 N
FRREL
Dr Gregg LI

BI2E (HE)

BlE X ERAER
(HEH 3 20245F 1 F1HAE)
Founding Director and President,
Orion Astropreneur Space Academy
(Appointment from 1 January 2024)

WS MH

Professor the Hon

William WONG
Kam-fai, MH

BERXRETIZER
Blfz& (9M%)
Associate Dean (External Affairs),
Faculty of Engineering,
The Chinese University of Hong Kong

HRME\ECL

Mr Francis
Po-kiu FONG

EEEME S
KEgR
(FAIZE20234F12H31H )
Honorary President,

Hong Kong Information
Technology Federation
(Appointment up to 31 December 2023)

ok Jk BA 2%
Professor S MYIU

EEANSAERBER
BELBEIREE
Professor and Deputy Head,
Department of Computer Science,
The University of Hong Kong
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=2 TR E B

SENIOR MANAGEMENT TEAM

-
ERRTL
Ms Ada CHUNG Lai-ling
BAEHILEEZE
Privacy Commissioner for Personal Data
a RERLL e mARKE
Ms Joyce LAI Ms Cecilia SIU
B EAERILEEZE B EAERILEEE
(EEEALER) O£ REREBMHE)
Assistant Privacy Commissioner Assistant Privacy Commissioner
for Personal Data for Personal Data
(Corporate Communications (Legal, Global Affairs and Research)

and Compliance)

fit

RMEFEE

Mr Billy KWAN

BB EAEHLEES
(RFEMERE)

Assistant Privacy Commissioner

for Personal Data

(Complaints and Criminal Investigation)



LIEERAE/MAMN ABOUT PCPD

8 I

®

e I g m FRRXL RPAHKXL
Ms Gloria YU Ms Ines LEE Ms Hermina NG
HEBEABREEHERAE) = A AEAD = AR RED (5% EF)
Chief Personal Data Officer Senior Legal Counsel Senior Legal Counsel (Complaints)
(Criminal Investigation)

o FBIEEBSE & e Bkt @ BREBEXL
Mr Brad KWOK Ms Joyce LIU Ms Natalie POON
BERBEABREZE(BREER) EIE S RER CRIREF R SRBAEREE(BEZR)
Chief Personal Data Officer Acting Senior Legal Counsel Senior Personal Data Officer

(Compliance and Enquiries) (Global Affairs and Research) (Corporate Support)
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SENIOR OFFICERS

FRIEEASEE 1% g o RESEXL
Mr Raymond CHAN Ms Phoebe CHOW Ms Clemence WONG
S ARMEAE R EE(BARR) EEMAE 26D
Senior Personal Data Officer Head of Corporate Legal Counsel
(Information Technology) Communications

o Bt EEREE o BEBBxL
Ms Kimmy CHENG Mr John LO Ms Dorothy FUNG
SREAEHEE(ERELRER) BREAEREE(ERRER) FIRRED
Senior Personal Data Officer Senior Personal Data Officer Acting Legal Counsel
(Compliance and Enquiries) (Compliance and Enquiries)
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Mr DF LO
BRBRAEREEFERE)
Senior Personal Data Officer
(Criminal Investigation)

RAGTZE

Ms Addy LAI
=ARBAEREE GEF)
Senior Personal Data Officer
(Complaints)

AnEx+t
Ms Stephanie CHAU
2AD

Legal Counsel

FlEXL

Ms Joyce LI
=ARBAEREE R
Senior Personal Data Officer
(Complaints)

12/
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HERZE
Ms Terri WU

=R MEANE R EFE 3R
Senior Personal Data Officer
(Complaints)

X@®Ext

Ms Ayee MAN
EERREAEREL
(EREER)

Acting Senior Personal Data Officer
(Compliance and Enquiries)
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