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Responding to Public Enquiries

A total of 16,944 public enquiry cases were received
during the reporting year, down 7% from that of the
previous reporting year. On average, over 1,400 public
enquiry cases were handled per month. (Figure 1.1)

The collection and use of personal data (e.g. Hong Kong
Identity (HKID) Card numbers and/or copies) constituted
29% of total enquiries. The nature of other enquiries
included the handling of personal data in employment
relationships (8%) and the application of the PDPO (7%).
The PCPD also received public enquiries on data privacy
issues relating to the COVID-19 pandemic, mainly
concerning the collection and use of employees’ health
data and the protection of personal data under work-
from-home arrangements.

Following the implementation of the Amendment
Ordinance targeting doxxing acts on 8 October 2021,
there was an increase in public enquiries relating to the
PCPD’s complaint handling policy (8%). 217 enquiry
cases were associated with doxxing and the related
provisions of the PDPO.

EMEARNE

Number of Enquiries Received

{7 Year
2021-22 16,944
2020-21 18,253
2019-20 | 23,779
2018-19 17,168
e ————
0 5,000 10,000 15,000 20,000 25,000

Figure 1.1
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ERREEFH MONITORING AND SUPERVISING COMPLIANCE

Monitoring and Promoting
Compliance with the Personal Data
(Privacy) Ordinance

In cases where the PCPD finds that there is an
inconsistency between an organisation’s practices and
the requirements under the PDPO, the PCPD will initiate
compliance checks or investigations. Upon completion
of a compliance action, the Privacy Commissioner will
generally point out any inconsistencies or deficiencies
to the organisation, and advise the organisation to take
remedial action to correct the breaches and preventive
action to avoid recurrence of similar incidents.

During the reporting year, the Privacy Commissioner
carried out 382 compliance actions, an increase of 7%
compared to 356 in 2020-21. (Figure 1.2)

EHITEEE

Number of Compliance Actions Made

380
370
360
350
340

329
330
320
310
300
290

382
356 I

2019-20
Figure 1.2

2020-21

2021-22 {3 Year

@



FLB3 2 EF R PCPD ANNUAL REPORT 2021-22

%

ARIFE

RERZE-—EB & RET R
BIRODGRXIEHERMEET £
TRITIECALER GBI ) 26 36 fRAVEE S -
AF/BERETREAEROKE
WHEERZGETEMRE -

NASERREERRFES, &
BIRELMNEFERNAEESRH
BRERNEZEFPER - £2021F -
FLBE B B A1 CFL R 1R 1) 55 36 1%
HHREEHAERRE (RFE) KT
BEEERARCBR) EITHE
FERMMNEFEAER R -

ARERRER
BRERBAT  PERBEHRE

TEAEMILEEERS - LMK
BT RENITEER - MERRA
BEFEANER RGO R LB
BEERER - S AmE - LEEE
REMERRAERETEPEASR
B - MFECRREERGD MR
HIREEHFE4RBIBREANE R
REZH)EK ©

MEEEES FHMERER  IIHE
BREAEBMABEHNOHERHK
BIASELBURES - B8R
BAAEHMMLEBERERGNEER
[(EE R AE - AREIRTT & CILBR 1R
BI)EVERTE °

Inspection

Reasons for Inspection

The PCPD is committed to monitoring and supervising
compliance with the provisions of the PDPO, including
exercising the powers under section 36 of the PDPO
to carry out site inspections of the data systems of
organisations which handle a vast amount of personal
data.

Public utility companies handle a vast amount of
customers’ data in their normal business of maintaining
service accounts, processing bills and handling customer
enquiries. In 2021, the Privacy Commissioner, pursuant
to section 36 of the PDPO, carried out inspections of
the customers’ personal data systems of CLP Power
Hong Kong Limited (CLP) and The Hongkong Electric
Company, Limited (HKE).

Findings and Recommendations

The findings revealed that both CLP and HKE had
implemented a Personal Data Privacy Management
Programme and had adopted good practices. The
security measures adopted by the two companies
regarding their customers’ personal data systems
conformed with international standards and were found
to be satisfactory. The Privacy Commissioner considered
that in the protection of their customers’ personal data,
the two companies had complied with the requirements
of Data Protection Principle (DPP) 4 of Schedule 1 to the
PDPO as regards the security of personal data.

Through the findings of the inspection, the Privacy
Commissioner also made several recommendations
to public utility companies and organisations which
handled a vast amount of personal data including,
for example, the implementation of a Personal Data
Privacy Management Programme and appointment of
Data Protection Officers to ensure compliance with the
reguirements of the PDPO.
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ERREEFH MONITORING AND SUPERVISING COMPLIANCE

Data Breach Notifications

In general, a data breach occurs when inadequate
security or vulnerabilities of personal data held by a
data user exist, thereby exposing the data to the risks
of unauthorised or accidental access, processing,
erasure, loss or use. The breach may be found to be
in contravention of DPP 4 of Schedule 1 to the PDPO.
To minimise the impact of a data breach and rectify
the relevant security vulnerabilities, data users are
encouraged to give a data breach notification to the
affected data subjects, the Privacy Commissioner, and
other relevant parties after a data breach has occurred.

Upon receipt of a data breach notification, the PCPD
would carefully assess the information provided and
decide whether the situation warrants the initiation
of a compliance check or an investigation. When
the compliance action is completed, the Privacy
Commissioner would generally advise on the particular
deficiencies of the data user and make suggestions for
remedial action to prevent and avoid further breaches
of a similar nature in future.

During the reporting year, the PCPD received 142 data
breach notifications (42 from the public sector and 100
from the private sector), involving the personal data of
around 680,000 individuals. The data breach incidents
included hacking, loss of documents or portable
devices, inadvertent disclosure of personal data by fax,
email or post, unauthorised access of personal data by
internal staff, accidental erasure of personal data and
system misconfiguration, etc. The PCPD conducted a
compliance check or an investigation into each of these
142 incidents. (Figure 1.3)
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Compliance Investigation

During the reporting year, the PCPD published an
investigation report in relation to a data breach incident.

A company reported to the PCPD that a hacker had
intruded into the email accounts of six staff members
and forwarded the emails therein to two unknown
email addresses. The incident resulted in the leakage of
1,600 customers’ personal data, including their names,
email addresses, company names, telephone numbers
and credit card information. The PCPD initiated an
investigation into the incident.
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ERREEFH MONITORING AND SUPERVISING COMPLIANCE

The PCPD found that the following four deficiencies
existed in the security of the company’s email system at
all material times:

(1) Weak password management;
(2) Retention of obsolete email accounts;

(3) Lack of security controls for remote access to the
company’s email system; and

(4) Inadequate security controls on its information
system.

The PCPD considered, upon conclusion of the investigation,
that the company had failed to take all practicable
steps to ensure that its customers’ personal data was
protected against unauthorised or accidental access,
processing or use, thereby contravening DPP 4(1)
as regards the security of personal data under the
PDPO. The PCPD issued an Enforcement Notice to the
company to direct it to remedy and prevent recurrence
of the contravention.

The PCPD reminded organisations with email systems
which handled customers’ personal data to be vigilant
about cyberattacks targeting their email systems.
Adequate policies, measures and procedures covering
system security should be put in place, and should cover
the following areas:

D Establishing a Personal Data Privacy Management
Programme;

Appointing Data Protection Officer(s);
Devising policy on email communications;

Implementing adequate security measures; and

@ @ @ @

Instilling a privacy-friendly culture in the workplace.
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EEREHEFHE Handling Requests for Matching
Procedure

ZEREFRIENETFAALEM A data matching procedure involves the electronic
EATRBE O MBERERAER - comparison of two sets of personal data, each of which
F—HELEER P M10ZBH A EER s collected for different purposes. Each comparison
EEAMER  MZHEEEMER  involves the personal data of 10 or more data subjects.
A AEHEBEREEAKIT  The result of the comparison may be used for taking
FITENMRERF - ERMEREWEE  adverse action against the data subjects concerned.
EEEANGTARSXFEZHEE A data user shall not carry out a matching procedure
WRE @ MIETZERERF - without the prescribed consent from all data subjects
involved or the Privacy Commissioner.

EREFEAN B ABHLUE  During the reporting year, the PCPD received a total

ABRBEAERZERZFHGEE  of 43 applications from government departments

R A BT ERPI R AL - &£ and public-sector organisations to carry out matching

BI1% - FLEEEEEM IEHEAIER  procedures. After vetting, the Privacy Commissioner

THEET BT AR © approved all of these applications, with conditions
imposed.






