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Legislating for and Implementing
the Personal Data (Privacy)
(Amendment) Ordinance 2021

Sparing No Effort in Combatting Doxxing

Doxxing acts, which are intrusive to personal data
privacy, have become rampant in Hong Kong since mid-
2019. For the past three years, the PCPD handled 4,707,
957 and 1,351 doxxing-related cases respectively. The
victims falling prey to the doxxing acts came from all
walks of life, including judges, government officials,
Legislative Council members, police officers, celebrities
and members of the public.
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To enhance the PCPD’s capabilities to combat doxxing,
the Secretary for Mainland and Constitutional Affairs
introduced the Personal Data (Privacy) (Amendment) Bill
2021 (the Bill) to the Legislative Council in July 2021.
The Privacy Commissioner and the PCPD proactively
participated in the drafting and legislative process in
support of the Government. A Bills Committee was
formed by the Legislative Council to scrutinise the Bill,
and after rounds of meetings of the Bills Committee,
the Personal Data (Privacy) (Amendment) Ordinance
2021 (Amendment Ordinance) was enacted and came
into effect on 8 October 2021.

The main objectives of the Amendment Ordinance
are to amend the PDPO to (1) create a two-tier
offence for disclosing personal data without consent;
(2) empower the Privacy Commissioner to carry out
criminal investigations and institute prosecutions for
doxxing-related offences; and (3) confer on the Privacy
Commissioner statutory powers to issue cessation
notices to request the removal of doxxing messages.
Anyone who discloses the personal data of another
person without consent, whether recklessly or with
intent to cause specified harm to the person or his
family, such as harassment, molestation, pestering,
threat, intimidation, bodily or psychological harm or
damage to property, commits the offence of doxxing.
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Work before the Amendment Ordinance
Came into Effect

From 1 April 2021 to 7 October 2021, the PCPD
handled a total of 423 doxxing-related cases, and the
follow-up actions included:

» Wrote 104 times to request the operators of 18
websites, social media platforms and discussion
forums to remove a total of 1,749 doxxing messages;

» Sought the cooperation of local and foreign
regulatory authorities to jointly combat doxxing on
social media platforms;

o Referred 36 cases of possible contraventions to the
Police for criminal investigation and consideration of
prosecution; and

o Referred six cases of possible violations of interim
injunction orders relating to doxxing to the
Department of Justice for follow-up actions.
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Stepping Up Enforcement and
Promotion under the Amendment
Ordinance

From the commencement of the Amendment Ordinance
to 31 March 2022, the PCPD handled a total of 928
cases related to the new doxxing offences, and took
these follow-up actions, among others:

o Exercised the newly conferred powers under the
Amendment Ordinance and issued 602 cessation
notices to 13 websites, social media platforms and
discussion forums, requesting them to remove over
3,110 doxxing messages;

» Commenced criminal investigations into 65 cases;
» Made the first arrest for a suspected doxxing offence

on 13 December 2021; and

» Referred two cases of more serious contraventions of
the new doxxing offences to the Police for criminal
investigation and consideration of prosecution.
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In parallel, the PCPD also launched a series of publicity
and education activities to raise public awareness of the
Amendment Ordinance and compliance with relevant
requirements:

» Launched a thematic website on “Doxxing
Offences”;

» Published an implementation guideline for the
Amendment Ordinance;

» Issued media statements, publicity leaflets, posters
and social media posts relating to the Amendment
Ordinance;

» Produced and broadcast short films, television videos
and radio announcements;

» Organised 18 seminars or webinars to explain the key
provisions of the Amendment Ordinance, with over
2,800 attendees; and

» Published articles about the Amendment Ordinance
in professional journals and newspapers.
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Promoting the Smart Use of Social
Media

The use of social media and instant messaging apps
is very much part of the everyday life for Hong Kong
people. However, it also carries inherent yet non-
negligible risks to users’ privacy in relation to personal
data. Given that most materials shared online can leave
a perpetual digital footprint that is hard to remove,
users of social media who frequently share information,
including photos, stories of everyday life, their habits
and locations, could unwittingly disclose more personal
data than they anticipate. When pieced together, this
kind of innocuous data can be used to profile the users
and potentially manipulated for cyberbullying, doxxing
and identity theft.

Meanwhile, the public has become increasingly aware
of the personal data privacy risks related to the use of
social media in recent years, particularly following several
data breach incidents allegedly involving different social
media platforms and the changes in the terms of use of
a popular instant messaging app in early 2021. The risks
posed to personal data privacy arising from the use of
social media may include abuse of personal data, data
scraping or data leakage. Personal data which is openly
available may also be used by others for the purposes
of doxxing, cyberbullying, phishing, or other illegal
activities, leading to property loss and even physical or
psychological harm of the victims.
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In the light of the privacy risks related to the use of
social media, the PCPD took swift action in the reporting
year to strengthen its education efforts to promote the
smart use of social media, including:

» Publishing the “Guidance on Protecting Personal
Data Privacy in the Use of Social Media and Instant
Messaging Apps”;

» Organising webinars on “Social Media and You”;

» Publishing articles on the Protection of Personal
Data Privacy in the Use of Social Media and Instant
Messaging Apps in the journal “Hong Kong Lawyer"

and local newspapers; and

» Producing posters on the smart use of social media.
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“GQuidance on Protecting Personal Data
Privacy in the Use of Social Media and
Instant Messaging Apps”

With the aim of providing the public with practical
advice to mitigate the privacy risks associated with the
use of social media, the PCPD issued the “Guidance on
Protecting Personal Data Privacy in the Use of Social Media
and Instant Messaging Apps” (the Guidance) in April
2021, urging the public to exercise greater vigilance when
they communicate online. The Guidance recommended
that users of social media should, among others,:

» Take steps to understand how social media platforms
handle their personal data by examining their privacy
policies, and whenever there are changes to the
privacy policies, clearly understand those relevant
changes before accepting the changes;

» Regularly review their privacy settings to retain
control over what information will be disclosed
to other users and how widely the information is
disclosed;

» Limit the permissions granted to social media
platforms on how their personal data, such as facial
images and location data, can be used;

® Think twice before sharing or sending any
information on social media;

» Respect others’ privacy and be cautious about
tagging other people in photos or sharing
information about other people; and

» Be vigilant about online scams, such as malicious
hyperlinks that request users to “log-in" or provide
personal data.
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Promoting Ethical Development
and Use of Artificial Intelligence

There is a growing trend for organisations in Hong
Kong, including business entities, government
departments and public bodies, to use artificial
intelligence (Al) in their operations. While Al has huge
potential in boosting productivity and economic growth,
the use of Al also brings about challenges to privacy and
protection of personal data. Against this backdrop, the
PCPD issued the “Guidance on the Ethical Development
and Use of Artificial Intelligence” (the Guidance) in
August 2021 to help organisations understand and
comply with the relevant requirements of the PDPO
when they develop and use Al.

The Guidance recommends that organisations embrace
three fundamental Data Stewardship Values when they
develop and use Al, namely, being respectful, beneficial
and fair to stakeholders. In line with international
standards, the Guidance sets out seven ethical principles
for Al. It also provides a set of practice guide, structured
in accordance with general business processes, to assist
organisations in managing their Al systems.

The PCPD organised or participated in various forums,
webinars and events to promote the Guidance, with
a notable one being the webinar on “The Ethical
Development and Use of Artificial Intelligence” organised
by the PCPD on 13 September 2021. The webinar was
held with great success and attracted more than 240
participants from government departments, professional
associations and various industries from banking,
insurance, and education to retail and real estate.

Guidance on the Fthical Development and Lse of

Artificial Intelligence ° 1
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Advisories and Guidance Notes in
relation to COVID-19

For over two years, different parts of the world have
been hard hit by the COVID-19 pandemic. Governments
worldwide have been formulating various policies and
solutions to combat the pandemic and address the
challenges posed by it, such as contact tracing, imposition
of regulations on cross-border travels, implementation
of vaccination campaigns and Vaccine Pass, and the like.
Inevitably, the process of putting these measures into
practice involved the handling of personal data of citizens
and visitors. It is important that governments around
the world, as well as relevant stakeholders, respect and
protect the personal data privacy of individuals in the
entire data management cycle.

The PCPD has been keeping abreast of the developments
both internationally and in Hong Kong in this regard.
We provided advice and guidance from the perspective
of the protection of personal data privacy to relevant
stakeholders, including the Government, in the
introduction of new initiatives to combat the pandemic
and on our road to recovery.

Safeguarding Personal Data Privacy in
Vaccination-related Lucky Draw Activities

In support of the Government’s initiative to implement
a territory-wide COVID-19 vaccination programme,
different organisations across Hong Kong launched a
series of lucky draw campaigns around mid-2021 for
vaccinated citizens. As most of the lucky draw activities
involved the collection of participants’ personal data,
the PCPD issued an advisory in July 2021 appealing to
the public to beware of fraudulent websites and pay
extra caution when they submitted their personal data
to take part in such activities.

Meanwhile, the PCPD also urged the organisers to
pay heed to the relevant requirements of the PDPO
when they handled participants’ personal data in
implementing the lucky draw campaigns, ranging
from the collection, holding, processing, to the use of
personal data.



FLB3 2 EF R PCPD ANNUAL REPORT 2021-22

[FEEEREB|RKTHE
ABHEE

AREABER=-MPHRERBEN
ZHE BFR2021 512 AR TE
BRI ZR - miREMEAE
AERW K [LOHIT]RE EF
B EERITREEE - BB AR
R [EBREER]  tmEE
BB AIEERIORPT ©

REREMREFEBREE] NS
F2 R 01 #R %€ 75 | 1R [B) B R SR
BREFARHER  UZEREE
FHE = ARRLEEES -

[REEEITE | RETLERAY

BAFR2022F 2 A24 B#EH T &
EEli_TTn_u. n-i—ij J/\/{'f)@ﬁfﬂ@&g
ETNMEEEL B ILEFE
kﬁ?‘ Féﬁﬁiéf)\—ﬂiﬁﬁﬁimm

PEAEARBREIENER
1778 o MF‘EEE\%ﬂTEELTTMJE’J
RETAMBEEHER - WEERE
BIERHER R EBITE]MRE
RFECALBIEGDEIRE -

LEBEEHRHATIRERETE
X E R ffEELﬁmJ
LT 8RN R RIERYRRET - Hla0
MWEMEEANRBEREANTS
FREMEAER QA EA
Bt LA RENEN@ET
EFRFIBEARNTEESE X (3)
NEFERREDFLEE - LEE
BmEIEEBTEIRKRT TE
B F 00T 4 B 3 LA & Rt e M B9 R Bl
ST - R BETEBBEMRNER
[EEREE AR 2 FERCTE -

Personal Data Protection in the Hong
Kong Health Code System

The Government launched the Hong Kong Health
Code system in December 2021, as part of its drive to
facilitate quarantine-free travel between Guangdong,
Hong Kong and Macao. Upon provision of the required
personal data and uploading visit records from the
“LeaveHomeSafe” mobile app, an applicant could apply
for a Hong Kong Health Code, so as to be granted entry
to Guangdong or Macao with quarantine exemption.

The PCPD offered its advice to various government
bureaux and departments concerning compliance with
the requirements of the PDPO in the context of the
Hong Kong Health Code initiative, with a view to duly
safeguarding the privacy interests of individual data
subjects.

Privacy-protecting Features of the
Vaccine Pass

To help facilitate the city’s recovery from the pandemic
and guard against further outbreaks, the Government
rolled out the Vaccine Pass arrangements on 24 February
2022. Venue operators could use an official mobile app
to verify visitors’ Vaccine Passes. Upon examining the
design and functionality of the Vaccine Pass, the Privacy
Commissioner noted that the operational arrangements
and design of the Vaccine Pass were in compliance with
the requirements of the PDPO.

In particular, the Privacy Commissioner contributed
articles to the media to point out that the Vaccine Pass
adopted a number of privacy-protecting features, such
as (1) no display of personal data in a venue operator’s
mobile device; (2) de-identification of personal data
in the mobile device of the venue operator; and (3)
encryption and limited retention of visit records. The
Privacy Commissioner was satisfied that the Vaccine Pass
had adopted various technical features in accordance
with the data minimisation principle and had struck
a reasonable balance between the need for contact
tracing and safeguarding the interests of individual data
subjects.
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“Guidance for Employers on Collection
and Use of Personal Data of Employees
during COVID-19 Pandemic”

Since the onset of the fifth wave of COVID-19
pandemic in early 2022, organisations in Hong Kong
have stepped up epidemic prevention and control
measures in the workplace to ensure the health and
safety of their employees. Health data of employees
was normally collected by employers for implementing
effective anti-epidemic measures to reduce the risk of
transmission of coronavirus variants in the workplace.
The PCPD received nearly 17,000 enquiries during the
period. With a view to helping relevant stakeholders
understand employers’ obligations under the PDPO
when it comes to the collection and use of employees’
health data in the context of the pandemic, the PCPD
issued the “Guidance for Employers on Collection and
Use of Personal Data of Employees during COVID-19
Pandemic” in March 2022. The Guidance also makes
recommendations on, among other matters, the
necessity, transparency and accuracy in relation to the
collection of employees’ health data.

Guidance Note
BAELREERRACY
e Do g ey

of Personal Data of Employees during COVID-19

I Guidance for Employers on Collection and Use

Pandemic

Introduction

During the COVID-19 pandemic, especially since the onset of the fifth wave in early 2022, organisations in

Keng have been deploying epidemic prevention and control measures in the workplace 1o ensure the

heaith and safety of employees. Health data of employees is normally collected by employers, with a view to

introducing effective anti-epidemic measures to mﬂuwm: risk of mmm vfu:-ummrua variants in the
ssued to help

workplace.

the
smilayers’ bligations under the Persanal Ou ulmm1w~mmmwmmﬂmmmn
(“PDPO”) when it comes to the collection and use of mployees’ health data in the context of the COVID-19

pandemic.

The PDPO containg no definition of the verm Thealth data”. In the context of the COVID-19 pandemic, health
data generally refers to personal data which reveals information of an individual’s health status in relation
to COVID-19. This may include information regarding whether an individual has been vaccinated against
COVID-19, tested positive or negative of COVID-19, and/or recovered fram COVID-19,

1.Can an employer collect temperature measurements, travel
histories, vaccination records, COVID-19 test results, infection
records and other COVID-19 related health data from employees?

Employers in Hong Kong are under both a statutory duty' and a comman law duty b, so far as It is ressanably
Rside

practicable, ensure the health and safety st work of
are generally expected ta sha protect the health of th

Against mhaagm-.w

wisitors a3 pact of their corporate social resporsibaility:

q:wm, Justifiable and reasonable for employers 10 collect temperature

. COVID- 19 test results, | Weclloﬂwd and other COVID-19

assess the risk of

hpwoﬂtplwe ndulequnni he mlmmmploym and visitors durlng the pandemic
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Promoting Understanding of
Developments in the Privacy
Landscape

The introduction of new or updated data protection
regulations around the world has inevitably given
rise to implications on how personal data is used and
transferred globally. The PCPD notes that individuals
and businesses in Hong Kong have found it increasingly
important to understand and navigate the evolving data
protection landscape.

The Personal Information Protection Law (PIPL) of the
Mainland has come into operation since 1 November
2021. In November 2021, the PCPD published a booklet
entitled “Introduction to the Personal Information
Protection Law of the Mainland” to help the general
public and businesses in Hong Kong better understand
the regulatory regime on the protection of personal
information on the Mainland.

The PCPD also shared with the public the latest
developments on the personal information protection
regime on the Mainland through webinars, meetings
with stakeholders, PCPD’s website and e-newsletters.

Webinar on
“The Personal Information
Protection Law of the Mainland®
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X FER T HIGHLIGHTS OF THE YEAR

The European Commission adopted a new set of
Standard Contractual Clauses (New SCCs) for the
transfer of personal data to non-EU regions. From 27
September 2021 onwards, data exporters and data
importers can only conclude contracts incorporating
the New SCCs for the transfer of personal data out of
the European Union. In September 2021, the PCPD
published, for public reference, a set of frequently
asked questions and answers on the implementation
framework of the New SCCs and the obligations
of parties entering into cross-border data transfer
agreements using the New SCCs.

Meanwhile, the European Commission and the United
States announced on 25 March 2022 that they had
reached an agreement in principle on a new Trans-
Atlantic Data Privacy Framework (New Framework), with
a view to re-establishing a new legal mechanism for
the transfer of personal data from the European Union
to the United States in place of the previous “Privacy
Shield”, which was invalidated by the Court of Justice
of the European Union in July 2020. The PCPD provided
updates regarding the New Framework on its website
for public reference.
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