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I have much pleasure in presenting to you the Annual
Report of the Office of the Privacy Commissioner
for Personal Data (PCPD) for the year 2021-22.
Undoubtedly, the reporting year was a hectic yet
eventful year with a wide array of developments in
the privacy protection landscape both locally and
globally. The passage and implementation of the
Personal Data (Privacy) (Amendment) Ordinance 2021
(Amendment Ordinance) in the year not only heralds a
new era in the regulatory regime for the protection of
personal data in Hong Kong, but also drives the PCPD
to another major milestone in its history.

ERR
Ada CHUNG Lai-ling

BARHILBER

Privacy Commissioner for Personal Data
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2021-22 FFE R EE B ZF Key Figures in 2021-22
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As the guardian of personal data privacy, we strove to continue promoting, ensuring
and upholding the protection of personal data privacy by discharging our powers and
functions on all fronts in 2021-22. During the reporting year, we:

D #3368 RIFFMESR D 853272 NRLBAEN TEEE
Received 3,368 complaints; WHERTENEEREFEAERE ;

Saw 2,742 news reports relating
to PCPD’s work being published on
various media channels;

D 2188 AF1H155901 AR BEFLEL

D EE1351RERIER
Handled 1,351 doxxing cases;

D BR%RHAE;

Initiated 96 investigations;

EHFIE
D EE1RETEHIMNBESER ; Recorded an average of 155,901 visits
Received 142 data breach notifications; to the PCPD’s website per month;
D BE16,URAREN ; D RUREWBR296BH; &
Received 16,944 public enquiries; Published 296 social media posts; and
D ETIBRERESE ; D $#1832,794 KRB MABAB KB -
Carried out 373 compliance checks; MEHRIES > EmmRyEAE
B (FAR) R B KR RBARED) HIE R K
D BB RMERE ; B o

Initiated 65 criminal investigations; Reached out to 32,794 persons at

O BHBEHERE ; PCPD’s talks, seminars and workshops
Issued 33 media statements; to enhance understanding of and
compliance with the Personal Data

D EE14REREN (Privacy) Ordinance (PDPO).

Responded to 144 media enquiries;
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Highlights of Our Work

In 2021, my team and | were heavily engaged in
supporting the Secretary for Constitutional and Mainland
Affairs, as we put forth concrete legislative proposals to
amend the PDPO in a bid to combat doxxing behaviour,
and in the subsequent legislative process. In parallel, we
spared no effort in preparing for the implementation of
the new regulatory regime including the establishment of
a dedicated criminal investigation team, the formulation
of investigation and prosecution policies and procedures,
new workflows and procedures to issue cessation notices
to remove doxxing messages, and the preparation of
guidance materials, specimen forms and the like.

Thanks to the unstinting efforts of all parties involved,
and, in particular, the generous support of the
Government and members of the Legislative Council,
the Amendment Ordinance was enacted, and came into
effect, on 8 October 2021.

| am pleased to report that thanks to the hard work
and perseverance of my team, we managed to achieve
a seamless transition to the new regulatory regime
last year. To this end, my colleagues and | are also
indebted to Hong Kong Police and the Department of
Justice for their staunch support in the entire legislative
process, and for their advice and arrangement of
necessary training for my office in our preparation for
the assumption of our new roles and duties under the
Amendment Ordinance.
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| am particularly proud of the concerted efforts of my
colleagues. Together, we sowed the seeds for initiating
65 criminal investigations as of March 2022, within
a period of around five months from the enactment
of the Amendment Ordinance, followed by a swift
issuance of 602 cessation notices to 13 platforms which
involved 3,110 doxxing messages for the same period.

Regulatory overhauls are not confined locally. The
Personal Information Protection Law (PIPL), the first piece
of legislation on the Mainland dedicated to protecting
personal information, came into effect in November
2021. To help the general public and businesses in
Hong Kong better understand the regulatory regime for
the protection of personal information on the Mainland,
the PCPD published a booklet entitled “Introduction
to the Personal Information Protection Law of the
Mainland” within three weeks after the PIPL came into
effect. As part of our educational efforts, | also hosted
a webinar on the subject with renowned scholars and
practitioners from the Mainland appearing as guest
speakers, met with relevant stakeholders to understand
their needs and concerns, and published various articles
to highlight the requirements under the PIPL on the
transfer of personal information out of the Mainland.
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During the reporting year, Hong Kong continued
its uphill battle against the COVID-19 pandemic.
Addressing any lingering doubts and privacy concerns
arising from the anti-epidemic measures naturally
became another priority of our work. To that end,
we issued, for example, the “Guidance for Employers
on Collection and Use of Personal Data of Employees
during COVID-19 Pandemic” amid the fifth wave of the
pandemic. We also issued advisories appealing to the
public to take proper measures to protect their personal
data when they worked from home and to pay extra
caution when they registered for various lucky draws for
the vaccinated population.

Given that the Vaccine Pass arrangements made by
the Government sparked some concerns over the
protection of personal data privacy and security of data,
we looked into the Vaccine Pass in terms of its design
and functionality. Following our assessment, we assured
the public that the operation of the Vaccine Pass was in
line with similar measures taken on the Mainland and
other parts of the world, and also in compliance with
the requirements of the PDPO.
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The PCPD, like any of its counterparts around the globe,
has been racing against time to address the thorny
issues brought about by technological advancements.
One of those which we highlighted and addressed in
the year was the privacy and ethical risks caused by
artificial intelligence (Al) — a game changer in our times.
As the use of Al has been gaining momentum in Hong
Kong, we issued in August 2021 the “Guidance on the
Ethical Development and Use of Atrtificial Intelligence”
to help organisations understand and comply with the
relevant requirements of the PDPO when they develop
or use Al. In line with international standards in the
field, organisations are recommended to embrace
three fundamental Data Stewardship Values and seven
ethical principles when they develop and use Al. We
believe that the healthy development and use of Al will
contribute to making Hong Kong a technology and
innovation centre and a world-class smart city.
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It is beyond dispute that socio-technological
developments have posed unprecedented challenges
to personal data privacy and impacted people from
all walks of life. Whilst each and every one of us is
tasting the fruits brought about by technological
advancements, the extensive use of online social media
and video teleconferencing (VTC) software also comes
with privacy risks in terms of excessive collection,
retention and unauthorised use of personal data, as
well as mounting concerns on data security. In the wake
of the changes in the terms of use of a major instant
messaging application and several high-profile data
breach incidents allegedly involving various social media
platforms in early 2021, the PCPD issued the “Guidance
on Protecting Personal Data Privacy in the Use of
Social Media and Instant Messaging Apps” in April
2021, followed by a series of publicity and education
campaigns on the subject. In October 2021, my office
joined hands with five data protection authorities
from Australia, Canada, Gibraltar, Switzerland and the
United Kingdom in publishing a joint statement on
global privacy expectations for VTC companies. The
joint statement highlighted the good practices reported
by the major VTC companies in safeguarding personal
data when they provide their services, while reminding
the VTC companies of the possible areas of further
improvement.




RE KRR

HABEAZBEME @ 2022-23F E i
IRARFEmPKE - — ™ - T4
48 hnog 7 I ET &A1) T ey A s
B BREAEMMITE[RE] 1T
A B —HE BRABEBTER
B1E - FBRCLEBEA) I H E
—SHMEDIEZ AR R FTHE
REBIREEEH I o MAMGESE
MAEFDEREAELES
HIRHERKER - UHEBR(E
BRANERBERREME)BERK
ARERBR RBIEF O o

& BRO RGBT - BAEFR
(L) BHZEELRPMRERT
BEREENERE LB FMNFEND
EHLERENTERE BN
XF e RMBREH —RNE = M
HEE - MHMBR S HFIGAIE
MBEZFEEHE -

BEMBFRD ERELEBRAE
THEEE-

EER
aNE 1]

EAABERTLERE
20229 A

FLF3 ¥ RAYRE PRIVACY COMMISSIONER’S MESSAGE

Looking ahead

2022-23 is set to be another challenging year for
the PCPD. While we will continue to enhance our
capabilities to enforce the Amendment Ordinance
to combat doxxing behaviour more effectively, we
will also be working closely with the Government in
carrying out a review of the PDPO, with a view to
formulating legislative proposals to further amend the
PDPO to incorporate the latest international norms and
regulatory practices. We will also continue to offer our
views and advice to relevant stakeholders on a myriad
of issues relating to personal data privacy, in support
of the development of Hong Kong into a technology
and data hub in the Greater Bay Area under the Outline
Development Plan for the Guangdong-Hong Kong-
Macao Greater Bay Area.

Last but not least, | wish to express my sincere gratitude
to the Government, members of the Personal Data
(Privacy) Advisory Committee and the Standing
Committee on Technology Development, and our
stakeholders, for their relentless support to our
work. | am also indebted to all my colleagues, whose
professionalism, devotion and perseverance have
contributed to the successful transition to the new
regulatory regime.

Together, we will scale new heights in the privacy
protection landscape.

Ada CHUNG Lai-ling

Barrister
Privacy Commissioner for Personal Data
September 2022






