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DATA PROTECTION PRINCIPLES

The objective of the PDPO is to protect the privacy rights of a person
(Data Subject) in relation to his personal data. A person who collects,
holds, processes or uses the data (Data User) has to follow the six
Data Protection Principles (DPPs). The DPPs represent the normative
core of the PDPO and cover the entire life cycle of the handling of
personal data.
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DPP 1 - DATA COLLECTION
PRINCIPLE

e Personal data must be collected in a lawful and
fair way, and for a lawful purpose directly related
to a function or activity of the data user.

e All practicable steps must be taken to notify the
data subjects of the purpose for which the data
is to be used, and the classes of persons to whom
the data may be transferred.

e Personal data collected should be necessary, and
adequate but not excessive.
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DPP 2 - ACCURACY & RETENTION
PRINCIPLE

e Adata user must take all practical steps to ensure
that personal data is accurate and is not kept for
a period longer than is necessary to fulfill the
purpose for which it is used.
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DPP 3 - DATA USE PRINCIPLE

e Personal data is used only for the purpose for
which the data is collected or for a directly related
purpose; voluntary and explicit consent must be
obtained from the data subject if the data is to
be used for a new purpose.
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PERSONAL DATA

means any data (1) relating directly or indirectly to a living individual;
(2) from which it is practicable for the identity of the individual to
be directly or indirectly ascertained; and (3) in a form in which access
to or processing of the data is practicable.

DATA USER

means a person who, either alone or jointly or in common with
other persons, controls the collection, holding, processing or use of
the data. The data user is liable as the principal for the wrongful act
of any data processor engaged by it.
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: DPP 6 - DATA ACCESS &

DPP 4 - DATA SECURITY PRINCIPLE J CORRECTION PRINCIPLE
e Adata user must take all practical steps to protect « A data subject is entitled to have access to his
personal data from unauthorised or accidental : personal data and to make corrections where the

access, processing, erasure, loss or use.
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data is inaccurate.
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DPP 5 - OPENNESS PRINCIPLE

e A data user must make generally available its
personal data policies and practices, types of
personal data it holds and how the data is used.
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Performance Pledge

In the reporting year, the PCPD met its performance target in the
handling of public enquiries, complaints and applications for legal
assistance. Replies to telephone enquiries and acknowledgements
of written enquiries were all completed within two working days of
receipt. All written enquiries that needed substantive replies were
also responded to within 28 working days of receipt.

On public complaints, acknowledgement receipts were issued within
two working days of receipt in 99% of the cases. In situations where
the PCPD decided to close a complaint case, 99% were closed within
180 days of receipt. The performance in both categories exceeded
the target performance of 98% and 95% respectively.

As regards applications for legal assistance, none was received in
2020. For applications submitted in 2019 and processed in 2020,
all applicants were informed of the outcome of applications for legal
assistance within three months of submission of all relevant

information.
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Service Target
Standard Performance

(% of cases  2016-17|2017-18|2018-19/2019-20 | 2020-21
meeting standard)

EREARER Handling public enquiries

EEEEEN EESHEMELERR

Return a telephone Within two working 99% 100%  100% 100% | 100% @ 100%
enquiry days of receipt

ERBHEEEN EESHEMELERR

Acknowledge receipt  Within two working 99% 100% | 100% 100% 100% | 100%
of a written enquiry days of receipt

HHEOEEEEN ERESHEZ28EIIERA

Substantive reply to Within 28 working days 95% 100% 100% 100% | 100% | 100%
a written enquiry of receipt

EEAREF Handling public complaints

B U I ER EERGHEMELERR
Acknowledge receipt  Within two working 98% 99%  100% | 100% | 99% | 99%
of a complaint days of receipt
3 BRERFZ180A A
RBRRMRER Within 180 days of 95% 9%6% | 99%  96% | 99% @ 99%

Close a complaint receipt’

EE 2B EBIRES Handling applications for legal assistance

R EI R il EERFEMELERR NiEH
Acknowledge receipt  Within two working 99% 100% 100% | 100% | 100% N/A2
of an application days of receipt

RERMBHEBERIE

=EAA
BAMEBAEABRERER  Within three months
Inform the applicant  after the applicant has 90% 100% 100% 83% | 100% | 100%
of the outcome submitted all relevant
information for the
application
1. FLB ABIRCALBIREI) 5 37 RERIEMIREFEFA 1. The counting starts on the date on which a complaint is formally accepted as a
iE . complaint under section 37 of the PDPO.
2. 7% 2020 FRB W R - 2. No application was received in 2020.
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Appeal Case Note (1)
(AAB Appeal No. 2 of 2017)

Data correction request — consumer credit data — section 39(2)(d)
of the PDPO — remedial measures taken — further investigation
cannot reasonably be expected to bring about a more satisfactory
result — the personal data not maintained in the Appellant’s profile
did not constitute his personal data — DPP 2: accuracy and duration
of retention of personal data

Coram: Mr Richard KHAW Wei-kiang, S.C. (Chairman)
Mr Kenneth LAU Kwai-hin (Member)
Ms TONG Choi-cheng (Member)

Date of Decision: 28 April 2020

The Appellant received various letters from a bank (Bank A) and a
debt collection company posted to his residential address (the
Address), and the contents of which were related to collection of
debts from him. The Appellant claimed that such letters were related
to the bank account of another individual (Ms E) and were in no
way associated with him. The Appellant subsequently noted that
the Address was provided to Bank A by a credit reference agency
(the Credit Reference Agency).

The Appellant first complained to Bank A and the debt collection
company but was asked to contact the Credit Reference Agency
directly to rectify the relevant information. The Appellant
subsequently made a data correction request to the Credit Reference
Agency and requested to have the Address removed from Ms E's
record (the Relevant Address Record). Nonetheless, the Credit
Reference Agency stated that the relevant information was
previously provided by another bank (Bank B) whereby the Relevant
Address Record was confirmed to be Ms E's “correct address” at
the material time. The Credit Reference Agency thus refused to
comply with the Appellant’s data correction request.

The Appellant also considered that the Credit Reference Agency
failed to take all practicable steps in ensuring the accuracy of the
personal data, thereby contravening the requirements of DPP 2.

Upon investigation, the Privacy Commissioner decided to exercise
discretion not to further investigate into the Appellant’s complaint
under section 39(2)(d) of the PDPO for the following reasons:
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1) The Credit Reference Agency was not compiling information
about the Appellant when it collected the Relevant Address
Record; and

2) The Relevant Address Record had been removed from the
databases of the Credit Reference Agency and Bank B. In other
words, the issues relating to the accuracy of personal data had
been resolved.

Dissatisfied with the Privacy Commissioner’s decision, the Appellant
lodged an appeal to the AAB.

The AAB affirmed the Privacy Commissioner’s decision not to pursue
the complaint any further under section 39(2)(d) of the PDPO as
remedial measures had already been taken by the Credit Reference
Agency and Bank B in removing the Relevant Address Record from
their databases. Further, the AAB agreed with the Privacy Commissioner
that the subject matter of the Appellant's complaint, i.e., the
maintaining of inaccurate personal data by the Credit Reference
Agency had already been dealt with, and hence any further
investigation would not bring about a more satisfactory result.

Although the above views were sufficient to refute the arguments
advanced by the Appellant, for the sake of completeness, the AAB
further considered the Appellant’s grounds of appeal, which were all
rejected by the AAB as follows:

1) Bank A and Bank B obtained the Relevant Address Record as
data users in the first place, whether it was collected directly
from Ms E or the Credit Reference Agency. Hence, Ms E was the
data subject and the Relevant Address Record did not constitute
the Appellant’s personal data.

2) Given that the Relevant Address Record did not constitute the
Appellant’s personal data, his complaint against the Credit
Reference Agency could not be substantiated.

The appeal was dismissed.

The Appellant appeared in person

Mr Dennis NG, Senior Legal Counsel (Acting) representing the Privacy
Commissioner

Mir Craig Choy, Senior Consultant of Legal & Compliance Department
for TransUnion Limited (the Person bound by the decision)
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Appeal Case Note (2)
(AAB Appeal No. 18 of 2020)

Complaint related to an individual's reputation and wrongful
description of his personal capacity in a letter — primary subject
matter did not relate to protection of personal data privacy —
remedial measures taken — discretion not to investigate the
complaint duly exercised — further investigation cannot reasonably
be expected to bring about a more satisfactory result — DPP 3: use
of personal data

Coram: Mr Erik Ignatius Shum Sze-man (Chairman)
Ms Mindy Ho Sze-may (Member)
Miss Julia Lau Pui-g (Member)

Date of Decision: 4 February 2021

The Appellant was previously employed by an organisation (the
Organisation) and acted as the Chairman of a staff union of the
Organisation (the Union). The Union received an anonymous letter
containing copies of a few pages of the medical reports belonging
to a former employee of the Organisation (the Reports). In his
capacity as the Chairman of the Union, the Appellant met with the
Organisation and passed the Reports to the same.

The Organisation tried to look into the source of the leakage of the
Reports but to no avail. The Appellant subsequently noticed that
the Organisation had sent a letter to Ms Tse, another former
employee of the Organisation, for enquiry (the Letter). The Letter
stated that it was the Appellant who passed the Reports to the
Organisation. The Appellant contended that the Letter was factually
incorrect as he had received the Reports and had given them to the
Organisation in his capacity as the Chairman of the Union and not
in his personal capacity. Further, the Appellant considered that the
content of the Letter caused Ms Tse to misunderstand that he
reported the matter to the Organisation, which “leaked” his identity
to Ms Tse and “degraded” his reputation. The Appellant therefore
lodged a complaint to the Privacy Commissioner.

First, the Privacy Commissioner could not find any evidence
indicating that there was any damage caused to the Appellant’s
reputation, and reputation itself did not constitute “personal data”
as defined under the PDPO. Further, given that there was no
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evidence indicating that the said leakage was caused by the
Organisation, the Privacy Commissioner exercised the discretion
under sections 39(2)(ca) and 39(2)(d) of the PDPO not to carry out
an investigation into the Appellant’s complaint.

Dissatisfied with the Privacy Commissioner’s decision, the Appellant
lodged an appeal to the AAB.

The AAB confirmed the Privacy Commissioner’s decision and agreed
that:

1) There was no evidence indicating that the leakage of the Reports
was caused by any malpractice on the part of the Organisation.
In any event, the Organisation had taken a series of remedial
measures, including engaging an independent consultant to
review and strengthen its data management system, implementing
measures as recommended to enhance data security, and
providing training to its employees to enhance their awareness of
personal data privacy. The Organisation also confirmed that if a
similar situation arose in future, it would only disclose the source
of the information with reference to the informant’s capacity
instead of identifying the informant by name.

2) Further, even assuming that the Privacy Commissioner continued
to investigate into the complaint and found the Appellant’s
complaint substantiated, in view of the aforesaid remedial
measures taken by the Organisation, the Privacy Commissioner’s
investigation could not bring about any other concrete results.
In this context, there was no need for the Privacy Commissioner
to issue an Enforcement Notice as requested by the Appellant.

3) The Appellant’s complaint was primarily related to his reputation
and the wrongful description of his capacity, as opposed to divulging
of his name or any other personal data in the Letter (or under any
other circumstances). The subject of the Appellant’s complaint was
not related to protection of his personal data privacy.

The appeal was dismissed.

The Appellant appeared in person

Mr Dennis NG, Senior Legal Counsel (Acting) representing the Privacy
Commissioner

Mr Abraham Chan, S.C. representing CLP Power Hong Kong Limited
(the Person bound by the decision)
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Appeal Case Note (3)
(AAB Appeal No. 23 of 2020)

Use of electronic health record for other purpose without the
Appellant’s consent — remedial measures taken — discretion not to
investigate the complaint duly exercised — further investigation
cannot reasonably be expected to bring about a more satisfactory
result — relief sought beyond the purview under the PDPO — DPP 3:
use of personal data

Coram: Mr Erik Ignatius Shum Sze-man (Chairman)
Mr Dick Kwok Ngok-chung (Member)
Mr Eugene Chan Yat-him (Member)

Date of Decision: 16 March 2021

The Appellant consulted a doctor (Mr A) of a medical centre. The
Appellant was dissatisfied with the medicine prescribed to him by
Mr A and hence lodged a complaint to the Medical Council of Hong
Kong (the Medical Council). The complaint was dismissed by the
Medical Council on the ground that there was insufficient evidence
as proof of any misconduct.

The Appellant subsequently received an SMS which stated that Mr
A had accessed his electronic health record in the Electronic Health
Record Sharing System (eHRSS). As a result, the Appellant lodged
a second complaint to the Medical Council for an alleged violation
of his privacy by Mr A. The case was referred to the Privacy
Commissioner for follow-up upon the Appellant’s consent. The
Appellant demanded Mr A for compensation and an open apology.

Upon preliminary enquiry, the Privacy Commissioner found that when
Mr A accessed the Appellant’s electronic health record, he was not
providing medical treatment to the Appellant but to refresh his
memory to handle the enquiry from the Medical Council. In this
connection, the purpose of Mr A's access and use of the Appellant’s
health records at the material time was inconsistent with the original
purpose for which the data was collected, thereby contravening DPP3.

Hence, the Privacy Commissioner issued a written warning to Mr
A. In response, Mr A undertook that he would abide by the principle
of “need-to-know" when he accessed any patient’s electronic health
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record in eHRSS in future (the Undertaking), and confirmed that he
had not accessed the Appellant’s electronic health record in eHRSS
since then.

Given that Mr A had taken remedial measures in response to the
written warning, the Privacy Commissioner considered that any
investigation into the case was unnecessary and referred the case
to the Electronic Health Record Office (eHR Office). The Privacy
Commissioner also exercised the discretion under section 39(2)(d)
of the PDPO not to carry out an investigation into the Appellant’s
complaint.

Dissatisfied with the Privacy Commissioner’s decision, the Appellant
lodged an appeal to the AAB.

The AAB confirmed the Privacy Commissioner’s decision and
dismissed the appeal on the following grounds:

1) It was a one-off incident and there was no evidence suggesting
that Mr A had further breached the Undertaking. Given that the
Privacy Commissioner had already issued a written warning to
Mr A and referred the case to the eHR Office, coupled with the
remedial measures taken, the AAB affirmed the Privacy
Commissioner’s decision not to conduct further investigation.

2) There was evidence indicating that the Appellant’s major
complaint was about the manner in which he was treated by
Mr A and the medicines so prescribed; there was however no
actual or substantial damage caused upon the Appellant. If the
Appellant wished to seek compensation from Mr A, he could
commence legal proceedings under section 66 of the PDPO.
However, he did not decide to do so. The intended relief sought
by the Appellant in lodging a complaint to the Privacy
Commissioner, i.e., compensation and an open apology from
Mr A, was clearly outside the purview of the PDPO.

The appeal was dismissed.

The Appellant appeared in person

Ms Annabel Ng, Assistant Legal Counsel representing the Privacy
Commissioner

Mir Eddie Ng, Barrister instructed by Messrs Kennedys for Mr A (the
Person bound by the decision)
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Appeal Case Note (4)
(AAB Appeal No. 28 of 2020)

Data access request — failure to provide clarification of the personal
data requested — requesting document for the purpose of the
Appellant’s disciplinary proceedings — discretion not to further
investigate the complaint duly exercised — DPP 6: access to personal
data

Coram: Mr Erik Ignatius Shum Sze-man (Chairman)
Mr Eugene Chan Yat-him (Member)
Ir Lau Wing-yan (Member)

Date of Decision: 19 February 2021

The Appellant previously made a data access request to his employer
(the Employer) for all relevant investigation reports, documents, and
correspondence associated with the disciplinary proceedings instituted
by the Employer against him (1st DAR). The Employer provided the
Appellant with documents in response to the 1st DAR.

The Appellant subsequently made another data access request (2nd
DAR) to the Employer requesting all relevant documents, records or
materials with reference made to five different paragraphs of the
Employer’s procedural guidelines for the aforesaid disciplinary
proceedings. The Employer subsequently requested the Appellant to
clarify the personal data as requested in the 2nd DAR, but the
Appellant replied by making a verbatim reproduction of the 2nd DAR
without providing any further clarification.

As the Employer did not comply with the 2nd DAR, the Appellant
lodged a complaint to the Privacy Commissioner.

There was no dispute in relation to the 1st DAR. With regard to the
2nd DAR, the Privacy Commissioner agreed that the description of
the requested documents was unclear. Given that the Appellant did
not respond to the Employer’s reasonable request for clarification,
there was no valid data access request in this instance. In other words,
the Employer was not required to comply with the 2nd DAR.
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Besides, there were reasons for the Privacy Commissioner to believe
that the 2nd DAR did not appear to be made for the purpose of
ascertaining the kinds of personal data held by the Employer, but was
made for other purposes irrelevant to personal data privacy.

According to the principles established in Wu Kit Ping v Administrative
Appeals Board [2007] 4 HKLRD 849, the purpose of lodging a data
access request is not to supplement rights of discovery in legal
proceedings or to enable a data subject to locate information for
other purposes. The Privacy Commissioner considered that such
principles should equally apply to the disciplinary proceedings that
the Appellant was facing. Hence, the Privacy Commissioner exercised
the discretion under sections 39(2)(ca) and 39(2)(d) of the PDPO not
to carry out any further investigation into the Appellant’s complaint.

Dissatisfied with the Privacy Commissioner’s decision, the Appellant
lodged an appeal to the AAB.

The AAB confirmed the Privacy Commissioner’s decision and dismissed
the appeal on the following grounds:

1) The 2nd DAR was far too vague and general, and hence was
not a valid data access request with which the Employer had to
comply. The description of the said request was only related to
certain references to the paragraphs in the Employer’s procedural
guidelines for disciplinary proceedings, but the Appellant failed
to specify the nature and type of documents requested therein
to enable the Employer to comply with the 2nd DAR.

2) It is not the legislative intent of the PDPO to facilitate data
subjects to gain access to documents or information for other
purposes, especially when discovery of documents in litigation
and disciplinary proceedings is governed by other legal principles
and procedures. Though the disciplinary proceedings in the
present case were not legal proceedings, the Privacy Commissioner
had duly applied the same principle in the Wu Kit Ping case in
respect of such disciplinary proceedings.

The appeal was dismissed.

The Appellant appeared in person

Ms Clemence Wong, Assistant Legal Counsel representing the
Privacy Commissioner

Ms Agnes Fong, Government Counsel representing Director of Fire
Services (the Person bound by the decision)
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Summaries of Selected Complaint
Cases - Lesson Learnt

Case 1

Accessing a patient’s electronic health record for
non-medical purposes — DPP 3 — use of personal
data

The Complaint

The Complainant gave consent to a doctor (Doctor) to upload his
health record to the Electronic Health Record Sharing System
(Sharing System) and access the said data. After the first and only
visit, the Complainant made a complaint against the Doctor to the
Medical Council of Hong Kong (Medical Council). While the Medical
Council was handling the Complainant's case, the Complainant
received a text message from the Electronic Health Record Office,
informing him that the Doctor had accessed his electronic health
record in the Sharing System. The Complainant was dissatisfied that
the Doctor had accessed his health record for purposes not related
to treatment and thus lodged a complaint against the Doctor with
the PCPD.

Outcome

DPP 3 of the PDPO provides that without the prescribed consent of
the data subject, his personal data may only be used (including
disclosure or transfer) for the purpose for which the data was
originally collected or for purposes directly related to that purpose.
The PCPD was of the view that the Doctor was in contravention of
DPP 3 by accessing the Complainant’s electronic health record in
the Sharing System for a purpose other than providing treatment
to the Complainant and without obtaining separate consent from
the Complainant.
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Upon the PCPD’s intervention, the Doctor undertook to access
electronic health records in the Sharing System only for the purpose
of providing treatment to patients and on a “need-to-know" basis.

Regarding the incident, the PCPD issued a warning to the Doctor,
requesting him to ensure that the non-compliance in this case would
not be repeated. In addition, the PCPD referred the case to the
Electronic Health Record Office, which manages the Sharing System,
for follow-up actions.

Lesson Learnt

Healthcare providers should exercise prudence and professional
judgment before assessing patients’ data in the Sharing System.
Inappropriate use of the patients’ data in the Sharing System not
only contravenes DPP 3 of the PDPO, but may also violate the Code
of Practice for using the Sharing System .
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Case 2

Disclosure of a customer’s payment information
to a third party by a travel agency — DPP 3 - use
of personal data

The Complaint

Miss A, a regular customer of a travel agency, recommended the
Complainant to purchase a flight ticket from that travel agency. The
Complainant failed to pay the balance and the agency was unable
to get in touch with the Complainant. The travel agency then sent
an email to Miss A, asking for the address of the Complainant but
the email disclosed the details of the Complainant’s overdue
payment. The Complainant considered that the travel agency should
not have disclosed his payment information to Miss A and the
purpose of such disclosure was to exert pressure on him. Hence,
the Complainant made a complaint with the PCPD.

Outcome

The PCPD found that even though the travel agency was unable to
reach the Complainant and had to ask his referee for his contact
address, it was unnecessary for the travel agency to disclose details
of the overdue payment to the referee.

After the PCPD’s intervention, the travel agency undertook not to
disclose unnecessary information of customers to third parties in
similar circumstances.

Regarding the incident, the PCPD issued a warning to the travel
agency, requesting it to regularly remind its staff members of the
relevant requirements under the PDPO and implement measures to
ensure compliance.
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Lesson Learnt

DPP 3 requires that personal data shall only be used for a purpose
that is the same as or directly related to the original collection
purpose.

The financial status of a customer, such as default in payment, is
commonly considered sensitive data. Such data should be handled
with extra care and only be disclosed to a third party when there is
a genuine need. If a referee is contacted to locate a customer, only
the minimum data for identification should be shared. Excessive
disclosure of personal data (e.g. payment details) to a referee may
contravene the requirements under DPP 3.
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Case 3

A hospital collected the time spent by a doctor on
wards rounds and the number of patients he
attended to, without prior notification — DPP 1 —
collection of personal data

The Complaint

The Complainant was a doctor at a public hospital. He was
dissatisfied that the hospital management collected statistical data
concerning him, such as the time he spent on ward rounds and the
number of patients he attended to, without any prior notification.

Outcome

The hospital management explained that, due to changes in clinical
service model, it collected data including doctors’ consultation time
and number of patients attended to for calculating the service cost
for different types of patients.

After the PCPD’s intervention, the organisation managing the
hospital promised to amend its internal guidelines to ensure that
they covered the situations in which the employees’ personal data
were collected, and clearly stated the purpose and use of such
collection. Moreover, the organisation sent emails to its employees,
reminding them to inform colleagues of the purpose of collection
before collecting the personal data from them.

Regarding the incident, the PCPD issued a warning to the
organisation, requesting it to closely monitor its employees’
compliance with the said guidelines.
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Lesson Learnt

The hospital management collected data for administrative and
statistical purposes, which were directly related to its function of
managing the hospital. However, the management collected the
data without informing the doctors of the collection purposes.
Hence, when the doctors learnt that the management had collected
such data without prior notification, inevitably they speculated or
were worried that the data was used to evaluate their work
performance. Trust was hence damaged. The PCPD was pleased
that the organisation had promptly taken the above remedial
actions, and improved the transparency of personal data collection
to avoid suspicion and rebuild trust with its employees.
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Case 4

Unfair audio-recording of conversations with a
subordinate by a supervisor — DPP 1 — collection
of personal data

The Complaint

The Complainant was an employee of a public organisation. His
supervisor met with him twice to discuss his work performance.
After the meetings, the Complainant learned that the meetings
were audio-recorded and was dissatisfied with his supervisor’s covert
actions. He thus lodged a complaint to the PCPD.

Outcome

The Complainant’s work performance was the subject of discussion
of the meetings. The audio-record of the meetings therefore
constituted the Complainant’s personal data. The PCPD considered
that the act of audio-recording the meetings was not unlawful.
However, the supervisor failed to inform the Complainant of the
audio-recording arrangement prior to the meetings. This amounted
to unfair collection of the Complainant’s personal data and was
in breach of DPP 1(2). In addition, the supervisor also failed to
inform the Complainant of the purpose of collection of his personal
data on or before he started to audio-record the meetings, hence

violating DPP 1(3).
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In response to the PCPD’s advice and to prevent the recurrence of
similar incidents, the organisation established written guidelines,
instructing all staff collecting personal data by means of audio-
recording to make it clear to those present at the time of recording
that recording would be made. It also reminded the supervisor
that he must follow the said guidelines in future and included this
incident in its employee training materials.

Regarding the incident, the PCPD had issued a warning to the
organisation, requesting it to review the relevant measures
regularly and to closely monitor its employees’ compliance with
the said guidelines.

Lesson Learnt

Surreptitiously recording a conversation without the knowledge of
the data subject may be considered by the data subject as
unwelcome or even intrusive to personal data privacy. Although the
PDPO does not require a data user to obtain the data subject’s
consent before collecting his personal data, the data user must
collect personal data in a fair and lawful manner. To avoid disputes,
before audio-recording, the recording party should inform the data
subject that the subsequent conversation will be recorded and the
purpose of the recording.
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Summaries of Selected Conviction Cases
Case 1

Using personal data in direct marketing without
consent and failing to comply with opt-out request
— sections 35E and 35G of the PDPO

The Complaint

The Complainant subscribed to a telecommunications company’s
broadband service in September 2014 and opted out of receiving
its direct marketing messages in November 2016. However, in March
and July 2018, he subsequently received a total of three direct
marketing calls from the telecommunications company promoting
a new service plan.

Outcome

The telecommunications company faced six charges under the
PDPO, including three charges of failing to obtain the Complainant’s
consent for using his personal data in direct marketing (contrary to
section 35E(1) of the PDPO) and three charges of failing to comply
with the requirement from a data subject to cease to use his personal
data in direct marketing (contrary to section 35G(3) of the PDPO).

The telecommunications company pleaded guilty to the six charges
and was fined HK$12,000 in total (HK$2,000 in respect of each
charge).

136 FEBAZBEIR PCPD Annual Report 2020-21



Kt4% APPENDIX

R IR B

Summaries of Selected Conviction Cases

e

MRBEEAREEAEHLENER -
BEFAEEXPHABAEREARE
RIRHENERE EAMBREYETNE
ODRBAEHITENZTEMNAR - Eik
BABEBERAAIBER - 5—HH " &
RAFLEREG) T B AEEIRHARE RS
FXSE1T - IR IR Rl R & = 51 U8 15 50
BELRERIF -

Lesson Learnt

In view of the rising public awareness of the importance of
protecting personal data privacy, organisations should respect their
customers'’ preferences on the use of their personal data in direct
marketing. This is conducive to building customer trust, enhancing
the professionalism of the industry, and increasing the effectiveness
of direct marketing, thus leading to a win-win outcome for both
companies and consumers. Failure to comply with the requirements
under the PDPO in relation to direct marketing is an offence, which
could lead to a fine of up to HK$500,000 and imprisonment of up
to 3 years.
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Case 2

An employee of a telecommunications company
obtained and disclosed a customer’s personal data
without the company’s consent - section 64(2) of
the PDPO

The Complaint

A technician who worked for a telecommunications company
obtained the personal data (including phone number, English name,
Chinese name and HKID Card number) of one family member of a
police officer from the company’s computer system. The technician
then provided the personal data to a “doxxing channel” on a social
media platform. The personal data of the family member was
publicised on the platform, causing psychological harm to the police
officer and his family members.

Outcome

The technician was convicted of four offences, including three
counts of “access to computer with criminal or dishonest intent
with a view to dishonest gain for himself or another” and one count
of “causing psychological harm to a data subject by disclosing
personal data obtained without the data user’s consent”. The latter
is an offence under section 64(2) of the PDPO.

The technician was sentenced to imprisonment for 18 months for
an offence under section 64(2) of the PDPO. Together with other
convictions, he was sentenced to imprisonment for 24 months.

138 F.EBAZB£3R PCPD Annual Report 2020-21



Kt4% APPENDIX

R IR B

Summaries of Selected Conviction Cases

fa%E

[EE|2EEAM LRSH  HXFE
A ARERM  ERHAESN
BERBRALHERBAL (NRE - R
RE)MBEAER  XHEMETRE
REEREMARTFEE (MAFMTT) °

[E[E | HRE HEFALX
BATEK O EEETRRAR - FE L -
BARED [RREDESHENRBHEZTEA
MEANLIEER A o [RE | TMETEE - [#E
EIALTMAETEEAIBRENERZE
B o (FLBEIEH) 5 642) 1KETHH » EA
BBREAKERMEAEREMR B ZERE
RENEERESTANBEAER - MZE
BEERZEHEZTARZOESSE - A
BEE - ZFETHRSMNIEIFTEE
100 BT R EEZES 4F o

B 4887 3=
EIRIR

Lesson Learnt

Doxxing refers to the gathering of the personal data of target
person(s) or related person(s) (such as family members, relatives or
friends) through online search engines, social platforms, discussion
forums, public registers, anonymous reports, etc., and disclosure of
the personal data on the Internet, social media and other open
platforms (such as public places).

The impact of doxxing on victims is far-reaching and the psychological
damage caused to the victims and their families cannot be ignored.
In fact, the vast majority of doxxing acts are intended to exert
psychological pressure on the victims. Doxxing is not only immoral.
The doxxer may also have to bear serious legal consequences.
According to section 64(2) of the PDPO, it is an offence to disclose
personal data of a data subject without the data user’s consent and
if the disclosure causes psychological harm to the data subject. The
maximum penalty of the offence is a fine of HK$1,000,000 and
imprisonment for 5 years.
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Case 3

A nurse obtained and disclosed a patient’s
personal data without the clinic’s consent -
section 64(2) of the PDPO

The Complaint

A nurse who worked for a clinic captured a screenshot containing
the personal data (including name, HKID Card number, date of birth
and phone number) of a police officer from the clinic’s computer
system. She then uploaded the screenshot together with some
derogatory comments to her social media account. The disclosure
of the personal data had caused psychological harm to the police
officer.

Outcome

The nurse faced two charges, including “access to computer with
criminal or dishonest intent with a view to dishonest gain for himself
or another” and “causing psychological harm to a data subject by
disclosing personal data obtained without the data user’s consent”.
The latter is an offence under section 64(2) of the PDPO.

The nurse pleaded guilty to the two charges above and was
sentenced to a 240-hour community service order.
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Lesson Learnt

The nurse took advantage of her job and posted the victim’s personal
data on social media, targeting his occupation and exposing him to
risks of harassment and significant psychological distress. Social
media and instant messaging software are widely used nowadays.
Once a photo is uploaded, it would not be possible to control how
quickly or widely it gets spread. The impact on the victim could be
extremely serious and far-reaching. Given the serious legal
consequences, all social media users should bear in mind that the
cyberworld is not beyond the law.
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Summaries of Selected Compliance
Cases — Lesson Learnt

Case 1

Unauthorised access to an international fashion
chain’s customer personal data system — DPP 4 -
security of personal data

Background

An international fashion company reported to the PCPD that its
customer personal data system for e-commerce customers and
loyalty programme members suffered a ransomware attack. As a
result, about 200,000 customer records containing names,
telephone numbers, email addresses, genders and age ranges were

compromised.

The company engaged an independent consultant for investigation,
which revealed that the company had failed to identify a known
exploitable vulnerability. The attacker successfully logged into the
customer personal data system with valid credentials and installed

ransomware in the company’s network.
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Remedial Measures

The company took the following remedial measures:

(i) Notified all affected customers;

(i) Scanned the system for all identified vulnerabilities and applied
patches;

(iii) Strengthened the detection and protection measures of its
monitoring system;

(iv) Enforced multi-factor authentication at login; and

(v) Defined retention periods and erased obsolete data on an

annual basis.

Lesson Learnt

Data users should regularly review and monitor security of their
networks and test and apply security patches in a timely manner.
Data users should also limit the retention period of personal data,
which should not be longer than necessary for the fulfilment of the
collection purpose. The shorter the retention period, the lower the

security risks.
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Case 2

Inadvertent disclosure of students’ personal data
via email by a university - DPP 4 - security of
personal data

Background

A faculty staff member intended to email the faculty’s non-local
students about the university’s quarantine arrangements. However,
when retrieving the email addresses of the non-local students from
the faculty’s master list of students, the staff member mistakenly

attached the master list in the email.

The master list contained names, dates of birth, nationalities, email
addresses, correspondence addresses and contact numbers of about
2,500 students of the faculty. As a result, the personal data was
unnecessarily disclosed to the recipients of the email concerned.

The university reported the incident to the PCPD.
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Remedial Measures

The university now requires all outbound emails containing personal
data be checked by another staff member before they are sent.
Besides, work files containing personal data, for example, the master

list, must be encrypted.

Lesson Learnt

Universities possess a large volume of students’ personal data and
should therefore take reasonably practicable measures to ensure
that staff handling such data are properly trained. Staff should
observe relevant personal data privacy policies and exercise due
diligence in applying those policies. Universities should establish

procedures to ensure staff's compliance with those policies.
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Case 3

Loss of notebook computer containing work files
— DPP 4 - security of personal data

Background

A government department reported to the PCPD that a staff
member lost an official notebook computer on public transport. The
computer, provided to the staff member for work-from-home (WFH)
arrangement, contained encrypted personal data (names, email
addresses, posts, and staff numbers) of about 400 staff members

of the department.

Remedial Measures

While encryption lowered the risk of unauthorised access to the
personal data, the department reminded staff to take extra care in

handling official portable devices.

Besides, the department requested staff to access work files
through VPN connection instead of storing work files locally when

practicable.
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Lesson Learnt

The outbreak of COVID-19 compelled organisations to adopt WFH
arrangement, making personal data more susceptible to breach. In
November 2020, the Privacy Commissioner issued three “Protecting
Personal Data under Work-from-Home Arrangements” Guidance
Notes. They provided practical advice for organisations, employees
and users of video conferencing software to enhance data security

and personal data protection.

Organisations may make reference to these Guidance Notes when
reviewing their WFH policies.
should:

Generally speaking, organisations

e Setout clear policies on the handling of data (including personal
data) in WFH arrangements;

o Take all reasonably practicable steps to ensure the security of
data, in particular when information and communication
technology is adopted, or when employees possess source or
copies of data and documents to work from home;

e Provide sufficient training and support to employees; and

e Ensure the security of the data stored in the electronic devices

provided to employees.
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Case 4

Unencrypted personal data transmitted in mobile
applications — DPP 4 - security of personal data

Background

In monitoring personal data risks, the PCPD may inspect the
activities of a data user involving large-scale collection and use of

personal data.

In the second half of 2020, the PCPD conducted security testing to
determine whether the mobile applications (apps) developed or
operated by local enterprises which involved the collection of

customers’ personal data complied with DPP 4.

The PCPD found that 14 apps did not use adequate encryption to
securely transmit personal data. As such, attackers could secretly

eavesdrop or modify the transmission data.
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Remedial Measures

All enterprises concerned took the PCPD’s advice and implemented
adequate encryption in their apps to protect personal data

transmission.

Lesson Learnt

Online activities and transactions are convenient but carry non-
negligible risks to personal data privacy. Personal data collected by
different apps may end up in the hands of hackers if such data is

not protected by stringent security measures.

Organisations must protect and respect personal data to garner the
trust of their customers to remain competitive. Organisations should
regularly review and update their apps to ensure security of personal

data.
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