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Strengthening External Connections

Data sees no border in the information age. An email sent in Hong
Kong may be processed by and stored in a data centre in Singapore.
A post on social media may immediately be accessible by users
around the world. To effectively protect personal data, collaboration
by data protection authorities in different jurisdictions is critical.
Therefore, the PCPD maintains an active presence in the international
arena and work closely with our counterparts in other jurisdictions
to enhance personal data protection in Hong Kong.

The PCPD is an active member of the GPA, a leading global forum
comprising over 130 data protection authorities. The PCPD is also
a committee member of the Global Privacy Enforcement Network,
which seeks to foster cross-border cooperation among its network
of over 70 privacy enforcement authorities. In addition, the PCPD
participates in the APPA Forum and the Asia-Pacific Economic
Cooperation Digital Economy Steering Group — Data Privacy Sub-

group.

During the reporting year, the PCPD made significant contributions
to the international privacy community on topical issues including
data protection amid the COVID-19 pandemic, ethical use of artificial
intelligence (Al) and international enforcement cooperation, among
others.
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Promoting best privacy practices in
response to COVID-19

As jurisdictions relied on data and technology to combat the spread
of COVID-19 in the spring of 2020, the Executive Committee of the
GPA saw the need to provide guidance on the protection of personal
data and established the COVID-19 Taskforce in May 2020. The
PCPD led a subgroup of the taskforce, surveyed GPA members and
observers, and spearheaded the compilation of the “Compendium
of Best Practices in Response to COVID-19".

The Compendium included experience and best practices from 32
members, covering five topics: contact tracing and location tracking;
sharing of health data with health authorities and institutions;
sharing of health data with law enforcement agencies; sharing of
health data with charitable or other similar organisations; and
handling of employee data in work-from-home and return-to-work
situations.

According to the survey for the Compendium, contact tracing apps
were adopted by 72% of the jurisdictions. The use of these apps
was mostly voluntary, except those for enforcing quarantine orders.
Further, the majority of the apps adopted a decentralised approach
in data storage, which meant that records of close contacts or visits
were stored only on users’ smartphones. The approach reflected
that a more privacy-friendly design was adopted internationally.

The Compendium also contained best practices for protecting
personal data privacy from multiple jurisdictions to facilitate the
sharing of experience and developments. Examples included
conducting privacy impact assessments, minimising the collection
of personal data by anonymisation and enhancing transparency.

The Compendium was presented by the Privacy Commissioner at
the annual conference in October 2020 and was well received by
the international data protection community.

The COVID-19 Task Force has evolved in 2021 into the COVID-19
Working Group. The PCPD continues to lead a subgroup to address
emerging issues arising from the pandemic. The second Compendium
is expected to be published around October this year.
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Advocating accountability in the
development and use of artificial
intelligence (Al)

Globally there is significant growth in the development and use of
Al. The lack of accountability in the development and use of Al may
violate personal data privacy and individuals’ rights and interests.
As a co-chair of GPA's Al Working Group, the PCPD sponsored and
led the drafting of the “Resolution on Accountability in the
Development and Use of Artificial Intelligence”.

The Resolution recommended 12 measures for effectuating and
demonstrating accountability in the development and use of Al, as well
as actions that governments, public authorities and other stakeholders
could take to promote accountability. In particular, it urged organisations
to assess the impact of Al on human rights, including privacy rights;
disclose the impact assessments; test the robustness, reliability, accuracy
and data security of Al systems; designate accountable human actors
to oversee the operation of Al; provide upon request laymen-
understandable explanations on Al decisions; and evaluate the
performance and impact of Al systems continuously.

The Resolution also recommended engaging stakeholders and
demonstrating accountability to data protection authorities upon
request to help instil trust and confidence in Al systems.

The Resolution was adopted at the GPA annual conference in
October 2020.
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International collaboration on
engagement with video conferencing
companies

The COVID-19 pandemic resulted in a sharp uptake in the use of
video conferencing software, increasing risks around the collection
and use of personal data. Further, unwanted intrusion and disruption
in video conferences happened due to lack of vigilance by service
providers and users.

The PCPD joined forces with data protection authorities from the
United Kingdom, Australia, Canada, Gibraltar and Switzerland, and
issued an open letter in July 2020 to companies providing video
conferencing services. It reminded them of their obligations to
comply with relevant data protection laws and handle users’
personal data responsibly.

The letter also identified key areas of concerns, including data
security, privacy by design and default, needs of users, transparency
and fairness in handling personal data and, lastly, user control over
the use of services and the handling of personal data.

Positive responses were received from four major video conferencing
service providers in September 2020. They adopted various privacy
and security practices as a result.

This engagement continues in 2021 and there have been further
discussions with video conferencing service providers. The PCPD’s
collaboration with other data protection authorities demonstrates
the importance of international cooperation in tackling common
privacy issues.
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