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Response to Public Enquiries

In 2020-21, a total of 18,253 enquiries were received, a decrease
of 23% from 23,779 in 2019-20 when a substantial number was
in relation to public events.

The enquiries mainly concerned the requirements on the collection
and use of personal data (for example Hong Kong Identity (HKID)
Card number) (28%), handling of personal data in employment
(8%), and use of CCTV (5%). There were also enquiries relating to
the COVID-19 pandemic, including security concerns about the use
of video conferencing software and collection and use of health
data.

Enquiries relating to the use of the Internet increased by 2% from
1,695 cases to 1,726 cases. They mainly concerned cyberbullying,
and collection and use of personal data on the Internet, including
social media platforms.
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Monitoring and Promoting Compliance
with the PDPO

When the Privacy Commissioner has reasonable grounds to believe
that an organisation’s practices are inconsistent with the requirements
under the PDPO, compliance checks or investigations will be
conducted. Upon completion of a compliance action, the
organisation receives a report from the Privacy Commissioner on
the breaches, inconsistencies and deficiencies that require remedial
actions.

In 2020-21, the Privacy Commissioner carried out 356 compliance
actions, an 8% increase over the 329 compliance actions in 2019-

20.

Highlights of some compliance actions conducted during the
reporting year can be found in Appendix 6 (page 142-149).

Figure 1.2

£ 2020-21 FERBERITBHHE

Number of Compliance Actions from 2018-19 to 2020-21

360
350
340
330
320
310
300
290
280

FEAZEH, PCPD Annual Report 2020-21

51



52

EER R EEERF# MONITORING AND SUPERVISING COMPLIANCE

i
R RE

BBEBRRAEAMNRERTHRT - &K
B¥AREMAMIE 220,000 BATL - ALBEH
BIE2020FRA - KIB(FLBR A E 36
BEMRERLP —MABEMI QA
(ZEE)ETRE  UBERZETHEER
HENEAEREREHFAE AR -

BREEER

MR EL2020F 8 AERK - BRERRE
T ZEFEBNRAEEBEE REER
NETAEER - LBREERZEEREDY
WERZ MELRBNEARERLE
BEIERE - EFENT

o FIEWERBENLYBE S HER
5 WEEHRDWENIEER

s BRENUKIHENEERSHEER
AEMETRIAIFR  BEEESH
FEEZ

s MREREESTFEREZIKBER
RAENERIE © (a) [ PTA RBETRH
(WEEABERZEH) : 2 (b)RAAR
BEREAAERIRCESREAE R Z
B ) BB AR A F 1D

FEBAEE ] PCPD Annual Report 2020-21

Inspection

Reason for Inspection

According to the employment statistics published by the Census
and Statistics Department, more than 220,000 persons were
employed in the food and beverage industry. In 2020, the Privacy
Commissioner considered that it was in the public interest to carry
out an inspection on the handling of employment-related personal
data at one of the leading companies in the food and beverage
industry (Employer) pursuant to section 36 of the PDPO.

Findings and Recommendations

The inspection report was published in August 2020. The Inspection
showed that the Employer did make reasonably good efforts to
ensure proper management of employees’ data. The Privacy
Commissioner identified some areas of improvement that were also
generally applicable to the industry as well as all employers in Hong
Kong. The recommendations were:

e (Cease collecting partial HKID Card numbers of job applicants
and obliterate such data previously collected;

e Mark photocopies of employees’ HKID Card with the word
“COPY" across the entire image of the HKID Card;

e Provide all job applicants with (a) a copy of the Personal
Information Collection Statement (PICS); or (b) the identity of
the contact person from whom the job applicants may obtain a
copy of the PICS, if the job advertisement directly solicits personal
data from job applicants;



o ERMEREBEN R RBAEREAWE
BRI EA B

o MRMLABHREBUBFR LM
A EA B R R B SR AR

s EHRMARBETENREREIR
FRBRBREIIFE - K

o BREERAUSE B RO P N E At A B P R
AIMmET INAGHEEEREEAE
4 EIBR 1] 155K o

BHIMNRERER

EAE R VR 2R 0R A] BE 5| BUE RHRA KR
R BIMNEER - RIE - Mk - 'K
HEM - ERINEREREAREBKER
(LRGP IR 1 VRIEEHE4RE -
CRLRRARB)) LR B BB ERHE A B E R
SNVREBUIEHARRE - BEAEAE -EE
BERMEREZERALEESR  XPENEHR
EFAREMBMEMEL

B ABERELEERBIEM R
KEOERINRFECRRIE - SR EERN
ZRERETERAEREZ - LRER
IR ERERELETERESKR i
ARz B MR b - BT LERRE
IR -

EER R EEERFH MONITORING AND SUPERVISING COMPLIANCE

e FErasein a timely manner job applicants’ personal data collected
in instant messaging apps;

e Ensure the same retention period of employees’ personal data
as stated in the online privacy policy and the employment
application form;

e Conduct data protection training for all employees and update
related training materials regularly; and

e Incorporate restrictive clauses on handling employees’ personal
data in the agreements with paper disposal and other
contractors.

Data Breach Notifications

A breach of security of personal data could result to exposing the
data to unauthorised or accidental access, processing, erasure, loss
or use. Such a breach may amount to a contravention of Data
Protection Principle (DPP) 4 of Schedule 1 to the PDPO. When a data
breach has occurred, a data user is not mandated under the PDPO
to give a data breach notification (DBN), but the PCPD has always
encouraged data users to notify the Privacy Commissioner, affected
data subjects and other relevant parties.

Upon receiving a DBN, through the PCPD-designated DBN form or
other means of communication, the PCPD assesses the information
and decides whether a compliance check is warranted. When a
compliance check is taken, upon completion, the Privacy
Commissioner would identify the deficiencies and advise the data
user on remedial measures to prevent occurrence of similar incidents.
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In the reporting year, the PCPD received 106 DBNs, 35 from the public
sector and 71 from the private sector. The DBNs collectively involved
the personal data of about 850,000 individuals. These data breach
incidents involved hacking, system misconfiguration, unauthorised
access of personal data by internal staff, loss of documents or portable
devices, inadvertent disclosure of personal data by fax, email or post,
and accidental erasure of personal data, etc. The PCPD conducted
compliance check in all 106 incidents.

Figure 1.3
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HANDLING A DATA BREACH
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Handling Requests for Carrying Out
Matching Procedure

Definition and Consent

A matching procedure is a process by which personal data collected
for one purpose is compared with personal data collected for other
purposes when each comparison involves the personal data of 10
or more data subjects and is performed by non-manual means, and
the result of the comparison may be used for taking adverse actions
against the data subjects concerned.

A data user must not carry out a matching procedure unless it has
obtained the data subjects’ prescribed consent or the Privacy
Commissioner’s consent.

Number of Requests

In 2020-21, the PCPD received 29 applications from government
departments and public organisations for the Privacy Commissioner’s
consent to carry out matching procedures, and the applications
were approved subject to conditions.
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MOPEBHREHERE  Submissions Made in Respect of Public

Consultations
EREFERN  LEEERIATNAREA In the reporting year, the Privacy Commissioner provided views from
IEXHBRERAERILENER - the perspective of personal data privacy protection in response to

the following public consultations:

HAERRE RS

Consulting Organisation Consultation Paper

RETHERT SOEERBREEEIE S| AR A

Electoral Affairs Commission Public Consultation on Legislative Council Election Proposed Guidelines
ERANSER Consultation Paper on Implementation of Mandatory Reference Checking

P y ) e
o (G ey AUy Eéf;eme to Address the “Rolling Bad Apples” Phenomenon (RA X

BE (BIAFZ - WEBEE  AERETHELTESERIFETHE
) BRI

Consultation Paper on the Proposed Introduction of Offences of Voyeurism,
Intimate Prying, Non-consensual Photography of Intimate Parts and Related

GRR

Security Bureau

Offences
FRLIBYERRY BE CHESFITRR R eV RAREEIE) BERX
The Law Reform Commission Consultation Paper on Sentencing and Related Matters in the Review of
of Hong Kong Sexual Offences
kidod doh oo B E R E BRI

Commerce and Economic

Consultation Paper on Real-name Registration Programme for SIM Cards
Development Bureau
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