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Years O,

The PCPD as the guardian of privacy

Established in August 1996, the PCPD was the first independent
regulator in Asia dedicated to the protection of personal data
privacy. The PDPO, enacted in 1995, was the first piece of
legislation introduced in the region to protect the privacy of
individuals in relation to personal data. The PDPO was modelled
on the 1980 Privacy Guidelines of the Organisation for Economic
Co-operation and Development and the 1995 Directive adopted
by the EU on the protection of personal data.

Mushrooming of data protection laws
amidst rapid technological changes

The PCPD witnessed a fast-flowing stream of technological
developments in the past 25 years, accompanied by the
mushrooming and introduction of more stringent laws in
enhancing the protection of personal data. Over 130 jurisdictions
have enacted privacy or personal data protection laws, and the
laws have expanded significantly from their first iterations in many
localities. The PDPO underwent its first major amendments in 2012
to introduce legal requirements on the use of personal data in
direct marketing, among others. In 2018, the EU replaced its 1995
Directive and adopted a new gold standard, the GDPR. It led to
subsequent development in privacy laws around the world,
including the California Consumer Privacy Act of 2018, India‘s
Personal Data Protection Bill of 2019, and the draft Personal
Information Protection Law of the Mainland introduced in 2020.
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The Government, after considering the PCPD’s proposals and the
GDPR, proposed preliminary amendment directions for the PDPO.
These included, among others, making data breach notifications
mandatory, imposing direct obligations on data processors, and
empowering the Privacy Commissioner to impose administrative
fines, as in other jurisdictions, for breaches under the PDPO. Owing
to rampant doxxing activities since mid-2019, the Chief Executive
announced in February 2021 that legislative amendments would
be made to the PDPO to criminalise doxxing and confer statutory
powers on the Privacy Commissioner to carry out criminal
investigations and institute prosecutions.

Tireless efforts in education and
promotion

In the ensuing few years after its establishment in 1996, the PCPD’s
priority was education, publicity and promotion, as personal data
privacy and the requirements of the PDPO were new to the general
public. The PCPD issued a myriad of publications, and conducted
seminars and training with about 300,000 participants over the
years. It also took an edutainment approach by producing
television docu-dramas and radio dramas, in addition to running
advertisements. Recently, the PCPD also leveraged social media to
reach the wider public and brought seminars and training online.

As information and communication technologies have encroached
on our daily lives, public expectation of personal data privacy has
also been rising. It was no longer sufficient for organisations to
tick the box on compliance. They needed to demonstrate good
data ethics, respect for customers’ personal data, and accountability
in the management of data.

In 2000, the PCPD established Data Protection Officers’ Club for
data protection officers of public and private organisations to share
their experiences and insights. In 2014, the PCPD introduced the
Privacy Management Programme and encouraged organisations
to embrace data protection as a corporate governance responsibility
and as a top-down business imperative. In 2018, the PCPD issued—
what became a yardstick—the “Ethical Accountability Framework
for Hong Kong, China” to advocate good data ethics.
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Compliance and enforcement actions
on the rise

In the last 25 years, the PCPD handled 39,645 complaints, 421,326
enquiries, and 946 data breach notifications. It has initiated 3,652
compliance checks and 1,762 investigations. Our compliance and
enforcement actions served to address public’s concern on major
data breach incidents which affected tens of thousands of data
subjects.

The number of cases rose significantly owing to increasing public
awareness of and demands for personal data privacy.

1997-98 & Note 2020-21 R Increase
ZiMERNA . . 13,551 18,253 34.7%
Number of enquiries received
LnERNA . . 253 3,157 1,147 .8%
Number of complaints received
BN RERERRB S
Number of data breach notifications received 0 106 TER N/A
EREERE 0
Number of compliance actions initiated 74 356 381.1%
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Note: 1997-98 was the PCPD's first full reporting year.

Strong global connections

Online data knows no borders. Collaboration among data protection
authorities in different jurisdictions is therefore indispensable for the
effective enforcement of privacy laws. Since establishment, the PCPD
has been an active member of major international privacy regulator
forums. This enables the PCPD to share knowledge and experience
and collaborate with our overseas counterparts, as well as to seek
assistance from them.
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For instance, since 1996, the PCPD has been participating in the
GPA, formerly known as the International Conference of Data
Protection and Privacy Commissioners, and hosted the 1999 and
2017 annual conferences. The PCPD was an Executive Committee
member from 2016 to 2018, and the co-chair of the Working Group
on Ethics and Data Protection in Artificial Intelligence, leading a
subgroup of the COVID-19 Working Group to tackle privacy issues
arising from COVID-19.

The PCPD also takes leading roles in other international forums. It
was the chair of the Technological Working Group of the APPA from
201010 2019 and has been a committee member of the GPEN since
2016.

Under “One Country, Two Systems”, Hong Kong enjoys very close
social and economic ties with the Mainland. The PCPD has
established a strong network with the academia and relevant
authorities on the Mainland. To facilitate the development of Hong
Kong as a data hub in the Greater Bay Area and enhance regional
cooperation and development, the PCPD will further strengthen its
connection with our Mainland counterparts.

Looking ahead

The technological and regulatory landscapes have been dynamic
in the past quarter-century and the data protection landscape will
be even more vibrant in the light of the rapid development of big
data, blockchain, artificial intelligence, biometric data, etc.
Globally, more robust data protection laws would be enacted and
implemented and the demands for data privacy would become
more vigorous. The PCPD will continue to keep abreast of the
developments and uphold strong protection of privacy in relation
to personal data.
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FLEBE AZIE 2021 FEMAIL25 AF - — 2021 marks the 25th Anniversary of the PCPD. Over the years, the

BEUXR  LEABRNEBRER - BEEX PCPD has been striving to enhance the protection of the privacy of

HEEBHCRLBIEFD M EXR - EMmELR individuals in relation to personal data. It monitors, supervises and

& - BEEAERILERN XL o promotes compliance with the PDPO and fosters a culture of protecting
and respecting personal data privacy.

UTRILBAZBBEF—LEEEH Here are some notable milestones and achievements of the PCPD
E)= in the past 25 years:

HHHREIL RN BRIERE
[ BB ZEIRE
Launched the privacy show
“Telling You My Secret”
targeting primary school
students

EREETALESEABET
BHEBE/MARM R EWEE
Hosted the first Asia-Pacific Economic -
Cooperation (APEC) Electronic Commerce SETALESEABTE
Steering Group technical assistance seminar T —ELRRERARERE
B8 BmASRN2 EREEE |

EHEET
RBEEIPHEBAENLBER Took part in an APEC
Mr Roderick WOO Bun, JP, took initiative to develop a set of
office as Privacy Commissioner privacy principles and
for Personal Data implementation framework

that could be subscribed to
by all 21 member economies

02006 2010

BRRABERFESBIUEREZSSRIMEE
EBE A RMEANEA DR NSRS
Published an investigation report
regarding the leakage of the personal
data of 20,000 people on the Internet by
the Independent Police Complaints Council

RBEEREEEN —
(R iNE S b
Organised the Hotel Privacy Campaign
to raise awareness of privacy issues in
the hotel industry

RIEE NRE TR

BREERBEN
DABFEHERE

Hosted the Asia Pacific Privacy
Authorities (APPA) Forum for
the first time in Hong Kong

14  F.EBAZBEF3{ PCPD Annual Report 2020-21
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O 1996-2000 = ™

(Fh BB B STIE R £ 30 o
Provisions of the PDPO
commenced operation

RALBLAE  ZESEEIPHESEEA
BERALBES

Establishment of the PCPD; Mr Stephen
LAU Ka-men, JP, took office as the first
Privacy Commissioner for Personal Data

§¥b¥% =t~ %,ﬂ\ E &{E 5 International Conferen
AERRERNERERHRE o S e
HEEgR e
Hosted the 21st International
O Conference on Privacy and
O Personal Data Protection and
Meeting of the Data
Protection Commissioners
-
e
Vi HREBEABASRESHRBC(LABS4HE)
Produced the docu-drama television
series “Privacy Special” in partnership
with Radio Television Hong Kong

02001-2005

BWIFRE | RERED - BRE[HEETH
EFLRBIMNERRSEBNERGERE
Launched “Privacy Week” with activities such
as the “E-Privacy in the New Economy”
Conference and a live television variety show

HESLEHEBAAERLBER
v Mr Raymond TANG Yee-bong took office as
2§ =~ Privacy Commissioner for Personal Data

B =7
=

ABESERITEREED
BAREBREERNBEABAER RS
Privacy Commissioner exercised
inspection power for the first time

P ﬁﬁk@ﬂ%m*ﬁé:%g{% on the Hospital Authority’s personal
HROZE [ FARRERTEE) 2007 data system in respect of patients

Organised its first international
promotional campaign, Privacy
Awareness Week 2007, together
with members of the APPA

EBFRRERE - 8 (FhRRHI)
fEHE KB

Submitted a package of proposals to
the Government recommending
substantial amendments to the PDPO
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Carried out public consultation

on the review of the PDPO B B R LA
0 2006-2010 i
Organised a personal data
R EREERPRRE ’ privacy campaign for

BAERFEEE medical practitioners
Organised a personal data privacy
campaign for estate agents

\ --

ERFEIRELBBEAEE] - YA
hEFHPRELERREBAALRLRE

,I&a;E;rs:\%::?‘;:'rlsi’trif/talge;rt)gramme; o 20 1 1 '20 1 5

o R (1A B R ; ;

(GLBE) 15151 B 8 bt smge_t.hen, the PCPD organised annual BENM RS ERRE
ERHEM - 5B hE activities to promote personal data BN B FAEEE
EMBESEERERA privacy protection to secondary school Organised a personal data
ERIFLRE students privacy campaign for
Published the telecommunications

“Personal Data practitioners

(Privacy) Ordinance
Liberal Studies

Teaching Kit" to assist HEBEABARE
secondary school ERB(FLEBMEE) ;
teachers in teaching ZERBEERTEMER
students how to 2012 8BET

Produced the docu-drama
television series “Privacy
Beyond Price” in
partnership with Radio
Television Hong Kong; the
series ranked 10th in the
2012 TV Programme
Appreciation Index Survey

protect personal data
privacy

2012 FEAER

(FABB) (E3T) 1561

B 0 BEERHEET

%ﬁg@ﬁ"é‘f&%ﬂ&#&&

PRELTLIEE | BRRETLRE 2EERIATE 1R

BEERRHE R RET P IAREE
AERALRAERTE

Organised the Privacy by Design
Conference to advocate embedding
the protection of personal data
privacy in the design of information
and communication systems

Commencement of
the Personal Data
(Privacy)
(Amendment)
Ordinance 2012.
Implemented new
direct marketing
regulatory regime
and launched legal
assistance scheme

Launched an online assessment tool
tailor-made for the retail industry to train
practitioners and evaluate their
understanding of the requirements under
the PDPO

& \ B ABERTRNE LIMETA
153 B 22 S5 5 ST CRL R ) P T2 R
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Hosted the 31st APPA Forum
HFARB AR LS

Compliance

the Smart

BRE@EIN\EBBREGTERE
REAEFEAENNATRE
Published an investigation report
regarding the collection and use of
customers’ personal data under the
Octopus Rewards Programme

BB 39 BRIR - ERSTENBBEARETILBEERRS
The Government and 39 organisations from the insurance,
telecommunications and other sectors pledged to

implement a Privacy Management Programme

BRRUDEESOBRE
Published the Privacy
Assessment Report on

Identity Card System

25 B 25 YEARS ON

AREBUEXEEPMREEA
BERALRED

Organised a personal data
privacy campaign for
insurance practitioners

BERKE, SBSHEBAZR
hEEE

Mr Allan CHIANG Yam-wang,
SBS, took office as Privacy
Commissioner for Personal
Data

02016-2019

BEASABAHESRBCLRBMAEN
Jointly produced the docu-drama television
series “Privacy Beyond Price II” in partnership
with Radio Television Hong Kong

B AEHE
BAERILBES

Mr Stephen Kai-yi WONG
took office as Privacy
Commissioner for
Personal Data

BEEANEAEXERIBSRHERARXENLRE
RIFBEBREE I RELBES

Launched the privacy campaign “Developing
Mobile Apps: Privacy Matters” with leading
professional and trade associations in
information and communications technology

BH(AREERAS—
BETERRESD
SEBERREEAER
REFEEREME

Issued the “Best Practice
Guide on Privacy
Management Programme”
to encourage organisations
to embrace personal data
protection as part of their
corporate governance

)
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Hosted the 39th International
Conference on Privacy and
Personal Data Protection and
Meeting of the Data
Protection Commissioners,
welcoming more than 750
participants from over 60
countries and regions
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02016-2019

MEBRB 20 AF
20th anniversary of the PCPD

BESBEIRETR
[ A7
Was awarded Manpower
Developer by the Employees
Retraining Board
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BEZERBRRLBESIALE
BEREREHBREERIEND
HIBEERE

Was appointed as a co-chair
of the GPA's “Ethics and Data
Protection in Artificial
Intelligence Permanent
Working Group”

[ B 1R STAS AT (FABBIRB1) V=R
Submitted the PCPD’s recommendations
to amend the PDPO to the Government

ERIBBERNER NS
Organised the Symposium on
Data Ethics in Action

MPasIUN oNn

\TA ET ‘
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AYIEEBREXSBMPRE
BAERILRED
Organised a personal
data privacy campaign for
property management
practitioners

ERFEAERRERAE
B = [E 2 IRAA B R
BREEHEASHTE
Co-hosted the 3rd GPEN
Enforcement Practitioners
Workshop with the Office
for Personal Data
Protection, Macao

’
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Published investigation reports
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02020 ——— T

BEERZTHABAERILBESR
Ms Ada CHUNG Lai-ling took
office as Privacy Commissioner
for Personal Data

on two data breach incidents:
unauthorised online access to &

credit reports at TransUnion £ \ Q}" -
Limited and unauthorised 2019 Fi2f9,182 B8 - H S

access to personal data of 4370 RE|EHE ; ABAZF Nee

approximately 9.4 million BEEHITE[BE |[{E= Y

passengers of Cathay Pacific Received 9,182 complaints in 2019 H

Airways Limited and Hong of which 4,370 cases relating to :

Kong Dragon Airlines Limited doxxing; the PCPD spared no

efforts in combating doxxing

@0@0

£2019 BREEHAEHME
ERBRLBRE AT ERNEESRIBRE BHREBAERNEEESINER
BERIENEIBEETRE BAEEERE (R Issued Guidance Notes and advisories
BRERAATIESENERMERE)  RAEES on the protection of personal data

N EBRILEBEESEAEESELER amid the COVID-19 pandemic

Sponsored and spearheaded the drafting of

the “Resolution on Accountability in the

Development and Use of Artificial EMEEIAB e AEIE ]
Intelligence” as the co-chair of the GPA's Al Organised the inaugural
Working Group; the Resolution was adopted "“Privacy-Friendly Awards”
at the annual conference of the 42nd GPA

fg?,;

M
anacy Frlendly AWards i
LN | .‘

B ERBAMESBRBRE
EAERALREES

Organised a personal data
privacy protection campaign for
social service practitioners

HEE 2 ERRILBRE R
FEE BRRALBLEE
BRI EE 2019 BikE
SHENBETSERBSE]
Presented the Compendium
of Best Practices in

02021

= .
Response to COVID-19 at (1RZ3A8 TBABHRY 25 FF
the annual conference of January to March) 25% anniversary of
the 42nd GPA the PCPD

BUEZ RS T (AR BAIT
BIBEK] RRESRTED

Privacy Commissioner - FhpE .
welcomed the Government’s GUARmAN ﬂ'ﬁﬁt
proposals to amend the PDPO PR’VE‘;CY 25 YEARS

to combat doxxing P -';_.

—BEREEREE AR REFE ]
BHERAMEERREREERLE, IDSM, JP
EERTREAREIEESE

100 organisations received the inaugural “Privacy-
Friendly Awards”. Mr Erick TSANG Kwok-wai, IDSM, JP,
Secretary for Constitutional and Mainland Affairs,
officiated the awards presentation ceremony
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