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Our 25™ Anniversary

Established as an independent body in
August 1996, the Office of the Privacy
Commissioner for Personal Data (PCPD)
monitors, supervises, promotes and
enforces compliance with the
provisions of the Personal Data
(Privacy) Ordinance (PDPO), Chapter
486 of the Laws of Hong Kong. As we 2
celebrate our 25th Anniversary this @
year, | am pleased to present our
2020-21 Annual Report to showcase
our milestones and achievements over
the years. This is also my first report
since | took office as the Privacy
Commissioner for Personal Data (Privacy
Commissioner) in September 2020.
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Back in 1996, Hong Kong was the first jurisdiction in Asia to have
a comprehensive legislation on personal data privacy, and the PCPD
was the first independent regulator dedicated to protect personal
data privacy in the region. The PDPO was modelled on the 1980
Privacy Guidelines of the Organisation for Economic Co-operation
and Development and the 1995 Directive adopted by the European
Union (EU) on the protection of personal data.

In the past 25 years, the fast-flowing stream of technological
developments brought along the mushrooming and introduction of
more stringent laws to enhance the protection of personal data. When
the EU replaced its 1995 Directive and adopted the General Data
Protection Regulation (GDPR) in 2018, a new gold standard was
established which led to waves of developments in privacy laws
around the world, including the California Consumer Privacy Act
2018, India’s Personal Data Protection Bill 2019, and the draft Personal
Information Protection Law of the Mainland introduced in 2020.

The PDPO had its first amendment in 2012 with new requirements
on the use of personal data in directing marketing. The volume,
variety, difficulty, complexity and nature of work of the PCPD had
grown significantly since our establishment. We received 253
complaints in 1997-98 and the number surged to 3,157 in
2020-21, an increase of over 1100%. Similarly, the data breach
notification figure increased tremendously from nil in 1997-98 to
106 in 2020-21, with some recent incidents involving millions of
affected data subjects.

FEBAEEHR PCPD Annual Report 2020-21



FEAEEN ABOUT US

2020-21 FEB T ERF

FE2020-21 FE - ZfEBEES T EHETT
REBEAEHLENRE - EREFE -
A

o FEE3157 RI&H

o X 18253 REM

o HEIT356 REHRBELERS0RNAE ;

o BE1525999F8 ATR2RBELBRAER
BE - HRETE Sk IT{ELS

o 6410 ¥ ER K& 350 fE 1t R HEEE NG
X

o [EIfE220 REHESEH &

o $R{5E A F19158,073 NIBIBAE D
Bk -

THER

B2019F BB BR BRI REK] 1T
A BT BEAEAERR - HMESF
WEENSI TR RE]NTE  REET
957 RIEEIFEER  WAZEE AR
TEREITAR - KMEEHEBEEL - 1t
REBTERANRENEER - BRBR
HRRIE|NBHEL - ARGEAE RE
TMEZR N5 B E At AR E B S 1E - B
MR E - HEREEMNIE  8H
[ ] HHRE - XE AR BT EPIMITE R
2 KB - HATERE] -

FEBAEE ] PCPD Annual Report 2020-21

Figures of activities in 2020-21

We continued to discharge our duties on all fronts in 2020-21 to
protect personal data privacy. During the reporting year, we:

e Received 3,157 complaints;

e Received 18,253 enquiries;

e (Carried out 356 compliance checks and 50 investigations;

e Reached out to 25,999 individuals in our talks, seminars or
workshops;

* |ssued 64 media statements and 350 social media posts;

e Responded to 220 media enquiries; and

e Recorded a monthly average of 158,073 visits to our website.

Highlights of our work

Doxxing activities which has become rampant since mid-2019 has
tested the limits of morality and the law. During the reporting year
we continued to step up our efforts to combat doxxing. We
handled a total of 957 doxxing cases and adopted a multi-pronged
approach. We wrote to the operators of relevant websites, social
media platforms and discussion forums to request the removal of
web links involving doxxing contents. We strengthened our
collaboration with other regulatory authorities in the investigation
and referral of cases. In addition, we accentuated the harm of
doxxing in our education, promotion and publicity efforts, and
reached out to government departments and trade associations
to enlist their assistance in combating doxxing.
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To enhance our capability to curb doxxing, the Chief Executive of
the Government of the Hong Kong SAR, Mrs Carrie Lam, announced
in February 2021 that legislative amendments would be made to
the PDPO to criminalise doxxing acts and empower the PCPD to
carry out criminal investigation and institute prosecution in respect
of the offence. The Government already submitted the Amendment
Bill to the Legislative Council in July 2021.

Since its outbreak towards the end of 2019, COVID-19 has brought
unprecedented challenges to data protection authorities around the
world when governments of different jurisdictions introduced a
variety of initiatives to contain the pandemic and revive the
economies. These initiatives included contact tracing measures,
large-scale testing and vaccination for the public, health passports,
and the likes. They all carried inherent risks to personal data privacy
and the situation in Hong Kong was no exception. This became
another priority area of work for us. We provided advisories or views
to the Government, organisations, schools and the general public
to ensure the proper protection of personal data in these initiatives.

Apart from advisories issued to the public, the PCPD issued the
"Guidance for Schools on the Collection and Use of Personal Data
of Teachers, Staff and Students during the COVID-19 Pandemic”
upon the resumption of classes in September 2020 and three
Guidance Notes under the series of “Protecting Personal Data under
Work-from-Home Arrangements” in November 2020.
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As a signature event to mark the 25th Anniversary of the PCPD, the

Iu

inaugural “Privacy-Friendly Awards"” was launched early this year.
The award was the first of its kind in Hong Kong and was met with
an overwhelming response. After assessing the entrants’
performance on personal data privacy protection, we awarded
recognition to 100 organisations, including government departments,
public bodies and companies engaged in different businesses, with
69 receiving Gold Certificates and 31 Silver Certificates, for their
outstanding achievements. Five organisations with exemplary
performance in different data protection areas were additionally

named as outstanding Gold Certificate awardees.

On the international front, we continued to take an active role in
international and regional forums through our participation in the
Global Privacy Assembly (GPA), Asia Pacific Privacy Authorities (APPA)
network and Global Privacy Enforcement Network (GPEN). In the
year, we led a subgroup of the COVID-19 Taskforce of the GPA and
we spearheaded the compilation of the “Compendium of Best
Practices in Response to COVID-19". In my role as the co-chair of
the GPA's Working Group on Ethics and Data Protection in Artificial
Intelligence, the PCPD sponsored and drafted the “Resolution on
Accountability in the Development and Use of Artificial Intelligence”
in the reporting year, which advocated 12 measures for effectuating
and demonstrating accountability in the development and use of
artificial intelligence, among others. The Resolution was adopted at

the GPA annual conference in October 2020.
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A word of thanks

Last but not least, | must also take the opportunity to express my
heartfelt gratitude to the Government, past and present members of
our two advisory committees, the Personal Data (Privacy) Advisory
Committee and the Standing Committee on Technological
Developments, and our stakeholders for their invaluable advice and
staunch support over the past 25 years. In the same vein, | also wish
to thank my predecessors and my colleagues, past and current, for
their dedication, professionalism and hard work, without which we
would not have been able to build and flourish upon this strong
foundation to act as a guardian of privacy in relation to personal data.

| believe that we have dutifully discharged our statutory functions
in monitoring, supervising, promoting and enforcing compliance
with the provisions of the privacy law for the past 25 years. The
history of the PCPD is one that we shared with the community at
large, and is one that we can all be proud of.

Ada CHUNG Lai-ling

Barrister

Privacy Commissioner for Personal Data
August 2021
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