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THOROUGH AND IMPARTIAL INVESTIGATIONS

PCPD investigates and resolves complaints and
enquiries effectively in a manner that is fair to all
parties concerned, and proactively investigates areas
where privacy risks are significant.

>
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HANDLING ENQUIRIES

During the reporting year, PCPD received a total of 23,779
enquiries*, which represented an increase of 39% as compared to
17,168 enquiries in 2018/19. Of these enquiries, 2,478 cases were
about a police officer showing a reporter’'s Hong Kong Identity
Card before camera; 1,028 cases were about photo-taking of a
police officer at a funeral; and 1,018 cases were about disclosure
of a police officer’s personal data by a District Council member.
Excluding the cases of the aforesaid incidents, PCPD received
19,255 enquiries. The enquiries mainly related to the collection/
use of personal data (e.g. Hong Kong Identity Card number or
copies) (33%), handling of personal data in employment (8%), and
use of CCTV (6%).

Internet-related enquiries increased by 102% to 1,695 cases
in 2019/20 from 840 cases in 2018/19. They mainly concerned
cyberbullying, collection and use of personal data on Internet and
social media platforms.

* An enquiry may involve multiple nature

Figure 5.1 - Number of enquiries received

23,779
17,168
15,737
16,035
18,690
10,000 15,000 20,000 25,000
EHERHE

Number of enquiries received
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5.2 - IR HEMAEE Figure 5.2 - Means by which enquiries were made
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COMPLAINTS INVESTIGATION

Overall trend of complaints

Since June 2019, social incidents had given rise to some
unprecedented challenges to our society, one of which being
“doxxing”. Doxxing involves non-consensual disclosure of an
individual’s personal information for the purposes of harassment or
intimidation, thus causing or likely to cause psychological or bodily
harm to the victims and/or physical damage to their properties.
During the reporting year, PCPD received and discovered close to
5,000 cases relating to doxxing and cyberbullying, in which the
victims came from all walks of life, including government officials,
public figures, police officers, teachers and students. As a result,
the number of complaints received during the reporting year
increased significantly, reaching a record high in recent years.

It is also worth noting that there had been a rising trend of
multiple or similar complaints in the second half of the reporting
year. In particular, the incident of a police officer showing a
reporter's Hong Kong Identity Card before camera on 26 December
2019 caused widespread public concern and a huge influx of
complaints to PCPD.
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EENIERESR Complaints received

EASBEAREEE LEE1122051F 11,220 complaints were received in 2019-20, which included
/o BEREE4707 RHEEEH4EREE 4,707 complaints relating to doxxing and cyberbullying
B BRpIEE | MEEREENERF & arising from divergent opinions in social incidents and
Bes A\ B [AEE | 9IRsR ([HBE | (A=) (3% doxxing of medical personnel (the doxxing cases) (see P.57
RES7H) UKR2665 REBMREBAE for details), and 2,665 complaints relating to two incidents
EEENRE TS ESHBNSHMNIRE - # of police officer showing a reporter’'s Hong Kong Identity
Br#EIJERRZU EMESHE » ABIELRR Card before camera. Discounting the doxxing cases and the
L FEEIEEIMSERE B —FEE FFH two incidents above, PCPD received 3,848 complaints in

105% ° ([&5.3) 2019-20, being a 105% increase from last year. (Figure 5.3)
5.3- R RERSE Figure 5.3 - Number of complaints received

F19 Year

2019-20 3,848"

2018-19 1,878

2017-18 1,619"

2016-17 1,741

2015-16 2,022

0 1,000 2,000 3,000 4,000 5,000
KEFEREE

Number of complaints received

" EFREFE28RERE—BEATLERFEARE " 428 complaints were about the disclosure of a list of operating cabin

BE-—OHEAEEENIRF 660 RBE— crew by an artist on her social media platform. 669 complaints were
BREZABETRGOEERESHHVIRGF © about suspected theft of residents’ letters by a security guard.

# EREE1BREE-—BMREARINMNRER # 143 complaints were about an airline company's data leakage
BAAERSHHIRER - incident.

* BRFTEN  EBABEZHREFEREIE * For statistical purpose, the 1,944 complaints received in relation to

BARBUTIMELAHERREAERNFIR the loss of notebook computers of a government department that
EIEHY 1,944 SREIEER R » RE—RIBFRE contained personal data of registered electors were counted as one

Ho complaint.
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WiRREEHR Types of parties being complained against

TEEER 3848 RIRTFERY - HIRFEAD Among the 3,848 complaints received, the types of parties being
BUTER : complained against were as follows:

- HEHEBQI/MR) EESKR PE . private organisations (2,071 cases), with the majority

BERQR - RITRMBAR  URHEAE including property management companies, banking and
148 finance institutions and education institutions;

. @A (1,210R) ; & . individuals (1,210 cases); and

- BUFEPIRAHBEME (567°R) » EEW . government departments and public organisations (567
% BRrBEKE AEEWMEEN cases), with the majority concerning healthcare services
Y Uk BBES24EETIMA - institutions, departments handling transport matters and
(E5.4) students’ finance matters. (Figure 5.4)

5.4 - I EFETB Figure 5.4 - Types of parties being complained against

® @A > 31%
Individuals -

1,210 R Cases

¢ BUTEPIRDHEE
Government
departments and
public organisations

15%
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>- 54%
) FEHE 2,071 3 Cases

Private organisations

I
ey =
Total : 3I848 é;ses
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FhiE RCFLBIRGIDD RV IRERIEHE Nature of alleged breaches under the PDPO

EARBEFEANEEN 3,848 RIReFH - HF The 3,848 complaints involved a total of 4,675 alleged breaches
% 4,675 182 RCFABBARGINIR E ISR (B — under the PDPO (one complaint case may have more than one
TRFERTSRZSN—IEERE)  ZER allegation). The nature of the alleged breaches is shown in Figure
SFIEMRE 5.5 - 5.5.

personal data

B A BRI R ZERE M

R EEH

Accuracy and retention of
personal data

TEWREEAER
Improper collection of
personal data

5.5 - B8 RKTLBS IR FIDRIIRERIETE Figure 5.5 - Nature of alleged breaches
(o)
o Hizfzh > 3.3%
Direct marketing 154 18 alleged breaches
BRI, REBAER > 3.1%
Data access request/data 144 17 alleged breaches
correction request
‘ <. 0.2%
BA BRI BN 10 1& alleged breaches
FRETRE
Inadequate transparency of > 10.2%
personal data policies 476 78 alleged breaches
edecunte securty o > 464%
adequarte securtty © ' 2,169 1# alleged breaches
personal data
(o)
TEFEARIKEE 2.7%
BAEE 125 15 alleged breaches
Improper use and
disclosure of >> 34.1%

1,597 17 alleged breaches
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Major subjects of complaints

Compared to the previous reporting year, the number of
complaints received by PCPD during the reporting year relating to
information technology and property management-related issues
significantly increased by 124% and 677% respectively. (Figure 5.6)

As for the complaints relating to information technology,
the majority of them were about online social networks and
smartphone applications. Understandably, the rising trend can be
explained by the popularity of online social networks which have
now served not only as a personal sharing channel, but also as a
multi-functional platform for news activity and shopping.

The upsurge of complaints about property management-related
issues was mainly due to the multiple complaints regarding

suspected theft of residents’ letters by a security guard.

Figure 5.6 - Major subjects of complaints
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crew by an artist on her social media platform.

* 143 complaints were about an airline company's data leakage
incident.

669 complaints were about suspected theft of residents’ letters by a
security guard.
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Summary of complaints handled during the reporting
year

During the reporting year, PCPD handled 11,220 newly
received complaints (including 4,707 complaints about
doxxing and 2,665 complaints about the two incidents
of police officer showing a reporter’'s Hong Kong Identity
Card before camera), and 292 complaints carried forward
from the previous reporting year, bringing the total
number of complaints handled during the reporting year to
11,512. Of these, 10,042 (87%) were completed during the
reporting year, and 1,470 (13%) were still in progress as at
31 March 2020. (Figure 5.7)

Figure 5.7 - Summary of complaints handled in the past five
years

ASE FFERRER

Complaints carried forward

BRI

Complaints received

HBRERER
Total complaints processed

2 EANIRER
Complaints completed
RITHENIREF

Complaints under processing

11,220 1,878 1,619 1,741 2,022
11,512 2,069 1,812 2,003 2,275
10,042 1,777 1,621 1,810 2,013

1,470 292 191 193 262
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Categorisation of completed complaints

10,042 complaints were completed during the reporting year,
including 4,232 complaints relating to doxxing and 2,648
complaints relating to the two incidents of a police officer showing
a reporter’s Hong Kong Identity Card before camera. Taking out
the doxxing cases and the incidents above, PCPD completed 3,162
complaints in 2019-20, of which 1,412 were concluded after our
preliminary assessment, on the grounds set out below:

(i)

(v)

the matters complained of fell outside the definition of
“complaint” under section 37 of the PDPO. For instance, the
matters complained of did not involve “personal data”. In
some cases, the complainants failed to specify the identities
of the parties being complained against or the complaints
were anonymous etc.;

the complaints were withdrawn by the complainants;

the complainants did not respond to PCPD’s requests for
further evidence in support of their allegations;

the matters complained of were outside the jurisdiction of

the PDPO; or

no prima facie evidence of contravention.

The remaining 1,750 complaints were accepted for further
handling. (Figure 5.8)

Figure 5.8 - Categorisation of completed complaints

45%
1,412 ® Cases
> 55%

1,750 R Cases
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Modes of complaint handling

For those 1,750 complaints accepted for further handling, PCPD
attempted to resolve disputes between the data subjects and the
parties being complained against by conciliation as a speedy and
convenient alternative. 1,582 complaints (90%) were successfully
resolved (Figure 5.9) on the following grounds:

(i) remedial actions had been taken by the parties being
complained against to resolve the problems raised by the
complainants;

(i) the complainants withdrew their complaints after PCPD had
explained the information in hand to them; or

(iiiy PCPD had conveyed the complainants’ concerns to the
parties being complained against for their follow-up actions.

125 complaints were found involving criminal nature (of which
115 were related to the disclosure of vehicle owners’ personal data
online). Those complaints were referred to the Police when prima
facie evidence of contravention of the relevant requirements under
the PDPO was established (e.g. offences for using personal data in
direct marketing without consent from data subjects; or offences
for disclosing personal data obtained without consent from data
users) and the complainants’ consent for referral was obtained.

Figure 5.9 - Complaints resolved by conciliation, referred to
the Police and for investigation
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1,582 = Cases
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Investigations were carried out for the remaining 43 complaints,
which were unsuitable for conciliation or not conciliated:

. in 11 complaints, PCPD had urged the parties being
complained against to take remedial actions in order to
comply with the requirements of the PDPO. Some of them
were issued with warnings and Enforcement Notices by
PCPD;

. no contravention of the PDPO was found in the remaining
32 complaints. Recommendations were given to some of
the parties being complained against to encourage them to
establish good practices in data protection. (Figure 5.10)

Figure 5.10 - Categorisation of investigation cases
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Recommendations given to the parties being
complained against

Apart from issuing Enforcement Notices and warnings, PCPD
also, in some cases, advised the parties being complained against
to carry out remedial actions in the course of conciliation or
investigation, with a view to preventing the recurrence of similar
irregularities in future, or encourage them to establish good
practices in personal data protection. During the reporting year,
more than 900 recommendations were made to the parties being
complained against to advise them to take the following actions:

. revising personal data-related policies and practices to
prevent similar breaches in future;

. providing proper guidance to staff to require compliance
with relevant policies and practices;

. supplying/correcting personal data to comply with the
complainants’ data access/correction requests, or reducing
the fees for complying with the data access requests;

. deleting personal data that was collected or disclosed to
third parties unnecessarily;

. undertaking to cease the malpractices leading to the
complaints;

. complying with opt-out requests for not receiving direct
marketing messages; and

. following up on the privacy-related concern of the
complainants as referred by PCPD.
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Follow-up actions on doxxing cases

Of the 4,707 doxxing cases, 1,402 cases were referred to the
Police to follow up after preliminary investigation by PCPD. PCPD
followed up on all doxxing cases with the powers conferred by
the PDPO and yielded results. Follow-up actions included writing
to the online platforms concerned urging the removal of the
web links, and referring cases of suspected violations of court
injunction orders to the Department of Justice to follow up (44
cases). PCPD wrote 166 times to 16 online platforms, urging them
to remove a total of 2,867 illegal web links. 1,777 web links (62%)
were subsequently removed.

During the reporting year, PCPD completed screening and
investigation of about 90% (4,232 cases) of the doxxing cases received.

Results of PCPD's removal requests on illegal web links
(2,867 web links in total)
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Progress of screening and investigation of doxxing cases as of
31 March 2020
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SUMMARIES OF SELECTED CASES - LESSONS
LEARNT

Companies and organisations are under ethical obligations to
carefully consider the possible privacy impact on the data subjects
when using personal data for their businesses or services. The
following selected cases illustrate how individuals’ dignity, right
and interest might be affected by having their personal data
privacy intruded.

If complaints are substantiated, PCPD would recommend the
companies or organisations take corrective or remedial actions. The
correction of malpractices in handling personal data by companies or
organisations, as a result of the complaints raised by data subjects,
can eventually benefiting the community at large. By publishing
these case summaries, we wish to provide data users with good
lessons to learn, raise the organisational awareness of respecting
personal data and applying data ethics in daily businesses, and
to enhance citizens’ understanding of their personal data privacy
rights.
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Case 1: An Incorporated Owners (I0) disclosed
an owner’s name and address on social network
platform - DPP3

The complaint

The complainant was a flat owner of a private housing
estate. The complainant made a claim to the Small
Claims Tribunal against the 10 of the estate in respect
of a water seepage problem of his flat. In order to notify
other owners of the case, the IO posted a copy of the
complainant’s claim form filed to the Small Claims
Tribunal at the lobby of the estate and uploaded it onto
an online social platform composing of the owners of the
estate.

Since the claim form contained the complainant’s
name and full address, the 10’s act had disclosed the
complainant’s personal data without his consent. The
complainant then lodged a complaint with PCPD against
the 10. The 10 had subsequently removed the claim
form posted at the lobby, but refused to remove the one
posted on the online social platform.

In response to PCPD's inquiry, the IO stated that it had to
notify all the owners of the legal proceedings to which
the 10 was a party in accordance with section 26A of the
Building Management Ordinance (BMO). The 10O insisted
that information about the capacity of the parties of the
proceedings, case number, the forum of the case, nature
of the case and the amount claimed or remedies sought
must be disclosed.

Outcome

PCPD noted that the BMO only requires the IO to display
a notice containing particulars of the proceedings in the
building. There is no provision requiring the 10 to display
all the content of the legal documents, nor any provision
requiring the 10 to display the notice in places outside
the building (e.g. online social platform). Moreover,
according to the publication “Frequently Asked Questions
on Building Management Ordinance (Cap. 344)” issued
by the Home Affairs Department, the particulars of
proceedings that must be displayed include only the
capacity of the parties of the proceedings but not the
names and contact information of the parties.
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PCPD deemed that for the purpose of notifying the
owners of the proceedings, the 10 only needed to
mention that an owner of a flat (i.e. the capacity of the
complainant) had made a claim to the Small Claims
Tribunal against the 10. Hence, the I0’s act of uploading
the claim form containing the complainant’s name
and full address to the online social platform was
unnecessary disclosure of the complainant’s personal
data, contravening the requirements of DPP3.

PCPD had requested the 10 to remove the claim form
from the online social platform, but the IO did not
accede to the request. An Enforcement Notice was
eventually served on the |0, directing it to (1) remove
the claim form from the online social platform, or delete
the complainant’s personal data on the claim form; (2)
formulate policies, practices and/or guidelines requiring
the 10 and its committee members to delete information
which could identify data subjects from any legal
documents before disclosing the documents, unless
prior consent of the data subject had been obtained;
(3) disseminate the policies, practices and/or guidelines
above to all the committee members of the 10; (4)
adopt proper measures to ensure that future committee
members of the 10 know the policies, practices and/or
guidelines.

Lesson learnt

When performing their duties, property management
bodies must protect and respect residents’ personal data.
PCPD’s Guidance on Property Management Practices
pointed out that although property management bodies
may have to inform owners of building management
affairs by displaying notices in public, property
management bodies should carefully consider and
assess the necessity and extent of publishing individual’s
personal data. Personal data which is not necessary for
the purpose of posting the notice must be edited out.
Excessive disclosure of personal data or public display
of a document with an ulterior motive may contravene
DPP3 of the PDPO.
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Case 2: A uniform group collected minors’
personal data for recruitment of group
members - DPP1(2)

The complaint

The complainant alleged that in an activity organised by
a uniform group, teenagers who were not accompanied
by adults were forced to apply for admission to the
group, and provide their and their parents’ personal data
in an application form .

In replying to PCPD, the group stated that recruitment
leaflets distributed onsite emphasised that all
applications should be made on the applicants’ own
will. The group stated that applicants between 12 and
17 of age only needed to fill in their own particulars for
preliminary verification of their age and arrangement for
interview with the applicants and their parents at a later
stage. On the interview day, the applicants accompanied
by their parents would then complete the remaining
parts of the application form. The group admitted that
they did not explain to the applicants this arrangement
during the activity. They believed that some teenage
applicants might have filled in the personal data of their
parents in the application forms without consulting their
parents.

Outcome

After examining the recruitment practices of the group,
PCPD did not consider that the group had collected
personal data in an unfair manner, and there was no
evidence showing that the group had forced applicants
to provide personal data, thereby contravening DPP1(2).
However, PCPD was of the view that collection of
personal data from teenagers involved great privacy
concerns. It was the responsibility of the group to clearly
explain the requirements of completing the application
form to teenagers so that they would not provide the
personal data of their parents without their knowledge.
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After PCPD’s intervention, the group agreed to improve
the recruitment arrangement by providing written
instructions on the items that needed to be filled in at
the initial application stage. The group had requested
its supervisors to clearly brief duty officers before
recruitment activities and increase the frequency of
inspection to ensure the implementation of the new
arrangement.

Lesson learnt

In our daily lives, there are many situations, from
application for membership of loyalty programmes to
application for online accounts, that require us, no matter
adults or minors, to provide personal data.

The community has the duty to protect minor’s privacy
rights from being infringed on. All data users collecting
personal data from minors should learn from this
case. They should make appropriate arrangements
for collecting personal data in a respectful, mutually
beneficial and fair manner, the maturity of subjects
considered. Only adequate (but not excessive) personal
data should be collected and the purpose of collection
should be explained in an easily understandable way.
Moreover, when communicating with minors, frontline
officers should be mindful of their presentation and
choice of words to avoid leaving them under the
impression that they are pressurised to provide their
personal data.



Om

fR=  BEBZBEMERER
BEFERMEESHESREE
MET - REERIE 6 RAI

REFAE

RERABABIIZEGIE - —HBNE
HERAENEREENEST » UEFHE
AR EEERASRHEMMEEZR
o EHit  ZHBABRET —HEE
BRNEIZEHEREER  BREE
ABRBE I DM o

KREFABZEBERX - ERERER
I BERZEBEIMCHNEERE
EZMAEENETIRE L |- ANZ
BEBNBERXETEOETHEMREESR
EEERAS-—BRABENET  Z#E
RAERBRHFANER  RIFAZDTL
BABRFZEBREMRREEEMER
BER -

R

EREBRAR R E K F T EAFRZE
E=ZCEREHFRITHCAL 60/2007) >
EE R RABIEADNEZBREM/A
BERIAE BHREBUHERESEASE
MERFERAEEEMNEAER UK
ERBEIAERBERERNFEAEFEE
IE )

FLAREE B AN Z &R PCPD ANNUAL REPORT - 2019-20

>

Case 3: An employee made a data access
request to his employer with an intention to
find out whether he was considered having
potential - DPP6

The complaint

An organisation had conducted an exercise to identify
staff having potential so that appropriate training
would be provided to them to prepare them to assume
management roles or other important positions in the
future. A classified list of staff having potential was
therefore compiled and passed to the organisation’s
management for consideration.

The complainant submitted a data access request to the
organisation requesting it to confirm “whether his name
was on the list of the staff having potential”. As the list
was a classified document of the organisation, no reply
was given to the complainant. The complainant then
complained against the organisation for failing to comply
with his data access request.

Outcome

In the judicial review case of Wu Kit Ping v. Administrative
Appeals Board HCAL 60/2007, the Judge held that the
purpose of the PDPO is to protect the personal data
privacy of an individual, and to enable an individual to
access, and correct the incorrect personal data held by a
data user.
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In this case, the complainant’s purpose for making the
data access request was not to access his employment-
related data held by the organisation (e.g. his resume,
performance appraisals, training records or applications
for leave/staff benefits records, etc.), but to find out
whether he was considered as a staff member having
potential. PCPD considered that the complainant’s
request was not related to his personal data. Under
the PDPO, the complainant had the right to access his
personal data held by the organisation to ascertain if it
was accurate, and if it was inaccurate, he could request
his employer to correct it. The organisation had no duty
under the PDPO to confirm to the complainant “whether
his name was on the list of staff having potential”

Lesson learnt

The PDPO provides an important right to employees
to access their personal data, and employers as data
users are obligated to handle data access requests in
accordance with the PDPO. However, employees may
misunderstand that the right given to them under the
PDPO is an absolute right to information and they can
use it to fish for answers in employment-related matters,
or to obtain reports or letters in specified format (e.g.
requesting employers to provide reference letters).
In fact, the right to making data access requests is to
provide a channel to a data subject to access his or
her personal data held by a data user, and to request
correction when inaccuracy is noted. Employees should
not expect to obtain information for checking the
employer’s administrative arrangements or management
decisions, or for resolving employment disputes by
exercising their right of data access request.
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Case 4: Use of camera with facial recognition
function for attendance recording and security
purpose - DPP1

The complaint

The complainant was a teacher. He was dissatisfied that
his school installed a camera with facial recognition
function at the school entrance for employee attendance
recording and security purpose without notifying him
and obtaining his consent.

Outcome

On collection of biometric data, PCPD is of the view that
biometric data is sensitive data and data users must
first consider the necessity of collecting such data. Data
users must consider whether it is feasible to collect less
sensitive data to achieve the same purpose. The means
of collection must be fair in the circumstances, so data
users have the obligations to ensure that data subjects
are given a free and informed choice to choose whether
to have their biometric data collected.

In this case, PCPD learnt that for security purpose,
a closed-circuit television system had already been
installed at the school entrance with a security guard
stationed there. For attendance recording purpose,
teachers were required to use access cards to enter and
leave the school. PCPD also noted that the school had
not given its employees a free and informed choice on
the collection of their facial images by the camera.

65



66

HSERFEZE XL ENFORCING DATA PROTECTION

HRZRR TN RRZBEOEAIAB R =S
B HRTCEBRZEIHE  ELBL
ERD EABENZERBRAHEM
B RADGEEEEKREEYPEBER
FHEGELEBRENRE - Bt - FAE
NERBZRBEZMIRIUERENE
YIYHRE R HE= BB AE U H AL
BTMERIAEBH I EEN - XHIFTHR
BIFARBINR - A SRBCRLRRIRDI) I AEEE
RIE ©

(EFA

EEHBERT - LA T EEHEEEE
AT BN BBERZA - TOEES
ARSI ARER - IEE A
REZRGEEREEZEH ZH - A -
EYHRFE R (MDNAKRA ~ B - &
HE)REERBEAEH  TERE—
B_RAARE - MELEYHRBER
HE —EREEAERES » XFE
BEMDNE - AT EESBEEYEE R
ATHED  BCRBESD T HWEAE
B Z(RBIRGDATRE -

MUOARER - EFAEFZENBRE
RLEERESZHHERNGE  EXE
EEBRNEMALBRILEERENTS
ERRBREREYHEBER - BEH
TEREVE L - tERAFET D VIR
A Mt EREENEPFHEESR -
TRAETRERERSEERTRTEIW
EREEFFEEL - BERLURESEN
EREEBEMER[KRFR - AHES B
FRAEHFEZFERES  FTHHES
BNAEE -

BERATEERTRARREEHR
FERENZETHERRN - AMm - E18
BRI REAERILBNERRE - &
PHERE EAEREHE T RN E R REE
ABRALRBZEESFE - £ AR
IREXRBEHIEE - TEEMANNLERE
R o

Although the school stated that the installation of the
camera was just for trial testing and it had subsequently
removed the camera, PCPD considered that the school
still needed to comply with the privacy protection
requirements on handling biometric data. PCPD strongly
advised the school to consider whether there were any
less privacy intrusive alternatives to the collection of
employees’ biometric data in future and to formulate
privacy policies for compliance with the PDPO.

Lesson learnt

In the digital era, the technology of using artificial
intelligence to identify individuals is getting more
sophisticated. Many employers may wish to use the
technology for enhancing security and facilitating
staff monitoring. Biometric data (e.g. DNA samples,
fingerprints, facial features, etc.) is unique and immutable,
and when it is consolidated and analysed, a particular
individual can be directly or indirectly identified, so it is
personal data under the PDPO and is regulated by the
PDPO.

In this case, if the employer simply wanted to enhance
security and facilitate monitoring of employees’
attendance, the employer should first consider adopting
other less privacy intrusive alternatives to the collection
of biometric data. If employers do not adopt these
alternatives, they must have overriding reasons to
justify the collection of biometric data and provide their
employees with a choice to allow such collection or
handling of their biometric data. Based on the principles
of enhancing transparency and explainability, employers
should inform all the affected employees of collection of
biometric data in a simple and easily understandable way
to gain trust from them.

Undoubtedly, technologies and artificial intelligence
bring forth benefits and convenience. However, when the
technologies involve collection or use of personal data,
data users must carefully strike a balance between the
benefits and protection of personal data privacy. While
technologies are being used to facilitate businesses,
individuals’ privacy right should also be respected.
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Case 5: A bank improved its personal data
update webpage by adopting a setting that
respected privacy to ensure that the bank

had obtained customers’valid consent before
using their personal data for direct marketing -
Sections 35C and 35G

The complaint

The complainant was a customer of a bank. He updated
his contact information through its online banking
service. When he input his new contact information
on the personal data update webpage, he was asked
whether he “do not accept the use of customer’s
personal data for direct marketing by the bank”. As the
complainant had previously made a written opt-out
request to the bank, he believed that he did not need to
tick the box to confirm that he did not consent to the use
of his personal data for direct marketing by the bank.

As the complainant had not ticked the above-mentioned
box, the bank considered that he had cancelled his
previous opt-out request and regarded the complainant
as a customer who consented to the use of his personal
data for direct marketing. The bank later gave the
complainant a direct marketing call. The complainant
then complained to PCPD that the bank did not comply
with his opt-out request.

Outcome

PCPD reiterated to the bank that the complainant did
not consent to the use of his personal data for direct
marketing by the bank, and the bank confirmed that
no direct marketing message would be sent to the
complainant anymore. Moreover, PCPD urged the bank
to review its personal data update webpage to ensure
that customers were given a clear and genuine choice to
decide whether to accept the use of their personal data
for direct marketing.
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The bank agreed that the flow of handling customers’
opt-out requests should be fair and transparent to the
customers. Hence, the bank had improved the personal
data update webpage by changing the wording of the
box from “do not accept the use of customer’s personal
data for direct marketing by the bank” to “accept the use
of customer’s personal data for direct marketing by the
bank” If customers did not tick the box of “accept the
use of customer’s personal data for direct marketing by
the bank’, the bank would not use their personal data for
direct marketing.

Lesson learnt

Under the PDPO, a data subject’s “consent” to the use of
his personal data for direct marketing by data users can
include the data subject’s “indication of no objection”.
However, to satisfy the definition of “indication of no
objection”, the data subject must have expressly indicated
that he does not object to the use of his personal data
for direct marketing by data users. In other words, for a
customer who has already made an opt-out request to
the bank, even when the bank asks again if he would
accept direct marketing and he does not respond, the
bank cannot conveniently presume that he “consented”
to the use of his personal data for direct marketing, or he
wanted to cancel his previous opt-out request.

When collecting customers’ personal data or allowing
them to make an opt-in or opt-out choice online or
through applications, organisations should adopt the
Privacy-by-Design approach to ensure that organisations
collect and use customers’ personal data for direct
marketing only when customers are clearly informed and
their genuine consent is obtained. Thus, organisations
not only win trust from customers, but also enhance
their professional image in the industry, as well as the
effectiveness of direct marketing.
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Case 6: An employer disclosed to all staff the
personal data of staff members who were
considered for promotion - DPP3

The complaint

The complainant was considered for promotion by his
employer. In addition to setting up a selection board
for considering the suitability of the complainant,
the employer also consulted all staff about the work
performance of the complainant and disclosed the full
resume and date of birth of the complainant to them for
reference.

The complainant was dissatisfied that the employer
carelessly disclosed his personal data without obtaining
his prior consent. Hence, he made a complaint to PCPD.

Outcome

The employer claimed that the disclosure of the
complainant’s personal data to all staff was to seek their
comments on the complainant’s work performance
to consider his suitability for promotion. However, the
employer could have only consulted staff members who
were directly related to the post of the complainant (e.g.
the complainant’s supervisor and teammates) to achieve
such purpose. There was no practical need to disclose
the complainant’s full resume and date of birth to all
staff. Hence, PCPD considered that such move was in
contravention of DPP3.
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After PCPD’s intervention, the employer amended
the procedures for considering staff promotion and
undertook that in future it would not disclose the
full resume and date of birth of staff members being
considered for promotion to all staff, except the selection
board. Moreover, the employer apologised to the
complainant and requested other staff members to
destroy the complainant’s personal data.

Lesson learnt

According to PCPD’s Code of Practice on Human
Resource Management, an employer should not disclose
employment-related data of employees to a third party
without first obtaining the employees’ express and
voluntary consent unless the disclosure is for purposes
directly related to the employment, or such disclosure
is required by law or by statutory authorities. Moreover,
when employment-related data is transferred or disclosed
to a third party, an employer should avoid disclosure of
data in excess of what is necessary for the purpose of use
by the third party.

While organisations need to use personal data for human
resource management, they should comply with the
PDPO and the Code of Practice on Human Resource
Management. Apart from customers’ personal data,
organisations are also responsible for the protection of
employees’ personal data in order to create a working
environment and operational model were personal data
privacy is protected.
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Case 7: Dental clinic - display of other patient’s
medical record to a patient -requesting a
patient to send his medical record by mobile
phone - DPP4

The complaint

The complainant went to a dental clinic for medical
consultation. To illustrate his explanation when
discussing the treatment plan with the complainant,
the dentist showed an X-ray film of another patient'’s
dental exostosis with the patient’s name clearly shown.
Moreover, as the complainant needed to provide the
dentist with his earlier blood test results, the dentist’s
assistant requested the complainant to send the results
through a mobile instant messaging application. The
complainant considered that the two incidents showed
the clinic’s inadequate personal data protection for
patients and made a complaint with PCPD.

Outcome

Regarding personal data protection, PCPD considered
that the clinic as a data user was obliged to ensure
staff’s compliance with DPP4 of Schedule 1 to the PDPO
when using or handling personal data (especially when
sensitive personal data was involved, e.g. medical records,
laboratory test results, etc). Staff must adopt all the
practicable steps to ensure personal data was protected
against unauthorised or accidental access, processing,
erasure, loss or use.
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Undoubtedly, the use of mobile communication
applications in transmitting documents is becoming
more common. But data users should exercise vigilance
when transmitting sensitive personal data. PCPD
recommended the clinic to adopt transmission means
with higher security, e.g. encrypted email or delivery by-
hand. As a good practice, the clinic staff should explain
the risk to the patient when requesting the patient to
submit his personal data through mobile communication
applications, and allow the patient to choose the means
of submission. Moreover, the clinic should also remind
its staff that forwarding of patients’ personal data
received by mobile communication applications was not
allowed, and the personal data must be deleted once the
purposes of using the documents were achieved.

Besides, in this case, it appeared to be a goodwill of
the dentist to refer to a similar X-ray film to help the
patient understand the treatment plan. However, if other
patient’s personal data was inadvertently disclosed,
the relevant requirements of the PDPO might be
contravened. PCPD requested the clinic to urge its staff
to be more careful when encountering similar situation in
future.

Lesson learnt

Since public expectation on personal data privacy
protection is rising and medical records are sensitive
personal data, medical practitioners should be more
vigilant in handling patients’ data and be aware of
personal data security. Medical institutions should also
adopt proper and proportionate data security measures
in accordance with the sensitivity of the data, in order to
fulfil the reasonable expectation of the public and the
duty of data ethics.



FAPEE S N B F R PCPD ANNUAL REPORT - 2019-20 73

>

B R EFRERE

EAREFERFIRFTREREERNE
= 2RWHREABAERMEEEESNS -

PROSECUTION AND CONVICTION CASES

In the reporting year, 5 cases had been prosecuted and convicted.
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They were all related to the use of personal data in direct

marketing.

Case 1: An insurance agent of an insurance
company convicted for using the complainant’s
personal data in direct marketing without
taking specified actions and failing to notify the
complainant of her opt-out right - sections 35C and
35F of the PDPO

The complaint

The complainant received an instant communication
message on her mobile number, addressing her by her
surname, from the insurance agent for promoting a saving
plan of the insurance company that the agent worked for.
The complainant said that she did not know the agent and
questioned how he obtained her surname and telephone
number. The agent failed to provide a satisfactory reply.
Neither had the agent notified the complainant of her opt-out
right.

Outcome

The agent was charged with the offence of (1) using the
personal data of the complainant in direct marketing without
taking specified actions, contrary to section 35C(2) of the
PDPO; and (2) failing to inform the complainant, when using
her personal data in direct marketing for the first time, of
her right to request not to use her personal data in direct
marketing without charge, contrary to section 35F(1) of the
PDPO. The agent pleaded guilty to both charges and was
fined HK$8,000 in total (HK$4,000 in respect of each charge).
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Case 3: An auction company convicted for
using the complainant’s personal data in direct
marketing without taking specified actions and
failing to notify the complainant of her opt-out
right — sections 35C and 35F of the PDPO

The complaint

In November 2017, the complainant received at her
address an auction booklet of an auction company
addressed to her by her full name. She had no previous
dealing with the company and that was the first time
she received direct marketing material from it. No opt-
out clause was provided to her on the direct marketing
material.

Outcome

The auction company was charged with the offence of
(1) using the personal data of the complainant in direct
marketing without taking specified actions, contrary to
section 35C(2) of the PDPO; and (2) failing to inform the
complainant, when using her personal data in direct
marketing for the first time, of her right to request not to
use her personal data in direct marketing without charge,
contrary to section 35F(1) of the PDPO. The company
pleaded guilty to both charges and was fined HK$20,000
in total (HK$10,000 in respect of each charge).
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Case 4: A beauty product company convicted for
using the complainant’s personal data in direct
marketing without taking specified actions -
section 35C of the PDPO

The complaint

In February 2017, the complainant registered online as a
member of a beauty product company, by filling in her
contact information including office address. The complainant
also opted out of receiving direct marketing materials from
the company. On 8 May 2017, the complainant received a mail
at her office address from the company about their products.

Outcome

The company was charged with an offence of using the
personal data of the complainant in direct marketing without
taking specified actions, contrary to section 35C(2) of the
PDPO. The company pleaded guilty to the charge and was
fined HK$8,000.
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Case 5: A telecommunications company
convicted for failing to comply with an opt-out
request — section 35G of the PDPO

The complaint

The complainant was a customer of a telecommunications
company. In July 2017, she made her opt-out request
by phone to the company relating to cessation of using
her personal data in direct marketing. However, the
complainant subsequently received 23 direct marketing
text messages or emails from the company between
August and December 2017 (within four months).

Outcome

The company faced 23 charges under section 35G(3) of
the PDPO for failing to comply with the requirement from
a data subject to cease to use her personal data in direct
marketing. The Company pleaded guilty to 14 charges,
and was fined HK$84,000 in total (HK$6,000 in respect of
each charge).
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