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Equity and Fairness

The Legal Division provides legal advice on all aspects of
the work of the PCPD, and reviews existing and proposed
legislation and government policies that may affect the
privacy of individuals with respect to personal data. We
also monitor developments in overseas data protection
laws that are relevant to the PCPD’s work. The Division also
administers the Legal Assistance scheme, and represents
the Commissioner in any hearings before the courts or the
Administrative Appeals Board.
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REGULATING CROSS-BORDER FLOWS OF PERSONAL DATA

Section 33 of the Ordinance provides stringent and comprehensive
regulation of the transfer of personal data outside Hong Kong. It
expressly prohibits the transfer of personal data to places outside
Hong Kong except in circumstances such as the following:

(a) if the destination is specified by the Commissioner as one which
has in force a data-protection law which is substantially similar to,
or serves the same purpose as, the Ordinance; and

(b) if the data user has taken all reasonable precautions and
exercised all due diligence to ensure that the data will not,
in the destination, be handled in a manner tantamount to a
contravention of the requirements under the Ordinance (the “Due
Diligence Requirement”).

However, section 33 of the Ordinance has not been brought into
force since its enactment in 1995. Hence, the current protection for
personal data transferred to overseas jurisdictions is relatively weak
and far from comprehensive.

The situation of global data flows is markedly different today than in
the 1990s when the Ordinance was enacted. Advances in technology,
along with changes in organisations’ business models and practices,
have turned personal data transfers into personal data flows. Data
is moving across borders continuously and on a far greater scale.
Organisations, including small and medium enterprises, are enhancing
their efficiency, improving user convenience and introducing new
products by practices which have implications for global data flows.
They vary from storing data in different jurisdictions via the ‘cloud’ to
outsourcing activities to sub-contractors around the world. Electronic
international data transfers in areas such as human resources, financial
services, education, e-commerce, public safety, and health research
are now an integral part of the global economy. Countries worldwide
are adopting a range of mechanisms to protect the personal data
privacy of individuals in the context of cross-border data flows.

To assist the Government to have a renewed focus on section 33 of
the Ordinance so as to preserve Hong Kong’ status as an international
financial centre and data hub, the Commissioner engaged a consultant
to complete a survey of the privacy laws of 50 jurisdictions in 2013;
and come up with a white list of places which have in force a data
protection law which is substantially similar to, or serves the same
purpose as, the Ordinance. A copy of the report, which remains
confidential, has been forwarded to the Government.

In December 2014, the Commissioner published a guidance note
entitled Guidance on Personal Data Protection in Cross-border Data
Transfer (the “Guidance”) to help organisations prepare for the
eventual implementation of section 33 of the Ordinance and enhance
privacy protection for cross-border data transfers. The Guidance
helps organisations understand their compliance obligations under
section 33.
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The Guidance contains detailed explanations of all the specified
conditions contained in sections 33(2)(a) to (2)(f) of the Ordinance for
waiving cross-border data transfer restrictions. As regards the steps
organisations need to take to satisfy the Due Diligence Requirement,
the Guidance provides a set of recommended model data transfer
clauses to assist organisations in developing cross-border data transfer
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Guidance on Personal Data Protection
in Cross-border Data Transfer

PART 1:  INTRODUCTION

Section 33 of the Personal Data (Privacy)
Ordinance (the “Ordinance”) prohibits the
transfer of personal data to places outside Hong
Kong unless one of a number of conditions is
mel. The purpose of such cross-border transfer
restriction is to ensure that the transferred
personal data will be afforded a level of
protection comparable to that under the
Ordinance.

Although section 33 is not yet effective, this
Guidance serves as a practical guide for data
users to prepare for the implementation of
section 33 of the Ordinance. It helps data users
to understand their compliance obligations
for cross-border data transfer once section
33 is effective. All the conditions for waiving
the transfer restriction are dealt with in this
Guidance.

Regardless of when section 33 will take
effect, data users are encouraged to adopt
the practices recommended in this Guidance
as part of their corporate governance
responsibility to protect personal data.

The legal requirements
Section 33(2) specifies that a data user shall not
transfer personal data to a place outside Hong

Kong unless one of the following conditions is
met

Guidancs on Persanal Data Protection in Cross-border Data Transler

(a

The place is specified by the Privacy
Commissioner for Personal Data (the
“Commissioner”) by notice in the Gazette
that there is in force any law which is
substantially similar to, or serves the same
purposes as, the Ordinance;

The data user has reasonable grounds
for believing that there is in force in that
place any law which is substantially
similar to, or serves the same purposes as,
the Ordinance;

The data subject has consented in writing
to the transfer;

The data user has reasonable grounds
for believing that the transfer is for
the avoidance or mitigation of adverse
action against the data subject: it is not
practicable to obtain the consent in
writing of the data subject to that transfer;
but if it was practicable, such consent
would be given;

The data is exempt from Data Protection
Principle (“DPP") 3 by virtue of an
exemption under Part VI of the
Ordinance; or

The data user has taken all reasonable
precautions and exercised all due
diligence to ensure that the data will
not, in that place, be collected, held,
processed, or used in any manner which,
if that place were Hong Kong, would be a
contravention of a requirement under the
Ordinance.

1 Docomber 2014

agreements with their overseas data recipients. Organisations can adapt
or add to the clauses according to their specific commercial needs.

RIEBEAER - BiEERERIED]
Guidance on Personal Data Protection
in Cross-border Data Transfer
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The Commissioner encourages organisations to adopt, voluntarily, the
practices recommended in the Guidance as part of their corporate
governance responsibility before section 33 of the Ordinance comes
into operation. Seminars on the Guidance will be conducted to
promote understanding of the target audience on the compliance
obligations under section 33 and the practices recommended in
the Guidance.
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ELECTRONIC HEALTH RECORD SHARING SYSTEM

An electronic health record (“eHR") refers to a record in electronic
format containing an individual’s health-related data. An eHR Sharing
System (“System”) provides an information infrastructure for public
and private healthcare providers, including doctors and other
healthcare professionals, to upload and access a patient’s eHRs for
healthcare-related purposes, subject to the patient’s consent.

A patient’s eHR is personal data and thus falls within the regulation
of the Ordinance. There is little doubt that the System will provide
collaborative, patient-centred care more efficiently, but it also poses
serious challenges to privacy and data protection. To ensure that
patients’ personal data will be duly protected under the System, the
PCPD has participated in the Government’'s Working Group on Legal,
Privacy and Security Issues of the System since 2007.

On 14 April 2014, the Food and Health Bureau submitted to the
Legislative Council the Electronic Health Record Sharing System Bill
(the “eHRSS Bill”), which provides for the establishment of the System,
the sharing and using of data and information in the System, the
protection of the System, and other incidental and connected matters.

It is of paramount importance that the eHRSS Bill should establish a
robust legal framework to protect personal data privacy at a level no
less than that provided under the Ordinance and commensurate with
the sensitivity of the health data involved. After examining the eHRSS
Bill, the PCPD opined that certain aspects of the bill require further
deliberation and amendments.

Among other issues, the PCPD raised the following major concerns:

(a) that healthcare professionals should access the health records of
a patient only on a strictly “need-to-know" basis;

(b) the need to provide a “safe deposit box” that allows the separate
storage of certain particularly sensitive health data (such as
psychiatric diseases, mental conditions or hereditary diseases)
with enhanced access control by the patient;

(c) the unreasonable denial of a patient’s right to authorise a
representative in writing to exercise his data access and correction
rights in respect of his health data kept in the System;

(d) the unduly wide discretion of the eHR Commissioner in allowing
registration under the System of bodies who “directly or indirectly
provide healthcare” and government bureaus or departments that
are “involved in providing healthcare”;
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1 #1EB2H
www.pcpd.org.hk/tc_chi/news_events/speech/files/
eHR_legco_paper_c.pdf

2 FiEE2H
www.pcpd.org.hk/tc_chi/news_events/speech/files/
eHR_summary_legco_paper_c.pdf

3 3EECB(2)2078/13-14(01)85 344 -
www.legco.gov.hk/yr13-14/chinese/bc/bc56/papers/
bc56cb2-2078-1-c.pdf
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(e) the unacceptable arrangement to relieve the eHR Commissioner
from the legal obligation to inspect the information systems used
by the healthcare providers participating in the System; and

(f) the need to introduce offences such as civil penalties for
unauthorised access to eHR records by means other than the use
of computer and for unauthorised use of the data other than for
direct marketing.

To help the Legislative Council Bills Committee examine the Bill and to
explain the PCPD’s concerns, the PCPD attended four meetings of the
Bills Committee and lodged the following papers:

(i) The PCPD’s major concerns regarding the eHRSS Bill’;

(i) A summary of the PCPD’s major concerns and further comments
on the eHRSS Bill%; and

(i) A paper on the safeguards for the protection of patient privacy
under the Public Private Interface-Electronic Patient Record
Sharing Pilot Projects.

The Government was convinced of all the concerns raised by the PCPD
except item (f). Draft Committee Stage amendments to the HRSS Bill
were made accordingly.

1 Details of the paper are available at:
www.pcpd.org.hk/english/news_events/speech/files/eHR_legco_paper_e.pdf

2 Details of the paper are available at:
www.pcpd.org.hk/english/news_events/speech/files/eHR_summary_legco_
paper_e.pdf

3 LC Paper No. CB(2)2078/13-14(01) available at:
www.legco.gov.hk/yr13-14/english/bc/bes6/papers/bes56ch2-2078-1-e.pdf
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WITH THE ADMINISTRATIVE

The Administrative Appeals Board (“AAB"), established under the AAB
Ordinance (Cap 442), is the statutory body that hears and determines
appeals against the Commissioner’s decisions by a complainant or the
relevant data user complained of.

Statistics of AAB cases concluded/received in the 2014-15

During the reporting year, 22 appeal cases were concluded and 26
new appeal cases were received.

Most of the appeal cases were eventually dismissed by the AAB or
withdrawn by the appellants. (Figure 4.1).

Figure 4.1: Results of appeal cases

18%
(4 5Rcases)

73%
(16 5Rcases)
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ERFEEEN26RLEHFHERERS - 2482 Of the 26 appeal cases received during the year, 24 were related to
BARALBEE NMERAENIRE - REBEFEEE the Commissioner’s decision not to carry out an investigation as there
HZERE  TERENSERAZEXHE was no prima facie evidence to support the alleged contravention and/
IEREMERITS &/ RNEIRFESEIGE or the party complained against had taken remedial action to rectify

FRATEV A IEFRIETBMERITS the alleged contraventions.
HM R LSFAIREREILBEEEEKAE The remaining two cases were appeals against the Commissioner’s
BIFRFHATBHANRE - (E4.2) decision to serve an enforcement notice after the conclusion of

an investigation. (Figure 4.2)

El4.2 : LRSS Figure 4.2: Nature of the appeals
B HEREEERE TR TRAEN L 8%

. L ) (2 *Rcases)
Appeal against the Commissioner’s

decision not to carry out an investigation

B HELBEEREERREN LR
Appeal against the Commissioner’s
decision after conclusion of investigation

92%

(24 5Rcases)

i E® compliment

------ HREZERTFABEEZHESD  UEEEEFLABRA o 201 2F B & HI/E
H—EFEEETE - GRE) AREEEEHT  METHRERFREZEET —LHED
AEBRENEIR  CHBRRRELRS > REZEGFR T I#FE®]-

... the Ordinance lacked sufficient powers for the Commissioners to fully enforce
its privacy principles. Major reforms to the Ordinance in 2012, an activist approach
to enforcement by the (current) Commissioner, and some pro-privacy tribunal
decisions, have started to overcome these limitations and give this established law
a ‘new lease of life’.

Professor Graham Greenleaf
Author of Asian Data Privacy Laws (OUP) 2014
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Of the 26 appeal cases, 18 involved alleged breaches of Data Protection
Principles. Four cases involved alleged non-compliance with a data
access request and/or data correction request, and the remaining
four cases involved alleged non-compliance with both a data access
request and Data Protection Principles (Figure 4.3).

Of the 22 cases involving non-compliance with the Data Protection
Principles, eight allegations involved the excessive and/or unfair
collection of personal data; six involved the duration of retention
of personal data; 17 involved the use and/or disclosure of personal
data without the data subject’s prior consent; four involved the
inadequacy of security safeguards of personal data, and one involved
the unavailability of a data user’s policy.

Figure 4.3: The provisions of the Ordinance involved in the appeals

15%

(4 FRcases)

70%

(18 3Rcases)
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Appeal Case Note 1 (AAB Appeal No. 24 of 2013)

The Appellant filed a complaint against Autotoll for collecting
a copy of his Hong Kong Identity Card and the card number
when applying for an account. The AAB concluded that the
collection of such data complied with the relevant provisions
under the Code of Practice on Identity Card Numbers and
other Personal Identifiers.

The complaint

Autotoll is the service provider of the Electronic Toll Collection
System (“ETC System”) in Hong Kong. It allows the manual in-lane
toll collection process to be automated by deducting the toll from
a motorist’'s pre-paid account. The Appellant complained that on
the application form for an account with Autotoll, applicants are
required to supply various personal data, including their Hong Kong
Identity Card (“HKID Card”) number and HKID Card copy.

The Commissioner’s decision

In response to the Commissioner’'s enquiries, Autotoll argued
that the collection of HKID Card numbers from the applicants was
necessary to safeguard against loss or damage which was more
than trivial in the circumstances. According to the figures provided
by Autotoll, in 2012 the monthly average total negative balance
owed by individuals was $341,000 and the average number of such
accounts was 3,459 per month. The monthly average number of
accounts of individuals with a negative balance exceeding $1,000
was 10.33 with an average negative balance of $1,852, and the
highest amount owed was $14,294. Between 2009 and 2012, there
were 14 accounts in which the total undercharged toll exceeded
$5,000. The average amount outstanding was $10,438 and the
highest amount was $28,777.

Paragraph 2.3.3.3 of the Code of Practice on Identity Card Numbers
and other Personal Identifiers (the “Code”) provides that a data user
should not collect the HKID Card number of an individual except
to enable the present or future correct identification of, or correct
attribution of personal data to, the holder of the HKID Card, where
such correct identification or attribution is or will be necessary to
safeguard against damage or loss on the part of the data user which
is more than trivial in the circumstances.

The Commissioner used the sum of HK$1,000 as the benchmark,
based on previous Investigation Reports R10-9866 (Octopus Rewards
Program) and R12-3890 (Moneyback Program), in which a potential
loss of $1,000 and $800 per customer, respectively, was considered
trivial. Having considered the operational mode of Autotoll and
the statistics provided, the Commissioner found that the loss and
damage from negative balances of Autotoll’'s customer accounts

87.
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was more than trivial and concluded that the collection of HKID Card
numbers was justified under paragraph 2.3.3.3 of the Code.

With regard to the collection of a HKID Card copy, the Commissioner
noted that it was only in cases in which the application was not
made in person that the applicant was required to submit a HKID
Card copy for verification. In this connection, paragraph 3.2.2.3 of
the Code provides that a data user should not collect an HKID Card
copy except (1) where the collection of the HKID Card number of the
individual by the data user is permissible under Part Il of the Code,
(2) the copy of the HKID Card is collected by the data user as a means
to collect or check the HKID Card number of the individual, and (3)
the individual has been given the alternative of physical production
of the HKID Card in lieu of collection of a copy by the data user,
but has chosen not to do so. Having found that the collection of
HKID Card numbers by Autotoll was permissible under the Code,
the Commissioner concluded that the collection of the HKID Card
copy by Autotoll when the application was not made in person was
consistent with paragraph 3.2.2.3 of the Code.

Dissatisfied with the Commissioner’'s decision, the Appellant
appealed against the Commissioner’s decision.

The appeal

The AAB considered that the purpose of collecting the HKID Card
number was to enable the proper running of the ETC System, namely
the proper and timely collection of tolls from responsible account
holders. The AAB concluded that Autotoll should not be compelled
to suffer a loss of business revenue because its customers could
choose not to disclose their personal data.

The AAB opined that it was inappropriate to draw a line by adopting
an arbitrary figure, whether it be $800, $1,000 or a higher figure.
The line should be drawn by distinguishing genuine commercial
loss essential to the very operation of a service provider from
artificially created loss, such as bonus points and cash rewards. The
collection of undercharges and unpaid tolls went right to the heart
of Autotoll’s business. Autotoll remains liable to the tunnel and toll
road operators for all undercharges and unpaid tolls incurred before
an account is invalidated. It is vital to the business of Autotoll that it
can collect these amounts from the account holders.

The AAB accepted that one must look not only at individual losses,
but also at the total loss. Given the large customer base, a small
debt per customer can build up to a very substantial sum. Autotoll
uses debt collectors and maintains a bad-debt list to deal with
account holders in default. They require positive identification of the
delinquent account holders to do so. The AAB considered that if the
collection of HKID Card numbers was disallowed, Autotoll might be
forced to take other measures to protect their business interests.
This might include a zero credit policy suggested by the Appellant,
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in which case those customers who failed to top up their ETC card
in time by mere inadvertence would suffer; and Autotoll might
consequently be flooded with complaints of poor customer service.
The tunnel and toll road operators would suffer too, as they would
need to recover the amount due directly from the registered vehicle
owners (who may or may not be the culpable account holders).

Further, if there was a significant increase in the number of
invalidated tags, the tunnel and toll road operators might no longer
be willing to continue the Autotoll lanes as they are now, unmanned
and free of barriers. In view of the far-reaching implications this
might have on Autotoll’s business and the interests of the tunnel and
toll road operators, the AAB did not assume any right to interfere
with legitimate business operations in the name of data protection
and agreed with the Commissioner that paragraph 2.3.3.3 of the
Code was complied with.

The AAB next considered the application of paragraph 2.3.4.1 of
the Code, which allows a data user to collect HKID Card numbers
for insertion in a document for establishing a legal right, interest
or liability of any person which is not of a transient nature or trivial
in the circumstances. The AAB considered that the application
form, together with its terms and conditions, contain a host of
important rights and liabilities: e.g. the duties of an account holder
to properly install the tag, to apply the correct tag to the specified
vehicle, to inform Autotoll if the specified vehicle is replaced, and
to maintain the prepaid amount. These rights and liabilities were
found by the AAB to be crucial to the proper operation of the ETC
System and therefore neither transient nor trivial. Accordingly, the
AAB decided that paragraph 2.3.4.1 of the Code was applicable and
complied with.

With regard to the collection of HKID Card copies, the AAB found
that the application form does not require an applicant to submit a
HKID Card copy, but Autotoll reserves the right to collect a copy for
verification of the applicant’s information. A person can apply for
an Autotoll account in person, by post, by telephone or online. If an
application is made in person, then verification is done by checking
the applicant’s HKID Card on the spot. It is only where the application
is not made in person that the applicant is required to submit a
copy of his HKID Card, which is destroyed after verification. The AAB
agreed with the view of the Commissioner that the collection of the
HKID Card copy by Autotoll was consistent with paragraph 3.2.2.3
of the Code.

The AAB'’s decision

The AAB decided that there was no contravention of Data Protection
Principle 1(1) or the Code. The Commissioner's decision was
affirmed and the appeal was dismissed.
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Appeal Case Note 2 (AAB Appeal No. 26 of 2013)

The Appellant attended a job interview and signed an
authorisation permitting the company to obtain and
validate her previous employment data. Later, she made
two data-access requests to the company seeking access
to the reference letters supplied by her two former
employers. The AAB considered whether the company’s
assurance of confidentiality to the former employers would
constitute a valid ground for refusal to comply with her
data access requests.

The complaint

The Appellant attended a job interview with a company and signed
a written authorisation for the company to obtain and validate her
previous employment data. The company subsequently obtained
references regarding the Appellant from employers X and Y.

The Appellant later made two data-access requests to the company,
pursuant to section 18(1) of the Ordinance, seeking access to the
reference letters regarding her from X and Y. The company refused
to comply with her requests. Therefore, the Appellant lodged a
complaint with the Commissioner against the company.

The Commissioner’s decision

Inresponse to the Commissioner’s enquiries, the company confirmed
that it possessed the references, which had been provided by X
and Y on the basis that they would be kept strictly confidential. The
company further relied on the exemption under section 56 of the
Ordinance, but this was rejected by the Commissioner as he was
not convinced that the references were given by the writers other
than in the ordinary course of their occupations.

The company subsequently sought to obtain consent from X and
Y for the release of the reference letters to the Appellant. While X
gave its consent, Y maintained that the company should honour its
promise to keep the reference letter strictly confidential.

The Commissioner considered that Y had controlled the use of
the reference letter in a way that prohibited the company from
complying with the Appellant’s data access request. Accordingly, by
virtue of section 20(3)(d) of the Ordinance, the company was entitled
to refuse to comply with the Appellant’s data-access request. Noting
further that the Appellant had lodged a data-access request with Y
directly to obtain a copy of the reference letter, the Commissioner
considered that further investigation of the case was unlikely to
yield a better result. He informed the Appellant accordingly of his
decision not to continue the investigation.
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The appeal
In the course of the appeal, the Appellant disclosed to the AAB a
letter from Y claiming that it had already destroyed the reference
letter and therefore it could not provide a copy of the reference
letter to her.

The AAB agreed with the Commissioner’s view that the exemption
under section 56 was not applicable to the company. The person
who gave the reference gave it in her capacity as the Assistant
Manager of Y. As such, the AAB could only conclude that she had
done so in the ordinary course of her occupation.

Regarding the company’s reliance on confidentiality to refuse to
comply with the Appellant’s data access request, the AAB opined
that confidentiality is not a reason stipulated in the Ordinance to
permit a data user to refuse to comply with a data access request. It
is not a reason afforded to a data user who received the data upon
an assurance of confidentiality, nor is it a reason afforded to a data
user who supplied the data on the strength of such an assurance.

The AAB took the view that Y did not state whether it prohibited the
company from complying with the Appellant’s data access request.
If it did, then Y would be deemed to hold the data under section
18(4) and should comply with the request. If it did not, then section
20(3)(d) could not apply to extricate the company. The AAB found
Y’s stance to be ambiguous and contradictory and concluded that
further investigation was required to ascertain, amongst others,
whether Y denied that section 18(4) was applicable to it and if so,
for what reason.

The AAB's decision

The AAB allowed the appeal and ordered that the case be sent back
to the Commissioner for further investigation.
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Appeal Case Note 3 (AAB Appeal No. 19 of 2014)

The Respondent in divorce proceedings complained that the
solicitors’ firm representing the Petitioner displayed the court
documents in the lobby of his residence, took photos of the
court documents in front of the security guard, and placed
the court documents outside his flat. The AAB concluded
that the act of placing the court documents outside the
Appellant’s flat to prove due service had not contravened
Data Protection Principle 4, but that whether displaying the
court documents in the lobby and taking photos of them
there had contravened Data Protection Principle 4 would
require further investigation by the Commissioner.

The complaint

The Appellant, the Respondent in divorce proceedings, filed a
complaint with the Commissioner against the solicitors’ firm
representing the Petitioner for failing to safeguard his personal
data, in contravention of Data Protection Principle 4. The complaints
were that when the solicitors’ firm served the court documents on
him, (1) the documents were placed in the corridor outside his flat
and could therefore be easily lost, thus compromising the personal
data contained therein; and (2) the cover pages of the bundles
of documents were displayed in the lobby of his residence and
photographed in front of the security guard; this arrangment might
have revealed evidence of the divorce proceedings to passers-by
who read the contents of the cover pages.

The Commissioner’s decision

In response to the Commissioner’'s enquiries, the solicitors’ firm
explained that the court documents were placed outside the
Appellant’s flat according to section 111(1)(b)(ii) of the Matrimonial
Causes Rules. With regard to taking photos of the documents in the
lobby, the solicitors’ firm stated that the purpose was to prove to
the court that the court documents had been duly delivered to the
correct address.

Regarding the first complaint, the Commissioner accepted the
explanation of the solicitors’ firm that although the act of placing the
court documents (which were packed in an envelope and tied with
a string) outside the Appellant’s flat, coupled with notification to the
security guard, might not totally prevent data leakage, practicable
steps had been taken to ensure protection against unauthorised or
accidental access. Therefore, there was no contravention of Data
Protection Principle 4.

As for the second complaint, the Commissioner opined that
displaying the covering pages of the bundles of documents in
the lobby and taking photos of them to prove due service were
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reasonable. In reaching the decision, the Commissioner noted that
the duration of time for displaying and taking the photos of the
bundles of documents was minimal, and that even if there were
passers-by, they could not have read the details on the cover pages.
In this regard, the Commissioner recommended that the Appellant
should liaise with the solicitors” firm or leave his phone number
for future service of court documents to avoid a recurrence of
the problem.

Based on the above grounds, the Commissioner decided not to
further pursue the Appellant’s complaints. The Appellant was
dissatisfied with the decision and lodged an appeal with the AAB.

The appeal

Regarding the first complaint, the AAB opined that unless the court
directed otherwise, the solicitors’ firm had the right to choose the
mode of delivery of court documents under the Matrimonial Causes
Rules without considering the need to minimise data leakage. As
the Appellant had already complained in vain to the judge who
heard the divorce proceedings about the improper delivery of the
court documents, he could not now complain to the Commissioner
that the solicitors’ firm had chosen an improper mode of service.
Therefore, the AAB agreed with the Commissioner’s decision.

Regarding the second complaint, the AAB opined that although the
duration of time for displaying the covering pages of the bundles
of documents in the lobby and taking photos of the bundles was
minimal, the Commissioner could not conclusively rule out any
possibility for passers-by to read what was on the cover pages.
The sole explanation given by the solicitors’ firm was the necessity
to prove delivery of the court documents to the correct address.
However, the solicitors’ firm did not explain why it was necessary to
handle it in this way.

In fact, the AAB questioned whether the solicitors’ firm’s obvious
act of displaying and photographing the bundles of documents in
the lobby might even have aroused the attention of passers-by, thus
increasing the risk of data leakage. In particular, the AAB opined
that the photos taken outside the Appellant’s residence would have
been sufficient to prove the correct address, with the features of the
opposite flats and the iron gate of the Appellant’s flat. Although it is
still unknown whether the photos could achieve this purpose, the
Commissioner should have taken these factors into account before
deciding whether the solicitors’ firm had taken all practicable steps
to ensure compliance with Data Protection Principle 4.

The AAB's decision

The AAB dismissed the appeal in respect of the first complaint, but
held that there was prima facie evidence to substantiate the second
complaint, and thus ordered the second complaint be sent back to
the Commissioner for further investigation.
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Appeal Case Note 4 (AAB Appeal No. 20 of 2014)

The Appellant found a discrepancy in the amount deposited
when using an automatic teller machine (“ATM") of a bank, so
he requested the bank to retain the CCTV footage or provide
a copy of the footage to him. The AAB held that the request
was not a data access request under the Ordinance. The
Appellant should have clearly stated that he was requesting
a copy of the data, instead of allowing the bank to choose
between retaining the data and providing it.

The complaint

The Appellant tried to make a deposit into his father’s bank account
through an the ATM of a bank. Whilst checking the amount, the
Appellant found that there was a discrepancy, so he cancelled the
transaction. However, $500 was missing after the ATM returned the
deposit. The Appellant made enquiries with the bank and filled in
the complaint form in respect of the loss, but the effort was in vain.
Subsequently, the Appellant wrote to the bank twice to enquire about
the progress of the investigation (“Letters”) and made the following
three requests: (1) allow him to watch the CCTV footage (“Footage”)
related to the deposit transaction; (2) retain the Footage until he
consented to the deletion; or (3) give him a copy of the Footage.

Later, the bank wrote to the account holder (i.e. the Appellant’s
father) and informed him of the Appellant's complaint. The
Appellant was dissatisfied that the bank did not reply to him direct
and disclosed his personal data to his father.

The Appellant thus lodged three complaints with the Commissioner:

(1) the Footage was his personal data, but the bank unreasonably
rejected his request for access to the Footage;

(2) when handling his written enquiries, the bank should have
followed his instructions and given him a reply directly by
email instead of giving a written reply to his father without the
Appellant’s consent, thus disclosing his personal data; and

(3) the bank had not posted any notice regarding its policy on the
collection of personal data by CCTV at prominent places near
the ATM.

The Commissioner’s decision

Regarding the first complaint, the Commissioner opined that as the
Appellant had appeared in the Footage and the bank had recorded
the Appellant’s complaint, his identity could be ascertained from
the data. Hence, the Footage constituted the Appellant’s personal
data and the bank was involved in its collection. However, the
Commissioner was of the view that the Appellant had not made a
data access request under the Ordinance because the Appellant had
given the bank an option in the Letters to choose between retaining
the Footage and providing a copy to him, with the bank choosing the
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former. Given the bank had also allowed the Appellant to view the
Footage, the Commissioner considered that an investigation of the
complaint could not reasonably be expected to bring about a more
satisfactory result.

As for the second complaint, the Commissioner opined that
as the Appellant’'s father was the account holder, and as the
incident involved a transaction with his account, it was therefore
in his interest, and it was reasonable for the bank to disclose
the Appellant’'s complaint to the Appellant’s father in writing. In
addition, the bank assured the Commissioner that if it encounters
similar cases in the future, it will reply to the complainant directly
before informing the account holder.

As for the third complaint, the Appellant agreed not to pursue it
any further.

Based on the above grounds, the Commissioner decided not to
pursue the Appellant’s complaints any further. The Appellant was
dissatisfied with the decision and lodged an appeal with the AAB.

The appeal

Regarding the first complaint, the AAB opined that as the Appellant
had not made a data access request with the form specified by
the Commissioner, the bank had the right to refuse to provide the
Footage. However, the bank had not relied on this ground for refusal
and the Commissioner was unwilling to use this as a defence.

As to whether the Letters constituted a data access request, the AAB
opined that regardless of whether the Letters were viewed separately
or together, the Appellant expressly provided an option for the bank
to choose between retaining the Footage and providing him with a
copy. The bank chose to retain the Footage, which was among the
options the Appellant requested. Hence, the Appellant's argument was
untenable. The case would be different had the Appellant not provided
any option to the bank in the Letters, and only requested access to his
personal data. Based on the above grounds, the AAB agreed with the
Commissioner’s conclusion that there was no prima facie evidence that
the bank had contravened the requirements under the Ordinance, and it
could not reasonably be expected that further handling of the complaint
would bring about a more satisfactory result for the Appellant.

Regarding the second complaint, the Appellant admitted that his
privacy had not been infringed by the bank’s reporting the incident
to his father. The AAB was of the view that the account holder had
the right to know the circumstances of the transaction involving
his account, including the identity of the depositor. Since the bank
had only disclosed the surname of the Appellant, there was no
contravention of the Ordinance.

The AAB’s decision
The appeal was dismissed.
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NEROBRBBARTHERS SUBMISSIONS MADE IN RESPONSE TO PUBLIC
CONSULTATIONS

REENEEEEEUT ARBHAMBERE During the year, the Commissioner made submissions in response to

RE: the following public consultations:

B = RA9EBF BE
Consulting Organisation Issue

REBEAGEELZEBE THXSBHRARFR REFARFR BB

A T/ Consultation on the Review of Family Procedure Rules
The Chief Justice’s Working Party on Family

Procedure Rules

BYKREGER B FEEE{R 5T BIMFE
Food and Health Bureau Consultation on Voluntary Health Insurance Scheme
FLEE BB MBI B A

Consultation on the Regulation of Private Healthcare Facilities

(ZRE2 IR AEMILZ Ewww.pcpd.org.hk/tc_chi/enforcement/response/legco_consulting_org.html)
(The full submission can be found on the PCPD website www.pcpd.org.hk/english/enforcement/response/legco_consulting_org.html)

$iAME T Newcomer

BEERE—BTE  RRARBAERILBREN —MEENEEE
o MARXBHNEEDS  BENIEESE  REREAERGHIRE
HEERER IRBRBEREAMNERE > URERERESIXEESR
R - SEHESENREEERAHERNESHWKEBANBEE - RER
AEANREBAERIABHNIE ABENEEREMESREA
B B —EHE BESUTHEEZHE |

| believe that personal data privacy is one of the most important areas
of law in this technological era. As a member of the PCPD’s legal
team, my daily tasks include advising on potential contraventions of
the Ordinance, doing research on policy-related topics and preparing
guidance materials on compliance with the requirements under the
Ordinance. | am delighted that the skills | acquired in previous private
practice can be effectively applied in the various tasks | am now engaging
in to safeguard personal data privacy. With the support of my friendly
and knowledgeable colleagues, | look forward to the challenges ahead!

RS

fRRD

Dennis NG
Legal Counsel
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COMMENTS MADE ON PROPOSED LEGISLATION AND
ADMINISTRATIVE MEASURES

Interception of Communications and Surveillance (Amendments)
Bill 2015

The Bill seeks to introduce amendments to the Interception of
Communications and Surveillance Ordinance (Cap. 589) (“ICSO")
to provide express power for the Commissioner on Interception of
Communications and Surveillance (“CICS”) to inspect the protected
products, including information that is or may be subject to legal
professional privilege, as well as to implement a number of technical
proposals to enhance the effectiveness of the regulatory regime under
the ICSO.

In principle, the Commissioner supported the proposal to enhance
the oversight function of the CICS. However, he was concerned
about the details of the proposed administrative arrangements to be
implemented, which include the selection of protected products for
checking, the number and rank of staff that may be delegated with
the extended power of checking, supervision and security measures,
and the disciplinary arrangements in case of non-compliance. The
Commissioner took the view that these arrangements should be
clearly made known to, and observed by, all staff, including the CICS.

Furthermore, the Commissioner recommended to the Government
that there should be an explicit provision in the ICSO (instead of
regulation through a code of practice) requiring law enforcement
agencies not to access or use such protected products obtained
during the time gap between the revocation of a prescribed
authorisation and the actual discontinuance of the interception or
covert surveillance by the law enforcement agencies once they have
notice of such revocation.

To align the ICSO with the recent amendment to Data Protection
Principle 4(1), which explicitly requires protection against “loss”
of personal data apart from “unauthorised or accidental access,
processing, erasure or use”, the Commissioner also took the
opportunity to invite the Government to make a corresponding
amendment to section 59(1)(b) of the ICSO (concerning safeguards for
protected products).

The Bill was introduced into the Legislative Council on 6 February 2015
and is still being scrutinised by the Bills Committee.

Property Management Services Bill

The Bill seeks to establish a Property Management Services Authority
("Authority”) to provide for the licensing of individuals or entities carrying
on the business of property management services, as well as regulating
and controlling the provision of property management services.

The Commissioner noted that an application for a property

management services licence and the renewal of such a licence
must contain the prescribed information and be accompanied by the
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prescribed documents. The Authority may, by regulation, prescribe
the information to be contained in, and the documents to accompany
an application for, a licence renewal. However, the details as such
have not yet been formulated. The Commissioner reminded the
Government that if the prescribed information or documents contain
personal data, its collection should comply with Data Protection
Principle 1(1).

The Commissioner further noted that a register of members’ interest
is to be maintained by the Authority for public inspection. All
members of the Authority are required to disclose any interest that
they have which is of a class or description to be determined by the
Authority. The proposed register of members’ interest will contain
the members’ names and the particulars of the disclosure. Similarly,
the Commissioner reminded the Government that the data collection
must be in compliance with Data Protection Principle 1(1).

The Commissioner raised a further concern regarding the Authority’s
publication of a list of licensees in the Gazette, including their names
and licence numbers, without expressly spelling out the purpose of
publishing them in the Bill. A similar concern was raised regarding
the publication of a notice of a disciplinary order of a licensee in the
Gazette under the Bill.

The Commissioner also noted that a Property Management Practitioner
register is to be kept for the purposes of the Bill. It is proposed that the
Property Management Practitioner register available on the internet or
similar electronic network not include particulars of conviction records
of any property management practitioners in relation to disciplinary
offences or criminal offences under the Property Management
Services Ordinance. However, this restriction does not apply to a
physical inspection of the register. The Commissioner pointed out
that conviction records of individuals are sensitive personal data and
should be readily disclosed only for exceptional reasons.

The Commissioner also advised the Government that the register of
property management practitioners and the register of members’
interest are public registers within the scope of the Secretary for
Home Affairs’ memo dated 30 December 2000, entitled “Review of
Public Registers”. Therefore, the steps stipulated in the memo to
protect personal data privacy should be followed.

The Government responded that it was aware that the collection of
personal data by the Authority should comply with Data Protection
Principle 1 and that it would seek the Commissioner’'s comments on
the relevant draft regulation when it was available. In addition, it will
consider amending the Bill to address the Commissioner’s concerns.
The amendments include, among others, empowering the Authority to
enquire why a person needs to have access to the conviction record
of a licensee and to expressly spell out the purposes of the public
registers. When establishing the public registers, the Government will
ensure that the Secretary for Home Affairs’ memo is observed.

The Bill was introduced to the Legislative Council on 25 April 2014 and
is being scrutinised by the Bills Committee.
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During the year, the Commissioner also made submissions on the
following proposed legislation and administrative measures:

Hn

Organisation

BREBAREEE

Agriculture, Fisheries and Conservation
Department

BEREBERB
Ccommerce and Economic Development
Bureau

B & At =T S

Constitutional and Mainland Affairs Bureau
RIBER

Environment Bureau

BYREER
Food and Health Bureau

IR EE R EXEE
Financial Services and the Treasury Bureau

BEE
Marine Department

REZF
Security Bureau

BilaYES / {TRUIENE

Proposed legislation/administrative measures
EEREREBHFTEYEREZEQNNILEESR

New legislation for implementing the Convention on the
Conservation of Antarctic Marine Living Resources in Hong Kong

2014 FBES BB A (FILLRER) RE))
United Nations Sanctions (Liberia) Regulation 2014

CBtEBIHIEL (FRIEHFNER) 251D
United Nations Sanctions (Central African Republic) Regulation

C2014FHEEHE (BIRREHLME) FRH1D
United Nations Sanctions (Democratic Republic of the Congo)
Regulation 2014

2014 F#HF (1B5]) IRHIEZR)
Competition (Amendment) Bill 2014

CEtEESIE (BF) Rl

United Nations Sanctions (Yemen) Regulation

2014 F L EEAG) GEIEIEE]) RBIER)

Electoral Legislation (Miscellaneous Amendments) Bill 2014
C2015FREBRBERZESEE (SRERERET) &=E (B
&) IRGIEZR)

Promotion of Recycling and Proper Disposal (Electrical Equipment
and Electronic Equipment) (Amendment) Bill 2015

2014 FERZER FEE (1B5]) RHIER)

Pharmacy and Poisons (Amendment) Bill 2014

20145 ERES S (IERT) IRBIER)
Veterinary Surgeons Registration (Amendment) Bill 2014

(R BT BFMFHIER)
Private Columbaria Bill

2014 FREEQATE] (IEET) IRBIEZR)
Insurance Companies (Amendment) Bill 2014

2014 F R HIMENTEEFTE (BFT) RBIEZR)
Mandatory Provident Fund Schemes (Amendment) Bill 2014

Bt A R E LB N BB
Consultation Conclusions on the Legislative Proposals on the
Improvement of Corporate Insolvency Law

(RBIRAT (BB) BRLAT (&6) RH) HER

Draft provisions of the Bank of Communications (Hong Kong)
Limited (Merger) Bill

Rt FEMELZ MM B BB B RF N L EE R

Legislative Proposal for the Requirement of the Installation of an
Automatic Identification System on Large Local Passenger Vessels

201451810 (ER]) IRBIEZ)
Marriage (Amendment) Bill 2014
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LEGAL ASSISTANCE SCHEME

The Legal Assistance Scheme commenced on 1 April 2013. Under
the scheme, the PCPD may provide assistance to a person who has
suffered damage by reason of a contravention of the Ordinance and
intends to seek compensation from the organisation at fault. In 2014,
the PCPD received seven new applications for legal assistance, of
which 86% (i.e. six cases) were preceded by a complaint lodged with
the PCPD.

These applications involved alleged contraventions of the Ordinance
in respect of (i) the excessive or unfair collection of personal data;
(i) the use or disclosure of personal data; or (iii) the security of
personal data.

Figure 4.4: Nature of alleged contraventions
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During the year, the PCPD handled 12 applications (including five
carried forward from 2013). Of these applications, 11 were completed
by the PCPD during the year, and one was still under consideration as
at the year end.

Of the 11 cases completed, one was granted legal assistance and 10
were refused. The main reasons for refusal were the failure to provide
evidence to substantiate any damage suffered and the absence of
prima facie evidence of contravention of the Ordinance. The reasons
for refusal to grant legal assistance are summarised in Figure 4.5.

Figure 4.5: Outcome of legal assistance applications
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The legal assistance case granted in 2013 was discharged in 2014
upon the advice of our outsourced solicitors that the chance of a
successful legal claim was slim. Regarding the legal assistance case
granted in 2014, no outcome as regards the amount compensation
payable had been reached and no court proceedings had commenced
as at the end of the reporting year.
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