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Data Breach Notifications
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Total no. of cases:
4,370 + 1,036 =
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1 M8 A I Victims of Doxxing

Sk INY &
1,035 Police officers and their family
members

=ER - BEKHRE
2,031 Government officials, councillors
and their family members

" RESFH B SE RN R

Citizens expressing views in support
Bl 22 4B 2] - of the government or the Police

Total no. of cases: .
106 - BRI H BTSRRI R
! Citizens making comments against
the government or the Police
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5T : H2019F6H £2020F 128 Citizens doxxed because of social
Note: From June 2019 to December 2020 incidents 8
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Handling of Doxxing Cases
¥TE THEE 1 174 Combat doxxing
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253X times 1,4615R cases 575% cases
EE18ER L Fa=ER EBAER ETERIE
wrote to 18 online platforms referred to the Police referred to the Department of Justice

7t . B2019FE68 £2020F12H
Note: From June 2019 to December 2020 10



R IS

F

BRBAERAREERE

Office of the Privacy Commissioner
for Personal Data, Hong Kong

RIE "REE . B

Handling of Doxxing Cases
NEEEEREBNEESE - UER "EK1 BIF . I S
AL aiF I -

- BHRMUT TRE. ECEAL BENER - 24t
—ILTVRIAERA EF AR A

\'J"ﬁ ﬂ\m ti'ﬁﬁ

- FTEIHEABHBSIE - BIFZH - @R ~ /NEFE —
ERMEBEMARBEERERABZEROBRR Srovarspeei

» SHERIIFAR (3423 6666 ) - REHRE "EE .
INEGIEESED

11


https://www.pcpd.org.hk/tc_chi/complaints/doxxing/doxxing.html

®
P 9.@0
L H K

E;ﬁ@)&ﬁﬂﬂﬁggé
g

Off fth P yC mm
g Kon

zozoﬂim "#EIK . $1¢#M

Sentencing of Doxxing Cases in 2020
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Promotion, Publicity
and Public Education
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Pay $20 per month in exchange for your personal data not being used for
advertising when using internet services
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Use of Instant Messaging Apps
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Support for PDPO Amendment Proposals
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Doxxing Cases

1,036 (-76%)

2020

Total no. of
cases:

4,370 + 1,036
= 5,406

Note: From
June 2019 to
December
2020
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Victims of Doxxing

533

1,616

Note: From June 2019 to December 2020

191

2,031

Total no. of cases:

5,406

= Police officers and their family
members

= Government officials, councillors
and their family members

= Citizens expressing views in support
of the government or the Police

= Citizens making comments against
the government or the Police

= Citizens doxxed because of social
incidents

28
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Impact of Doxxing

* Weaponisation of personal data
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e |mpact of doxxing on victims is severe and long-
lasting

* Once personal data has been publicly revealed
on the internet, even if the original point of
revelation is subsequently removed, that
personal data will almost certainly forever
remain publicly available

* Doxxing hurts both victims and doxxers

29
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Handling of Doxxing Cases

Combat doxxing

o

253 times 1,461 cases 57 cases
wrote to 18 online platforms referred to the Police referred to the Department of Justice

Note: From June 2019 to December 2020 30
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Enhanced collaboration with other regulatory bodies and trade

associations, and education efforts against doxxing, including:

I
Setting up of a dedicated webpage entitled “Say "No" to ;;‘

Doxxing”, providing one-stop information and videos

Planning to collaborate with education institutions to produce
teaching materials to instill in primary and secondary school

+ mme rEK, 2

students the importance of respecting the privacy of others —

and protecting personal data R
A Hotline (3423 6666) set up today to handle enquiries or R
complaints relating to doxxing + s

31


https://www.pcpd.org.hk/english/complaints/doxxing/doxxing.html
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Sentencing of Doxxing Cases in 2020

* First conviction under section 64(2) of
the PDPO, with imprisonment of 18
months for the offence

%‘%ii . ﬂ\l‘! - HE#H
PRIVACY - 25 YEARS

 Defendants in four cases in violation of
injunction order related to doxxing were
convicted of civil contempt of court. One
of the defendants was sentenced to
immediate imprisonment for 21 days 52
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Opinion Survey: Background

*  Commissioned Social Sciences Research Centre
of HKU to conduct the survey between May
and October 2020

* Objectives — To understand: Targets of the

— the public awareness and attitude on Survey
protection of personal data privacy

I
— the status of organisations in complying | I

with the PDPO . .
. Organisations
General Public &

(Data Users)

33
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Use of Social Media

-
Knew about

the privacy
settings

=

-
e 2020:

80%
e 2014:
77%

77% had a social media account

* 48% used social media on a daily basis

-
Checked w

\—

Of which>|

e

e 2020:
81%

e 2014:
73%

Hong Kong
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-
Changed 1
~ ™)
e 2020:
— 89%
e 2014
90%
- y,
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_[ Share with “friends” only

e Personal Photos: 54%
e Personal Opinions: 54%

_[ Never share

e Personal Photos: 34%
e Personal Opinions: 38%
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Provision of Personal Data in Return for
Additional Information

Inclined to refuse providing*

4 hYS .E h

Identity Card No. (97%) Mobile Phone No. (81%) Email Address (67%)

. . Date of Birth (78%) .
Residential Address (93%) Personal Income (77%) Occupation (52%)

\ J J

*On a scale from 0 to 10, where 0 means “do not mind at all”, 10 means “certainly refuse” to provide,
and a rating of 6 or above means being inclined to refuse providing personal data. 36
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Pay $20 per month in exchange for your personal data not being

used for advertising when using internet services

2020

Incline not to pay: 58%"
(Certainly refuse to pay: 47%)

Incline to pay: 27%*
(Certainly willing to pay: 10%)

*2014:

2 O 14 * Pay $20 per month in

exchange for no

advertisement at all when
using internet services

Incline not to pay: 69%*

(Certainly refuse to pay: 56%) #0n a scale from 0 to 10,
where 0 means “would
certainly not pay forit”, 10

means “would certainly be
Incline to pay: 17%* willing to pay”, a rating of 4
(Certainly willing to pay: 6%) or below means incline not
to pay, and a rating of 6 or
above means incline to pay.
37
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Use of Instant Messaging Apps

- N

# On a scale from 0 to 10, where 0 means not privacy invasive at all, 10 means serious invasion of privacy, a rating of 6 or above is

Of which
—p

regarded as the respondents considering it privacy invasive. 38
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The level of difficulty in complying with the PDPO

Had received any complaint concerning personal data
privacy in the last 12 months

Knowledge about the relevant personal information
protection regulations in the mainland (e.g. the

Cybersecurity Law (845 % %= %) and the Personal
Information Security Specification (B A 5 B Z £ R t))

<

111111111

0-4:57%
5:21%
6-10: 22%

No: 95%

No knowledge: 59%

39



BRBAERAREERE

Office of the Privacy Commissioner
for Personal Data, Hong Kong

GUARDIAN - PRIVACY - 25 YEARS

Support for PDPO Amendment Proposals*

Proposed legislative amendment Public Organisations
Requiring organisations involved to notify the affected 92% 94%
customers

For significant

data breaches Requiring organisations involved to notify the PCPD 90% 95%
Imposing financial penalty on organisations involved 87% 84%
Giving the PCPD the power to require removal of contents
relating to “doxxing” from social media platforms and 71% 64%
websites

For “doxxing” ivi .

g .lemg. th.e PCPD the power to carry out criminal 20% 63%
investigation
Giving the PCPD the power to initiate prosecution 69% 61%

*On a scale from 0 to 10, where 0 means “no support at all”, 10 means “fully support”, and a rating of 6 or above was considered as “support”.
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