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Unfair colleetion and disclosure of

personal data
Case number : 199701948

This report in respect of a complaint case lodged
with the Privacy Commissioner for Personal Data
is published in the exercise of the power
conferred on me by Part VII of the Personal Data
(Privacy) Ordinance (hereafter “the Ordinance™).
Section 48(2) of the Ordinance provides that “the
Commissioner may, after completing an
investigation and if he is of the opinion that it is

in the public interest to do so, publish a report--
(a) setting out--
(i) the result of the investigation;

recommendations arising from the

(i) any
investigation that the Commissioner thinks fit
to make relating to the promotion of
compliance with the provisions of this
Ordinance, in particular the data protection
principles, by the class of data users to which

the relevant data user belongs; and

(iii) such other comments arising from the
investigation as he thinks fit to make; and

(b) in such manner as he thinks fit.”
The report does not name the persons complained

against as no useful purpose would be served in

disclosing them in this case.

Stephen LAU Ka-men
Privacy Commissioner for Personal Data
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The Complaint

A complaint was lodged with me on 13 March
1997 by a university student. The complainant
complained that three of her acquaintances,
without her knowledge or consent, video-taped
her images in her hostel room in a local university
(hereafter “the said premises”) over the period
from a date unknown in October 1996 to 7 March
1997. She submitted a Hi-8 model video tape as
evidence in support of her allegation.

Background Circumstances

-

The complainant lived in the said premises. She
complained against three individuals, namely Ms.
A, Mr. B and Mr. C, who were all known to the
complainant. The complainant, Ms. A and Mr.
B studied in the same university. Ms. A was the
roommate of the complainant in the said premises
and Mr. B lived in the same hostel two floors

below.

In the early hours of 7 March 1997, the
complainant discovered a paper box on top of one
of the cabinets in the said premises. This cabinet
was solely used by Ms. A. Inside the box, the
complainant found a video camera loaded with a
Hi-8 model video tape and some books, one of
which had the name of Mr. B written in it. The
contained the of the
complainant. Upon inquiry, Ms. A denied that
she knew about the video camera. Mr. B
admitted that he had put the video camera in the
complainant’s room. He also admitted that he
had played a video-tape which contained the

images of the complainant for viewing by Mr. C.

video tape images
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The Law

The Ordinance aims to protect a living
individual’s privacy with respect to personal data.
Applicable to this complaint are the requirements
of Data Protection Principle ! (the purpose and
manner of collection of personal data) and Data
Protection Principle 3 (use of personal data) in

Schedule 1 to the Ordinance.

Data Protection Principle 1(2) provides that
personal data shall be collected by means which
are lawful and fair in the circumstances of the

case.

Data Protection Principle 3 provides that
personal data shall not, without the prescribed
consent of the data subject, be used (including
disclosed or transferred) for any purpose other
than the purpose for which the data were to be
used at the time of the collection of the data or a

directly related ‘purpose.

Result of the Investigation

In accordance with section 38 of the Ordinance, I
carried out an investigation of the complaint.
My investigating staff conducted interviews with
the parties concerned to obtain information
relevant to the case. The three individuals
complained against were also examined under

oath.
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The manner of colléction

In my investigation, Mr. B admitted that he had
collected images of the complainant by means of

- covert video-taping inside the complainant’s

room on three occasions in and since December
1996. On each occasion, the video camera was
putin a hidden place. This is sufficient evidence
to support the view that the manner of video-
taping was to prevent the complainant’s
knowledge of the presence of the camera.

Information available to me confirmed that the
complainant had never given any consent to
the act. In my investigation, Mr. B claimed
that his purpose in recording the images of the
complainant was to collect gvidence of ths
presence of a person known to the Eomplainant on
the said premises without proper authority. In
my opinion, even if this was his purpose, his
means of collection without the knowledge and
consent of the complainant were unfair in the
circumstances of this case. This is because other
less privacy-intrusive means could have been
used to achieve the same purpose and the matter
concerned was not sufficiently serious to justify
the use of covert video-taping.

As regards the allegations against Ms. A and Mr.
C, there was insufficient evidence to substantiate
a view that Ms. A and Mr. C participated with
Mr. B in setting up the video camera to record the
images of the complainant.

The extent of disclosure

My concemns in examining the extent of

disclosure are three-fold:

(1) Apart from the Hi-8 video tape that was
discovered by the complainant, whether any
other video tapes containing recordings of the

complainant were in existence.
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(2) Without the consent of the complainant,
whether the disclosure by Mr. B to Mr. C of
the recordings of the complainant was for a
purpose other than the original purpose for
which the data were claimed to be used by
Mr. B or any directly related purposes.

(3) Whether the Hi-8 or any other video tapes
which contained the complainant’s images
were disclosed to persons other than Mr. C.

In respect of point (1), Mr. B admitted that there
had been other recordings of the complainant.
One recording was on another Hi-8 video tape
and the other recording was a duplicate copy of
the Hi-8 video tape on a VHS video tape. He
further admitted that these tapes.had been re-used
to record other unrelated activities. I required
these two tapes to be surrendered to me for
examination. Two tapes were then provided by
Mr. B and I confirmed that they did not contain
the recorded image of the complainant.

In respect of point (2), Mr. C to whom the
disclosure was made was a friend of Mr. B. In
my view, Mr. C would not be in any position to
effect the purpose, or any directly related
purpose for which Mr. B claimed the data were to
be used, i.e. to collect evidence of the presence of
a person known to the complainant on the said
premises without proper authority, as Mr. C has
no capacity that would reasonably enable him to
assist in camrying out this purpose. 1 am
therefore of the opinion that the disclosure of the
complainant’s recorded image, without her
consent, was done for a purpose other than the
purpose of collection as claimed, or a directly
related purpose. In any event, no images of the
said person were recorded in the tape that was

shown to Mr. C.

In respect of point (3), Mr. B stated under oath
that he had not played any video tape which
contained images of the complainant for viewing
by any person other than Mr. C nor had he lent or
given such a video tape to any person.
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Final Conclusion

Having considered all the circumstances of the
case, | am satisfied that there is sufficient

evidence to support the view:

= that, Mr. B collected ‘the complainant’s
personal data in the form of video-taped
images by means which were unfair in the
circumstances of the case; and in doing so,
Mr. B contravened Data Protection Principle
1(2)(b) of Schedule 1 to the Ordinance; and

= that, without the prescribed consent of the

complainant, Mr. B used the complainant’s

personal data collected by the said means for

a purpose other than the claimed original

~ purpose for which the data were to be used at

the time of collection of the data or a directly

related purpose; and by doing so, Mr. B

contravened Data Protection Principle 3 of
Schedule 1 to the Ordinance.

The Enforcement Action

I consider the said contravention of the Ordinance
is a serious intrusion on an individual’s privacy.
I issued, under the power vested with me by
Section 50 of the Ordinance, an enforcement
notice to Mr. B directing him:

= To cease duplication of any video tapes
which recorded the activities of the
complainant at the said premises;

= To cease using, showing, delivering,
transferring or otherwise disposing of any
video tapes which recorded the activities of
the complainant at the said premises to any
persons other than the complainant ; and

= To retrieve and surrender to the complainant
all video tapes which recorded the activities
of the complainant at the said premises
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whether they are still in his possession or
‘otherwise.

I further reminded Mr. B that contravention of an
enforcement notice is an offence under Section
64(7) of the Ordinance and an offender is liable
on conviction to a fine and to imprisonment, and
in the case of a continuing offence, to a daily
penalty. In response to the enforcement notice,
Mr. B stated that he would comply with it and
that there is no other video tapes in his possession
or otherwise which contained the images of the
complainant as recorded by him.

Recommendations arising from _the

investication

The act of observing the private actions of
someone in a private place does not come within
the coverage of the Ordinance. This is because
observation alone does not result in the collection
of personal data, which by definition must involve
recorded information. However, a recorded
image of a living individual from which it is
practicable to identify that person and in a form in
which access to or processing of the data is
practicable is personal data of that individual.
Hence, a recorded image of an individual held in
any format, whether it is captured on a roll film.
printed on a photographic paper, or embodied on
a video tape, so as to be capable of being
reproduced may fall within the definition of

personal data.

Photographing or video-taping a person's image
is a collection of that person’s personal data.
Data Protection Principle 1(2) provides that
personal data shall be collected by means which
are lawful and fair in the circumstances. To
photograph or video-tape a person’s image with
an intent to collect that person’s personal data in
circumstances without that person’s knowledge or
consent, in the absence of any other overriding
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public interest, would be inconsistent with thz
“fair collection” requirement of Data Protection
Principle 1(2). Trickery such as disguising one’s
identity when collecting data or misrepresenting
the purpose for which the collected data will be
used are other possible examples of unfair
collection.

It is reasonable for people in a private place to
expect that they enjoy freedom from interference
with their privacy by others. Recording
activities of a person in a private place by unfair
means is a serious invasion of that person’s

privacy.

Data Protection Principle 3 provides a restriction
on the use of personal data of an individual after
his or her data are collected. The principle
provides that personal data shall not, without the
prescribed consent of the data subject, be used for
any purpose other than the purpose for which the
data were to be used at the time of the collection
of the data or a directly related purpose.

Any proposed change in purposes for which
personal data are used after the data are collected
must have the prescribed consent of the data
subject before the personal data can be used,
disclosed or transferred for that new purpose.
There might be situations in which there had not
been any specification of data collection purposes
to the data subject, for example, when the
personal data were collected before the
commencement of the Ordinance or the data were -
not collected directly from the individual
concerned.  In such a situation, the purpose for
which personal data are collected may be
construed by reference to the data subject’s
“reasonable expectations” when furnishing the
data. Relevant considerations include the
function or activities of the person who collected
those data and the purposes of the data subject
when originally providing the data. Having
determined the purpose of collection, one can
then determine whether there has been a change
in purpose. To comply with Data Protection
Principle 3, the data subject’s consent must be

given before a change in purpose is adopted.
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Part VIII of the Ordinance provides various public
interest exemptions from Principle 3. However,
the circumstances of this case do not fall within
the scope of any exemption.

" Unlike the requirement of other provisions of the

Ordinance, contravention of a Data Protection
Principle is not by itself an offence. However.
contravention of an enforcement notice is.
Everyone should be aware of the importance of
respecting an individual’s privacy rights both as a
moral obligation and as a legal requirement under
the Ordinance.

This incident, which was widely discussed among
the public, raised serious concerns about the
adequacy of current laws to deal,with a serious
invasion of privacy. The main concern being
that surveillance by itself is not contrary to the
law.  Only if it results in the collection of
personal data does it become subject to the
Ordinance. However, the individual’s feeling
that his or her privacy has been violated by being
covertly observed, is directed as much, if not
more, at the act of surveillance itself as at any
resulting collection of personal data.

The Law Reform Commission’s Privacy Sub-
committee (“the Sub-committee™) has since 1989
been examining Hong Kong laws with a view to
recommending legislative measures to provids
protection against undue interference with the
privacy of the individual. It has already
examined a wide range of privacy issues,
including the collection and recording of personal
data, and intrusion (by electronic or other means)
into private premises.  The Personal Data
(Privacy) Ordinance was enacted in 1995 as a
result of its work.  The Sub-committee published
a consultation paper on “Privacy: Regulating
Surveillance  and  the Interception  of
Communications” in early 1996 to seek views
from the public on surveillance and interception
issues. It is understood that the Sub-
committee’s consideration of the responses on

BEABHIBEENS

Office of the Privacy Commissioner for Personal Data



BHEREGEETSTREEL
AR RN A AT B R R RE R R A E]
& LR RN E RS SRS
ERREESHESRERE - %
NFERE T RERAABRFEEEEA
BEE &'@A?‘ RAERE - A
&‘iﬂkﬁiﬁﬁﬁ“ RESTIISARRE - (&8

Yﬁﬁrﬁ%nﬂuéﬁ{*“ ' BIBAESE -

QDE%b"lE%’EﬁW EEAYER » BIFE
ERVEREESS S ZETIE S, -

RAANHEEERERSSHEEASE
BHREHRE R EERIITEEET

O EEEE A AR S RS ET
g1 DERTETENILBEEB:
SEIFTTIDHIRE -

!
el
l

surveillance issues to that consultation paper is
almost complete and that the Law Reform
Commission will publish its report on regulating
surveillance by the end of this year. The
consultation paper recommended that it be made
“an offence for a person to place, use or service
in, or remove from, private premises a sense-
enhancing, transmitting or recording device
without the consent of the lawful occupier”. Ifa
recommendation along these lines is adopted,
unlawful surveillance activity will be subject to
criminal sanctions.

I look forward to the publication of the Law
Reform Commission’s report and to the
Government of the Hong Kong Special
Administrative Region taking prompt action on
its recommendations with respect-to surveillance
to ‘ensure that the privacy and dignity of our
citizens are adequately protected.

-End -
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Office of the Privacy Commissioner for Personal

Data
Unit 2001. 20/F, Office Tower, Convention Plaza.

1 Harbour Road
Wanchai, Hong Kong.

Telephone : 2827 2827
Fax : 2877 7026
Internet  : http://www.pco.org.hk

© Office of the Privacy Commissioner for
Personal Data, 1997

Reproduction of any part of this publication is
permissible on condition that it is for non-profit
making purposes and an acknowledgment of this
work is duly made in the reproduction.
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