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By Post

Secretary for Commerce, Industry and Technology
Division 3

Commerce and Industry Branch

Commerce, Industry and Technology Bureau
Level 29, One Pacific Place

88 Queensway

Hong Kong

Dear Sir,

Consultation Paper : Copyright Protection in the
Digital Environment (“the Paper”)

| refer to the captioned Paper which was issudti tihe objective of
reviewing the copyright law to meet the challenges digital environment.

2. The Paper canvasses specific issues of conckithvimpact upon the
personal data privacy of individuals, namely:-

(1) whether specific mechanism should be provided €@nder the
Copyright Ordinance for copyright owners to requagtrnet Access
Service Providers (“IASPs”) to disclose the idgntf their clients
allegedly engaged in online copyright infringingiaities and if so,
what features the mechanism should have;

(i)  whether 1ASPs should be statutorily requireml keep records of
clients’ online communication and if so, how lomg trecords should
be kept; and

(i)  if the status quo is to be maintained, whethay industry guidelines



and measures should be formulated to enhance coitetion
between copyright owners and IASPs so as to famlithe obtaining
of information pertaining to alleged online infrierg by the copyright
owners from the IASPs.

3. As the core protector of personal data privdandividuals as well as the
regulator of data users in Hong Kong, | am conaragout the three issues and
would like to give below my submissions and thesogs supporting them.

Issue One: Whether there is a need to introduce spdic mechanism for
disclosure of infringers’ personal data to copyrigh owners

(@) Legal requirement on disclosure of persona dat

4. Under the Personal Data (Privacy) Ordinancee(@ndinance”), where an
IASP discloses its client’s identity to a copyrighivner, it has to observe the
requirements of Data Protection Principle (“DPP’in&chedule 1. This principle
provides that unless with the prescribed conseth®fdata subject, personal data
shall not be used for any purpose other than tinggse for which the data were to
be used at the time of collection or a purposectiyeelated to that purpose. The
term “use” is defined under section 2(1) of the i@adce to include the disclosure
or transfer of the personal data.

5. IASPs collect personal data of their clientgimally for the purpose of
providing Internet access service. The subseqdealosure of their client’s
personal data to a copyright owner for the purpis@stituting civil proceedings
against the client is not for the same purposeprpose directly related to it.

6. However, where there is a mandatory requireroénthe law for a data
user to disclose personal data, | take the view shah disclosure is consistent
with the original purpose of collection of the data follows that where there is a
court order requiring an IASP to disclose persataih, the compliance with the
court order by the IASP does not contravene theireapents of DPP3.

7. Apart from mandatory legal requirements to disel personal data, Part
VIl of the Ordinance provides for exemption pragiss by virtue of which a data
user may disclose personal data contrary to theinegent of DPP3. Of direct
relevance is the exemption available under se@R(2) of the Ordinance where
the use of the data is for any of the purposes rusdetion 58(1) and that



application of Data Protection Principle 3 would llbkely to prejudice any of the
matters referred to in that subsection. The pwposnder 58(1)(d) are
“prevention, preclusion or remedying (including psimment) of unlawful or
seriously improper conduct, or dishonesty or madpice, by persons” Hence,
where the situation giving rise to disclosure ofspaal data by an IASP falls
within the criteria laid down in section 58(2), dssure of the data does not
constitute an infringement of the Ordinance.

(b) Norwich Pharmacal Relief

8. In addition, under the existing law, Norwich Bhacal relief is available
to a copyright owner to apply for a court orderuieigg disclosure of the personal
data of an alleged online copyright infringer. THeng Kong Court in a recent
decisiont has ruled that'seriously improper conduct’under section 58(1)(d)
covers tortious conduct, including copyright infement. Thus, where the
disclosure of a client’s personal data is for aanegted purpose under Part VIII of
the Ordinance and that it would be likely to preépedthe exempted purpose if the
personal data were not so used, then an IASP magida invoking the
exemption in appropriate cases. It can thus ba seat the Ordinance as it
currently stands has provided, in appropriate onstances, exemptions from the
restrictive use of personal data.

(c) US’s Digital Millennium Copyright Act

9. The Paper expresses concerns that court prazesiaostly and reference
was drawn to a relatively “quick and inexpensivebgoena procedure available
under the US’s Digital Millennium Copyright Act (N\dCA”).

10. Whilst | appreciate that copyright owners hayenuine concerns in
identifying and pursuing legal action against infgers, a fair balance needs to be
struck between the legitimate interest of copyridgitlders and individuals
concerned. The mere fact that a “quick and inexpehalternative mechanism
can achieve efficient enforcement by a copyrighhemis insufficient justification
for invasion of the personal data privacy of anvitlial.

11. There is no provision in the Ordinance whichmpels data users to
disclose personal data. It is clear that the lativge intent is to protect data

1 Cinepoly Records Company Limited and Others v HEogg Broadband Network Limited and

Others[2006]HKLRD 255



subjects from the perspective of personal dataeption. It is therefore my
submission that any proposed amendments to theri@bpyrdinance should not
go against this legislative spirit unless cogerd attong reasons exist. Overseas
jurisdictions are generally inclined towards a cléagislative framework and
judicial authorization as effective oversight tdesmard personal data privacy
The DMCA was criticized for its privacy intrusivesse and the lack of judicial
scrutiny. There are also limitations in the apatien of DMCA and the US codrt
had ruled that the subpoena procedure does noy appleer-to-peer file sharing
where the IASPs do not perform any storage origkunction.

(d) Compensation not enough to cover the costsamfgedings

12. It is stated in the Paper that the compensatorived by the copyright
owners from the infringer could not cover the castsurred in such proceedings.
The Paper explains thatorie of the reasons is that rather than aiming to
compensate the copyright owners for their loss, ¢l actions were mainly
intended to send out a warning message to the catynindividual infringers
were generally only asked to pay an amount sufficte achieve the desired
purpose”

13. | note from the explanation that it is the vahry decision of the copyright
owners to seek a lesser sum of compensation. fbnerethe possibility of
obtaining a higher compensation from copyrightingers to cover the costs, not
being tested, is yet to be seen. The justificafion a less costly procedure
therefore is not substantiated.

(e)  Why a “quick” procedure is necessary?

14. The Paper does not explain in detail the reaggna “quick” procedure is
justified in seeking discovery of the identity ofleged copyright infringers.

2 For instance, under EU Directive 2004/48/EC of &@ril 2004 on the “The Enforcement of
Intellectual Property Rights”, available at httfp://europa.eu.int/eur-
lex/pri/en/oj/dat/2004/I_195/I 19520040602en0016&0pdf), it is the “.... competent judicial
authorities” which is to order disclosure of information on thiéeged infringement of intellectual
property right. The Australian Government in reviieg its Copyright Act in 2004 did consider the
DMCA subpoena procedure but remarked thia¢ high level of privacy invasiveness of the wtyi
would demand a commensurate level of authoritydeegn decisions on accessvhich should be
“vested in the courts to rule on discovery applioas and on appropriate judicial authorities to igs
warrants to law enforcement agenciesid therefore did not support the DMCA subpoenaegxtare,
see for reference abtfp://www.privacy.gov.au/publications/copyrgtsutifp

¥ RIAA v Verizon Internet Services In2003 US Court of Appeal No. 03-7015.




Should there be good reasons justifying a quickeuaare to be adopted, | believe
that administrative arrangement may be made bydleiary to accommodate the
situations. For example, there are Duty Judgedlail@ to deal with urgent
applications such as injunction. In addition, m@e and quick procedure is
provided for the Police to obtain warrants from Magistrates. Thus, there is no
justifiable ground to dispense with judicial scryti

) Opening up the floodgate

15. At present, the IASPs will not provide persodata of their clients’ to a

third party. Even if the third party is a law erdement agency seeking the
information for the purpose of detecting crime, tA8Ps require a court order or a
warrant before releasing the data. Comparing with Police in protecting the

peace and order of the community, the copyrightews only enforcing his own

civil right. Unless there is strong justificatioh,am against providing special
treatment for copyright owners. To do so will opgm the floodgate for others
requiring the IASPs to disclose personal data withoourt orders. This is

undesirable from the privacy perspective. | thjod#ticial scrutiny should not be

taken away easily.

(9) My submission

16. In the light of the above, any decision toadtrce a specific mechanism
compelling disclosure of personal data by the IASRsuld not be lightly made

without a careful analysis of the impact that ightihave on personal data privacy.
Any disproportionate measures that outweigh theatihegte and reasonable

expectation of privacy of the data subjects shda@davoided, particularly in view

of the following:—

(1) The purpose of collection of the personal daitahe subscribers by
the IASPs, i.e. for provision of internet acceswises and the duty
of confidentiality owed by the IASPs to the sublsers;

(i) The adverse action or consequences that rkalylensue should the
alleged infringer’'s personal data be disclosed Hey FASPs which
might exceed the original purpose of collectionpefsonal data or
its directly related purpose;

(i)  The likelihood that personal data belongimgunrelated parties are
inadvertently or mistakenly disclosed by the IASBs that



unnecessary personal data are disclosed aggravaérarm, if any,
to be inflicted upon the data subjects;

(iv) The risk that personal data so disclosed t® ¢bpyright owner be
used for other unrelated purposes; and

(V) The practical difficulty, if any, for the IASRe ascertain whether the

requestor is the copyright owner.

Issue Two: Whether statutory requirement be imposedfor IASPs to keep
records of clients’ online communications

(@) Legal requirement on retention of personal data

17. Insofar as these records contain personal tetdaASPs shall comply with
the requirements of DPP2(2) of the Ordinance so pieasonal data shall not be
kept longer than is necessary for fulfilment of pugpose for which the data are or
are to be used. Section 26 of the Ordinance ialposes a duty upon the data
user to erase personal data where the data amngerlrequired for the purpose
(including any directly related purpose) for whitte data were to be used unless
any such erasure is prohibited under any law ois iin the public interest
(including historical interest) for the data not lbe erased. The retention of
clients’ online communication in order to providesidence for copyright
infringement apparently does not fall within thege of the original purpose of
collection of the clients’ personal data by the BsSor any directly related
purpose.

(b) International standard

18. At international level, the EU Directive 2008/2C" issued on 15 March
2006 gives directions on the obligations of IASBsrétain records of online
communications. Article 6 of the Directive providihat:-

“Member States shall ensure that the categoriesdafa specified in
Article 5 are retained for periods of not less thimonths and not more

4 Directive 2006/24/EC of the European Parliament af the Council issued on 15 March 2006 on
“The retention of data generataat processed in connection with the provision dblly available
electronic communications services or of public pamications networks” available at
(http://europa.eu.int/eur-lex/lex/LexUriServ/sitel@if2006/_105/I 10520060413en00540063)pdf




than 2 years from the date of the communication.”

19. The categories of data specified in Articleetates to data necessary to
trace and identify the source of a communicationceoning internet access,
including the name and address of the subscribeegistered user to whom an
Internet Protocol address was allocated at the diho®@mmunication.

20. Article 4 of the Directive, however, obligestMembers States to adopt
measures to ensure that data retained in accoraaticéhe Directive are provided
only to competent national authorities in specdases and in accordance with
national law. Article 1 of the Directive specifiyarefers that the aims of the
Directive is to ensure the data retained are adaildor the purpose of the
investigation, detection and prosecution of serigusne as defined by each
Member State in its national law.

21. The Directive, however, does not require anRAS8 retain such data for
the purpose of facilitating any possible enforcemeawtion anticipated by

copyright owners. In fact, such requirement doatsseem to be approved by EU
in view of the following comments made by Articl® Pata Protection Working

Party in its Working Document on “Data Protecti@sues related to Intellectual
Property Right” issued on 18 January 2005

“Any personal data collected at the occasion of pinevision of a protected
product or service shall therefore be deleted asnsas it is no longer
necessary for billing purpose or for any other ppsp acknowledged by the
user, such as maintaining a commercial relationsHipwould not be
compliant with this legal principle to keep all uselata on a general basis
just in the possible eventuality of alleged misofseopyright information by
a specific user.’(p.6 of the Working Document)

“On the basis of the compatibility principle as wat in compliance with
the confidentiality principle included in Directivs002/58 and 95/46, data
retained by ISPs processed for specific purposetudmg mainly the
performance of a telecommunication service caneotrénsferred to third
parties such as right holders, except, in definedumstances provided by
law, to public law enforcement authorities.{p.7 of the Working

®  The Working Party was set up under Article 29Dirfective 95/46/EC. The Working Document on
“Data Protection issues related to Intellectualgerty Right” issued on 18 January 2005 is available
at (http://ec.europa.eu/justice_home/fsj/privacy/dogslocs/2005/wpl104 en.pdf




Document)

“ISPs can neither be obliged, except in specifisesawhere there is an
injunction of enforcement authorities, to provide & general “a priori”
storage of all traffic data related to copyright.. hé/e traffic data are to be
retained in specific cases, there must therefora demonstrable need, the
period of retention must be as short as possible e practice must be
clearly regulated by law, in a way that providesffisient safeguards
against unlawful access and other abusé€p.7 of the Working Document)

(©) Not to retain unnecessary indiscriminately

22. When considering the duty and period of retento be prescribed, one
must not lose sight of the legitimate concerns ersonal data privacy. The
continual retention of personal data by the IASRkimvariably expose the data to
increased risks of unlawful or unauthorized acaess use especially when the
database is built and amassed over a period of. tinmeernet security in this
technological era is a subject that warrants spatiantion. There should be in
place sufficient safeguard to protect the persda#d against leakage or improper
access and use. IASPs should not arbitrarily disariminately store and hoard
unnecessary data belonging to their clients, eafhgcsince these online
communications may contain sensitive personal bath of their clients and third
parties.

(d) My submission

23. In view of the foregoing, | urge that a deamsghould not be lightly made
on the imposition of a duty on IASPs to keep andineclients’ data solely for the
purpose of facilitating the gathering of evidengecbpyright owners.

Issue Three: Whether industry guidelines or measur® be implemented to
facilitate communication between IASPs and copyrighowners

24. As mentioned above, disclosure of personal dateompliance with a
court order is not regarded as contravention of DPPlowever, where the IASPs
rely upon the exemption provision under Part VIfl the Ordinance to make
voluntary disclosure, they should take care to enshat the criteria laid down in
the exemption provisions are properly met becanssach case they take the risk
of committing a breach of the provisions of the @amce. For example, reliance



upon the exemption under section 58(2) requiredtia user to justify the basis
upon which the exempted purpose would likely topbejudiced if the personal
data are not so disclosed. After all, the exemmppimvisions of the Ordinance are
permissive in nature. A data user may disclosep#reonal data in reliance of an
exemption provision but it is not mandatory for aaluser to disclose the data.
When a complaint comes before me, | shall take actmunt all the circumstances
of the case to assess and determine whether theeegnts of the Ordinance are
duly observed by the IASPs in making disclosurpeysonal data in question.

My submission

25. While the implementation of industry guidelingsay facilitate better
communications between IASPs and the copyright osyribey do not and cannot
have the legal effect of overriding the requirersaftthe Ordinance. It should not
be used as an instrument compelling disclosureerdgnal data by the IASPs.

| hope the above will assist in your formulating@licy that will strike a
proper balance between the protection of copyragtmers and the protection of
individual's personal data privacy rights whichpigsently guaranteed by the laws
of Hong Kong.

Yours sincerely,

(Roderick B WOO)
Privacy Commissioner for Personal Data



