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FOR PERSONAL DATA

Coram: Administrative Appeals Board
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Date of Handing down Written Decision with Reasons: 19 August 2010

DECISION

1. The Appellant, Wing Lung Bank Limited (the “Bank”), applied to
this Board on 4 November 2009 against both the investigation results and
enforcement notice issued by the Respondent, the Privacy Commissioner for
Personal Data (the “Commissioner”) on 21 October 2009.

2. The Commissioner decided that the Bank’s conduct was in breach of
the Data Principle 3 set out in Schedule 1 of the Personal Data (Privacy)
Ordinance Cap 486 (“Ordinance”).




Background

3. The conduct of the Bank giving rise to the complaint was as follows.

4. By a marketing agreement dated 18 December 2003 (“1* Cross-
Marketing Agreement”) entered with CIGNA Worldwide Insurance
Company (“CIGNA”), the Bank agreed to provide certain data of customers
to CIGNA. By that agreement the Bank intended to assist to promote from
time to time insurance products that are provided by CIGNA to all its
existing credit card customers and new credit card customers who joined the
Bank after the commencement date of the agreement. The Bank would send
promotional materials for the products of CIGNA for offer to the Bank’s
customers. It was agreed that all promotional products should bear the
Bank’s logo and/or reference to the Bank. This Agreement was disclosed
during the hearing of the appeal and requested by the Board.

5. Ms Wong was a customer of the Bank. In January 2005 she submitted
an application for a “Walker Shop Visa” credit card which was approved by
the Bank. The Bank subsequently issued her a credit card.

6. The application form (“Application Form”) was signed on 25
January 2005 by Ms Wong, agreeing to the terms set out in the form. There
was a “Notice to Customers relating to the Personal Data (Privacy)
Ordinance” (“Notice”) accompanying the application form.

7. The Bank at the end of February 2005 when sending Ms Wong the
credit card enclosed a copy of a document entitled “Wing Lung Credit Card
Cardholder Agreement” (“Agreement”).

8. In a monthly statement dated 14 March 2005 issued to Ms Wong,
there were statements reminding Ms Wong that the Bank may in future send
her promotional materials on other products or services. Ms Wong was
asked to inform the Bank should she decide not to receive the said materials.

9. On 29 June 2005 the Bank and CIGNA entered into an agreement
known as “Cross-Marketing Agreement” (“2" Cross-Marketing
Agreement”). Only an extract of the agreement was disclosed to this Board.
According to that agreement, the Bank would provide customer information
to CIGNA. CIGNA would represent the Bank to promote the insurance
products of CIGNA over the telephone.

10.  In November 2007, a Mr Alex Liu telephoned Ms Wong and
introduced himself as a representative of the Bank. Ms Wong agreed to




purchase an insurance product which Mr Liu was promoting and she
provided him with her identity card number and birth date as requested. She

was led to believe that she had purchased an insurance product from the
Bank.

11.  In December 2007, Ms Wong received an insurance policy from
CIGNA. In January 2008, her credit card statement showed she was debited
with two transactions both dated 19 December 2007 and $680 each. Only
then did she discover that her insurance policy was with CIGNA. Mr Alex
Liu was a representative of CIGNA, not of the Bank. The Bank never
disclosed to her that CIGNA would contact her to promote insurance
products as if they were the Bank’s. She complained to the Commissioner
who subsequently issued an enforcement notice.

Data Protection provisions

12.  The relevant provisions of the Ordinance that concern us are Principle
3 of Schedule 1 of the Ordinance :

“Personal data shall not, without the prescribed consent of the data
subject, be used for any purpose other than -

(a) the purpose for which the data were to be used at the time of
the collection of the data; or

(b) a purpose directly related to the purpose referred to in
paragraph (a).”

13. Section 2 of the Ordinance provides that

LZat

use" (&), in relation to personal data, includes disclose or
transfer the data”

'The Appeal

14. The Bank submitted that the Commissioner had erred both in fact and
in law.

The Application Form




15.  The first observation of this document is that the print is so small that
no one could reasonably be expected to be able to read the content without
the aid of some form of magnifying glass. As will be referred below, the
printed contents of paragraphs 4 and 5 relied upon by the Bank appear to be
a prominent example. One might ask this simple question: what prescribed
consent could have been obtained from Ms Wong if she could not even read
the document properly?

16.  Whilst this Board does not wish to encourage people to sign a
document without reading the content and only to rely later upon a non est
factum plea, the very design of this application form in our view simply
discouraged people from reading the fine print. It is also worthwhile to
mention in §24.1 (b) of the Code of Banking Practice issued by the Hong
Kong Association of Banks (Hong Kong Banking Code). It says credit card
issuing banks are advised to print their terms and conditions in a size that is
easy and clear to read.

17.  With this preliminary observation we go into the provisions.

18.  The Bank relied upon the following small print provisions extracted
from the Agreement :

A BEFEAHAREEHR L TETE: (1) [P ERE G REFIH
HEEE;: [] (vii) BEFUT. R EREL A HES: (viii)
B RE TR ERIIESRE: [] R (xv) LR F IR E.

b FIEBETE T HIEFIRE, (HRFERRPLELI T E T HERAE 4 BT
RIS (DEACEN. REE. FEABL A, BT, A &
M T2 B R A R B LB FRB I E =2

[+]  (vii) ZEEBIHIEATREG A AN . A4 B B H MR 1
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8333 fHE. (852) 2810 0592
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19.  In English, these provisions read :

“4. The purposes for which data relating to a customer may be used
are as follows : ... (vii) researching, designing financial services or
related products for customers’ use (viii) marketing services or
products of the Group and/or selected companies ; (xv) purposes
relating thereto.

5. Data held by the Group relating to a customer will be kept
confidential but the Group may provide such information to the
following parties for the purposes set out in paragraph 4 :-

(i) any agent, contractor, claim adjuster or third party service
provider who provides administrative, telecommunications, computer,
payment or securities clearing or other services to the Group in

connection with the operation of its business; ... (Vii) any insurance
company or agent, broker, merchant or other business partners of the
Group ...

11.  The person to whom requests for access to data or correction of
data or for information regarding policies and practices and kinds of
data held are to be addressed as follows:-

The Data Protection Officer

Wing Lung Bank Ltd

45 Des Voeux Road Central Hong Kong

Tel : (852) 2826 8333 Fax (852) 2810 0592

13.  In case of discrepancies between the English and Chinese
versions, the English version shall apply and prevail.”

20. The Bank submitted that the Commissioner had incorrectly
understood the Notice associated with the Application and decided that the
information would only be provided to companies within the group, but not




insurance companies outside the group. Having read the terms and
conditions in the Application Form, the Notice (and the Agreement and the
subsequently monthly statement), Ms Wong should have had reasonable
expectation that her personal data would be transferred to third parties. Tam
Heung Man Mandy v Hong Kong Institute of Certified Public Accountants
[2007] 5 HKC 1 at pp.30-3 was relied upon.

21.  The Bank said Clause 5(vii) of the Notice specifically refers to “any
insurance company or agent, broker, merchant or other business partner of
the Group”.  This reference could mean, so it was argued, companies
outside the group of the Wing Lung Bank or its business partner.

22. However, we think that the context and circumstances of the Notice
must be clearly understood. The credit card in the present case was issued to
Ms Wong as a consumer and not to a company or an individual in the
context of negotiating commercial contract where greater care is expected.
This is particularly relevant to our preliminary observation that the prints
were so small that it discouraged applicants from reading the contents.

23.  We believe this distinction between consumer and business applicants
may first be drawn as the Ordinance has its long title that it is “to protect the
privacy of individuals in relation to personal data”. Under Section 2 of the
Ordinance "personal data" (fE] A& #}) means any data relating directly or
indirectly to a living individual.

24.  Further, we are of the view that if the data user had the intention of
providing the personal data to a third party, it must be clearly stated in a
iegible manner. Small prints are of little if any use for important terms that
would bind a consumer customer. The provisions sought to be relied upon
are clauses selected from documents in which the print had to be enlarged
for submission purpose. This further proves the point that the consumer
would have had difficulties in reading the terms in fine print.

25.  Furthermore, the problem with the small prints in the present case
appears to be this. First of all the customer has to go to Clause 5 which says
“Data held by the Group relating to a customer will be kept confidential but
the Group may provide such information to the following parties for the
purposes set out in paragraph 4 ... (vii) ..."”".

26. The customer then has to go to Clause 4 which says that “The
purposes for which data relating to a customer may be used are as follows”,
and then sub-clause (viii) to find “marketing services or products of the
Group and/or selected companies”.




27. One does not expect consumer customers to go from one clause to
another in a small print document to find for themselves what was intended
in relation to their personal data. This is not a reasonable expectation of
what a consumer should do and must do. They are quite entitled to be drawn
specific attention to the fact of being approached by other business
companies. Personal particulars set out on an identity card form part of the
“privacy” of a citizen and are protected by Article 39 of the Basic Law,
Article 17 of the ICCPR and Article 14 of the Bills of Rights. An express
waiver of such rights should therefore be sought before business promotion
from third party companies could be made.

28.  Tam Heung Man was a case where the Applicant (Ms Tam, legislative
councilor representing the accountancy functional constituency) applied for
judicial review of the decision of the Hong Kong Institute of Certified Public
Accountants in refusing to distribute her newsletter. However, the ground
that this would infringe Data Principle 3 was not relied upon when the
decision was made. Saunders J when deciding on the purpose made it clear :

“184. ... that freedom of speech, the role of a legislator, the
importance of the ability of a legislator to communicate with electors,
and the unique situation of the functional constituencies in Hong
Kong, means there is a further purpose of the register when the
[Legislative Council Ordinance] and [Professional Accountants
Ordinance] are read together. That is that the register may be used to
enable elected representatives of the accountancy functional
constituency to communicate with electors and potential electors. Of
course it might only be used in such a way as will not offend other
Data Protection Principles”.

29. We do not think Tam Heung Man which concerns both public

interests and constitutional principles considerations, would assist the Bank
in its arguments.

30. We also draw comfort from Principle 1(3)(b) of the Ordinance which
says all practicable steps shall be taken to ensure that a data subject is,
amongst other things, explicitly informed, on or before collecting the data,
of the purpose (in general or specific terms) for which the data are to be used
and the classes of persons to whom the data may be transferred.

31.  On the evidence that is before us, it is clear the Bank has not taken
any sufficient step to make sure the terms of the declaration and paragraphs




4 & 5 were brought to the attention of Ms Wong at the time she filled in the
form.

32.  We believe that express consent should be given, as is normally the
case, by for example inviting the customer to tick a box specifying whether
the customer would agree to the possibility of using personal data for
promotion by third party business.

Relevant time

33. The Bank then submitted that on a true construction of Data Principle
3, the conduct of the Bank did not constitute a breach of that principle.

34. The argument runs like this. Data Principle 3 states that “Personal
Data shall not, without the consent of the data subject, be used for any
purpose other than (a) the purpose for which the data were to be used at the
time of the collection of the data, or (b) a purpose directly related to the
purpose referred to in paragraph (a)”.

35.  The Bank says “at the time of collection of the data” only appears
under (a) and not (b), and therefore not suitable for application under
situation (b). Therefore Principle 3 should be understood to mean :

(a) the original purpose at the time of collection of the data, and
(b) the purpose in future as derived from the original purpose.

36.  Shi Tao v Privacy Commissicner for Personal Data [2008] 1 HKC
287 (297C) was relied upon.

37. In Shi Tao, the question was whether the particular use of the personal
data (ie disclosure to the Chinese authorities personal data of a data subject
leading to his arrest and conviction in China) should be regarded as a use for
a purpose consistent with the purpose of collection under DPP3, in order to
determine whether there was prescribed consent from the data subject. See
§96 Shi Tao. This question focused on the purpose at the time of provision
of personal data and does not assist in the interpretation of Data Principle 3
in the present case.

38. We found the Bank’s argument of “extended” purpose difficult to
accept. Principle 3(b) clearly refers to any “extended” purpose must be
directly related to the original purpose. Promotion by a different service
provider namely CIGNA was not the original purpose and was not a purpose




directly related to the original purpose of collecting personal data from Ms
Wong.

The Agreement

39. The Bank relied upon the following provisions extracted from the
Agreement :

“Summary of Major Terms & Conditions of Wing Lung Credit Cardholder
Agreement

IKESRITH IR 2N F] (AT ZE R JE T BKFEE— 15 K BRI T 15 B BN &
B (FFIBNER) X TFET . WEEITFHRFEN GAESHIEER], FHE
KITHEAR 2928 6668 BFY.
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Wing Lung Bank Limited ( “Bank” ) is pleased to provide you with a
full copy of the Wing Lung Credit Card Cardholder Agreement
(Cardholder Agreement) upon your request. If you have any
question on the terms and conditions of the Cardholder Agreement,
please call our hotline at 2928 6668.

For your information, certain terms and conditions of the
Cardholder Agreement are highlighted below. Please refer to the
full terms and conditions of the Cardholder Agreement which shall
prevail. References to C(lauses 1In brackets below are to the
Clauses of the Cardholder Agreement---

B2 R 3 DECLARATION AND SIGNATURE

Walker Shop Footwear Ltd. (Walker Shop)#BHtZEN (%) 2 N EHFLF ik
BERIT ( “R1T” ), 1EHHE Walker Shop VISA HEZfH. KA ()28 |
WEFZ BFRLRM 2 2B IERE, W iZFERITR Walker Shop ALILE
1R GRAGIE (5 2 {8 LIRS B2 B R BT [ 7 [ET A PRI L e K
MR EN () FHE B E# . I (Z) W FFRITHESEN (%) EHTT
Walker Shop LA{E Walker Shop AN (48) FBHEFRE. A (E) 4
R [ ARTT A RIZN M4 TAN (B) 24578, %, ZR RN rEE
I E NN BRI BFE 75 /8 R 7] EN A BB IR AN () BN
Bl [AlF, A () FERITAREE (NEE (BB R i




HEEFEHFN () FIN AR REME BRIN (F) fI AL EH,
WEEZEFIEIER, (7B FEEIWRANEN .

KN () 0t [l e T REF K [E (7 I I L 2 K 1R SR IR &4, AT
BT 5k CE B /) Rk [EAT L RT3, (58 /)

I/we agree and authorize the Walker Shop Footwear Ltd (Walker
Shop)to provide my / our personal data and Information to Wing
Lung Bank Ltd ( “the Bank” ) for Credit Card application. I/We
the undersigned declare the above Information and documents
enclosed are true and authorise the Bank and Walker Shop to
disclose to, verify and exchange such Information with and to
obtain other credit information of myself/ourselves from whatever
sources the Bank may consider appropriate. I/We agree the Bank
has the right to provide my information to Walker Shop for the
company to provide services to me/us. I/We also acknowledge and
agree that from time to time, all personal data relating to me /us
( “the data”) may be used and disclosed by the Bank for such
purposes and to such persons In accordance with the Bank’ s
policies on use and disclosure of personal data as set out In
statements, circulars, notices or terms and conditions made
available to customers. I/We further agree that the data and such
other personal data and information relating to me/us may be used
for conducting matching procedures (as defined in the Personal
Data (Privacy) Ordinance) or be disclosed for marketing, credit
checking and debt collection purposes.

I/We agree to be bound by the terms and Conditions of Wing Lung
Bank Credit Card Cardholder Agreement, if applicable, Telebanking
Agreement and Wing Lung NET Banking Agreement, a copy of which
will be sent to me/us with the VISA Card(s) upon approval of this
application. ”

40.  The Bank also relied upon the following provisions in the Agreement,
as extracted from page 182 of the hearing bundle :

B P B E G R, AR RSN K (EEEE
3(b), 4(d) K (e) 6(a), 7, 8 9a) K (b), 10, 11(d), 12, 13(b) % (e),
14(a) R 17) o B F—REZZRHEHF, EIB1ECEEH T I, F
RAIHR . WA TR T IV HIFER], 558 B AATHEE 2928 6668 27
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11.  AIgF
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41. We believe that understanding the meaning of those provisions
requires some detailed and serious reading of their terms. This requirement
does not assist a consumer customer such as Ms Wong in understanding that
she would be dealing with people other than the Bank or Walker Shop
Footwear Ltd.

42. Further observations may be made here.

43.  First, such documents of the Bank were sent to the Ms Wong only
after collection of her personal data was completed; thus not satisfying the
spirit of Principle 1(3)(b).

44. Second, on a plain reading of Paragraph 5(vii), “any insurance
company” refers to any insurance company of the Bank’s Group, not any
separate or outside insurance company like CIGNA. Even if CIGNA falls
within “other business partners of the Group”, which is not a fair reading, if
one applies the ejusdem generis rule, we do not think it advances the Bank’s
case.

Monthly Statement

45.  We do not think the monthly statement is of assistance to the Bank.
First of all to bring an implied waiver or waiver by conduct, the customer
must be expected to read the statements relied upon by the Bank, namely :

P Tk A S A BT, B 4 AR T B A AAE M R
JRFBHIEH. W T EERNZ TN, B ETEARTEREE
520 58 “ERIRHEAE W]

46.  We do not think the evidence supports the finding one way or another
that Ms Wong was actually aware of this statement, or indeed she must have
been aware of this statement.

English practice and Hong Kong Banking Code and the Cross-
Marketing Agreement

47. The Information Commissioner’s Office in the UK had issued a
guideline on “disclosure of personal data for a new purpose or to a third
party”.

48. The Bank said both the English guidelines and the Hong Kong
Banking Code are relevant to explain and state the law relevant to personal
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data. The Commissioner refers to his guideline published in 2004 (and
subsequently amended in 2009) on “Personal Data Privacy: Guidance on
Cross-Marketing Activities”. The Commissioner’s requirement in 2009 was
that, if at the time the company collected the data it had no particular cross-
marketing activities in mind but subsequently decided to do so, then prior to
the transfer of customers’ personal data to a partner company it must ensure
that such use of the data is within the original purpose of collection of the
data and consider informing the relevant customers of its intention to do so
and reasons to do so. The 2004 guideline of the Commissioner was different
mainly in that the word “ensure” was not used.

49.  We are not concerned with competing opinions on personal data
protection policies in different jurisdictions. Having different stages of
developments in data privacy, different practices and different legislations,
the UK guidelines are necessarily different from that of Hong Kong and
would be useful for reference, but not necessarily directly applicable or
instructive.

50. The Hong Kong Banking Code was drawn up by bankers doing their
best to comply with the Ordinance. It is again useful for general reference
but cannot serve as the authority or a statute cast in stone.

51.  We found the Commissioner’s guideline in 2004 requiring notification
was already a sensible one to reasonably alert data user to alert to the
requirement of ensuring data subject be properly notified in cross-marketing
activities. The 2009 Guideline merely makes it more consistent with Data
Principle 3. |

52.  With those general observations, we come down to specific
consideration of the present case. We were provided with two copies of
cross-marketing agreements between the Bank and CIGNA made in 2003
and 2005. However, we consider that the sale and purchase between the
Bank & CIGNA of Ms Wong’s data is not a purpose which has the
prescribed consent from her. In our view, it is not one of the stated purposes

included in paragraph 11(c) of the Agreement document provided to Ms
Wong. '

53.  As schedule 3 of the Cross-Marketing Agreement between the Bank
and CIGNA indicated, both parties envisaged the sale and purchase of no

less than 200,000 relevant data of the Bank’s customers within a 12-month
period.
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54. Relevant data is defined in the Cross-Marketing Agreement to mean
the names and telephone numbers of the Bank’s customers. We failed to see
how such kind of commercial activity is something that Ms Wong can be
said to have already given her prescribed consent, just because she had
received the application form and the Agreement. Such use of Ms Wong’s
data is not the purpose for which it was first collected and its use by the
Bank cannot be said to relate directly to the original purpose the data was
collected, namely, the purpose was quite simply the application for a credit
card and vetting of the applicant for the purpose of considering of the
application.

55. The fact that Ms Wong was reminded of her right to opt-out in her
monthly bank statement is our view neither here nor there.

56. In this connection, 2 matters arise. First, the Guidance on Cross-
Marketing Activities issued by the Commissioner in March 2004 says “if at
the time a company collects the personal data of its customers it already has
in mind the carrying out of cross-marketing activities in the future, it should
notify the relevant individuals according to DPP 1(3) that their data may be
used for the purpose of cross-marketing activities, and describe generally
the other partner company or companies to who such data may be
transferred. The notification should be given on or before the collection of
the data.”

57. The 1% Cross-Marketing Agreement entered into by the Bank and
CIGNA was dated 18 December 2003 and the relationship was said to have
concluded on 9 November 2008. In other words when Ms Wong submitted
her Walker Shop visa application form, the cross-marketing activities were
well underway. There was however no evidence of notification being given
by the Bank.

58. Second, although a definition for relevant data is provided in the
Cross-Marketing Agreement, more data than that was specified in the
Banking Code in relation to a bank customer were transferred by the Bank to
CIGNA which included address, gender, date of birth, partial identity card
number and credit card number. We note that §8.4 (b) of the Banking Code
says without the prescribed consent of its customer, a bank should not
disclose his/her name and address to a company which is not a related
company to its Group for the purposes of marketing. It is not an advice that
the Bank has complied with. The amount of personal data for the purposes
of cross-marketing here was not confined to name and telephone number.
We do not think it was right if there appears to be no safeguard a data
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subject has if there is simply no limit on the amount of personal data that can
be legitimately transferred.

59.  Finally, what troubled this Board further is according to the Cross-
Marketing Agreement, the Bank was an appointed insurance agent of
CIGNA which therefore became the principal of the Bank. However, the
Bank also permitted and authorized the telemarketers of CIGNA to represent
themselves as personnel of the “credit card marketing department” of the
Bank. It is rather confusing to understand who was the principal and who
was the agent. It all depends on the type of activity one is referring to.

60. Thus in this case, Ms Wong received a call from a Mr Alex Liu who
claimed to represent the Bank’s credit card marketing department when he
was in fact a CIGNA staff. Such misrepresentation ultimately led to the
revocation of the health policy that Ms Wong bought as it was her intention
to buy insurance policy from the Bank, obviously a respectable banking
institution with sufficient financial credentials, and she did not expect to be
told only later that the insurer was in fact CIGNA (and in saying so we do
not suggest CIGNA was in any way inferior). For long term relationship or
investment like insurance policy, it is only right that a customer be fully
appraised of the background and financial standing of the insurer before
he/she decides whether to buy it or not. Any possible misrepresentation
should be avoided as to the true identity of an insurer. In our view, whilst
the legitimacy of this type of commercial activity may fall within the ambit
of another statutory body, it forms such an important feature in this case that

simply calls for scrutiny under the auspice of the Ordinance and hence the
Commissioner.

Conclusion

61. In conclusion we are not satisfied the Bank is successful and the

appeal should be dismissed. We thank Counsel for their most helpful and
able submissions.

(Mr Andrew Mak)
Deputy Chairman
Administrative Appeals Board
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