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Subject: The Sharing of Mortgage Data for Credit Assessment Consultation Document
From: N

Date: Mon, 7 Feb 2011 15:05:36 +0800

To: Consultation2011@pcpd.org.hk

CC:

Dear Sirs,

The Sharing of Mortease Data for Credit Assessment Consultation Document

We

refer to the Sharing of Mortgage Data for Credit Assessment Consultation Document published

by the Office of the Privacy Commissioner for Personal Data in January 2011. We are grateful to
share with you our opinions and express our support to the Industry Proposal.

1.

The Sharing of Mortgage Data proposed by the Industry Proposal aims at facilitating a more
comprehensive credit assessment of consumers, thereby promoting responsible lending and
borrowing and reducing the risk of over-borrowing by consumers. The extension of data
contribution to cover positive data of residential mortgages and both positive and negative data
of non-residential mortgages is necessary and not excessive in order to allow a credit provider to
understand a consumer's total indebtedness and the overall credit position of the consumer based
on verified information.

Since the amount of positive mortgage data to be contributed by credit providers to the CRA
represents the minimum data necessary to enable the CRA to identify accurately each individual
involved in a consumer mortgage loan and compile the mortgage count by reference to the
capacity in which he is involved. And also, a credit provider is allowed access to the mortgage
count only and only after having obtained the written consent of the customer after the
implementation of the Industry Proposal. Furthermore, credit providers are required to use the
mortgage count for purposes relating to credit assessment and risk management (and not
marketing or other purposes). This restricted scope and manner of data contribution and access
represents the minimum necessary to make implementation of the Industry Proposal practicably
feasible and to achieve its intended effect in a timely and efficient manner.

If data relating to pre-existing mortgages are not contributed to the CRA, the mortgage count
database will be of limited value for a number of years until all pre-existing mortgages are fully
repaid. As the mortgage count on that database does not reflect the actual number of existing and
outstanding mortgages of a consumer, it may hinder the credit providers to assess the consumers’
overall indebtedness.

In order to achieve the principal objectives of the Industry Proposal of promoting responsible
lending and borrowing and reducing the risk of over-borrowing by consumers, it is necessary for
a credit provider to understand the overall credit position of a consumer. Accordingly, it is
necessary for the credit provider to access the mortgage count of a consumer for the purpose of
assessing applications for all consumer credit (and not only mortgage loans).

We are in support to set a 24-month transitional period, as it enables consumers to review and
restructure their existing indebtedness as they consider appropriate.

We think appropriate data protection safeguards should be extended to cover the additional
contribution and access of data stipulated in the Industry Proposal.

If you have any further questions, please do not hesitate to contact us.

N
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The Sharing of Mortgage Data for Credit Assessment ConsultationD...

Yours faithfully,

The Bank of Communications, Hong Kong Branch

c.c. HongKong Monetary Authority
The Hong Kong Association of Banks
The DTC Association

The content of this E-mail is only the opinion of the sender, it does not represent the view
or any commitment of Bank of Communications Co., Ltd. Hong Kong Branch. Messages

sent over the Internet cannot be guaranteed to be completely secure. Bank of
Communications Co., Ltd. Hong Kong Branch will not be responsible for any damages
incurred as a result of communication interruption, transmission blackout, delayed

transmission due to Internet traffic or incorrect data transmission due to the public nature

of the Internet or otherwise.
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China Construction Bank (Asia)

Cooe T 16/F York House, The Landmark
T ' N 15 Queen’s Road Central
Hong Kong
Tel - ~_ -
Fax ’ 7

February 7", 2011

Policy 21 Limited

Room 1101-02, Times Tower,
928-930 Cheung Sha Wan Road,
Kowloon, Hong Kong.

Dear sirs,

Re: The Sharing of Mortgage Data for Credit Assessment Consultation Document

We refer to subject consultation document published by the Office of the Privacy Commissioner for
Personal Data in January 2011.

Through the Hong Kong Association of Banks, we have submitted our comments and views to the
industry proposal of expanding the sharing of mortgage data. Please be advised that we are in strong
support of the sharing of mortgage data which will facilitate a comprehensive credit assessment of the
consumer and hence benefits responsible lending and reduce the risk of over-borrowing by the
consumers. Such practice is also in line with other Asian economies such as Singapore, Taiwan and
Mainland China whereby their credit bureaux have in place comprehensive credit data which covers
residential mortgage loans.

We urge the Privacy Commissioner to support the industry proposal which shall benefit the economy and

community of Hong Kong as a whole.

Yours faithfully,

China Construction Bank (Asia) Corporation Limited
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108 Gloucester Road,

Dah SiﬂgBanli Hong Kong

Confidential

8 February 2011

Privacy Commissioner

Office of the Privacy Commissioner
for Personal Data, Hong Kong

12/F, 248 Queen’s Road East

Wanchai

Hong Kong

Dear Sirs,

Re: The Sharing of Mortgage Data for Credit Assessment

We refer to the Sharing of Mortgage Data for Credit Assessment Consultation Document published by the

Office of the Privacy Commissioner for Personal Data in January 2011 (the “Consultation Document™).
General

The Consultation Document discusses the proposed extension of the existing credit data sharing system to
include both positive and negative mortgage data in respect of residential as well as non-residential
properties (the “Proposal”). Our Bank welcomes this discussion and would like to provide our views

through this submission.

We generally support expanding the current regulatory regime to enhance credit providers’ credit risk
management and market enhancement to promote the financial stability of Hong Kong. With the
implementation of the Proposal, the consumer credit database would become more comprehensive.
Credit providers would be provided with a clearer picture on the overall credit position of the borrowers.
The enhanced consumer credit report from the credit reference agency (“CRA”) would aid the credit
providers to more accurately assess the repayment ability of the borrowers during the credit approval
process. Lower delinquency and loss rates would likely result, as credit providers could identify and

reduce the risk of exposure to any indiscriminate borrowing or borrowers with excessive indebtedness.

We have the following views on the data privacy issues arising from the Consultation Document:-

. Telephone: 2507 8866 Cable: Dahsingbank Telex: 74063 DSB HX Fax: 2598 5052 Website: www.dahsing.com
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DahSingBank Ltd

Issue 1 — Types of mortgage loans to be covered

Whether it is necessary and not excessive for the CRA to hold the additional morigage data contributed
by the credit providers, namely, positive mortgage data in respect of residential properties, and both
positive and negative mortgage data in respect of non-residential properties (CRA already holds negative

mortgage data in respect of residential properties)

We agree that the principal objective of the Proposal is to enhance the comprehensiveness of the
consumer credit database for credit assessment of consumers. Extension on the contribution of the
positive data of residential mortgages, and both positive and negative data of non-residential mortgages,
is considered appropriate from our perspective, as this would allow a credit provider to properly

understand the total indebtedness of a consumer based on verified data.

Issue 2 — Types of data to be contributed by credit providers to the CRA and to be accessed by credit

providers: Positive and Negative

Whether it is appropriate fo resirict the amount of positive morigage data coniributed by the credit
providers to the CRA in line with the latter s operational needs, and to restrict the access of such data by
credit providers (upon the credit applicants’ written consent) to the Mortgage Count (that is, number of
outstanding mortgages) only

Section 6 of the Industry Proposal on Sharing of Positive Mortgage Loans Consumer Credit Data through
Credit Reference Agency (“Industry Proposal™) sets out the proposed items of contributed data to be
provided by credit providers to the CRA. It is our belief that this is the minimum data contribution to
achieve the objectives, mainly for enhancing the comprehensiveness of the consumer credit database for

credit assessment of borrowers.

Moreover, financial institutions can only access to the consumer’s positive mortgage data after obtaining

the consumer’s consent.

Issue 3 — Contribution of pre-existing morteage data by credit providers to the CRA
Whether it is appropriate for the additional mortgage data in respect of pre-existing mortgages at the

time of the implementation of the proposal to be contributed to the CRA, with or without prior explicit

notification fo the consumers

According to Section 6.2 the Industry Proposal, for existing Mortgage Loans and Mortgage Loan
applications received by an FI before the implementation date (tentatively, 1% April 2011), the financial
institution will contribute the above data on a best-effort basis, subject to the data being electronically
available on its system.

We are of the view that mortgage data relating to pre-existing mortgages are useful for allowing CRA to

-2
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DahSingBank,Ltd

compile the overall existing mortgage count of a consumer. However, for financial institutions with the
mortgage data not readily electronically available on their system, they will have to spend a big effort for
the input and verification of the mortgage data before contribution to CRA. We thus support that

financial institutions are only required to provide such data on a best effect basis.

Furthermore, we are of the view that the contribution of mortgage data of pre-existing mortgages to TU
by credit providers for compiling the mortgage count is a lawful purpose directly related to the original
purpose for which such data were collected and relates directly to a core activity of credit providers,
Moreover, under the current requirements stated in the Code of Practice issued by the Privacy
Commissioner (the “Code™) and Supervisory Policy Manual IC-6 issued by the Hong Kong Monetary
Authority (“IC-6™), upon application for consumer credit, financial institutions should have already

notified the individual that their data may be so supplied to a credit reference agency.

We are of the view that credit providers should have the right on releasing pre-existing mortgage data to
TU, and are not required to give notification to the customers before contributing mortgage data of their

pre-existing mortgages.

Issue 4 — Use of Mortgage Count for general credit assessment on or after implementation
Whether it is appropriate to permit, subject to the customers’ written consent, access to the additional

moritgage data by the credit providers to evaluate not only mortgage loan applications but also to assess
other new consumer credit applications as well as review and renewal of the consumers’ existing credit

Jacilities.

The principal objective of the Proposal is to allow credit providers to have a better understanding and
more comprehensive picture on the overall credit position of the borrowers. Accordingly, our view is
that the credit providers should be allowed to access the mortgage count of a consumer for the purpose of

assessing applications for all consumer credit, not only mortgage loans.

Issue 5 — Transitional period

Whether 24 months is an appropriate transitional period before access to the additional mortgage data is

allowed for the purpose of general portfolio reviews of consumers’ credit worthiness.

We have no comment whether 24 months is an appropriate transitional period for the purposes of general

portfolio reviews of consumers’ credit worthiness.

Issue 6 — Implementation safecuards

What and how additional privacy safeguards should be imposed upon the CRA and the credit providers

commensurate with an enlarged credit database and greater sharing and use of the mortgage data.

GN/GD13A/8008
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DahSingBank,Ltd

The use and sharing of consumer credit data through a credit reference agency is currently bound by the
requirements as stipulated in the Code, IC-6 and the relevant guidelines issued by HKAB. Credit
providers are required to put in place necessary internal procedures and controls to comply with the
applicable requirements. Given that these existing requirements are continuously complied by relevant

financial institutions, we believe that the data privacy of the consumers is adequately protected.

Should you have any questions, please do not hesitate to contact our

Yours faithfully,

For and on behalf of
Dah Sing Bank, Limited

GN/GO13A/8008
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Our Ref.: .. 2" February, 2011 (Wed)

By Post and Email

Policy 21Limited

Room 1101-02, 11/F., Times Tower,
928-930 Cheung Sha Wan Road,
Kowloon,

Hong Kong

Dear Sirs,

The Sharing of Mortgage Data for Credit Assessment
Consultation Document

The purpose of Industry Proposal on the Sharing of Mortgage Data is intended to
promote responsible lending and borrowing of credit providers and consumers respectively. Its
main objective is to facilitate comprehensive credit assessment by credit providers and reduce
the risk of over-borrowing by consumers. The Proposal stipulates to expand the sharing
arrangement on positive and negative mortgage data. Only mortgage count of a consumer is
allowed to access by credit providers. The scope and manner of data contribution appears the
minimum necessary for practicable implementation in view of the concern for data privacy. We
are of the view that the sharing of mortgage data is benefiting both credit providers and
consumers, and the economy and community as a whole. We thereby give our support to the
Industry Proposal on The Sharing of Mortgage Data for Credit Assessment.

We would also like you to note that we have seen the submission of the Hong Kong
Association of Banks (HKAB) to you on the same subject and dated Friday 21* January, 2011.
We support the views expressed thereat.

Thank you for your kind attention,

Yours Sincerely

Incarporated Under the Companies Ordinance of Hong Kong and Limited by Guarantee

S E A EHRPIR I B R R 5
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The Finance Houses Association of Hong Kong Limited

FAGM THE OFFICE OF: *PLEASE REPLY TO:

CHARMAN
VICE-CHAIMAN
SECRETARY
TREASURER

Ref:: .

2 Feb 2011 By Post and Email:

Policy 21 Limited Consultation2011@pepd.org.hk

Room 1101-02, 11/F, Times Tower,
928-930 Cheung Sha Wan Road,
Kowloon, Hong Kong

Dear Sirs,

The Sharine of Mortsage Data for Credit Assessment Consultation Document

We refer to the Sharing of Mortgage Data for Credit Assessment Consultation Document. We are grateful for
the opportunity to share our views. Being a member of the Consumer Credit Forum, we have participated in
the discussion process for the financial services industry’s proposal. We strangly recommend the Privacy
Commissioner to support this industry proposal.

As mentioned in the industry proposal, the benefits of extending mortgage data sharing includes the potential
for mare favourable terms and pricing on credit facilities, and facilitating responsible lending and better risk
managerment.

The financial services industry fully recognizes the public’s concern for data privacy. The proposed sharing
scope is therefore restricted to a mortgage counter only while other countries have more comprehensive data
sharing on mortgage loans. In order to realise the intended effect of the industry proposal, it is necessary for
credit providers to contribute data on existing mortgage loans as well as new loans.

Regarding the 6 specific issues mentioned in the consultation paper, our views are the same as that stated in
the response letter issued by the Hong Kong Association of Banks on 21 Jan 201 1. Please refer that document
for details.

If you have any further questions, please do not hesitate to contact us.

Yours faithfuily,

The Finance Houses Association of Hong Kong Limited

c.c.  Hong Kong Monetary Authority
The Hong Kong Association of Banks

THE FINANCE HOUSES ASBOCIATION OF HONG KONG LIMITED
(A COMPARY INCORPORATED WITH LIMITED LIABILITY UNDER THE COMPANIES ORDINANCE)}




THE SHARING OF MORTGAGE DATA FOR CREDIT ASSESS...
J
Subject: THE SHARING OF MORTGAGE DATA FOR CREDIT ASSESSMENT
CONSULTATION DOCUMENT
From:
Date: Tue, 8 Feb 2011 16:57:05 +0800
To: <Consultation2011@pcpd.org.hk>

We write in response to the subject document ({he "Document”) published by the Office of the Privacy Commissioner for
Personal Data in Jauary 2011 and would wish to provide our views as follows:

We are a Bank duly licenced in Hong Kong with normal mortgage lending business, and are therefore botha user and a
contributor of data contemplated in the Document. We are in support of the specific submission by The Hong Kong
Associations of Banks (inwhich we are a menber) dated 21 January 2011 to the consultation exercise. In particular, we
believe that the proposed expansion in sharing of mortgage data would be condusive to a more healthy credit risk
management environment both to consumers and mortgage lenders, and will bring Hong Kong more in line with the
practices of major international markets.

Please feel free to contact the undersigned should further clarification is needed.

For and On Behalf Of
Fubon Bank (Hong Kong) Limited,
12/F, Central Tower, 28 Queen's Road Central, Hong Kong

The contents of this email contain or may contain privileged and confidential information. if you are not the intended recipient or for anyreason think that this message mayhawe
reached you in error, you must not read, disseminate, copy or fake any acfion in reliance on it and we ask you fo delete thismessage and any atfachments from your computer
system and nofify us immediately byreply email. Should you have anyconcern as to the authenficity of the message contained in this email or of its sender, please forward the
message to the following email address: REE <~ andnolifyusimmedialelyon felephone = . .- You should notf ac{ on the message until your concern is
addressed fo your satisfaction. Further, we make every effort to keep our computer network free from viruses. Howewer, if you check this email and open any attachmenisto it, we
can take no responsibility and therefore disclaim all liability for any computer virus thatmight be transferred by way of this email.

1ofl 97272011 14:27
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Email: info@hkab.org. hk Web: www.hkab.org.hk EH : info@hkab.orghk it : www.hkab.org.hk
21 January 2011 By Post and Email: Consultation2011@pcpd.org.hk

Policy 21 Limited

Room 1101-02, 11/F, Times Tower,
928-930 Cheung Sha Wan Road,
Kowloon, Hong Kong

Dear Sirs,

The Sharing of Mortgage Data for Credit Assessment Consultation
Document

1. Introduction and key points in support of the industry proposal

1.1 We refer to the Sharing of Mortgage Data for Credit Assessment
Consultation Document published by the Office of the Privacy
Commissioner for Personal Data in January 2011 ("Consultation
Document"). We are grateful for the opportunity to provide our views and
appreciate the efforts of the Privacy Commissioner to conduct this
consultation.

1.2 We strongly urge the Privacy Commissioner to support the financial
services industry's proposal to expand the sharing of mortgage data (the
"Industry Proposal"). In the course of discussing the Industry Proposal,
we have expressed our views on behalf of our members. In this
submission, we would like to reiterate our views in support of the Industry
Proposal and address the data privacy issues highlighted in Part V of the
Consultation Document.

1.3 We reiterate the following key points in support of the Industry Proposal:

(a) the Industry Proposal is intended to benefit both consumers and
credit providers, and the economy and community of Hong Kong
as a whole, and is supported by the Hong Kong Monetary
Authority ("HKMA");

(b) the principal objective of the Industry Proposal is to facilitate
comprehensive credit assessment of consumers thereby promoting
responsible lending and borrowing and reducing the risk of over-

borrowing by consumers;
Chairman Bank of China (Hong Kong) Ltd EE FHRSRT (FHE) 58A7
Vice Chairmen The Hongkong and Shanghai Banking Corporation Ltd Page 1 of 6 HEE FHLEEZRITERALAR
Standard Chartered Bank (Hong Kong) Ltd BITERIT (FB) BRAH

Incorporated by Ordinance, Cap. 364
RGPS04 R
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in order to achieve this objective, a credit provider will need to understand
a consumer's total indebtedness;

for the purpose of facilitating understanding of a consumer's total
indebtedness, the Industry Proposal stipulates:

(i) expanding the existing consumer credit data sharing arrangement
to cover the sharing of positive and negative data of residential and
non-residential mortgage loans; and

(i) allowing a credit provider to access the muortgage count of a
consumer for assessing an application of any consumer credit (and
not only mortgage loan application);

in order to realise the intended effect of the Industry Proposal in a timely
and efficient manner, it is necessary for credit providers to contribute data
on the existing mortgage loans to the credit reference agency, TransUnion
Limited ("TU"), to enable TU to compile the existing mortgage count of a
consumer. We must stress that the Industry Proposal has taken into
account public concern for data privacy by requesting the contribution of
limited items of mortgage data to TU. Further, a credit provider is allowed
access to the mortgage count only and only after having obtained the
written consent of the customer after the implementation of the Industry
Proposal. Credit providers are required to use the mortgage count for
purposes relating to credit assessment and risk management (and not
marketing or other purposes). If the mortgage count data base is void of
the existing mortgage count and only reflects information relating to
mortgage loans granted after implementation of the Industry Proposal, the
effectiveness of the Industry Proposal, not only in facilitating more
comprehensive credit assessment but also in prompting preventive
measures where there are early signs of over-borrowing, will be
significantly reduced and delayed;

reputation of a financial institution is an invaluable asset to it and
financial institutions are committed to access and use the mortgage count
for its intended purpose and not for marketing or other unauthorized
purposes;

the adequacy of the measures against improper access or use of the
mortgage count has to be assessed having regard, not only to the existing
safeguards against improper handling of consumer credit data and the
additional measures that the Privacy Commissioner is minded to prescribe
under the Code on Practice on Consumer Credit Data, but also the
revisions (including increase in penalty and liability for breach of

Page 2 of 6



1.4

THE
HONG KONG
ASSOCIATION
OF
BANKS
ERATLE

requirements) being proposed to the Personal Data (Privacy) Ordinance
which apply to personal data generally; and

() credit bureaux in other economies in Asia such as Singapore, Taiwan and
Mainland China already have in place comprehensive data bases of both
positive and negative data with respect to residential and non-residential
mortgage loans, and the credit providers in those economies are sharing a
significantly larger amount of personal data compared to what is
stipulated in the Industry Proposal.

The financial services industry fully recognizes the public's concern for data
privacy and has framed the Industry Proposal in scope and manner of data
confribution and access with these considerations in mind. The industry genuinely
believes that the proposed scope and manner represent the minimum necessary to
make implementation of the Industry Proposal practicably feasible and to achieve
its intended effect in a timely and efficient manner. The industry is of the view
that the Industry Proposal has struck an appropriate balance in the circumstances
between the need to promote responsible lending and borrowing for the interest of
the economy as a whole and the individual's right to data privacy.

Response to the data privacy issues

Data Privacy Issue 1

Whether it is necessary and not excessive for the CRA to hold the additional
mortgage data contributed by the credit providers, namely, positive mortgage
data in respect of residential properties, and both positive and negative
mortgage data in respect of non-residential properties (CRA already holds
negative mortgage data in respect of residential properties).

Response:

The principal objective of the Industry Proposal is to facilitate comprehensive
credit assessment of consumers, thereby promoting responsible lending and
borrowing and reducing the risk of over-borrowing by consumers. In order to
achieve this objective, a credit provider will need to understand a consumer's
total indebtedness and the overall credit position of the consumer.

Omission of positive data of residential properties or exclusion of non-
residential properties from the Industry Proposal will result in an incomplete
picture of a consumer's credit position. In particular, having regard to the trend
for consumers to diversify their investment to both residential and non-
residential properties, mortgage data in respect of non-residential properties
must be included in order to show the total indebtedness of a consumer.

We would reiterate that the proposed extension of data contribution to cover

Page3 of 6
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positive data of residential mortgages and both positive and negative data of
non-residential mortgages should be considered in light of the objectives of the
Industry Proposal and giving due regard to the limits imposed by the financial
services industry on the scope and manner of data contribution and access. The
extension is necessary and not excessive in order to allow a credit provider to
understand the total indebtedness of a consumer based on verified information.

Data Privacy Issue 2

Whether it is appropriate to vestrict the amount of positive morigage data
contributed by the credit providers to the CRA in line with the latter’s
operational needs, and to restrict the access of such data by credit providers
(upon the credit applicants’ written consent) to the Mortgage Count (that is,
number of outstanding mortgages) only.

Response:
We are pleased to note that the Privacy Commissioner is inclined to confirm in

the affirmative for this privacy issue. The amount of positive mortgage data to
be contributed by credit providers to TU represents the minimum data necessary
to enable TU to identify accurately each individual involved in a consumer
mortgage loan and compile the mortgage count by reference to the capacity in
which he is involved. A credit provider is allowed to access from TU only the
mortgage count of a consumer (having obtained the consumer's consent). This
restricted scope and manner of data contribution and access represents the
minimum necessary to make implementation of the Industry Proposal
practicably feasible and to achieve its intended effect in a timely and efficient
manner.

Data Privacy Issue 3

Whether it is appropriate for the additional morigage data in respect of pre-
existing mortgages at the time of the implementation of the proposal to be
contributed to the CRA, with or without prior explicit notification fo the
consumers.

Response:

Mortgage data relating to pre-existing mortgages are necessary in order to allow
TU to compile the overall existing mortgage count of a consumer. The overall
existing mortgage count is necessary to allow the Industry Proposal to achieve
its intended effect in a most timely and efficient manner. If data relating to pre-
existing mortgages are not contributed to the TU, the mortgage count data base
will be of limited value for a number of years as the mortgage count on that data
base does not reflect the actual number of existing and outstanding mortgages of
a consumer. As the tenor of mortgage loans typically lasts for 10 to 30 years, it
may take up to 30 years (i.e. after all pre-existing mortgages are fully repaid) for
the mortgage count data base to reflect the actual mortgage count.”

Page 4 of 6
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Based on legal advice obtained by us, the contribution of mortgage data relating
to pre-existing mortgages is within the ambit of data protection principle 3 of the
Personal Data (Privacy) Ordinance. The contribution by credit providers of
mortgage data of pre-existing mortgages to TU for compiling the mortgage
count is a lawful purpose directly related to the original purpose for which such
data were collected and relates directly to a core activity of credit providers.
Accordingly, we are of the view that credit providers are not required to give
notification to the customers before contributing mortgage data of their pre-
existing mortgages.

We would also emphasize that a credit provider will have to obtain the
consumer's express consent after the implementation of the Industry Proposal
before accessing the consumer's mortgage count from TU. -

Data Privacy Issue 4

Whether it is appropriate fo permit, subject to the customers’ written consent,
access to the additional mortgage data by the credit providers to evaluate not
only mortgage loan applications but also to assess other new consumer credit
applications as well as review and renewal of the consumers' existing credit
Jucilities.

Response:
In order to achieve the principal objectives of the Industry Proposal of

promoting responsible lending and borrowing and reducing the risk of over-
borrowing by consumers, it is necessary for a credit provider to understand the
overall credit position of a consumer. Accordingly, it is necessary for the credit
provider to access the mortgage count of a consumer for the purpose of
assessing applications for all consumer credit (and not only mortgage loans).

Data Privacy Issue 5

Whether 24 months is an appropriate transitional period before access to the
additional mortgage data is allowed for the purpose of general portfolio reviews
of consumers’ credit worthiness.

Response:
We support the Privacy Commissioner's view that a transitional period will

enable consumers to review and restructure their existing indebtedness as they
consider appropriate. A 24-month transitional period was adopted when credit
data sharing was last expanded in 2003. A relatively lengthy 24-month period
was adopted then considering that was the first time when positive data sharing
was introduced and the consumer credit market was less mature. Now that the
consumer credit market is more mature and that the sharing of positive data has
been implemented for more than seven years, we are of the view that a 24-month
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period is more than adequate for the Industry Proposal. A lengthier transitional
period is likely to further reduce the motivation for consumers to take timely
action to address possible over-borrowing.

Data Privacy Issue 6

What and how additional privacy safeguards should be imposed upon the CRA
and the credit providers commensurate with an enlarged credit database and
greater sharing and use of the morigage data.

Response:

We fully recognize the public's concern for data privacy and agree that the
safeguards for protecting data privacy under the existing consumer data sharing
regime should be appropriately extended to cover the additional contribution and
access of data stipulated in the Industry Proposal. These safeguards are
principally specified in the Code of Practice on Consumer Credit Data (the
"Code of Practice"). There are also comparable measures in the Supervisory
Policy Manual (SPM) IC-6 issued by the HKMA and credit providers which are
authorized institutions ("AIs") are required to follow them. Als and other credit
providers have put in place necessary internal procedures and controls to comply
with the applicable requirements. In addition to providing appropriate training
and guidance to the relevant staff, credit providers will maintain access log and
other records and conduct annual compliance audit to ensure that their data
management practices are adequate and effective to ensure compliance with the
Code of Practice, SPM IC-6 and their internal policies and procedures.

These existing safeguards have been implemented satisfactorily through the
years in connection with the existing consumer data sharing arrangement.

If you have any further questions, please do not hesitate to contact us.

Yours faithfully,

c.C.

Hong Kong Monetary Authority

The Hong Kong Association of Restricted Licensed Banks and Deposit-taking
Companies

The HKSAR Licensed Money Lenders Association

The Finance Houses Association of Hong Kong

Page 6 of 6
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January 27, 2011

Our Ref.:

Policy 21 Limited BY POST AND FAX
Room 1101-02, 11/F., Times Tower

928-930 Cheung Sha Wan Road

Kowloon, Hong Kong

Dear Sirs,

The Sharing of Mortgage Data for Credit Assessment Consultation Document
{the “Consultation Document”)

We refer to the Consultation Document published by the Office of the Privacy
Commissioner for Personal Data on 5 January, 2011 and write to submit our comments as
follows:

General Comments =~

The Executive Committee of the Association is generally supportive of the financial
services industry’s proposal as set out in the Consultation Document for the following
reasons:

o

A comprehensive credit database which shows the financial well-being of a borrower
would facilitate a comprehensive credit assessment of the borrower thereby promoting
responsible lending and borrowing, and reducing the risk of over-borrowing;

The proposal is a great step forward in bringing the credit data sharing arrangements in
Hong Kong more in line with those in other major economies in Asia such as
Singapore, Taiwan and PRC where comprehensive databases of both positive and
negative data relating to residential and non-residential mortgage loans are shared
through their credit bureau; and

A more efficient mortgage loan market resulting from better transparency of the total
indebtedness of borrowers would in the long run help to lower the risk premium as well
as the interest rate, and benefit both borrowers and lenders.

Specific Comments

Our views on the six privacy issues raised in paragraph 5.24 of the Consultation Document
are as follows:

BEFETITE 18 EHEREAN 2118
/£.. Allied Kajima Bldg.. 138 Gloucester Rd., Wanchai, HK. 3% /Tet 2827 8281 153 /Fax: 2827 8292



Issue 1 — Tvpes of mortgage loans o be covered

We consider a comprehensive credit database containing, inter alia, positive mortgage data
in respect of residential properties and both positive and negative mortgage data in respect
of non-residential properties is necessary for an effective credit assessment of a borrower.

Issue 2 — Types of data to be contributed by credit providers to the CRA and fo be accessed
bv credit providers: positive and negative

The amount of positive mortgage data provided by credit providers to TU represents the
minimum data necessary for TU to identify correctly each individual involved and to
compile the mortgage count of the individual concerned. Only the mortgage count of a
borrower with the borrower’s consent is made accessible by the credit provider. This
restricted scope and manner of data contribution and access represent the minimum
necessary to make it feasible for the proper implementation of the industry proposal.

Issue 3 — Contribution of pre-existing mortgage data by credit providers to the CRA

If the mortgage data for pre-existing mortgages are not contributed and shared, the
mortgage database will be of lower value for quite a number of years, probably up to 10

. before the pre-existing mortgages are fully repaid.

Issue 4 — Use of Morteage Count for general credit assessment on or after implementation

To reduce the risk of over-borrowing by borrowers, credit providers should assess the
overall credit position of borrowers. Therefore, it is necessary for the credit provider to
access the mortgage count of a borrower in assessing credit applications for all consumer
credit not only mortgage loans.

Issue 5 — Transitional period

A 24-month transitional period was adopted when positive credit data sharing was first
launched in 2003. Now that the consumer credit market has become much more matured
than seven years ago, we believe that a 24-month transitional period before access to the
additional mortgage data is allowed for general portfolio reviews, is more than adequate.

Issue 6 — Implementation safeguards

We are fully aware of the public’s concern for data privacy and agree that the safeguards
for protection of data privacy under the existing consumer credit data sharing arrangement
should be extended to cover the use and access of mortgage data. We believe that credit
providers should have adopted necessary internal control and procedures to ensure
compliance with the Code of Practice on Consumer Credit Data. We also believe that



credit providers would provide additional training to their staff to comply with the
requircments of data protection and implement such system control and procedures to
safeguard the integrity of contribution and access of mortgage data.

Thank you for your attention.

Yours faithfully,




[SPAM] The Sharing of Morigage Data for Credit Assessment
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Subject: [SPAM] The Sharing of Mortgage Data for Credit Assessment
From: ,

Date: Thu, 13 Jan 2011 14:14:46 +0800

To: <Consultation2011@pcpd.org.hk>

CC:

Dear Sirs,

Further to the issuance of your consultation document dated gh February 2011, we would like to take this
opportunity to raise a number of concerns that have been previously raised with HKAB but which have not
obtained detailed answer.

Our businesses main focus in Hong Kong concentrates currently on the international mortgage financing. We
are the booking centre of the mortgage accounts referred by other offices overseas and therefore well over
50% of our customers are in fact not residents of Hong Kong. The HKAB have confirmed that it will remain
necessary to report all positive mortgage data no matter which country of residency the customer is located as
long as the mortgage is booked with Lloyds TSB Bank pic Hong Kong Branch “LTSBHK”. We have however
questioned with the HKAB the effective usage of the data in which we believe these customers would be highly
unlikely to ever obtain further mortgages in Hong Kong.

The purpose of the mortgage data sharing is to protect Hong Kong registered financial institutions to be able to
review customer's credit record comprehensively which we fully respect and support this objective. Conversely
LTSBHK wish to express our concern that this activity will release unnecessary customer information as
mentioned above.

We hope this concern will be reflected, considered and feedback to HKAB before the final paper is issued.

Thanks.

Lloyds TSB Bank pic, Hong Kong Branch | Lloyds TSB Pacific Limitea

26/F, Oxford House, Taikoo Place, Quarry Bay, Hong Kong | Office: | Fa |
Website: www lloydstsb.com.hk

This e-mail is confidential and intended for the exclusive use of the addressee(s) only. You should not disclose its contents to any other person. f you
are not the intended recipient, please notify the sender immediately.

I customers contact us by e-mail, this will be regarded as implied consent that the bank can respond in the same way unless you otherwise inform us
in writing and that both parties understand and accept the risks associated there with. E-mail transmission cannot be guaranteed to be secure or
error-free as information could be intercepted, corrupted, lost, destroyed, arrive late or incomplete, or contain viruses. The sender therefore does not
accept liability for any errors or omissions in the contents of this message which arise as a result of e-mail transmission. Please refer to our e-mail
policy at www. lloydstsbh.com.hk for risks associated with emall communication.

Lloyds TSB Bank plc is registered in England and Wales number. 2065. Registered Office: 25 Gresham Street, London EC2V 7HN.

Please consider the environment; do you really need to print this email?

lLofl 9/2/2011 14:09
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onon the Consultation Document on The Sharing of Mortga...

)

Subject: Submission on the Consultation Document on The Sharing of Mortgage Data for
Credit Assessment

From

Date: Mon, 7 Feb 2011 12:20:56 +0800

To: <Consultation2011@pcpd.org.hk>

CC:

Dear Sirs,

We refer to the Sharing of Mortgage Data for Credit Assessment Consultation Document published by PDPO in Jan 2011
and the letter of HKAB dated 21 Jan 2011.

We strongly agree that the sharing of positive morigage data is conducive to maintaining stability of banking system and
reducing the risk of over-borrowing by consumers, Both the consumers and credit providers will reap the benefit under the
Industry Proposal which has already struck a sufficient balance between the interest of the whole economy and the
personal data privacy. We highly appreciate and agree with the view and/or response expressed by HKAB under iis said
letter which has eased the concerns about the data privacy issues when implementing the Morigage Data sharing.

Regards
PrimeCredit Limited

9/2/2011 14:16
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. “Room: 1101-02, 11/F, Times Tower,
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*DearSiis,

i T'_ Aes‘of mori 2age loans to be covered-

, Whether it zs necessary and not excesszve for the CRA to hold the addirional mortgage
- ‘daz‘a _contrzbuted by the credit pravzders namely, positive morigage data in respect of
‘residential "propertzes, and both positive .and negative mortgage data in respect of
“HOH; es_ﬂ,_en‘tzafl propertzes (CRA already. holds negative mortgage data in respect of
s freszdentzal properz‘zes)

We agree’ ‘that the extension' on the contribution of the positive data of residential
o ;,mortgages and both- posmve and negative mortgage data in respect of non-residential
4-pr0pertles is necessary and is not excessive so as to provide.a complete picture and a
morg:c‘o_rnp;ehgns1ve. reflection of the borrower’s total debt outstanding and
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 Issue 2 = Types of data to be contributed by credit providers to the CRA and to be

accessed by credit providers: Positive and Negative ,
Whether it is appropriate to restrict the amount of positive morigage data contributed

by the credit providers to the CRA in line with the latter 5 operational needs, and to
restrict the access of such data by credit providers (upon the credit applicants written
consent) to the Mortgage Count (that is, number of outstanding mortgages) only.

Section 6 of the Industry Proposal on Sharing of Positive Mortgage Loans Consumer
Credit Data through Credit Reference Agency sets out the proposed scope of positive
mortgage data to be shared. We believe it is the minimum data necessary, and not
excessive, to enable a credit provider to have a full picture of the total indebtedness of
a-consumer.

Issue 3 — Contribution of pre-existing mortgage data by credit providers to the CRA

Whether it.is appropriate for the additional mortgage data in respect of pre-existing
morigages at the time of the implementation of the proposal to be contributed to the
CRA, with or without prior explicit notification to the consumers.

Mortgage data relating to pre-existing mortgages are necessary in order to allow
TransUnion Limited (“TU”) to compile the overall existing mortgage count of a
consumet.- This information is crucial to a credit provider. Without the mortgage count
data, the actual number of existing and outstanding mortgages of a consumer cannot
be reflected. We are of the view that the contribution of mortgage data relating to

pre—existingmbrtgage data is complied with the data protection principle 3 of the
Personal Data (privacy) Ordinance and customer notification is not required before
contributing their pre-existing mortgage data.

Issue 4 — Use of Mortgage Count for general credit assessment on or after

implementation
Whether it is appropriate to permit, subject to the customers’ wrilten consent, access

to the additional mortgage data by the credit providers to evaluate not only morigage
loan applications but also to assess other new consumer credit applications as well as
review and renewal of the consumers’ existing credit facilities.

_ In order to avoid over-borrowing by consumers, and promote responsible lending and
borrowing, it is necessary for a credit provider to have an overall understanding of the

Page2 of 3
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. -'also to access other new. customer cred:t apphcahons for review and
al of the consumers emstmg crecht facﬂmes

ta:privacy. These measures a:ce pnnc1pally spe<:1ﬁed in the Code of Pracnce
Oy, . Pohcy Manual IC+6~ (SPM IC-6) issued by .the HKMA and the
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Subject: The Sharing of Mortgage Data for Credit Assessment
From '

Date: Tue, 8 Feb 2011 08:13:32 +0800

To: consultation2011@pcpd.org.hk

CC:.

Dear Sirs:

We are writing to express our full support of the financial services
industry's proposal to expand the sharing of mortgage data. Our views on
the subject consultation document are in Iine with the submission given to
you by The Hong Kong Association of Banks dated 21 JTanuary 2011.

If you have any further questions, please do not hesitate to contact us.

Thank you very much and with best regards,

Shanghai Commercial Bank Limited

This message is confidential between the sender and the addressee, and
may also be legally privileged or copyrighted. If you have received it
by mistake, please notify the sender by reply immediately and delete it
from your computer. You are strictly prohibited from using, copying or
distributing this message in whole or in part. Shanghai Commercial Bank
Ltd. and its subsidiaries and associates ("the Bank") may monitor all or
any messages sent to and from any e-mail addresses under its control to
ensure compliance with 1ts internal policies and to protect its
interests. The Bank does not warrant that the e-mail or any attachments
to or within it are error- or virus-free and the addressee is solely
responsible for the virus checks. The Bank shall accept no liabilities
for any errors or omissions of the contents of the e-mail and any damage
or loss which may arise as a result of the e-mail transmission. Unless
otherwise stated herein and the writer/sender is so duly authorized by
the Bank, this e-mail is not intended to create contractual relations
and any views expressed by the writer/sender in this message do not
necessarily represent the views of the Bank. The contents of the e-mail
should not be relied upon by any party and the Bank shall exclude all
liability 1n negligence or otherwise arising from the e-mail or actions

9272011 14:19
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taken in reliance upon 1ts contents.

B BAET U S C IR IR » M T eE R IR RE SRR (R » AR IR
BRI TWEAEE > FLAIEE AR R TR EIEIRAEER - B T 20
FEEEIERI ~ BB BB R B TR - LIBmZERITEIRA B RIS
INFEIRIBRER AR (I TIRTT ) ) vl RE R B IO B B s it S B R o iy
BEYLAEE > LR S AR MRS R » dRTT RSB S B N I
T FEEBRERT W EARTTARRENE - RIT T EEZRER AR
JEIR B FE YRR BRI T BRI BB R AT B L - BRIEABE SR K fF
BIFHERCERTR RN - FEIM NN EIRR  MUhAEEZEE/
FHERRZBE R —ERERTZER - AANEREER A - MR8
TEPE R A B S A B A RN TR E L L FrE EE -

9/2/2011 14:19



K ¥ OB AT

WING HANG BANK, LTD.

8 February 2011

Policy 21 Limited

Room 1101-02, 11/F, Times Tower,
928-930 Cheung Sha Wan Road,
Kowloon, Hong Kong

Dear Sirs.

The Sharing of Mortgage Data for Credit Assessinent Consuliation Document

We refer to the Sharing of Mortgage Data for Credit Assessment Consultation
Document published by the Office of the Privacy Commissioner for Personal Data in
January 2011 and strongly support the financial services industry's proposal to expand
the sharing of mortgage data (the "Industry Proposal”).

We in particular would wish to express our view in support of the Industry Proposal
with regard to the financial stability of 1long Kong, the inclusion of pre-cxisting
mortgages, and the appropriateness of the privacy safeguards (including the need to
notify or obtain the consent of the customer with respect to disclosure of information).

(a) The {inancial stability of Hong Kong

Credil data sharing arrangement has been an important pillar of the financial
infrastructure in leading financial centres for prudent risk management and
comprehensive consumer credit data sharing arrangement has been a major
risk management tool in marny other jurisdictions which already have in place
comprehensive data bases of both positive and negative data with respect to
residential and non-residential mortgage loans and the credit providers in those
jurisdictions are sharing a significantly larger amount of personal data
compared to what is proposed in the Industry Proposal. The Industrial
Proposal, by proposing to extend the sharing of consumer credit data to credit
facilities granted to individuals secured by a charge on property (whether
residential, retail, commercial or industrial property) will enhance the value of
credit information available to lenders in making lending and pricing decisions
since such credit information will better reflect the overall healthy credit
profile of the individual borrower as well as his total debt outstanding and
creditworthiness, thereby minimising the incidence of default. By promoting
responsible lending and borrowing and reducing the risk of over-borrowing by
consumers, the Industry Proposal will best serve the broader public interest in
strengthening a healthy lending environment while preserving the stability of
Hong Kong’s financial markets and the economy as a whole. The Hong Kong

161 QUEEN'S ROAD CENTRAL. HONG KONG
TEL: e FAX: cl
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WING HANG BANK, LTD.

Monetary Authority ("HKMA") as banking supervisor has, for a long time,
been emphasising the need to assess and manage credit risks, not just through
the requirement of adequate security in support of bank loans, but also on the
basis of relevant information concerning the creditworthiness of borrowers.
By helping to ensure that financial resources are channelled to those who are
in a position to make effective use of them. reliable credit information will
not only increase the effective working of the banking system. it will also
enable differential pricing to reflect different degrees of risk taken by banks in
extending loans. The HKMA is therefore in support of the Industiial Proposal.

(b) The inclusion of pre-existing mortgages

As the principal objective of the Industrial Proposal 1s to enhance the
comprehensiveness of Hong Kong's financial infrastructure for prudent risk
management and due to the typically relatively long tenure of mortgage loans
it will take some time to build up the mortgage count data base, it is necessary
to include data relating to pre-existing mortgages. Otherwise, the mortgage
count on the data base will not reflect the actual number of existing and
outstanding mortgages of a consumer for some time, thereby limiting its
usefulness.

(¢) The appropriateness of the privacy safeguards (including the need to
notify or obtain the consent of the customer with respect to disclosure of

information)

The industry Proposal has taken into account public concern for data privacy
and struck an appropriate balance between the need to promote responsible
lending and borrowing for the interest of the economy as a whole and the
individual's right to data privacy. To address public concern for data privacy,
only limited items of mortgage data will be required to be contributed to the
credit reference agency, TransUnion Limited (""TU") .In addition. any access
by a credit provider is subject to the written consent of the customer and
limited to the mortgage count only, and use of the mortgage count must be for
purposes relating to credit assessment and risk management only. Further.
data obtained through TU will continue to be well protected under the Code of
Practice on Consumer Credit Data (Code of Practice) issued by the Privacy
Commissioner, the Supervisory Policy Manual I1C-6 (SPM IC-6) issued by the
HEMA in the form of statutory guideline under the Banking Ordinance, and
the Code of Banking Practice jointly issued by HKADB and the DTCA. In
particular, the Code of Practice not only limits who can access to an

161 QUEEN'S ROAD CENTRAL. HONG KONG
TEL: T . FAX:T T
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individual’s data held by TU and the purposes for which a credit provider can
use @ credit report, it also requires TU tw have appropriale measures (0
safeguard the security of consumer data and protect them from unauthorised
access or change, including measures {or the retention and deletion of data and
the maintenance of a log of all incidents involving actual or suspected breach
of securitly. Consumers also have the right (0 access their records kept by TU
and to correct any wrong or out of date information contained in the records.
Comparable security and dala protection measures in the SPM IC-6 are
required to be effectively complied with by financial institutions regulated by
the HKMA. It is also expected that the revisions (including increase in penalty
and liability for breach of requirements) being proposed to the Personal Data
(Privacy) Ordinance will further strengthen the protection of personal data
generally.

If you have any questions concerning our foregoing submission, please do not hesitate

to contact us.

Yours faithfully

Wing Hang Bank, Limited

161 QUEEN'S ROAD CENTRAL, HONG KONG
TEL:T 77 50 FAX: "7 783
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COMMISSIONER OF INSURANCE
HONG KONG

QUEENSWAY GOVERNMENT OFFICES
21ST FLOOR
668 QUEENSWAY
HONG KONG
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18 February 2

'Mr Allan Chiang
Privacy Commissioner for Personal Data
Office of the Privacy Commissioner for Personal Data
12/F
248 Queen’s Road East
Wanchai
Hong Kong

Lon

{
Shéu'ing of Mortgage Data for Credit Assessment

Thank you for your letter of 5 January.

While the insurance industry is not directly involved in the
provision of mortgage loans, some insurance companies are involved in the
business of mortgage insurance and reinsurance. We are very supportive of
the proposed extension of the credit data sharing system to include both
positive and negative mortgage data. We believe such would help credit
providers in their credit risk assessment, which in turn would help stabilize the
financial industries in Hong Kong.

My apologies for overlooking your deadline.
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10 February 2011

Mr. Allan CHIANG, SBS

Privacy Commissioner for Personal Data

Office of the Privacy Commissioner for Personal Data
12/F, 248 Queen’s Road East

Wanchai, Hong Kong

Do W

Re: Sharing of Mortgage Data for Credit Assessment

‘\\_..‘»’)

Thank you for inviting the Councils views on the captioned
consultation.

Attached please find the Council's views for consideration of your
office.

Wt\d\i_g 64)» a M(’:W V Yours sincerely,

Consumer Council

SAELSESEI I HESHERO22UE  22/F., K. Wah Cenirs, 191 Jave Road, Nedh Point, Hong Kong
BESHEES Main Exchange: (852) 2856 3113 [BISUBH Fax: {852) 2856 3611 RFEIR Email: cc@consumer.org.tk  #0E Website: wanv.conzumer.org.hk
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Consumer Council

Submission to
The Office of the Privacy Commissioner for Personal Data on
“The Sharing of Mortgage Data for Credit Assessment”

1. The Consumer Council (the Council) is pleased to submit its views
concerning the consultation document issued by the Office of the Privacy
Commissioner for Personal Data (PCPD) on sharing of mortgage data for
credit assessment in Hong Kong.

2. This submission sets out the concerns that consumers may have in
relation to the financial services industry’s proposal (the proposal) of greater
sharing of mortgage data for general credit assessment and the Council’s
responses to the issues raised in the consultation document, for the
consideration of the PCPD.

General views

3. The objective of the proposal as stated in the consultation document is
to promote responsible lending by credit providers and responsible borrowing
by consumers, thereby reducing the risk of over-leveraging on residential or
non-residential property mortgages as security for the consumers’
indebtedness.

4, The Council appreciates the public interest to be served in preserving
the stability of Hong Kong’s financial markets and the economy as a whole.
However, it is equally important to strike an appropriate balance between the
public interest and an individual’s interests in data privacy and protection.

5. The Council is of the view that the proposed expansion of consumer
credit data sharing has wider implications for consumers as far as their
valuable financial assets and personal assets are concemed and go beyond
simply enhancing the assessment of credit risk.

6. The Council feels that in considering the proposal, there are important
areas that the industry and the regulators need to address in order to have a
complete and fair evaluation of the proposal.

Issue 1 - Types of mortgage loans to be covered

7. From a consumer protection perspective, the Council is of the view
that the proposal to extend the scope of sharing of consumer credit data to
cover additional mortgage data, namely, positive mortgage data in respect of
residential properties, and both positive and negative mortgage data in respect
of non-residential properties, will inevitably increase the range of information in
the consumer credit reporting system.



Concerns over data concentration

8. Given the problems that arose in the past of leakage of personal
information that used for marketing purposes, consumers will be concemed as
greater disclosure and use of consumer credit data will put their information at
risk of abusive use, to the detriment of their interests.

9. The Council is concerned that too much consumer mortgage data
than necessary is to be disclosed by credit providers to the credit reference
agency (CRA) to the disadvantage of consumers, particularly since the credit
reference database will be a lucrative source of marketing information.

Justifications for inclusion of additional mortgage data

10. Notwithstanding the above concerns, the consultation document does
not clearly demonstrate the extent of problems, for instance, whether there is a
substantial number of consumers causing the purported problems of holding
multiple properties or identify the root cause of the problems which call for the
inclusion of all mortgage loan types in the CRA database.

11. The Council is concerned that requiring the sharing of credit
information to the extent proposed by the industry may expose a majority of
consumers to unnecessary detailed scrutiny. The industry should explain
more on the need of including all mortgage loan types, in light of the statement
in Part IV of the industry’s proposal that “a predominant element of mortgage
loans is residential loans which typically represent the largest borrowing of a
private individual”. The industry should also go into the anticipated impact of
greater sharing of mortgage data to the property market.

Issue 2 — Types of data to be contributed by credit providers to the CRA
and to be accessed by credit providers: Positive and Negative

12. The Council acknowledges that the industry has taken into
consideration public concern by limiting the types of data items to be
contributed and accessed under the proposal.

13. The Council considers that a solution may be needed to help develop
a healthy mortgage lending environment conducive to the stability of Hong
Kong’s financial markets and the economy as a whole. To strike an
appropriate balance between the public interest and data privacy interest of
consumers, the collection of mortgage data should be kept to the minimum
necessary, with safeguards (such as upon the credit applicants’ written
consent) in place to prevent information from being misused.

Public assurance on the extent of data sharing
14. Whilst noting that the proposed data sought represents a minimum
amount of data necessary for the purpose of assessing the credit risk of

consumer credit applicants, the Council is concerned that the sharing would
open up the floodgate and that the coverage of the data sharing will
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progressively extend fo collection of more mortgage loan data. One would
recall the industry’s promise back in 2002 of not including positive residential
mortgage data when lobbying for extending the range of positive consumer
credit information.

15. In light of such background, the Council strongly requests that a public
assurance be given by the industry that use of the proposed data will be
restricted to provision of the proposed items of contributed data by credit
providers to the CRA and the access of only the Mortgage Count by credit
providers from the CRA, which represents the purpose(s) for which the data
are collected and used.

Effect of Mortgage Count on credit score

16.  As regards the use of Mortgage Count by credit providers and the
CRA, the Council urges that the industry and the CRA to clarify the implication
of the additional mortgage data would have on consumer credit scoring. For
instance, whether a high count of outstanding mortgages would simply in itself
be construed as a high risk factor in the compilation of credit scores.

17. The Council is concerned that the use of Mortgage Count may result
in a “mislabeling” of an individual's credit-worthiness, since a high or low
Mortgage Count has no direct bearing to the extent of his indebtedness, and
simply looking at a high Morigage Count may adversely affect his credit
standing. Putting into the credit database information that will have any
labeling effect on consumers should be critically examined. In any case,
greater transparency of the consumer credit scoring system is required to
ensure a fair credit assessment will be conducted.

Minimum amount of Contributed Data

18. To be in line with the principle that data should be kept to the absolute
minimum necessary to fulfill the purpose(s) for which they were collected, the
Council considers that the proposed Contributed Data in respect of items (c)
and (g) should be adjusted to limit the amount of mortgage loan data provided
to the CRA. For instance, it may not be necessary to supply the full HKID
Card number or the mortgage account number to the CRA.

Issue 3 — Contribution of pre-existing mortgage data by credit providers
to the CRA

19. With regard to the industry’s view that there is no need to obtain the
explicit consent of the customers as the additional mortgage data are to be
used for a lawful purpose directly related to the core activity of credit providers
and the original purpose for which they were collected, even in the absence of
prior notification. The Council is unable to concur with the said industry view.
Prior explicit notification must be given

20. The industry’s interpretation of “directly related purpose” is in a much
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broader context than what the public may have perceived. The Council
shares the PCPD’s view that it may not be within the reasonable contemplation
of consumers that data in relation to their pre-existing mortgages and
mortgage loan applications would be disclosed to the CRA for consumer credit
data sharing.

21. An analogy can be drawn from the lesson leamt in the Octopus
Rewards incident with the consuming public astonished to find that their data
had been transferred and sold for purposes beyond what they could have
reasonably contemplated. It also came as a surprise to the public that some
banks had transferred and sold their clients’ credit data to third parties other
than for banking purposes.

22. In view of rising public demand for adequate privacy protection for
consumers, the Council therefore sees it necessary to give prior explicit
notification to consumers for the additional mortgage data in respect of
pre-existing mortgages to be contributed to the CRA when the proposal is
implemented. The notification should clearly spell out the purpose(s) for
which consumers’ personal data are to be used, and be presented in a font
size easily readable to consumers.

Enabling consumers to retain control of personal data

23. Apart from consumers being informed of the use of the data, the
Council considers that adoption of a consent-based approach is appropriate to
uphold the individual’s rights to control his personal data. A consumer, being
the subject of the additional mortgage data concerned, should have the right to
choose whether to allow his data to be shared. The Council is of the view that
choice should be made available to applicants applying for a consumer credit
facility before their mortgage data are contributed for sharing.

Issue 4 — Use of Mortgage Count for general credit assessment on or
after implementation of the industry proposal

24. While understanding that expanding the scope of mortgage loan data
will give a full picture of a borrower’s overall indebtedness for prospective
lenders to accurately assess his credit-worthiness, the Council queries
whether such sharing of additional mortgage information is necessary for
evaluation of loan applications other than mortgages, e.g. new consumer
credit applications, or for review and renewal of the consumers’ existing credit
facilities.

Level of disclosure should be in line with degree of credit risk

25. As stated in the consultation document, the total value of outstanding
residential mortgage loans as of 30 June 2010 exceeded HK$679,545 million
which is much larger than credit card lending with the total amount of
receivables exceeding HK$74,463 million for the same period. The size of
non-mortgage credit facilities to be considered by credit providers is relatively
small compared to the size of mortgage loans.



26. For that reason, the Council doubts if the availability of mortgage data
is absolutely necessary for the purpose of processing, for example, an
application for credit card involving a relatively small amount of credit facilities
compared to mortgage loans.

Issue 5 — Transitional period

27. The industry has proposed a transitional period of 24 months before
allowing access to the additional mortgage data for the purpose of general
portfolio reviews. The Council is of the view that if the industry’s proposal to
extend the range of data is adopted, a transitional period of 24 months at the
minimum would be required. Consumers should be given the chance to
manage and re-arrange if necessary their credit portfolio during the transitional
period when any mortgage data collected by the CRA could not be accessed
and used.

Prevention of calling up loans

28. The Council believes that imposing a transitional period helps forestall
the occurrence of sudden calling up of loans which may have a significant
impact on the economy. It therefore urges that credit providers should give
sufficient time for their borrowers, in particular those who have heavily
over-borrowed and would need to work out a realistic repayment schedule with
their lending institutions.  This will serve the stated objective of the proposal of
maintaining the stability of Hong Kong'’s financial markets.

Clarification of access conditions

29. The consultation document proposes restricting credit providers from
accessing and using the data concerned for the purposes of review of existing
credit facilities of borrowers except where there is a relevant need to do so. It
is however not clear as to the circumstances (e.g. when a direct request is
made by an individual or when the credit provider becomes aware of an
individual’s financial difficulties) in which the credit providers can have
immediate access and use of mortgage data during the transitional period.

30. To avoid uncertainty, the Council suggests that the circumstances
should be made specific rather than left to the judgment of credit providers, to
allow access during the transitional period only where a customer is applying
for new credit or seeking a debt restructuring.

Issue 6 — Implementation safeguards

31. As regards the proposed compliance audit, the Council supports the
PCPD’s proposals to require the CRA to carry out an independent privacy
compliance audit within 6 months after implementation of the proposal and
also periodic IT security audits. It also supports that those audits should not
be limited to the credit database system but should also apply to the relevant
stakeholders involved in the system including the staff of the CRA and the



credit providers that interface with the system to prevent abusive access.

32. Apart from the above, the Council considers that adequate data
protection safeguards and restriction should be put in place to ensure the
protection of the consumers’ privacy interests, if the industry’s proposal is
adopted. The Council sets out in the subsequent paragraphs a number of
proposed additional privacy safeguards for the consideration of the PCPD.

Disclosure of compliance results

33. Due to the wide range of consumer credit data held in the hands of a
single CRA, there is high expectation of rule compliance. The Council is of
the view that it is necessary to take a positive approach to ensure the integrity
and security of the data that there is no misuse of the data. The Council
therefore invites the PCPD to consider making the compliance results
available for the public’s information.

34. As far as the Council is aware, the HKMA discloses the state of
compliance of the banking industry with respect to the Code of Banking
Practice for the public’s information. The Council believes the PCPD making
similar disclosure will help to enhance public confidence in the operation of the
credit reference agency and the credit reporting system.

Transparency is needed both ways

35. In relation to the argument advanced by the industry that credit
providers are handicapped by the lack of mortgage data in their assessment of
consumer credit applications, the Council is of the view that consumers
likewise are disadvantaged because they understand very little about the
consumer credit reporting system, and are not given to know how their
information is being portrayed to credit providers.

36. As a matter of fact, consumers rarely know about or check what goes
into their own credit reports until after they have been turned down or
otherwise encountered a problem. The Council believes that enhancing
transparency of the consumer credit reporting system is of paramount
importance to ensure a fair credit assessment.

Provision of free consumer credit report

37. The Council believes that there is the need to impose additional
privacy safeguard obligations upon the CRA and the credit providers
(particularly since the regulatory requirements applicable to different financial
institutions are not homogenous) upon implementation of an enlarged credit
database and greater sharing and use of the mortgage data. The Council
re-iterates its proposal in previous submissions that consumers be provided
with free access to their credit report on a regular basis.

38. Whilst citing the comprehensive consumer credit data sharing
arrangements in other economies to support their case for greater sharing of
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mortgage data in Hong Kong, the industry has not disclosed the safeguards
available in these economies to protect consumers’ privacy interests.

39. Upon a quick search, the Council found that consumers in Australia
are entitled to free copies of their credit reports. In the US and Canada,
consumers can get free annual copies of their credit reports. To the
knowledge of the Council, the provision of free credit reports is stipulated in
these countries’ privacy laws. In contrast, Hong Kong's access fee ($99-$200
for a credit report) would discourage consumers from checking their reports to
ensure accuracy of the information contained. The Council trusts that the
industry and the CRA should be able to give thorough information to the public
about means to access consumer credit reports in other jurisdictions.

40. The Council considers that consumer rights will be greatly enhanced if
measures are introduced for consumers to have free copy of their credit report
on an annual basis. With the provision of credit reports with data requestor
list included, consumers will be in a better position to know whether or not
information in their report is complete and accurate, and whether there has
been any abusive access.

Posting of dispute statement

41. Furthermore, consumers should be allowed to add a brief statement
about any information in their report if there has been a dispute over their
credit status and the dispute is not resolved. The brief qualifying statement
will afford consumers the chance to explain the circumstances giving rise to
negative information in their consumer credit report.

Other comments

42. The Council appreciates that the PCPD has taken the initiative to also
highlight in the consultation document not data privacy-related matters to
convey a bigger picture for the relevant privacy matters to be considered by
the general public. In advocating for consumer interests, the Council would
like to provide the following views for the consideration of the PCPD.

Respective roles of lenders and borrowers

43. Whilst recognizing that borrowers have the responsibility and
obligation to provide relevant information to facilitate prudent lending in a
healthy lending and borrowing relationship, the Council believes it is crucial for
the lenders to take on an equal share of responsibility in ensuring prudent
lending. However, the Council notes it is quite common in the industry for
lenders to encourage over-borrowing by consumers, as evidenced in the offer
of tax loans (e.g. X times the tax amount payable).

44, The Council is of the view that prudent lending is a prerequisite for
preserving a healthy lending environment in Hong Kong.



Effectiveness of the proposal in bringing benefits to consumers

45, With regard to the effectiveness of the proposal in bringing about
more favourable loan terms and pricing to consumers, the Council’s surveys
on tax loans were quoted in the consultation document to illustrate that
reduced interest rates were offered after the introduction of the positive credit
data sharing on unsecured lending. It is quoted that the tax loans were as low
as 1.62%-2.66% in 2009 which compared favourably with the rates of
3.20%-8.16% in 2004. The Council would like to point out that it had not
come to any conclusion in its survey reports what would have brought about
lower interest rates, let alone any relationship between interest rates and the
sharing of consumer credit data.

46. Further, to put record right, the interest rates for a $100,000 tax loan
reported by the Council should be in the range of 2.58%-7.48% in 2009
(instead of 1.62%-2.66% as stated in the consultation document) as compared
to 3.20%-8.16% in 2004. If the range quoted was meant to compare the
respective lowest interest rates, the ranges should be as low as 1.62%-2.66%
in 2009 and 2.12%-3.65% in 2004 (instead of 3.20%-8.16% in 2004 as quoted
in the consultation document).

47. The industry has made repeated representations that the sharing of
credit data will provide benefits to consumers (such as bring about lower
interest rates). The Council urges upon the PCPD to seek from the industry
explanation of consumer benefits in more explicit terms to demonstrate how
the benefits to lenders of sharing mortgage data will be passed on to
consumers.

Consumer Council
February 2011
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ESTATE AGENTS AUTHORITY

Your Ref: o ' 7 February 2011
Our Ref: o

Mr Allan Chiang

Privacy Commissioner for Personal Data

Office of the Privacy Commissioner for Persbnal Data
12" Floor, 248 Queen’s Road East

Wanchai

Hong Kong

Dear Mr Chiang,

Sharing of Mortgage Data for Credit Assessment

Thank you for your letter dated 5 January 2011 addressed to .
of the Estate Agents Authority (EAA)
inviting the views of the EAA on the above subject as mentioned in the
Consultation Document therewith attached. has passed your letter to
the undersigned to reply.

As the regulator of the estate agency trade, the EAA takes the view that
the 6 privacy issues as mentioned in the Consultation Document for consultation
do not appear to have implications for estate agents and as such, we do not
propose to give specific views thereon. That said, we trust that any relaxation
in the sharing of credit data would be protected by more stringent privacy
safeguards by your Office.

Yours sincerely,

c.c. CEO, EAA
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HONG KONG MONETARY AUTHORITY
FHLREHERF

Ref:

8 February 2011

Policy 21 Limited

Room1101-02, 11/F, Times Tower,
928-930 Cheung Sha Wan Road,
Kowloon, Hong Kong

Dear Sirs,

The Sharing of Mortgage Data for Credit Assessment Consultation Document
(“Consultation Document™)

The Office of the Privacy Commissioner for Personal Data (PCO) published a
consultation paper on the sharing of mortgage data for credit assessment on 5 January.
The Hong Kong Monetary Authority (HKMA) welcomes the PCO's public
consultation.

The HKMA fully supports the indusiry proposal for sharing of mortgage data for
credit assessment as it would further strengthen credit risk management of credit
providers and is therefore conducive to the general stability of the banking system in
Hong Kong, which is crucial to the interest of depositors as well as the financial
stability and economic development of Hong Kong as a whole. Given that mortgage
loans account for about 40% of “Loans for Use in Hong Kong” of the banking sector,
any credit problems associated with such loans would have far-reaching implications
for overall banking stability. The HKMA therefore takes the view that enhancement
to the sharing of mortgage data is necessary for the maintenance of banking and
financial stability in Hong Kong in the longer term. In fact, the sharing of positive
mortgage data has been in place in many other jurisdictions for many years including
US, UK, Taiwan and Singapore. The principal objective of the industry proposal,
which involves sharing of information on the number of mortgaged properties only
rather than details of such properties in order to mitigate potential privacy concerns, is
to promote responsible borrowing and lending and to reduce the risk of over-
borrowing by consumers.

As pointed out in the Consultation Document, at a macro level, it is recognised that
the expansionary fiscal measures and the easing of monetary policies adopted in a
number of countries would result in a surge in global liquidity and possible inflow of
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hot money into Hong Kong, thereby increasing the risk of an asset bubble. It is
therefore important to guard against the risk of any possible property bubble forming
and subsequent bursting. Some may argue that the mortgage loan portfolios of banks
have demonstrated relatively low delinquency ratios during the Asian Financial Crisis.
Notwithstanding this, it is worth noting that the current interest rate environment is
exactly opposite to that prevailing during the Asian Financial Crisis. When an asset
bubble burst is coupled with a significant interest rate increase rather than persistent
interest rate drop, mortgage borrowers would find it harder to weather through the
downturn due to much higher repayment burden. Therefore, the market performance
of the mortgage portfolio in the last round of market downturn could be very different
from the situation that Hong Kong may face in the next round of adjustment. To
mitigate such risks, the proposal will help credit providers to substantially improve
their credit assessment and ought to deter borrowers from over-stretching themselves.

At a micro level, it is worth pointing out that borrowers are already currently required
to declare whether they have any other outstanding mortgages when applying for a
loan from an authorised institution. Therefore, in practical terms, the proposed
positive mortgage data sharing, which only involves sharing of information on the
number of mortgages, will not result in borrowers providing additional personal
information to a potential lending institution, and such information will, under the
proposed framework, only be accessible by a credit provider from the CRA when it
makes an enquiry, with the consent of the customer, upon receipt of a credit
application. At the same time, the proposed arrangement will enable credit providers
to conduct more complete and accurate assessment of the repayment ability of all
applicants and not just those who have made full disclosure to the lending institutions.
This will help ensure a level playing field for all loan applicants, thereby creating a
more efficient market for consumer lending and borrowing. The arrangement will
also help deter borrowers from providing false information or omitting information on
mortgages they already have when applying for a loan from a credit provider.

As regards benefits to customers, as an example, since the introduction of the
Consumer Credit Reference Agency in 2003 which provides positive credit data in
relation to personal loans and credit card advances, customers with favourable credit
records have been able to obtain loans at lower interest rates. Since then, the rollover
rate of credit cards (that is, the percentage of total outstanding balance of credit card
lending to the total credit card receivables) has dropped from 54% to 25% while the
non-credit card lending market has been growing rapidly. This is because credit
providers have been able to offer credit worthy customers outstanding credit card
balance transfer services whereby they transfer such balances to personal loans.
Generally speaking, the interest rate for personal loans is much lower than that of
credit card advances. That shows that consumers have benefited as a result.

On the whole, we consider the proposal, which have been developed after taking into
account views from different stakeholders, has struck a right balance between
individuals’ right to data privacy and the broader public interest.




Please refer to the Annex for HKMA’s comments on the six privacy issues raised in
the Consultation Document.

Yours faithfully,

¢.c. The Chairman, Consumer Credit Forum
The Chairman, HKAB
The Chairman, DTCA
FSTB

Encl.
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Annex

The HKMA considers that it is necessary and not excessive for the CRA to hold the
additional mortgage data as proposed (i.e. positive mortgage data of residential
properties, and both positive and negative mortgage data of non-residential properties
contributed by the credit providers) based on the following:-

* Property investors / speculators not only invest / speculate in residential properties
(but also in non-residential properties). Indeed, if the mortgage loans were
confined to residential mortgages, there is a likelihood that investors / speculators
would invest / speculate in the non-residential sector given the loophole.
Therefore, to achieve the principal objective of the proposal, it is necessary to share
both mortgage data of residential and non-residential properties. Excluding
non-residential properties from the proposed scheme would render the mortgage
database much less useful.

» The proposed scope covering non-residential properties is in line with that adopted
in advanced economies such as the US, UK, Canada and other Asian markets such as
Mainland China, Taiwan and Singapore.

° Regarding sharing of negative data of non-residential properties, if positive
mortgage data of non-residential properties would be shared, it is a natural extension
that the negative data of non-residential mortgages should also be covered to allow a
comprehensive picture to be obtained from the CRA database. Otherwise, the
system would became very confusing and difficult to operate.

e The HKMA supports that sharing of negative mortgage data of non-residential
properties is appropriate and necessary to give a full picture of borrowers’ total
indebtedness.

Issue 2 Types o vdata"t “be ontrxbuted by cred;tf"rowders to the CRAiand to: be

e The HKMA is pleased to note that the Office of the Privacy Commissioner for
Personal Data (PCO) is of the view the proposed types of data items to be
contributed and accessed under this Issue represent the minimum amount of data
necessary for the purpose of assessing the credit risk of consumer credit applicants.

e The HKMA believes the industry proposal is a well-balanced one after taking views
from different stakeholders into consideration. In fact, the current proposal (being
the revised version following discussions with the PCO has substantially reduced the
range of data items to be shared as compared with the original industry proposal
forwarded to the PCO in October 2009.

o The HKMA is well aware of the need to keep the proposed data items to be shared
and accessed to a minimum. The current proposal is a “bare-bones” approach
involving a simple mortgage count.




3 — Contribution of pre-existing miortgage.data by:éredit providers to the

s The HKMA is of strong view that it is essential to include the pre-existing mortgage
data; otherwise, there will be a big loophole in the arrangement and effectively
defeat the purpose of the proposal. At present, the loan tenor of most newly
approved mortgages is between 20 to 30 years. Even though some mortgage
borrowers may make an early repayment of their mortgage loans for different
reasons (such as switching to another property or other investment considerations), it
will take not just a few years but many years for the CRA database to be able to
serve its intended purpose if existing mortgage data is excluded from the database.
To carve out existing mortgage data will also create a special class of mortgage
borrowers whose mortgage data will not be known to credit providers. This will
significantly impede the effectiveness of the database in enhancing overall financial
stability in Hong Kong.

*  The HKMA notes that the industry has obtained legal advice from solicitors and
Senior Counsel on this issue. According to the legal advice obtained, the
contribution of mortgage data relating to pre-existing mortgages is within the ambit
of data protection principle 3 of the Personal Data (Privacy) Ordinance. The
contribution by credit providers of mortgage data of pre-existing mortgages to a
CRA for compiling a mortgage count is a lawful purpose directly related to the
original purpose for which such data were collected and relates directly to a core
activity of credit providers. The HKMA understands that the industry has already
forwarded the legal advice to the PCO for reference. In view of this, there are no
legal impediments for including pre-existing mortgage data in the database of the
CRA. For this reason, from a legal perspective, we are of the view that prior
notification to customers before contributing such data to the database is not
necessary. It is also important to note that a credit provider will only be able to
access such positive mortgage information in the future with the consent of the
borrower.

Tssue 4 - Use'of Mortgage Count o or after implementition

¢ It would not be desirable to stipulate that access to the types of credit data is to be
constrained by the types of loans applied for. The utmost consideration of a bank
when deciding whether to approve a loan application is the applicant’s repayment
ability, which will definitely be affected by all the loans (including mortgages, credit
card debts and unsecured loans) the applicant already has. At present, when bank
customers apply for credit cards or unsecured loans, banks will ask customers to
declare information on their outstanding mortgage loans.

» It is relatively easier for borrowers to apply for a credit card debt or unsecured loan
than to obtain a mortgage. Some borrowers might use cash advances from credit
card to service their mortgage payment or to partly finance their mortgage down
payment. It will be a loophole in the arrangement if the borrowers’ total
indebtedness could not be assessed.
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» Based on the reasons stated below, the HKMA considers that the proposed 24-month
transitional period is appropriate.

| ¢ There was also a 2-year transitional period when the positive credit database of
‘ credit card and unsecured loans was introduced. In light of the experience last
time, a 2-year period is considered appropriate. The last experience also showed
that when the 2-year transitional expired, there was no large scale loan termination
or debt collection measures on the part of banks.

s The Code of Practice on Consumer Credit Data (Code) which was last updated in
June 2003 stipulates requirements on data security and system integrity safeguards
; by credit providers and CRA. CRA is also required to commission an independent
" auditor to conduct a compliance audit on an annual basis. In our view, the
necessary safeguards have already been built into the Code. The HKMA has no
objection to the proposal of the PCO in the Consultation Document that the CRA
; should commission an independent compliance audit within 6 months from the
§ implementation date.

* There are also comparable security and data protection measures in the SPM IC-6
(this is a statutory guideline issued by the HKMA) which authorized institutions
need to observe in relation to the sharing and use of the consumer credit data
through a CRA, and Als will not be able to access such data for marketing purposes.
Als, as credit providers, will maintain access log and other records and conduct
annual compliance audit to ensure that their data management practices are adequate
and effective to warrant compliance with the Code of Practice on Consumer Credit
Data, SPM IC-6 and their internal policies and procedures. While SPM IC-6 has
already specified that Als should have clear and comprehensive policies and
procedures for the sharing and use of consumer credit data through a CRA to ensure
compliance with the requirement of the Code, the HKMA will amend SPM IC-6 to
cater for the changes associated with the positive mortgage data proposal so that the
same set of supervisory requirements will apply to the sharing of mortgage data.
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Banking Conduct Department AT # F B
Ref:
17 February 2011

Policy 21 Limited

Room 1101-02, 11/F, Times Tower
928-930 Cheung Sha Wan Road
Kowloon, Hong Kong

Dear Sir/Madam,

The -Sharing_of Mortgage Data for Credit Assessment Consultation Document
(“Consultation Document”) — Supplementary Submission

Further to our letter of 8 February 2011 providing you with the
HKMA’s views on the Consultation Document, I am writing to provide you with
supplementary information in relation to the positive mortgage data sharing proposal
(the industry proposal) to dispel a few misconceptions we noticed in a press report in the
Hong Kong Economic Journal dated 9 February 2011 quoting the former Privacy
Commissioner, Mr Roderick Woo, on his views in relation to the industry proposal. We
feel obliged as the banking regulator in Hong Kong with knowledge of the actual
situation during the property downturn from 1997 to 2003 to correct any misconceptions
created by his comments.

First, there is a comment saying that mortgage loans, unlike other unsecured consumer
credits, are secured by properties and thus credit providers can rely on the security of the
mortgage loans to mitigate possible losses in the event of a default. As such, sharing of
positive mortgage data is not necessary. This comment fails to recognize that the
intended purpose of the industry proposal is for better credit assessment to facilitate
prudent lending and more effective credit risk management by credit providers, thereby
preventing over-borrowing by consumers and over-lending by credit providers.

This is because although mortgage loans are collateralised, we have to recognize that
repossession and subsequent liquidation of the repossessed properties which from the
collateral would only be undertaken as a last resort by credit providers as selling such
properties in a depressed market would only cause prices to slump further. Indeed, there
is concrete evidence from the last financial crisis to show that not only did borrowers
suffer but credit providers also suffered losses when borrowers defaulted on mortgage
loans that were in negative equity. Furthermore, from a risk management perspective,
the HKMA is of the view that it is crucial that credit assessment should not be conducted
merely based on the availability of collateral. Rather, regardless of whether a new loan

55th Floor, Two International Finance Centre, FHEPRSBESHEERSBR P LO2H558
8 Finance Street, Central, Hong Kong T (. C EE.

Tel: : Fax: . EBE.

E-mail: 1 4 4 . www.hkma.gov.hk

Website: www.hkma.gov.hk



is collateralised, the credit provider when deciding whether to approve a loan application
should first and foremost assess the applicant’s repayment ability. Given the current low
interest rate environment, some property buyers may over-leverage themselves
irresponsibly by making excessive mortgage borrowings to finance their property
investments or speculative activities. Introducing positive mortgage sharing, which
helps facilitate more accurate assessment of borrowers’ repayment ability, could help
promote responsible borrowing and lending, thereby reducing the risk of over-borrowing
by consumers and increase their ability to withstand the pressure of interest rate hikes
coupled with a fall in property prices during the next downturn.

Another misconception relates to the risk of improper disclosure of the positive
mortgage data given the long tenor of mortgage loans. Our previous study indicated that
although the mortgage may be for 20 years the effective tenor of mortgage loans is
generally 7 to 8 years because mortgage borrowers normally dispose of their mortgaged
properties for one reason or another after 7 to 8 years. The important point is that the
data is not held for longer than necessary as provided in Data Protection Principle 2. In
addition, we have to emphasize that the necessary safeguards have already been built
into the Code of Practice on Consumer Credit Data (Code) which was issued by the
Office of the Privacy Commissioner for Personal Data to prevent misuse of consumer
credit data. The Code specifies that access to consumer credit data can be made only for
legitimate purposes such as assessing credit applications, conducting credit reviews and
monitoring borrowers who are in default. Section 2.12 of the Code further provides that
a credit provider is prohibited from accessing the consumer credit data of an individual
held by a credit reference agency (CRA) for direct marketing purpose. In view of these
safeguards already built into the Code, we believe that the Code achieves an appropriate
balance between the use of consumer credit data and the privacy of borrowers. Similar
safeguards will no doubt be applied to positive mortgage data sharing when the Code is
amended. It is also important to note that a credit provider will only be able to access
the proposed positive mortgage data in future with the consent of the borrower.

Above all, I wish to reiterate that the industry proposal strikes an appropriate balance
between individuals’ right to data privacy and the broader public interest. I hope you
find the above supplementary information helpful to the public consultation exercise.

Yours faithfully,

c.c. The Chairman, Consumer Credit Forum
The Chairman, HKAB
The Chairman, DTCA
FSTB
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80/F Two International Finance Centre

8 Finance Street Central Hong Kong P

Telephone(852) 2536 0000 . .
Facsimile (852) 2536 0999 . - e =~

Your Ref:
8 February 2011

Mr. Allan Chiang ' : !

Privacy Commissionler for Personal Data S ~
Office of the Privaéj Commissioner for Personal Data - ’

12th Floor, 248 Queen’s Road East

Wanchai

Hong Kong

Dear Mr. Chiang o

Sharing of Mortgage Data for Credit Assessment Consultation Document
(the “Consultation Document”)

Thank you for your letter of 5 January 2011 inviting us to share our
views on the Consultation Document. The HKMC’s response to the
Consultation Document is set out in the Annex.

The HKMC supports the financial industry’s proposal on the Sharing
of Positive Mortgage Loans Consumer Credit Data through Credit Reference
Agency issued by the Consumer Credit Forum on 25 October 2010 in relation
to expanding the existing scope of credit data sharing arrangement to:

1) cover the sharing of positive and negative data of residential and
non-residential mortgage loans; and

(ii) allow a credit provider to access the mortgage count of a consumer for
assessing an application of any consumer credit.

The additional mortgage data will enable credit providers to conduct
more comprehensive credit assessment on consumers thereby promoting
responsible lending and borrowing behaviour and benefiting both the credit
providers and the consumers through:

A wholly-ovwned Hong Kong SAR Government Corporation through the Exchange Fund
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e Lower funding costs of performing borrowers - The credit
providers can factor in the additional mortgage data into its credit
scoring or risk-based pricing models. More favourable terms
and pricing may be available on offer to those borrowers with an
overall healthy credit profile.

e  Lower delinquency rate - more comprehensive credit assessment
may minimize credit default due to over-borrowing and hence
reduce potential bankruptcy cases.

e  Promote long-term stability of the property market — credit
providers can assess loan applications after taking into account
the mortgage count of a consumer, thereby reducing the risk of
asset bubble in the property market as a result of indiscriminate
borrowing by consumers.

Subject to obtaining the prior written consent from the HKMC, we do
not object to the provision of additional mortgage data to the credit reference
agency (“CRA”)in respect of mortgages that have been sold / transferred by
credit providers to the HKMC. This arrangement will allow credit providers
to access consumers’ credit data in the HKMC’s sizable mortgage portfolio and
will undoubtedly help ensure the integrity of the CRA’s database.

Last but not least, as it is evident that over the last 13 years the HKMC
has in its possession a substantial number of mortgage loans and envisages,
over time, that it will continue to play an important role in the mortgage market,
we recommend that the Privacy Commissioner should review the category of
credit provider in a more comprehensive manner and consider whether it
should be expanded to include the HKMC in due course.

We look forward to hearing your view on our suggestion.

With kind regards,

Yours sincerely,

A whollv-ovened Hong Kong SAR Government Corporation through the Exchange Fund
H B REFRIIT B R S E S e R VSR
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Annex
The Hong Kong Mortgage Corporation Limited (the “HKMC”)

Response to the Consultation Document on

“The Sharing of Mortgage Data for Credit Assessment” issued by the

Office of the Privacy Commissioner for Personal Data on 5 January 2011

Issue 1: Types of mortgage loans to be covered

1.1

1.2

1.3

1.4

The HKMC supports the extension of the existing scope of consumer
credit data to cover both positive and negative mortgage data relating to
mortgage loans for residential and non-residential properties and has no
objection to the provision of mortgage data in respect of mortgages
sold/transferred by credit providers to the HKMC (subject to the
HKMC'’s prior written consent being obtained).

The inclusion of additional mortgage loan types will allow credit
providers to access more comprehensive credit data of potential
borrowers and help them to understand the borrowers’ total indebtedness.
The credit providers may, armed with more comprehensive credit data,
offer more favourable terms and pricing to those potential borrowers
with healthy credit profiles and thus, enabling those borrowers to have
easier access to the mortgage market.

The additional mortgage data may also facilitate the underwriting
process of mortgage insurers such as the HKMC; which will, in turn,
enable potential borrower to obtain the necessary mortgage insurance
and mortgage finance.

In sum, the sharing of additional mortgage data will not only benefit the
credit providers and the consumers, it also promotes long term stability
of the financial services industry by reducing over-borrowing and
lessening the adverse impact of a drastic drop in property price in Hong
Kong.

Issue 2: Type of data to be contributed by credit providers to the CRA and
to be accessed by credit providers: Positive and Negative

2.1

The HKMC supports the proposed items of the Contributed Data (as
defined in the Consultation Document) to be provided by credit
providers to the CRA as the Contributed Data (positive and negative) are
key mortgage data and are necessary for identifying accurately each
individual involved in a mortgage loan.

i
A whollv-owned Hong Kong SAR Government Corporation through the Exchange Fund
B B P T R I A RS 2 R YR
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2.2

The HKIMC supports that credit providers should be allowed to access
the Mortgage Count in order to facilitate a more comprehensive credit
assessment of a consumer.

Issue 3: Contribution of pre-existing mortgage data by credit providers to
the CRA:

3.1

HKMC supports the industry’s view that contribution of the
Contributed Data from the credit providers to the CRA relating to
pre-existing mortgage loans will ensure the integrity and completeness
of the CRA’s database. If pre-existing mortgage data are not
contributed to the CRA, it will reduce the effectiveness of the CRA’s
database. ~ Nevertheless, it is for the credit providers to satisfy
themselves that they have sufficient authority under the existing
mortgage or other loan documentation to contribute the relevant data to
the CRA. (It is noted that the industry have been advised by Senior
Counsel that the contribution of the Contributed Data by credit providers
to the CRA is within the ambit of the existing legislation).

Issue 4: Use of Mortgage Count on or after implementation

4.1

The HKMC supports the industry proposal that the additional
mortgage data will be used not only by the credit providers granting
those mortgages but all other credit providers for the purposes of
assessing the application of, review or renewal of not only mortsage
loans but all other credit facilities so that the mortgage count data can be
used for credit assessment of an individual’s total indebtedness and for
preventing over-borrowing.

Issue 5: Transitional Period

5.1

The HKMC supports that the credit providers shall not access the
additional mortgage data for general portfolio review of consumers’
credit worthiness within the first 24 months after implementation of the
proposal so as to allow the mortgage data to be accumulated over a
period of time and ensure the reliability of the mortgage database before
a credit review of its existing customers should be conducted by the
credit providers.

ii
A whaolly-owned Hong Kong SAR Government Carporation through the Exchange Fund
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Issue 6: Implementation safeguards

6.1

6.2

The HKMC agrees with Privacy Commissioner’s views that the
existing safeguards as provided in the Code of Practice on Consumer
Credit Data (“Code of Practice™) should be extended to the enlarged
mortgage data pool. We also believe that additional measures should
be introduced and imposed upon the CRA along the lines suggested by
the Privacy Commissioner; for example more frequent compliance audit
and IT security management of its information system should be
implemented given that the pool of mortgage data will be substantially
increased after the proposal is implemented.

Although the HKMC is not currently subject to the Code of Practice, the
HKMC has established effective policies, procedures and internal
controls to prevent unauthorized access and disclosure of personal data
(for example, an Information Security Manual has been developed by
external security consultant) and will be able to comply with the privacy
safeguards as stated in the Code of Practice should the Privacy
Commissioner recognise the HKMC as a credit provider in light of the
pool of mortgage data information which the HKMC has from time to
time, through the credit providers, contributed to the CRA’s database.

The Hong Kong Mortgage Corporation Limited
8 February 2011

iii
A wholly-owned Hong Kong SAR Government Corporation through the Exchange Fund
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Mr Allan Chiang

Privacy Commissioner for Personal Data

Office of the Privacy Commissioner for Personal Data
12/F, 248 Queen’s Road East

Wanchai, Hong Kong

Dear Mr Chiang, ~’

Public Consultation on Privacy Issues of
Sharing of Mortgage Data for Credit Assessment

Thank you for your letter of 5 January 2011
inviting the MPFA’s views on the captioned public consultation.

We have considered the issues raised in the consultation document, and
do not have any comments on the subject.

Yours sincerely,

Corporate Affairs Department

L e 0 TR 5 S 161
Level 16, International Commerce Centre. 1 Austin Road West, Kowloon, Hong Kong Ca

Awxckd by The Hong kong Councd
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1 February 2011 URBAN RENEWAL
AUTHORITY

Office of the Privacy Commissioner

for Personal Data, Hong Kong BY FAX & BY POST
12/F, 248 Queen’s Road FAst (Fax No.2877 7026)
Wanchai, Hong Kong

Attn : Mr, Allan Chiang

Dear Sirs,

Re: Sharing of Mortgage Datafor Credit Assessment

We refer to your letter dated 5 Januvary 2011 which was passed to me for
reply thereon.

Basically, we agree 10 the industry’s proposal to extend the scope of sharing of consumer credit
data to cover both positive and negative mortgage data relating to mortgage loans for residential
end non-residential properties. However, as positive data generally refer to information
relating to the financial circumstances of an individual that do not involve a failure to repay,
more stringent control on the collection, use, security and access of such data is needed to

protect the data privacy of an individual.

If the industry’s proposal is to be implemented, the CRA will hold 2 much more voluminous
amount of consumer credit data in its information systems. Hence, measures to cnsure the
compliance to the Code of Practice on Consumer Credit Data and the security management of
such data by the CRA are crucial. We think that PCPD’s proposed implementation safeguards
such as the submission of a bi-annually privacy compliance audit report with extended coverage

and periodic IT security audits by the CRA are appropriate.
We hope our views will be helpful to you.

Yours sincerely,

canngongamsatian

ASERIR TR E S 18 M HOA R 2640 WL Z58H 2222 (910 2817 017672827 DO8S Mk www.urd, org.hk
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HONG KONG BAR ASSOCIATION

Secretariat: LG2 Floor, High Court, 38 Queensway, Hong Kong
DX-180053 Queensway | E-mail: info@hkba.org Website: www.hkba.org
Telephoue: 2869 0210 Fax: 2869 0189

17th February 2011

Mr. Allan Chiang

Privacy Commissioner for Personal Data

Office of the Privacy Commissioner for Personal Data
12/F, 248 Queen’s Road East

‘Wanchai, Hong Kong.

Dear Mr. Chiang,
Re: Sharing of Mortgage Data for Credit Assessment
I refer to your letter of 5" January 2011.

Please find enclosed the Response of the Hong Kong Bar Association to the “Privacy
Commissioner for Personal Data’s Consultation Document: Proposed Revision to the Code of Practice
on Consumer Credit Data (“the Code”) for the Sharing of Mortgage Data for Credit Assessment,
which has been endorsed at the Bar Council Meeting held on 10" February 2011, for your
consideration.

Yovregincerely,

ce: Policy 21 Limited, the Consultant
(Rm 1101-02, 11/F Times Tower, 928-930 Cheung Sha Wan Rd, Kowloon)

Chairman FE: Council Members T RAFHRA.

Yice Chairmen BUZFERE ©

Hon, Secretary & Treasurer

LR AT

Lrepury Hon. Secretary
Blagmne

Administrator TTEERE : 1



Hong Kong Bar Association’s Response to the

Privacy Commissioner for Personal Data’s Consultation Document:

Proposed Revisions to the Code of Practice on Consumer Credit Data (“the Code”) for

the Sharine of Mortsace Data for Credit Assessment

Background

o

The consultation document contains a short history of the Code: §§1.6 and 1.7.

An alternative account of the circumstances in which the Code was first promulgated
and its subsequent amendment is to be found in Global Privacy Protection The First
Generation (Edward Elgar, 2008), eds Rule & Greenleaf’'

It is important to recognise that the original version of the Code (gazetted in February
1998) was primarily an exercise by the Privacy Commissioner for Personal Data (“the
PC”) in “ring-fencing” the then relatively undeveloped (as compared with many other
economies of similar financial sophistication) and, as a consequence, relatively
privacy-benign practices, of Hong Kong’s only consumer credit reference agency

(“CRA”) of significance, Credit Information Services Limited (“CIS™).

The origins of CIS lay in the sharing between finance companies of data on
equipment and vehicle leasing and hire-purchase. This was subsequently expanded,
with the involvement of a variety of “Authorised Institutions”, to include the sharing
of “negative” credit consumer credit data, ie. data in relation to consumer credit

defaults, including credit card defaults.

Thus, the situation in 1998 was that (leasing and hire-purchase data aside) the only
CRA worth the name in Hong Kong, CIS, held data only in relation to individuals
who had defaulted on their consumer credit obligations (the minority of consumer
credit users), i.e. it did not hold data in relation to individuals who had not defaulted

on their consumer credit obligations (the majority of consumer credit users).

Even with regard to individuals who had defaulted on their consumer credit
obligations, CIS’s coverage fell far short of being complete since the largest retail
bank in Hong Kong, HSBC, did not participate in sharing data (whether through CIS

or otherwise).

! Pages 247 and 248 by McLeish and Greenleaf copy herewith,

1



10.

11.

12.

In the original (1998) version of the Code the scope of data that was permitted to be
provided to, and shared through, any CRA was limited, in essence, to the scope of

data that was then being provided to, and shared through, CIS.

In this regard (and the other matters it covered), the Code was (as was intended) a
“pro-privacy” initiative because (other than in relation to leasing and hire-purchase
transactions) it prohibited CIS from collecting “positive” consumer credit data, i.e.
data on individuals’ consumer credit applications and obligations irrespective of any

default.

The irony is that this “pro-privacy” initiative has been leveraged into a mechanism for

legitimising “privacy-intrusion” in the following ways.

(O First, by providing (at the instigation of the HKCM) for a CRA to be permitted
to collect “positive” consumer credit data in amendments to the Code in 2002
and 2004,

(2) Second, because the HKMA first encouraged (in 1998) participation by all
Authorised Institutions in sharing consumer credit data (targeting HSBC most

importantly) and then (in 2005) required this.

It is also noteworthy that in 1998, TransUnion (one of the big three consumer
reference agencies in the US) acquired a majority stake in CIS and renamed it

TransUnion. It had and still has an effective monopoly of Hong Kong’s consumer
CRA business.

Since most adults in Hong Kong will have some form of consumer credit (if only in
the form of a credit card), permitting the collection of “positive” consumer credit data
represented a quantum leap in the number of individuals whose data were collected
and held by, and shared through, TransUnion, particularly when this was coupled with
the participation of all Authorised Institutions, including HSBC. It also provided
TransUnion with the means to engage in profiling across all types of individual
borrowers for the purpose of credit-scoring (as a value-added service for the
participating institutions) with potentially adverse effects for individuals’ ability to

obtain credit, irrespective of any defaults.

The proposals contained in the Consultation Document to expand the scope of

consumer credit data that credit providers be permitted to provide to TransUnion to
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13.

14,

15.

16.

17.

nclude “positive” consumer credit data in relation to residential mortgages and
“positive” and “negative” consumer credit data in relation to non-residential
mortgages, represent a further step in the “scope-creep” of consumer credit data that
TransUnion would be permitted by the Code to collect and hold for sharing anong

credit providers.

The PC is at pains to point out that the proposals in the Consultation Document are
being put forward, not by him, but by a body called the Consumer Credit Forum
(“CCF”) with the support of the HKMA. The CCF is described as a “joint forum” of

the representative bodies of'the different groups of credit providers in Hong Kong.

As a general rule, consumer credit providers will always argue they should be
allowed to engage in the sharing of an ever wider scope of consumer credit data,
claiming this increases the efficiency of the credit market and reduces the risk of
defaults. The support of the HKMA is also of no surprise given its policy
responsibilities and past role in increasing the sharing of consumer credit data through
CIS/TransUnion.

Increasing the efficiency of the credit market and reducing the risk of defaults are
laudable aims, but they are to be balanced against the privacy interests of the
individuals whose data it is proposed to share, including individuals who have not

defaulted, and may never default.

The PC recognises that the proposals in the Consultation Document have “serious

implications on data protection and privacy” (§1.16).

The PC does not, however, express any views (preliminary or otherwise) on whether
the proposals comply with the provisions of the Personal Data (Privacy) Ordinance
(Cap 486) (“the Ordinance™) even though:

)] the PC is tasked to “monitor and supervise compliance with the provisions” of

the Ordinance (s 8(1)(a)): and

2) by virtue of s 12 of the Ordinance, the purpose of the Code is to provide
p
“practical guidance in respect of any requirements under this Ordinance

imposed on data users.”



18. Instead, the PC raises six specific “privacy issues” for consultation (§1.18 & Part V)
without specifically identifying the requirements of the Ordinance to which they

relate.
Relevant Provisions of the Ordinance

19. The provisions of the Ordinance of greatest relevance to the proposals in the
Consultation Document are those of Data Protection Principle 1 (“*DPP 1”) and Data
Protection Principle 3 (“DPP 3”) in Schedule 1 of the Ordinance.

20. DPP 1 provides (insofar as is most relevant) as follows:

“1. Principle 1 - purpose and manner of
collection of personal data

(1) Personal data shall not be collected unless-
(a) the data are collected for a lawful purpose directly related to a
function or activity of the data user who is to use the data;
(b) subject to paragraph (c), the collection of the data is necessary for
or directly related to that purpose; and
(c) the data are adequate but not excessive in relation to that
purpose ...”

21. DPP3 provides:

“3. Principle 3 - use of personal data

Personal data shall not, without the prescribed consent of the data subject, be
used for any purpose other than-
(a) the purpose for which the data were to be used at the time of the
collection of the data; or
(b) a purpose directly related to the purpose referred to in paragraph

(a).”

22. Pursuant to s 4 of the Ordinance, a data user (i.c. a person who controls the collection,
holding, processing and other use of personal data (s 2(1)) is required to comply with

the Data Protection Principles, including DPP1 and DPP3.

Issue 1: Types of Mortgage Loan to be Covered

23. In §1.18(a) this issue is expressed as follows:

“Whether it is necessary and not excessive for the CRA to hold the additional
mortgage data [that would be] contributed by the credit providers, namely,
positive mortgage data in respect of residential properties, and both positive




25.

26.

27.

28.

and negative mortgage data in respect of non-residential properties (CRA
already holds negative mortgage data in respect of residential properties).”

This issue involves proposals for the consumer credit mortgage data that TransUnion

would be permitted to collect to be expanded to include:

(1)  mortgage data in relation to non-residential property, i.e. car park spaces, retail,

commercial and industrial property; and

2) positive mortgage data in relation to both residential and non-residential

property.
The justification given for these proposed changes (at §4.21) is that they:

“will allow a more comprehensive credit assessment of a borrower and the
subsequent calculation of the debt servicing ratio.”

However, since it is proposed that the only positive mortgage data to be shared
through TransUnion is Mortgage Count, ie. the total number of mortgage
commitments an individual has (including as personal guarantor), the proposed
changes would not of themselves provide “a more comprehensive credit assessment

of a borrower” or “calculation of the debt servicing ratio”.

The lender would still have to ask the individual borrower for details of each
mortgage in the borrower’s “Mortgage Count” (e.g. amount of mortgage loan
outstanding, repayment amount, loan to value ratio etc) in order to arrive at its credit

assessment of the borrower and/or calculate the borrower’s debt servicing ratio.

This begs the question of why the credit provider cannot simply ask the borrower for
his Mortgage Count in the first place. The answer is the credit provider can and
usually does ask the borrower for this. Why, then, go to all the trouble of providing
this information through TransUnion with the “serious implications on data protection

and privacy” this would entail?

The answer is that, in this regard, TransUnion would act as a credit “checking”
agency, to confirm (or not as the case may be) that the borrower is being truthful with

respect to the Mortgage Count he or she provides to the credit provider.
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30.

31.

32.

33.

34.

It follows, therefore, that the justification for adding to the data TransUnion may
collect as being “necessary and not excessive” in accordance with DPP1(1) should

depend on:

0 the importance to the assessment of individuals® creditworthiness of the
additional types of data it is proposed to permit TransUnion to collect, hold

and share; and

2) the degree (if any) to which borrowers are not truthful about the matters to

which the additional data relate.

No evidence is presented in the Consultation Document on the extent to which
individuals are taking on mortgages in relation to non-residential property or
delinquency rates in relation to such mortgages® (and, hence, the importance of this to
their creditworthiness). Nor is any evidence presented that there is significant problem

of borrowers being untruthful about the number of mortgages they have.

In the absence of proper supporting evidence, the case for saying the additional data it
is proposed TransUnion be permitted to collect are “necessary and not excessive” (for
the purpose of assessing the creditworthiness of the individuals to which the data

relate as required by DPP1(1)) does not begin to be made out.

Unless and until such a case is made out on the basis of compelling evidence, the
proposals to expand the mortgage data TransUnion is permitted to collect must be
rejected because it has not been shown that DPP1(1) would be complied with, let
alone that the PC’s “serious implications on data protection and privacy” should be
overridden. As things stand, the proposals are a “solution” to an unproven problem. It
may well be convenient for credit providers to be able to access additional mortgage
data, including Mortgage Count, but convenience cannot outweigh the “serious

implications on data protection and privacy”.

The other “privacy issues” raised in the Consultation Documents are addressed in the

following without prejudice to the foregoing conclusion.

2 . . » . . .
" The evidence on delinquency rates for residential mortgage loans (in §4.15) supports the conclusion
there is little cause for concern individuals are becoming over-indebted in this regard.
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Issue 2: Types of data to be contributed by credit providers to the CRA and to be accessed by

credit providers

35.

36.

37.

38.

In §1.18(b) this issue is expressed as follows:

“Whether it is appropriate to restrict the amount of positive mortgage data
contributed by the credit providers to the CRA in line with the latter’s
operational needs, and to restrict the access of such data by credit providers
(upon the credit applicants’ written consent) to the Mortgage Count ...”

In accordance with DPP1(1), the test to be applied in determining the scope of
personal data that credit providers should be permitted to transfer to “the CRA”, i.e.
TransUnion (which must correspond to the scope of personal data that TransUnion is
permitted to collect from credit providers) is not TransUnion’s “operational needs™, it
is whether that scope of data is “necessary and not excessive” for the purpose of

assessing the creditworthiness of individuals.

It is recognised, of course, that in order for TransUnion to be able to provide its credit
reference services it has “operational needs” such as the need to identify the
individuals to whom the data relate with reasonable certainty. So long as “operational
needs” correspond to requirements that are essential for carrying out TransUnion’s
operations there should be no conflict with the “necessary and not excessive”
requirement of DPP1(1). If, however, “operational needs” are equated with
“operational convenience”, conflicts with the “necessary and not excessive”

requirement of DPP1(1) are likely to arise.

Assuming for current purposes (contrary to the conclusion reached on Issue 1) that
TransUnion should be permitted to collect the additional personal data in relation to
mortgages proposed by the CCF, the restriction of access by credit providers to the
Mortgage Count only is supported. This is all a credit provider requires to know in
order to check the borrower is being truthful about the number of his or her existing
mortgage commitments, which is the basis for the credit provider to make its further
enquiries with the borrower as to the details of his/her mortgage commitments in
order to calculate the debt servicing ratio of the borrower and assess his or her overall

creditworthiness.

Issue 3: Contribution of pre-existing mortgage data by credit providers to the CRA

39.

This issue is expressed in §1.18(c) as follows:




40.

41,

42.

43,

44,

45,

“Whether it is appropriate for the additional mortgage data in respect of pre-
existing mortgages at the time of the implementation of the proposal to be
contributed to the CRA, with or without the prior explicit notification to the
consumers.”

This issue goes to compliance with DPP3 since “contribute” equates to “transfer” and

the “transfer” of personal data is a use of personal data.’

By virtue of DPP3, credit providers may not (without the prescribed consent of the
data subject) transfer to TransUnion personal data for any purpose other than the
purpose for which the personal data were to be used at the time of the collection ofthe

personal data or a purpose directly related thereto.

The objection on DPP3 grounds to the transfer to TransUnion of additional types of
mortgage data that have already been collected by credit providers is that at the time
such data were collected, credit providers were not permitted to transfer the data to
TransUnion. On this basis, ipso facto the transfer of such data to TransUnion to
enable it to provide its credit reference service cannot have been a purpose for which

credit providers collected the data concerned.

The CCF has anticipated this objection. In §4.25, it states that based on legal advice
from solicitors and Senior Counsel “the industry is of the view that the contribution of
Contributed Data [ie. the morigage data the CCF is proposing that credit providers
transfer to TransUnion] by credit providers ... is within ambit of data protection
principle 3.” The basis for this conclusion is (it is argued) that the original purpose for
the data were/are collected by credit is “granting and maintaining the mortgage loan”
whereas the purpose of transferring the data to TransUnion is “ensuring ongoing
creditworthiness of the customer”, which is said to be directly related to the original

purpose.

This argument, however, ignores the expectations of the individuals who provided the
data concerned to credit providers at a time when such data could not be transferred to

TransUnion because the Code did not permit this.

In his own guidance on how he interprets DPP3, the PC says the following:

? The definition of “use” in relation to personal data in s 2 (1) of the Ordinance refers.
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46.

47.

48.

49,

50.

“In assessing whether the act in question is done for a ‘directly related
purpose” and thus covered by DPP3(b), the Commissioner will take into

account tactors such as:

e the nature of the transaction giving rise to the need for using the personal

data; and

e the reasonable expectations of the data subject.”* (emphasis supplied)

The PC followed this guidance in the recent Octopus case, in which he concluded that
the provision of the personal data of Octopus Rewards Scheme member to third
parties for monetary gain did not amount to a “directly related purpose, applying the

test of reasonable expectation of Members on the use of their personal data.”

Applying the same test here, the transfer of the new types mortgage it is proposed
credit providers be permitted to transfer to TransUnion that has already been collected
(prior to the proposed change to the Code to permit this) would be contrary to DPP3
because at the time the data were collected the data subject would not have expected

this to occur due to the fact this was not permitted.

It should also be noted the PC has no power to derogate from the requirements of the

Ordinance in a code of practice: s 12 of the Ordinance.

On this basis, it would not be sufficient for the purposes of compliance with DPP3 for
data subjects to be given “prior explicit notification” of the transfer. What would be
required is the “prescribed consent” of the data subjects for the transfer of such data to
TransUnion. By virtue of s 2(2) of Ordinance, “prescribed consent” means (in
sumimary) express consent given voluntarily that has not been withdrawn by notice in

writing.

It follows, therefore, that not only has it not been demonstrated that the proposals
would comply with DPP1(1) (see response to Issue 1 above), they would also

contravene DPP3 if the PC’s own guidance as to its application is followed.

% §7.25 of Data Protection Principles in the Personal Data (Privacy) Ordinance — from the Privacy
Commissioner's perspective, Office of the Privacy Commissioner for Personal Data, August 2007.

3 §3.40 of the PC’s Report Number R10-9866, 18 October 2010.

® The fact that the scope of consumer credit data that may be transferred to TransUnion has previously been
expanded to include data that had already been collected were included (§4.24) does not mean this complies
with DPP3.




Issue 4: Use of Mortgage Count for general credit assessment on or after implementation

51. This issue is expressed in §1.18(d) as follows:

“Whether it is appropriate to permit, subject to consumer’ written consent,
access to the additional mortgage data by the credit providers to evaluate not
only mortgage loan applications but also to assess other new consumer credit
applications as well as review and renewal of the consumers’ existing credit
facilities.”

52. The proposal that the written consent of data subjects be required prior to access by
credit providers to the (proposed) additional mortgage data does 'nothing to address
the DPP3 objection in the above response to Issue 3 since the DPP3 objection relates
to the transfer of the (proposed) additional data to TransUnion (which of necessity

would precede any access).

53. Once mortgage data are transferred to TransUnion, they may, consistent with DPP3,
be used for the purpose for which they were transferred (or a directly related purpose)

without any consent (written or otherwise) from the data subject.

54. DPP3 provides for a minimum level of privacy protection with respect to the use of

personal data.

55. The proposed requirement for consent under current consideration is to be supported

as a further level of privacy protection and is to be welcomed accordingly.

Issue 5: Transitional Period

56. In §1.18(e), this issue is described as follows:

“Whether 24 months is an appropriate transitional period before access to the
additional mortgage data is allowed for the purpose of general portfolio
reviews of consumers’ credit worthiness.”

57. The written consent proposal considered under Tssue 4 includes written consent: “to
review ... the consumers’ existing credit facilities”. It is not clear how (if at all) this is
considered to differ from “general portfolio reviews of consumers’ credit worthiness.”

as referred to in Issue 5.




58.

59.

60.

Even if there is a difference of substance, no or no sound justification has been
advanced for not making access for the latter purpose subject to prior written consent

by borrowers as is proposed for the former purpose.

Whether a credit provider wishes to access the (proposed) additional mortgage data
“to review ... the consumers’ existing credit facilities” or for “general portfolio
reviews of consumers’ credit worthiness” (assuming there is a difference of substance

between the two), this should require the prior written consent of the individuals

concerned.

Accordingly, the proposed transitional period is opposed and a requirement of prior

written consent is proposed in its place.

Issue 6: Implementation safeguards

61.

62.

63.

64.

This issue is described in §1.18(f) as follows:

“What and how additional privacy safeguards should be imposed upon the
CRA and the credit providers commensurate with an enlarged credit database
and greater sharing and use ofthe mortgage data.”

The PC’s proposal (in §5.45) for an independent compliance audit to be carried out by
TransUnion within 6 months of the implementation of any changes to the Code
arising from the current exercise is supported. The terms of reference of the andit
ought to be subject to the PC’s approval as should the terms of reference of

TransUnion’s annual overall compliance audits.

The PC’s proposal (in §5.46) for periodic IT security audits to be conducted by
TransUnion is also supported. A recurrent time period of not less than once a year
ought to be set and, again, the terms of reference ought to be subject to the PC’s prior

approval.

In addition, irrespective of the outcome of this consultation exercise in both cases,
credit providers should also be required to undertake annual audits on their
compliance with the Code and report to the PC any breaches of the Code by them
(whether discovered as a result of the audits or otherwise) within 14 days of their

being identified.

17 February 2011 HONG KONG BAR ASSOCIATION
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11 February 2011

Mr Allan Chiang

Privacy Commissioner for Personal Data
¢/o Policy 21 Limited

Room 1101-02

11/F, Times Tower

928-930 Cheung Sha Wan Road
Kowloon

Hong Kong

Dear Mr Chiang,

The Sharing of Mortgage Data for Credit Assessment

The Hong Kong General Chamber of Commerce supports the financial services
industry’s proposal to expand the existing consumer credit data sharing arrangement to
include:

- positive mortgage data, or the count of mortgage facilities (“Mortgage
Count”) extended to individual consumers where repayment is current,
and

- positive and negative credit data relating to non-residential mortgage loans.

We agree with the industry’s view that the sharing of positive mortgage data will
facilitate credit assessment of consumer Czedlt a'ld bring benemq to bo:’n the et and
consumers, As witnessed in :
fending, consumers have benet
favourable terms and pricing, e
credit assessment based on comp1ehen>1\/e data We trust that the mdusux ‘s proposed
extension of credit data sharing relating to mortgage borrowing will bring similar
benefits in a more transparent and competitive environment.

The Consultation Document (CD) issued by your office has rightly pointed out that the
sharing of more comprehensive mortgage data would promote prudent lending and
more sophisticated risk assessment on the part of credit providers, and responsible
borrowing by consumers, which would in turn promote long term stability in the
property and financial markets.

af Cormmaece




While we agree with the view that consumer credit information are data that are very
personal and private to the individuals concerned, it is important 10 strike a proper
balance between protecting personal privacy and promoting public interest. The crux in
achieving such a balance would lie in clearly defining the specific scope of data for
sharing and access by credit providers, as well as putting in place safeguards to protect
consumers. We trust that the proposals, among others put forward by the industry, as
outlined in Paras 4.20 — 4.34 of the CD are well thought out measures that would help

strike a fair and reasonable balance between public interest and privacy protection.
As regards the six privacy issues outlined in the CD, our views are as follows:

fssue 1: Whether it is necessary and not excessive for the Credit Reference Agency
(CRA) to hold the additional mortgage data contributed by the credit providers, namely,
posilive morigage data in respect of residential properties, and both positive and
negative mortgage data in respect of non-residential properties (CRA already holds
negative mortgage data in respect of residential properties);

Chamber View: It is necessary for the CRA to hold the “Contributed Data” as defined
in Para 4.2(b)(3) of the CD for the purpose of compiling Mortgage Count data for access
by credit providers under specific circumstances (as outlined in 4.29 of the CD).

Issue 2: Whether it is appropriaie to restrici the amount of positive mortgage data
contributed by the credit providers (o the CRA in line with the latter’s operational needs.
and io restrict the access of such data by credit providers (upon the credit applicants’
swritten consent) to the Mortgage Count (that is, number of outstanding mortgages) only;

Chamiber View: Restricting the access of data by credit providers to Mortgage Count
only is an appropriate measure. Coupled with the requirement that a credit provider will
have to obtain prior written consent from a customer to access his or her Mortgage

Count, we believe these measures will serve to safeguard data privacy while facilitating
more effective credit assessment by lenders.

Issue 3: Whether it is appropriate for the additional mortgage data in respect of pre-
existing mortgages at the time of the implementation of the proposal to be contributed
fo the CRA, with or without prior explicit notification to the consumers,

Chamber View: In order to enable the CRA 1o compile useful Mortgage Count data, It
is essential that credit providers will contribute data on all pre-existing mortgage loans
which are not yet fully paid. As pointed out in the Para 4.24 of the CD, similar steps
had been taken by credit providers when sharing of positive credit data regarding
unsecured customer credit was last expanded in 2003.

Issue 4:  Whether it is appropriate to permil, subject to the consumers’ written consent,
qccess to the additional morigage data by the credit providers to evaluate not only
mortgage loan applications but also to assess other new consumer credit applications
as well as review and renewal of the consumers’ existing credit facilities;

Chamber View: It is essential that credit providers are able to access comprehensive
credit information when they consider applications for new credit facilities or renewal
of existing facilities, irrespective of the kind of credit facilities under consideration.
The requirement to obtain prior written consent from customers will serve as a
safeguard.

2



Issue 51 Whether 24 months is an appropriate transitional period before access to the
additional mortgage data is allowed for the purpose of general portfolio reviews of
consumers’ credit worthiness;

Chamber View: We agree with the industry’s proposal of introducing a transitional
period of 24 months.

Issue 6:  What and how additional privacy safeguards should be imposed upon the
CRA and the credit providers commensurate with an enlarged credit database and
greater sharing and use of the mortgage data.

Chamber View: We are of the view that the existing safeguards imposed on the CRA
by the Privacy Commissioner and the Hong Kong Monetary Authority respectively are
robust. Any proposed new safeguard should be subject to thorough consultation before
implementation.

Should there be any enquiry regarding the Chamber’s position and view relating to the
CD and related subject matters, please feel free to contact the
Thank you very much,

Yours sincerely,

(WA



China Hong Kong Chapier

Response to the Consultation Document on the Sharing of Mortgage Data for Credit Assessment by
Information Systems Audit and Control Association China Hong Kong Chapter

(ISACA China Hong Kong Chapter)

11 February 2011

Introduction

On 5 January 2011, the Privacy Commissioner for Personal Data (PCPD) published a Consultation
Document on the Sharing of Mortgage Data for Credit Assessment and invited stakeholders and the general
public to submit views on the privacy implications of the proposed extension of existing credit data sharing
system which include both positive and negative mortgage data in respect of residential as well as non-
residential properties. Six issues were raised in the Consultation Document and public views on these are
invited.

As a professional body on information systems (IS) audit, security and governance, Information Systems
Audit and Control Association China Hong Kong Chapter (ISACA China Hong Kong Chapter) would
focus the response on "Issue 6 — Implementation Safeguards" as raised in paragraphs 5.44 to 5.47 (pages
38-39) of the Consultation Document by the PCPD

Response to Issue 6 — Implementation Safeguards of the Consultation Document

According to paragraphs 5.44 to 5.47 of the Consultation Document, the PCPD states the following key
points on the audit requirements over the Credit Reference Agent (CRA):

1. Privacy compliance audit is a useful tool for the CRA to review and check whether its data
management practices are adequate to comply with the requirements of the Code of Practices
for Consumer Credit Data,

2. Privacy Commissioner recommends the CRA, at its own expense, to commission an
independent compliance audit within 6 months from the implementation date of the sharing of
mortgage data. Such independent compliance audit will assess the adequacy of protection of
the data handling system of the CRA in respect of expanded scope of mortgage data sharing in
accordance with the provisions of the Code. Subsequent to the first independent compliance
audit, the annual privacy compliance audit of the CRA will also cover the expanded scope of
mortgage data; and

Information Systems Audit and Control Association China Hong Kong Chapter
Address: Room B, 15/F, Yam Tze Commercial Building, 23 Thomson Road, Wanchai, Hong Kong

Tel: (852) 8101 2801

Fax: (852) 8101 2802

Website: hittp:/fwww.isaea.oirg.fi Email: infot@isaea.ore bk




China Hong Kong Chapter

3.

Periodic IT security audits utilizing industry best-practice principles, such as the ISO/IEC
27002 Best Practice on Information Security Management will provide assurance to
consumers in the protection of their personal data.

Regarding to the first and second points, we believe that privacy compliance audit would be the effective
tool to ensure the security and controls of the CRA in regard to the data management practices as well as
the extent of the compliance of the requirements of the existing Code of Practices for Consumer Credit
Data. Besides, by commissioning compliance audit in an appropriate manner, such as periodical
compliance audit as well as special audit, specific privacy risk areas would be effectively addressed in a
timely manner.

With regard to the third point, we believe that implementing appropriate security safeguard is always
necessary to protect information assets, especially when sensitive personal information are kept in database
such as the CRA. Performing IT audits by utilizing industry best practices, such as ISO/IEC 27002 Best
Practice on Information Security Management, is one of the measures to ensure organizations to protect
information assets to a certain level of standards and to enable regulators to oversee security practices of
organizations in a consistent manner. By applying information security management best practices, the
PCPD may also need to consider the following factors:

1.

The information security management best practices provide high-level recommendations to
organizations in safeguarding information assets. The complexity of the IT environment
among different organizations may vary, where some of the domains on Information Security
Management may not be fully applicable to the organizations. Therefore, the PCPD may
consider implementing mechanisms that strive a balance between assuring the security
safeguards on the CRA and enabling flexibilities to the CRA in utilizing best practices
principles on Information Security Management ;

The existing Code of Practices for Consumer Credit Data does not explicitly require that the
compliance audits of the CRA should refer to the industry best practices principles on
Information Security Management. Although the CRA might have implemented all practicable
steps to protect consumers' credit data in database of the CRA according to the Data
Protection Principle 4 of the Personal Data (Privacy) Ordinance (Cap. 486), due to the
variances of the assessment criteria, gaps may be identified when upcoming privacy
compliance audit is commissioned according to the industry best practices principles on
Information Security Management. Therefore, the PCPD may consider implementing
mechanisms to evaluate the risks and to keep track of the remediation of the gaps between the
CRA's data protection practices and the industry best practices principles on Information
Security Management as identified by independent auditors.

Information Systems Audit and Control Association China Hong Kong Chapter
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Conclusion

As there is an increasing public concerns over personal data privacy, it is important for the CRA to
enhanced security protection over the credit data sharing system. By executing the proper compliance audit
with appropriate implementation of the Information Security Management best practices principles, this
may promote a positive image to the general public on the protection of the sensitive personal data.

About ISACA

With 95,000 constituents in 160 countries, ISACA® (www.isaca.org ) is a leading global provider of
knowledge, certifications, community, advocacy and education on information systems (IS) assurance and
security, enterprise governance and management of IT, and IT-related risk and compliance. Founded in
1969, the nonprofit, independent ISACA hosts international conferences, publishes the ISACA® Journal,
and develops international IS auditing and control standards, which help its constituents ensure trust in, and
value from, information systems. It also advances and attests IT skills and knowledge through the globally
respected Certified Information Systems Auditor® (CISA®), Certified Information Security Manager®
(CISM®), Certified in the Governance of Enterprise IT® (CGEIT®) and Certified in Risk and Information
Systems Control™ (CRISC™) designations.

ISACA continually updates COBIT®, which helps IT professionals and enterprise leaders fulfill their IT
governance and management responsibilities, particularly in the areas of assurance, security, risk and
control, and deliver value to the business.

Follow ISACA on Twitter: hitp:/twitter.com/ISACANews

About ISACA China Hong Kong Chapter

The ISACA Hong Kong Chapter (www.isaca.org.hk) was established in 1982. In 2009 the Chapter
expanded the service scope to cover Mainland China and changed its name to ISACA China Hong Kong
Chapter. The Chapter has over 3,400 members and is one of the largest chapters in the world.
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8 February 2011

Office of the Privacy Commissioner
for Personal Data, Hong Kong
12/F, 248 Queen's Road East
Wanchai, Hong Kong

Attn. Mr. Allan Chiang

Privacy Commissioner for Personal Data
Dear Mr. Chiang,
Sharing of Mortgage Data for Credit Assessment

We refer to your letter of 5 January 2011 inviting views on the subject. On behalf of Internet
Professionals Association, I'd like to submit our response in regard to the six privacy issues as

follows:

Issue 1 (Types of morigage loans to be covered)
As mentioned in the consultation paper, in a lending and borrowing relationship, it is
acknowledged that the borrower has an equal share of responsibility and obligation to
provide relevant information to enable prudent lending. We feel that these additional
mortgage loan types are excessive for the purpose of assessment of credit (including

mortgage loan) applications and general reviews of borrowers’ credit profiles.

Issue 2 (Types of data to be contributed by credit providers to the CRA and to be
accessed by credit providers: Positive and Negative)

For the positive mortgage data

First of all, a HKID or travel document number is a unique identifier for any individual in
Hong Kong. On the other hand, people can change correspondence address from time to
time, so why is correspondence address needed? It is excessive data collection and is not

necessary.

i
B3
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Secondly, we think the whole additional information is not necessary and is excessive for
the purpose of use. The fact is if it is only ‘number of mortgage count’ that can be
accessed by credit providers from CRA, it will only create ‘biases’ towards the borrowers
and create unnecessarily ‘labeling effect’. For example, if a borrower has a count of 5
morigages in CRA database, but ail have been fully paid; when he applies for an extra
mortgage, the credit providers will only get a count of 5 from CRA, what conclusion can be
drawn or what meaning can be derived? The potential borrower has 5 outstanding
mortgages (but all repaid) or what? How will a single count give a full picture of a
borrower’s overall indebtedness for prospective lenders? Without the actual outstanding
amount but just solely based on a single mortgage count, it would be very hard for the
lender to accurately assess a borrowers’ credit-worthiness. At the end of the day, the credit
provider has to get the full picture of those 5 mortgages from the borrower which means

more privacy data will be exposed to credit providers.

At the other extreme, for the same example cited above, after the credit provider get the
details of those 5 mortgages and decide to lend the money, the credit provider can at the
same time label this borrower as ‘very rich client’ in their own system and can cross- sell

financial products such as ‘Accumulator’ to him later. How do we plug this hole?

How about those who have no mortgage and therefore do not have any count in the CRA?

Will they be labelled as ‘poor client’ and deserve a ‘higher’ lending rate?

For the negative mortgage data

Agree with the proposed arrangement.

Issue 3 (Contribution of pre-existing mortgage data by credit providers to the CRA)
We don't think it is reasonable to collect data from pre-existing mortgage owners as they
have already given all the necessary documents to the credit provider. The original lending
is supposed to be processed on a prudent basis. Contribution of pre-existing mortgage

data without the explicit consent of the customers is a violation of mutual trust.

The industry argument is that even in the absence of prior notification, there is no need to
obtain the explicit consent of the customers as the additional mortgage data are used for a
fawful purpose directly related to the core activity of credit providers and the original
. purpose for which they were collected. In other words, the industry has denied all previous
so- called prudent lending practices and the measures do not achieve what it is supposed

to claim.



We suspect CRA and the finance community just want to get as much data as possible in

the shortest period and that is not the original purpose.

Issue 4 (Use of Mortgage Count on or after implementation)
We strongly disagree with the use of the mortgage count for non-mortgage applications;
this will only expose non-necessary privacy data to credit providers and unnecessarily

enrich their own database for future cross-selling activities.

The positive side of accessing the Mortgage Count as suggested by the Industry is that
lower and more competitive rates can be provided for positive consumers. However, the
industry is silent on the negative impact, whereas in case of adverse financial market
conditions, banks have to tighten credit limits and may force guarantors and borrowers to
sell their properties prematurely in order to minimize their own risks if the Mortgage Count

indicates their consumers have several to many properties.

Why would an application for credit cards which involve a relatively small amount of credit
facilities compared to mortgage loans have to be subject to the same assessment criteria?

There is no such need and is considered excessive data collection.

Issue 5 Transitional period

A cooling period of 24 months is reasonable.

Issue 6 Implementation safeguards
A privacy compliance audit is necessary and we support the Privacy Commissioner's
recommendation to the CRA in conducting an independent Compliance audit annually and
performing the audit within 6 months after the implementation. Periodic IT security audit is
very important: the objective is to ensure there is no data leakage such as unlawful access
or massive data copying by “authorized” personnel. The idea of using ISO standard is
good. The computer system should be implemented with access control using the 1SO
standard where it can monitor/ log the user activities when accessing privacy data. The
periodic IT security audit can then check the log file and see if there is any unlawful access

of data.
As a safeguard, all computers used by CRA staff should NOT be equipped with
connectors (such as USB ports etc) to external devices. Similarly, the CRA system should

NOT allow any data export functions which make consumers’ data vulnerable.

There is skepticism that the entire proposed database is inclined towards banks’ favor



because once this system is established, banks have the advantage of determining the “wealth
status” of their customers, and labeling them in their internal system for cross-seliing financial
products to the proven rich. On the other hand, individuals who have no credit records in the
proposed system and have not owned properties before may be treated less favorably (or

more favorably?) by banks.

As far as privacy is concerned, we believe that consumers, especially “rich” ones, would be
particularly sensitive to privacy and would object to the proposal because the Hong Kong
Monetary Authority has already done a good enough job to safeguard mortgagors from over-
borrowing through imposing limits of 70% or lower mortgage-to-property valuation ratios. To
most of the borrowers, the proposal brings little to no values, other than benefiting the banks. It

is not surprised that ALL banks are inclined to support the proposal with various reasons.

Yours sincerely,

Internet Professional Association
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Your Ref:
Our Ref: '

VIA FAX (2877 7026)

27 January 2011

Mr Allan Chiang oL
Privacy Commissioner for Personal Data = |
Office of the Privacy commissioner for Personal Data

12/F, 248 Queen’s Road East;

Wanchai, Hong Kong i

Dear Mr Chiang i

Sharing of Mortgage Date;‘\ for Credit Assessment

Thank you for your letter of 5 January 2011 addressed to

We have consuited our member companies on the above document. And they have no
comments. RiR]7 7Afl ~

i
Thank you anyhow for inviting our views.

Yours sincerely

H
i
i
i
|

c.c. Governing Committee Members

2988 BB A T Incorporated with (imited liability

onsccu ey SRBFHTMIETNAMLRE
= 29/F sunshine Plaza, 353 Lockhart Road, wanchal, Hong Kong
canngorgamsaﬁbn’“ B 55 Tel: 2520 1868 {8 1 Fax: 2520 1967

e R 7 4k Website: http://www hkfi.org.hk & B8 E-mail: hkfi@hkfl.org.hk

TOTAL P.001
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THE HONG KONG INSTITUTE OF

SURVEYORS

Your Ref: PCPD/CR(0)26/185/155

7 February 2011

By Fax (2877 7026)
& By Post

Mr Allan Chiang

Privacy Commissioner for Personal Data
Office of the Privacy Commissioner

for Personal Data, Hong Kong

12/F, 248 Queen's Road East

Wanchai
Hong Kong
%ﬁﬁ& .
<gefielte
Dear Mr Chiang,

Sharing of Mortgage Data for Credit Assessment

We refer to your letter dated 5 January 2011 and thank you for inviting the
Institute fo give our views on the proposed sharing of mortgage data for credit
assessment in respect of residential as well as non-residential properties.

We welcome an effective, efficient and risk controllable financial market %o
support our property and housing market. Meanwhile, we would expect that
unless alternative effective ways cannot be identified, the disclosure of
personal data should always be a last resort. The privacy interests of the
individual should be respected at all times.

Thank you for your attention.

Yours sincerely,

<
3

07-FEB-2011
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Suite 801, 8/F Jarding House, 1 Connaught Place, Central, Hong Kang A
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The Consultation Document ("the Consultation Document") on the Proposed Revision to the
Code of Practice on Consumer Credit Data ("the CCD Code") by the Privacy Commissioner for

Personal Data

RESPONSE FROM PRIVACY HONG KONG

A case for concern

1.1 The proposal o revise the CCD Code is to allow the individual's positive mortgage
data to be shared among all credit providers who have access {o the consumer credit
database. This proposal should be of great concern fo all who are dedicated to the protection
of personal data. Privacy Hong Kong wishes to offer its views to the Privacy Commissioner
for Personal Data ("the Privacy Commissioner") who is charged with the guardianship of the

individual's rights to personal data privacy under the law.

What is the proposal about?

2.1 At present, an individual's financial information which are uploaded to and
accessible from the existing consumer credit database in Hong Kong contains his negative
credit data. It also includes his positive credit data other than mortgage information. However,
information about any mortgage he has taken out are also disclosed and shared whenever he
defaults on his obligations, such as non-payment of the mortgage loan when due. This is
called negative mortgage data as opposed to positive mortgage data. Positive mortgage data
continue to enjoy privacy protection.  Put simply, if an individual honours his obligations under
a mortgage loan, his personal data in respect of the loan are respected and cannot be

disclosed or shared except for good reasons.

2.2 The Consumer Credit Forum ("CCF") now puts forward a proposal that positive
mortgage data of all individuals are o be collected, disclosed and shared by credit providers
even if the individual has committed no default. The Hong Kong Monetary Authority ("HKMA")
supports that proposal. The CCF says that the proposal has the following beneficial effects :
0] Disclosure of such mortgage data will help credit providers to make comprehensive
and effective credit assessment and borrowers may in some cases hope to get more
favourable terms and pricing on credit facilities;

(if) it promotes the long term stability of the property market;; and

(iii) it facilitates lenders to make better risk management in their lending business in that

the credit providers may obtain more relevant information of their customers .



2.3 For those concerned with the proper protection of personal data privacy rights, the
fundamental question to ask is either :

(a) whether it is necessary, taking into account the letter and spirit of the Personal Data
(Privacy) Ordinance ("PDPQ"), to allow the credit providers to collect and disclose their
customers' positive mortgage data and to share the data with other credit providers; or

(b) whether by allowing individuals to keep their privacy in respect of positive mortgage
loans which are operating smoothly, substantial harm and damage will be caused to the

community at large?

2.4 It is unfortunate that the Consultation Document does not pose either question
directly.  Itis also unfortunate that the Consultation Document does not trace the history and
rationale for the opening up of the consumers' credit data in 1998 when credit providers were
allowed to disclose and share their customers' credit data among themselves. The general
public would need to have a basic knowledge of these to be in a position to understand fully
the present proposal which involves a decision to revise the Code of Practice governing the

operation of that database and has a far-reaching privacy impact.

The rationale for allowing the sharing of positive credit data in 2003

3.1 At the turn of the 21st century there was a dramatic rise in delinquent consumer
debts and the number of personal bankruptcies in Hong Kong soared. These were caused
by the fact that too many individuals took on more unsecured loans than they could manage.
The strong statistical evidence convinced the Privacy Commissioner that it was necessary to
allow credit providers to disclose and share their customers' positive credit data. The
disclosure and sharing were and are still restricted, insofar as mortgage loans are concerned,
to loans where borrowers have defaulted on payment. They do not apply to positive
mortgage loans. In other words, individuals continue to be protected under the PDPO if they
honour their repayment obligations. The concession was considered to be an exceptional
move during a disastrous economic downturn, which was clearly and strongly supported by
statistical evidence. The rationale behind the permission for negative mortgage data to be
disclosed and shared is that the borrower has defaulted and can be considered a risk in

financial terms.  In other words, he brought upon himself the disclosure and sharing.
What distinguish a morfgage loan from other loans
4.1 A mortgage loan is distinguished from other loans in the following aspects:

@) A mortgage loan is secured by the value of the property to be mortgaged. It is not

the same as, for instance, the granting of credit on a credit card, which is unsecured loan. In



granting a mortgage loan, the credit provider primarily looks to the security in assessing its
risks of loss. This is to be contrasted from his decision in extending an unsecured loan where
he needs to have sole regard for the customer's financial credibility.  Further, HKMA has in
place clear and stringent guidance for the credit providers to follow in extending mortgage
loans which usually cannot exceed 70% of the value of the property (as assessed by the credit

providers).

(2) A mortgage loan can last, in the majority of residential properties, up to and even
exceed two decades. This means that the positive data relating to such loans may be
continuously kept, updated and accessible until their deletion by the credit reference agencies
for quarter of a century, sometime after the mortgage loan has been fully repaid. This is
different from an unsecured loan which usually lasts for one to two years.  This gives rise to
a greater risk of unauthorized disclosure. From a privacy protection point of view, a decision
to allow the disclosure and the sharing of positive mortgage data deserves very serious and

careful consideration.

(3) Unlike an unsecured consumer credit loan, a mortgage loan is capable of giving the
credit provider a source of rental income even after default of the loan has occurred. A
credit provider's risk exposure will thus be contained and lessened. This is no doubt a factor

which prudent credit providers will take into account in extending the loan.

4.2 The distinctions are important in that it is the value and the potential income of the
property that determine the decision on the part of the credit providers to grant a mortgage
loan and not the credibility of the individual concerned.  To have the negative mortgage data

in the database for credit providers to share is sufficient without being excessive.

Has CCF stafed a convincing case?

5.1 The CCF's proposal and reasoning which occupy the entire Part IV of the
Consultation Document, argue that "in order {o achieve the objective of a comprehensive
credit assessment of an individual and understanding of his total indebtedness under all
consumer credits granted to him, the types of mortgage loans will have to be aligned for both
positive and negative mortgage data sharing to avoid potential confusion to the public (sic)"
(para 4.22 of the Consultation Document).  Whilst it does not explain what the potential
confusion to the public is, the statement demonstrates the general ambition of credit providers
as a whole.  Universally, data users want to have as much of the individual's personal data

they can get.



52 The CCF revealed that the current delinquency rate for mortgage loan repayment is
"relatively” low (para 4.16 of the Consultation Document). This choice of words is ambiguous
because it does not say "low" in relation to what rate. . One understanding is that it is low by
Hong Kong historical comparison, which begs the question as to what the real case is for ANY
change! Perhaps it means low compared to unsecured loans, the data of which are already
shared by credit providers, which again argues against the need for change. CCF uses
Singapore, Taiwan and China as benchmarks to show that these jurisdictions allow more data
to be shared. This is convenient but unfortunate, because there is no privacy commissioner

or personal data protection law similar to Hong Kong's PDPO. Moreover, the Consultation
Document does not offer any statistics to show that, by having allowed positive mortgage data
for disclosing and sharing, these jurisdictions have enjoyed lower default rate than before. In
any event, our understanding is that the current default rate in Hong Kong is low compared to

other jurisidictions in the region.

5.3 In light of the above, the argument that positive mortgage data are necessary in
order to obtain comprehensive credit assessment of an individual is untenable for promoting
responsible lending and better risk management and promoting the long term stability of

property market. The argument that it will result in more favourable terms and pricing on
credit facilities is vague as Mortgage Count alone, without further details to be provided by the
individual, might be misinterpreted and work unfairly against the individual. In real life, it is not
the "mortgage count", but full particulars of all the mortgage loans in the "mortgage count" that
may effectively help the individual to bargain with the credit providers for a better deal. It
should be up to the individual to choose whether or not to disclose his positive mortgage data
as well as to provide a "mortgage count". In short, the case presented for allowing the
collection, disclosure and sharing of positive morigage data in Hong Kong is negligible and

should be an embarrassment to the parties who proposed this change.

The impact of allowing positive morfgage data fo be disclosed and shared

A Long lasting

6.1 The Consultation Document does not highlight the stark reality that with the opening
up of the positive mortgage data of individuals, there is hardly anything left that credit providers
cannot disclose and share in the area of individuals' financial circumstances. The Privacy
Commissioner acknowledges that expanding the scope of mortgage loan types will give a full
picture of a borrower's overall indebtedness for prospective lenders to accurately assess his
credit worthiness (para 5.26 of the Consultation Document). it is hoped that he does not

consider in principle that full pictures are to be preferred? If he does, then arguably every



other piece of information can be disclosed and shared in the future. The Privacy
Commissioner also says that "from a data protection perspective, consideration has to be
given as to whether the inclusion of additional mortgage loan type is excessive for the purpose
of use of the data, namely, assessment of credit (including mortgage loan) applications and
general reviews of borrowers' credit profiles." An intelligent reader of the Consultation
Document will surely ask : Has the Privacy Commissioner given consideration to this question
and if so, what is his opinion/conclusion? [f the Privacy Commissioner who is charged with
the responsibility of determining such issues does not have an opinion then how can the
general public be expected to be in a better position to give an opinion? But if the Privacy
Commissioner has an opinion, why does he not express it in this public relations exercise?
We also question why the Privacy Commissioner asks whether this is excessive, when the

acid testis clearly whether it is necessary, a very different test!

6.2 The Privacy Commissioner says in para 5.38 that he "recognizes the need for an
appropriate balance between the public concern about rising property prices, the privacy rights
of individuals and the duty of confidence normally owed by credit providers to their customers,
but reserves his position at this stage”. This statement is illogical because it cannot be
argued that "the public concern about rising property prices" and "the duty of confidence
normally owed by credit providers to their customers” are in conflict with "the privacy rights of
individuals®. If they are not in conflict, then they should not cause any problem to the Privacy

Commissioner in his consideration of how to find the "appropriate balance".

6.3 CCF wants the positive mortgage data to be disclosed and shared by credit
providers for considering, granting or revising all types of consumer credit facilities, not only
mortgage loans.  Due regard should be given to the decision given by the Administrative
Appeals Board in AAB No. 39/2008 in favour of the HSBC in accepting that their monthly
access to customers' credit report does not fall foul of the restriction for access on "review" of
credit facilities purpose under the CCD Code. The decision has exposed the frequency of
some credit providers accessing the credit reports of customers. By including more positive
credit data for sharing and coupled with the practice of credit providers in frequently accessing
the credit data under "review" purpose, an individual's credit data will be subject to close
surveillance and monitoring, increasing the privacy risks of unnecessary profiling and data

mining activities.

6.4 CCF also wants the Mortgage Count to cover mortgage loans of all types of
properties. Many of these mortgage loans, especially those relating to non-residential

properties are granted by way of commercial credit facilities which do not fall within the



purview of the CCD Code. The blanket inclusion of all types of mortgage properties is not

only unnecessary but runs contrary {o the spirit of the CCD Code.
B. Ripple effect

6.5 CCF's refined proposal superficially limits the disclosure and sharing of positive
mortgage data to only a "mortgage count”. The "mortgage count" will inevitably create a ripple
effect. It will start a train of enquiries by the credit providers who have access to the data to
ask for more particulars from the customers / potential customers.  The infrusiveness into

the personal data privacy is incalculable.

6.6 It should be noted that the sharing and use of commercial credit data by Authorized
Institutions was expanded in 2008 by HKMA through its Supervisory Policy Manual to cover
the provision of credit to SME limited companies and unlimited companies.  The disclosure
of positive mortgage data for sharing under the CCD Code is likely to lead to the opening up of
more credit data of individual directors, sole-proprietors or partners for sharing when
commercial credit facilities are applied for.  This may not be necessary or desirable as it
should be the business turnover and profits, rather than the number of Mortgage Count of

these individuals that the credit risk management should target.
Consent of data subjects

7.1 PDPO provides in Data Protection Principle ("DPP") 3 that unless the use of the
personal data of a data subject is for a purpose directly related to the purpose of collection of
his personal data, the prescribed consent of the data subject is required. Itis unlikely to fall
within the legitimate privacy expectation of the data subjects, in particular, the existing
individual customers of the credit providers that their positive mortgage data would be
transferred to credit reference agencies and be used by other credit providers for credit rating.
Such use of these positive mortgage data is not for a purpose directly related to the purpose of
collection of these data, permitted under DPP3.  Generally, the purpose of use of the
positive mortgage data is fulfilled upon completion of the process of the mortgage loan
application by the particular credit provider and confined to its subsequent management

of the loan account. The transfer to any third parties must be for a purpose directly related

thereto, otherwise the prescribed consent of the data subject shall be obtained.

7.2 In light of the sensitive nature of the positive mortgage data, the data subject should
be clearly informed of the purpose of uses and the privacy impact on providing such data for

sharing.  Any disparity in bargaining power that may arise in a banker-customer relationship



should be properly managed -and in this respect, a separate and independent consent
contained in a clear, easily understood document is desirable. The bundling of the consent
with other terms and conditions in the account opening document should not be permitted nor
should it be couched in complicated language and printed in too small fonts making it difficuit
to detect and read. The Octopus case recently handled by the Privacy Commissioner gave
insight to data users on the collection of personal data via fair means and it would be
disappointing if the lessons learnt from that case about fair collection and consent are to be

ignored here.

Full picture and views not presented in the Consulfation Document

8.1 The Consultation Document does not explain the setting up of the consumer credit
database; why PCPD initially allowed the disclosure and sharing of negative credit data
(including negative mortgage data); then subsequently allowed the inclusion of positive credit
data. More significantly, the Consultation Document does not precisely set out the privacy
impact on personal data protection if positive mortgage data are to be disclosed and shared by
the credit providers in addition to negative mortgage data. In para 5.37 and 5.38, the
Consultation Document seems to suggest that it is the concern of the public, that such positive
mortgage data be disclosed and shared. It puts "public concern” on the opposite side of the
scale against the privacy rights of the individuals. This is patently incorrect as public concern
should be on the same side of the scale. This raises the question as to why the Consultation
Document gives greater concern to the well being of the money lending industry than the

protection of personal data?

Supplemental consultation document needed

9.1 It is in the public interest that the Privacy Commissioner does publish a
supplemental consultation document setting out all the relevant facts and factors (not fully
covered in the current Consultation Document) without which the public cannot be expected to
give any meaningful views. In the supplemental consultation document, the history and the
rationale and the functions of the consumer credit database should be set out; the impact of
having the positive mortgage data being disclosed and accessed should be high-lighted from
the perspective of personal data privacy and not weighted in favour of the industry which, like
most data users, no doubt wants all the information it can get about all individual customers,
current or potential.  The Privacy Commissioner has in the past emphasised that in the
realm of privacy protection he would not accept consent as valid unless the data subject has
been fully informed of the relevant privacy implications, yet the full implications are missing

even from the Consultation Document!



9.2 In this Consultation, if the Privacy Commissioner receives no substantial objection
to the proposal put forward, the probable reason is that the general public has not been
properly informed of and understood all the privacy implications of the proposal. Without a
supplemental consultation document to put right the serious material defects of the
Consultation Document, the responses received by the Privacy Commissioner will likely
produce misleading results, which are favourable to data users but detrimental to the privacy
rights of data subjects. The short period of this Consultation coupled with the inadequate
public consultation belies the important privacy implications attached to the proposal to revise
the CCD Code. The supplemental consultation document should allow the public more time to
send in their responses and include more public consultation events, including at least one for

non Cantonese speakers.

BACK TO THE FUNDAMENTAL QUESTION

/s collection of morfgage data necessary under the PDPO?

10.1 For reasons stated above, Privacy Hong Kong is gravely concerned that the Privacy
Commissioner may be lulled into a false sense of security by thinking that limiting the personal
information relating to positive mortgage data to be shared among credit providers is an
acceptable compromise. The legitimate sharing of positive mortgage data should be a
decision based on principle. From the guardian of privacy rights' point of view, to approve or
not approve the sharing of positive mortgage data is a matter of principle. If it is not right,
then sharing ought not to be allowed. If in principle it is right, then it is legitimate for credit

providers to continue to argue for greater disclosure of the individual's personal data.  Once
the gate is opened, even if only slightly ajar, further erosion of personal data privacy rights will

become a constant threat.

10.2 [t is plain from this submission that the disclosure and sharing of positive mortgage
data is an unnecessary invasion of the individual's privacy. The proposal is contrary to the
collection limitation principle of DPP1. The Privacy Commissioner's proposed compromise of
allowing only "Mortgage Count" for the time being opens the sharing of the individual's positive
mortgage data requests in future for further and more disclosure of the credit data, other than
Mortgage Count as risk management of credit providers is always in favour of complete

transparency of a consumer's credit profile.



10.3 Privacy Hong Kong therefore urges the Privacy Commissioner to carefully consider

the privacy issues mentioned in this Response and clearly reject CCF's proposal as a matter of

principle.
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7 February 2011

Mr. Allan Chiang
Privacy Commissioner for Personal Data

12/F, 248 Queen’s Road East
Wanchai
Hong Kong

Do Clocs

Sharing of Mortgage Data for Credit Assessment

We thank you for your letter of 5 J anuary,

In response to your Consultation Document of J anuary 2011, we do not support
the proposed extension of the existing credit data sharing arrangement to include
positive mortgage data. We consider the current arrangement is striking the
right balance between risk assessment on the one hand and privacy interests on

the other.

Yours sincerely

c.C.
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February 8, 2011

Otfice of the Privacy Commissioncr
For Personal Data

12/17, 248 Queen’s Road Last
Wanchai

llong Kong

Altention: Mr, Allen Ting

Fax: 28777026

Dear Siry,

The Sharing of Mertagge Data for Credit Assessment — Consultation Document

First, we would likc to thank you for (he opportunity for us Lo comment on the
Consultation Document. As related matters, we also refer to your letters to us addressed to
us dated 18 January 2011 and 2 February 2011 on the same subject requesting our
responsc o your questions raised. Please treat this letter as both our responsc to the
specific questions and our submission of comments to you on (he Consultation Document.

Please nate, however, that our responsc below is only given 1o you in the context of the
proposals to expand the present scope of credit data to include sharing ol positive
mortgage data. Tt is not intended Lo be our position in a different context and information
provided should only be used in conjunction with the relevant proposals and not for any
other purposes. Further, information below only containg our present view m response 1o
the proposals and does not constitute definitive undertaking or declaration 1o do or refrain
from doing certain acts if the proposals are adopted.

Your Leticr dated 18 January 2011 - Question 6

0, In your capacity as the CRA responsible for processing the Contributed Data,
please provide ug with supporting information or evidence showing (hut each item of the
Contributed [ata o be contributed to you by credit providers is neccssary and not
cxcessive for the purposc of customer identification.

The Contribuied Data are:

- Namc

- Capacity
BEERA RS i
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- HEID Card or travel document number

- Date of Birth

- Gender

- Correspondence Address

- Account number, type of facility, account status and closed datc

Our Response

As you are aware, gonerally as a CRA, other than having to take reasonably practicable
§teps 1o cnsure (hat the data subject’s duta is correctly matched with his existing file, we
should also take reasonably practicable sleps fo ensure that the data contribuled 1s itself
accurate.  Needless to say, wrong matching of credit information can bri ng ahout very
detrimental clleot on the individual [inanciully or otherwise and induccs consumer
complaints against dillerent parties involved.

Tbe data ficlds which are the Name, HKTD/Travel Document Number, Date of Birth and
Correspondence Address are the key ficlds of our system developed in comjunction with
credit providers to unique identify an individuad subjeet. The data of such subjects may bo
contribuled by different credit providers at different times, Our system has been designed
to use the combinution of the key data ficlds that mentioned above with & sophisticated
luzzy matching logic to identify the credit dala contributed by different eredit providers
that belong o the same individual subject and merge the information for the same suh ject,
The complicated logic by using the above key data fields ig necessary in order to onsure
the credit information as woll as the operational caloulation of the mortgage count will be
linked to the right individual subject. Insufficient credit information will affect the
accuracy ol (he identity and hence the matcling of the credit data, Our system hus been in
place since 2001 and we have achieved a very high aceuracy rate with our matching lo gic,
The removal of any data ficld mentioned above must have an adverse impact on the
accuracy ol our existing matching systom but it is difficult to estimute how much the
impact i as we do nat have actnal empirical dala of various scepario. Furthor, please note
thal all credit burean around the world that we know of all use a combination of data fclds
as part of their matching system in order to enhance (he accuraey as nuch as possible,
This is standard credit burean practice.

Please also note that at the moment, credit providers do not have uniform practice in what
identity data they contribute. Moreover, not all data fields are provided. Therclore, the
same consumer may have different fields contributed by different credit providers. By
way of example only, one credit provider may contribute a consumer’s name, HKID
number, gender while another may contribute the mme, passport number and address. For
this reason, our matching systom currently contains all (he above fields to maintain its
accuracy and stability.

i 2 =
THEA B AT
FAEMAR REIORAER KA RER 01T X (952) 2007 4000 # R (153) 2800 4580



FEB.J3.2011 16:0C. TRANSUNION #

Trans gjﬁ g({)B‘E ranstnion Linited

o }{M Suite 1001, “vwer 6, The atoveay
S AR 9 Canton Road, 1xir Sha Taudi

Kowloar, Hong Kong

Tel (&%) 2979 3000
Fax {857} 2800 4589
www.tranaigion.hk

We would like to provide more information on individual data fields. The data field
"account number” is used to identily the same account that has been contributed by the
specific eredit provider for ongoing monthly update. The dats field "type of the facility” is
used to identify if the credit account is a mortgage uccount for special process handling.
The data field "account status” is used to difforentiate if the mortgage account is 4 n sgative
account or a positive account for diflorent process handling.  The data field of "closed
date” is vsed for data retention period culeulation and contral.  [lence, all these fields are
fiecossary for updating and handling pursuant to the requirements of the Code of Practice
on Consumer Credit Data,

The data field Capacily is an industry requirement in order for the morigage count to be
categorized into different capacity level such as mumber of maortgage count as ahorrowcr,
number of mortgage count as & guarantor,

Partial ID

We mnderstand there are concerns regatding the neccssity of providing the full set of
HKID mumber as part of credit data file. This also relates (0 your questions sent to us by
email dated 28 January 2011, As mentioned above, as CRA, we need to take reusonably
practivable steps to ensurc the accuracy-ofthe inpul date. We currently have in place ller
that prevents non-authentic or wrong HKID card mumber from being cntered into our
system. For example, HKID curd with less thun one alphabel and 7 numbers arc rejected
from our system. Also, current, we arc able to ascertain with the full gof of BRI number
whether the number is genuine as the digit in brackets has a pre-determined relationship
with the 6 preceding digits. Any non-authentic HKID number will be rejected.  This
ensures the HKTD number being input is genuine and correct and helps Lo maintain the
accuracy of the data. It also helps the bank to detect any fraud or inaccurate input of
HKID.

Only using partial 1D for matching is not reliable as there can be many variations with the
sume partial ID information. Currently, as it is not mandatory under the Code or the law
to provide TD, not all of the eredit providers provide this field. Parlial TD cannol be used
for our I authenticity check, Even if partial 11 is used in conjunction with other Jdata
ficlds for matching, the result may still be inacourate, Note that it is not unusual for
individuals with similar names to have similar addresses. We also had cases where
individuais with shuilar names had resided in the same address at different times. Henee,
while using only partial 1D and relying on other data like name and address will increase
the accuracy ratc compared to just using the partial T, in general, the more data ficlds are
nsed the higher the accuracy.

Please also note that if there are proposals 1o usc only partial ID, the industry should be
consulicd und data inpul practice should be made uniform. A long lead time and system
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changes are required not just by us but by credit providers as well. It may not be feasible
to make any change concurrent with the current proposals.

Your Letter dated 18 January 2011 - Question ¢

To assure the customers that their financial data will be adequately protected, pleasc et us
know (i) if you arc prepared to follow the advice of the Commissioner indicated above:
and (if) whether and how you will provide further sceurity safeguards,

Our Response

With respeet to the proposal in paragraph 5.45 on conducting an compliance audit on the
expanded data scope on the adequacy of our data handling system and including (he scope
m our apnual privaey compliance audit, provided we receive more. specific guidclines
from your office on the scope and adequalc comments on the compliance plan, we are
happy to adopt this proposal.

Wilh respect to paragraph 5.46 regarding periodic 1T sceurity audits, we would like (o
roint out that currently, the followin g measures are already in place which cover security
185ues;

1. Pursuant to Clause 3.14 of the Codc of Practice on Consumer Credit Datu, we
have heen enguging independent auditors to conduct ammual compliance reviews under the
Code and the Privacy Ordinance. The reviews specifically cover the sceurity of consamer
credit data.  We have submitted 7 compliance reviews in (he past already and in each
teview, there have been no sipnificant findings by auditors or there have been no
signilicant comments from PCPD. We do not see the nced or justification to fmpose a
compliance review and separate sceurity audit.

2. On u'periodic basis, we have a dedicated audit team from our headquarters in the
US to conduet onsite audjts which covers in particular system security. The audit ensures
we comply with plabal system sceurity standards. We have had no significant [indings in
the past. The audit principles used by our US team are based on ISO 17799 which we
understand is the basis of 1SQ 27002.

3. Our annual financial audit also cxtends to data socurity on a system and network
level and we have had no significant findings in the past,

We helieve (he current audits in place are sufficiont (o address any syslem security issuc.
I3t helps to assure public confidence, upon appropriatc confidential undertakings by your
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office, we may consider sharing with you our internal US audit Teports which is based on
18O 17799, Given that the incremental dala is nat significant compared (o the size of our
oxisting database and on the basis that we have adequare controls and audits in place to
address any security congern, we therefore do not support the proposal. We do not have
plans at this point to provide further security salopuards in view of the ex panded database,

Your Letter dated 2 February 2011

Proposal {0 include in the Code prohibition, against transfer ol consumer credil data to
place outside Hong Kong by « CRA

Our Response

Please be inlormed that we have not and do not have plans to transior consumer credit datm
outside Hong Kong whether or not there is any express prohibition,

If you have any questions on the above, please do not hesitate (o let us know.

Yours faithfully,

ot and on behalf of
TransUnion imiled

ce OCF
c.c.HKMA

¢.c. Policy 21 Limited
Fax: @ - =~
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Fwd: Ewd: Re: Sharing of Mortgage Data for Credit Assessment

H
vy

Subject: Fwd: Fwd: Re: Sharing of Mortgage Data for Credit Assessment
From: ’

Date: Thu, 27 Jan 2011 10:05:33 +0800

To: Consultation2011@pcpd.org.hk,

Dear
We have received an email response. Please handle it.

Regards

———————— Original Message --------
Subject:Re: Sharing of Mortgage Data for Credit Assessment
Date:Thu, 27 Jan 2011 09:30:37 +0800
Fron
To:Hong Kong Litice ot the Privacy Commissioner for Personal Data
<enquiry@pcpd.org.hk>

My views are:

- Information shared should be on bad credit records only.

- Information on good records should only be shared with the explicit consent of the data
subject.

- The data shared, whether good or bad records, should only be kept in the central shared
data bank for a reasonable period of time span unless the data subject explicitly agreed
for it to be extended.

Ada Chan

>>> "QOffice of the Privacy Commissioner for Personal Data, Hong Kong"
<enquiry@pcpd.org.hk> 05/01/2011 19:41 >>>
Dear DPOC Member,

I am writing to inform you that we have commenced a public consultation exercise to seek
the views of stakeholders and the general public on the privacy implications of the
proposed extension of the existing credit data sharing system to include both positive and
negative mortgage data in respect of residential as well as non-residential properties. The
present system enables the credit providers to share through a credit reference agency
both positive and negative credit data for unsecured loans, but only negative credit data
for residential mortgage loans.

The proposal to share additional mortgage data of consumers among credit providers has
been made by the financial services industry and supported by the Hong Kong Monetary

‘s 9/2/2011 14:10



Fwd: Fwd: Re: Sharing of Morigage Data for Credit Assessment
[ 1

;

o

Authority as a measure that would help credit providers in enhancing the completeness

and accuracy of their credit risk assessment, thus creating a more efficient credit market
and reducing the risk of asset bubble in the property market as a result of indiscriminate
borrowing by some consumers and inability of credit providers to identify borrowers with

more indebtedness than they can repay.

| recognize and appreciate the broader public interest that the proposal will serve, namely,
that prudent lending and responsible borrowing would help safeguard the overall financial
stability of Hong Kong. On the other hand, | must point out that the proposal has serious
implications on data protection and privacy. It has been widely acknowledged that
consumer’s credit information, such as the overall credit exposure and the number of
outstanding mortgages, are data that are very personal and private to the individuals
concerned. From a data protection perspective, more disclosure and use of customer
data is tantamount to greater privacy-intrusion.

The privacy issue here is whether the proposed sharing of mortgage data is necessary but
not excessive for its intended purpose of use and what safeguards need to be put in place
to ensure data privacy. We need to strike a fair and reasonable balance between the
public interest and the privacy interests of the individual so that the former is not fostered
unduly at the expense of the latter. For a detailed explanation of the proposal and the
privacy issues concerned, please refer to the attached Consultation Document.

Your views are invited on this subject before the conclusion of the public consultation
exercise on 8 February 2011. They will be duly taken into account before 1 finally make a
determination on the privacy issues concerned and make appropriate amendments to the
Code of Practice on Consumer Credit Data.

Additional copies of the Consultation Document are available at our office and at all Public
Enquiry Service Centres of District Offices (by tomorrow afternoon). It is also available on
our official website at http://www.pcpd.org.hk.

Yours sincerely,

Allan Chiang
Privacy Commissioner for Personal Data

Encl.

Office of the Privacy Commissioner for Personal Data, Hong Kong
12/F, 248 Queen's Road East, Wanchai, Hong Kong

Tel: (852) 2827 2827  Fax: (852) 2877 7026

Internet: hitp://www.pepd.org. hk

%ﬂj}v SUSONCE N

AT I ACE R 24855 1 24
ELnu *(852) 2827 2827 {HE - (852) 2877 7026
fELE : http: //www, pepd.org. hk
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Comments from Dr KP Chow, a member of the Standing Committee on

Technological Developments, on 6 issues of Consultation Paper

I read through issue 6 in details and it looks good and comprehensive. Following are
my comments:

1. Isupport the idea of privacy compliance audit as a tool to ensure the personal data
be properly managed and protected, and only be collected when necessary, and should
only be kept for the period of time that is necessary.

2. T support the idea that privacy compliance audit be conducted annually to ensure
the data handling system and process of CRA be in line with the Ordinance.

3. I support the idea that IT security audit be conducted to ensure the confidentiality,
integrity and accountability of personal data stored in the IT systems used by CRA are
enforced.

4. In financial institutions, I'T security audit is required to perform annually. Will
the Commissioner consider recommending IT security audit be carried out
periodically?

5. In the proposal, the IT security best practice ISO/IEC 27002 is included as a
reference. Is there any similar "best practice" document for privacy compliance audit
to follow? If yes, shall it be included as a reference? Moreover, with such reference,
we can ensure the DPPs are properly "audited” in the privacy compliance audit.

6. In practice, should we consider including the IT security audit of systems that hold
personal data in the privacy compliance audit, as the DPP 4 states that security of
personal data should be ensured. One may argue that penetration test (a common test
in IT security audit) is not required in privacy compliance audit. On the other hand,
if an IT system that stores personal data is vulnerable, it already violates DPP 4.

KP Chow



COMMENTS

1 When credit sharing was first introduced the Public were promised a
reduction in interest rates on Credit cards by the

Hong Kong Banks -This has not happened (Aeon Credit is still charging 40% pa
in some circumstances - a rate of Usury

and one that | hope the HKMA is addressing)

Will we have an assurance (monitored by the HKMA) that this will happen this
Time

Any reduction in credit risk which this proposal in theory and practice

should ensure { and | speak as one who has held

over USS1mm of Lending Authority with a major Global bank) is to be welcomed
but should also benefit the debtor

2 As far as | am aware there is only one CRA in HK -TransUnion which is USA
owned and operated

Can we be assured this CRA does not disclose data to any external to Hong
Kong credit agency or its shareholders -

inter alia including proposed mortgagee details
3 Additionally why does A "World City " as Hong Kong brands itself not have
its own CRA ??

4. Whilst | obtained the Consultation Document in English

| was unable to locate any public discussions held in English or with

Translation facilities available for English and other ethnic minority

Language speakers.

Since English is an Official Language | question whether “proper public consultation”

Has been carried out.

Thanks
Mike Gray



First of all let me say if it is a Public Consultation it should provide translation
facilities for ethnic minorities including Caucasians and the other official language of
Hong Kong -English-otherwise How can this be a a real Public Consultation (The
Chamber does have translation capability)

In the absence of such would you Please ask the following question on my behalf

1 When credit sharing was first introduced the Public were promised a reduction in
interest rates on Credit cards by the Hong Kong Banks -This has not happened (Aeon
Credit is still charging 40% pa in some circumstances - a rate of Usury and one that |
hope the HKMA is addressing) Will we have an assurance (monitored by the HKMA)
that this will happen this Time Any reduction in credit risk which this proposal in
theory and practice should ensure ( and | speak as one who has held over US$1mm
of Lending Authority with a major Global bank) is to be welcomed but should also
benefit the debtor

2 As far as | am aware there is only one CRA in HK -TransUnion  which is USA owned
and operated

can we be assured this CRA does not disclose data to any external to Hong Kong
credit agency or it's shareholders

inter alia including proposed mortgagee details
3 Additionally why does A "World City " as Hong Kong brands itself not have it's
own CRA ??

{f you cannot do the above Please advise and | will attend personally as 's close

to me

Thanks
Mike Gray



Submission of Comments to CCD Consultation

i

Subject: Submission of Comments to CCD Consultation
From:

Date: lvion, 7 Feb 2011 13:06:46 +0800

To:

Submitted by: J Kao
Contact Numbel

[Issue 1]
(Nil)

[lssue 2]
(Nil)

[Issue 3]
(Nil)

[Issue 4]
(Nil)

[Issue 5]
(Nil)

[lssue 6]
(Nil)

[Other Comments]

| object to the whole concept of this proposal.

| consider this to be the HK Govt to tighten individual freedom and privacy and | treat it
with skeptcism.

lofl 9/2/2011 14:17



———————— Original Message --------
Subject:The Sharing of Mortgage Data for Credit Assessment
Date:Mon. 7 Feb 2011 02:24:57 +0800 (HKT)
From:
To:enquiry@pcpd.org.hk

The Sharing of Mortgage Data for Credit Assessment

T Strongly against the new proposal

The negative credit data as currently permitted under the existing Code has given sufficient information to bankers to access the
creditability of borrowers. If one has no negative records, bankers can use the information from borrowers to access their
creditability. That has worked well in the past and present.

Even today, if I did not get the information (which is unimportant to the loan application) to the bankers as they request and yet I am
fully met their loan requirement, bankers can still reject my application for loan.

On the other side, I, as consumer, have little protection even that protection is written in law. I saw little action was taken against
wealth and most powerful organizations in Hong Kong when they commit the offences. e.g Lehman Brothers case, MTR disclosure
of personal data to companies for marketing purpose. I, as ordinary citizen, can hard to flight with them with the given time and
TESOUrces.

Without time, I have to stop here.

Best regards

Lui Man Ying

7-2-2011

07/02/2011 8:59
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Submission of Comments to CCD Consultation

lofl

Subject: Submission of Comments to CCD Consultation
From

Date: Thu, 6 Jan 2011 10:18:23 +0800

To:

Submitted by: Ngai Wai Pang
Contact Number:

[Issue 1]
Object

[Issue 2]
Object

[Issue 3]
Object

[Issue 4]
Object

[Issue 5]
Object

[Issue 6]
Object

[Other Comments]
(Nil)

9/2/2011 14:57



Subject: Please help to save our personal data and HK free market
Date: Thu, 6 Jan 2011 11:24:50 +0800
From:
To:
Dear Sir/Madam,

Regarding the current policy on tax penalty and the reivew of positive credit database
for personal loan/mortgage information release to banks, I would like to express my
views on this topic.

1. HK is famous for its respect to personal privacy. By releasing those personal
financial information to banks is totally unacceptable. Why we allow the banks to use
our information for their business growth(e.g. cross-sell activities,...). There must a
law in place to fine those banks that using our personal data for sales and marketing
purpose without our consent before we do such kind of review to release our personal
data. Everyday I am receiving over 30 cold calls already, I don't want to receive 50 or
100 in the future(looks like I will be a full time telephone operator soon). Please don't
expect the banks will follow the guideline, there MUST have the law to control the
banks on how to use our personal data.

2. HK is a worldwide free market. Why there are more and more rules to slow down
the whole city? I understand this may not related to PCPD. But if the government
continue to control investment activities. We will go socialism sooner or later.
Everyone will more to SG or somewhere else. There should have some laws to make
sure all the deals are as fair as possible. But not setup some rules that only follow
government will or make sure the banks can earn much more. If follow the
government logic, if the price of the shampoo go up very high(say $1000), then
government will setup the price control to supermarkets? We should understand that
no one in HK is powerful enough to control the whole market(except the government).
It really looks like we are going back to the 70's in China.

I do hope that someone can consider the points I mentioned. We want to help to put
the government back to the right track. We want to continue to live in this lovely
place.

Yours Faithfully,
Peter Lung
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Subject: L HIZEEREEEERL
From: Simon Wu

Date: Wed, 9 Feb 2011 u5:21:14 +0000
To: <consultation2011@pcpd.org.hk>
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Consultation paper on the sharing of morigage data

Subject: [SPAM] Consultation paper on the sharing of mortgage data
From: =

Date: Mon, 07 Feb 2011 20:58:41 +0800

To: consultation2011@pcpd.org.hk

Dear Sirs,

I've looked at the consultation paper and the various comments from the media
and academics etc

I must say that i support the proposal of sharing the positive mortgage data as

suggested. Being a member of the community, i think the proposal could make us
stand "fair and the same" in front of the lenders. When knowing how many
properties we have on hand, the lenders can differentiate. This would also

help lowering down the "investment/speculative" activities on properties and the
majority who just want to have one property for accomodation, and with repayment
ability, may be given better consideration of credit. The proposal must be
able to review the full properties on hand to differentiate the investors from
the users, thus, i support the inclusion of all the existing properties.

I treasure my privacy, but i think that the existing proposal is only reviewing
very limited info, just counts of properties as suggested in the consultation
paper. With the privacy safeguard and requirements put up by the Privacy
Commissioner, and that the company running the credit data sharing does have a
good track record, even after the sharing of credit cards data etc back to some
years ago, 1 think that this could be overcome.

Teo end this, I find the proposal acceptable.

Regards
Wong Mei Seong

Tofl 9/2/2011 14:18



a‘%ﬁ%ﬁihﬁ?%ﬁ*ﬁ%’ﬂ%‘%ﬁ%ﬁ%ﬁ
‘ ;,/j

Subject: JLFAIZHEERHERE EFE

From.

Date: Mon, 7 Feb 2011 10:16:06 +0800 (HKT)
To: Consultation2011@pcpd.org.hk
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TO HONG KONG MONETARY AUTHORITY.

| OBJECT TO THE IDEA OF SETTING UP MORTGAGE RECORD FOR
HONG KONG BANKS.

HONG KONG BANKS ARE USING CREDIT RECORDS TO BLACKMAIL
THREATEN INNOCENT PEOPLE.

HONG KONG BANKS CAN ALSO USE MORTGAGE RECORDS TO
BLACKMAIL THREATEN INNOCENT PEOPLE.

EVEN IF YOU SET UP MORTGAGE RECORDS, HONG KONG BANKS
SHOULD NOT GET DETAIL INFORMATION OF WHAT PROPERTIES
YOU.HAVE, WHAT BANKS YOU GET MORTGAGES FROM. THE
MORTGAGE RECORD JUST SAY, YOU HAVE 5 MILLION MORTGAGE
IN TOTAL. THAT IS IT. '

YOU PRETEND HONG KONG BANKS TO BE GOOD PEOPLE, BUT
HONG KONG BANKS ARE THE WORST OF THE WORST. YOU CANNOT
IMAGINE HOW MANY DIRTY NASTY TRICKS THEY HAVE.




