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HONG KONG MONETARY AUTHORITY
THEeMEHR

Ref:
23 February 2011

Mr Allan Chiang

Privacy Commissioner for Personal Data

Office of the Privacy Commissioner for Personal Data
12/F, 248 Queen’s Road East

Wanchai

Hong Kong

Dear AM 3

Sharing of Positive Mortgage Data

We note that the Law Society of Hong Kong (the Law Socicty) has
made quite a number of comments in its submission on the Consultation
Document which it has posted on its website. Given our assessment of
the benefits of the proposal to the overall financial stability in Hong
Kong and the importance of uploading the existing mortgage data to the
effective working of the Credit Reference Agency (CRA) in achjeving
the objectives of the proposal, 1 am writing to provide you with our
views in relation to the two points set out below which werc raised by
the Law Society in its submission to you, in the first instance.

(i) Issue 1 - Even during the worst of the Asian financial crisis,
losses due to mortgage defaults were not material. In the view of
Law Society, this makes it difficult to justify the industry
proposal on a cost bencefit basis; and

(i) Issue 4 (Issue 3 in the Consultation Document)- Although the
information on a consumer would be incomplete if pre-existing
mortgage data is not contributed to the CRA, ncvertheless,
explicit consent [rom the consumers should be obtained. When
the original consent was provided by the consumers, they were
provided under “old” (current) system. It would not be in line
with the principle of the data protection if information previously
not provided to the CRA can now be submitted to the CRA
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without consent from the data subject. This is similar to the
bundled consent versus specific consent issue in relation to direct
marketing. With the expanded system, specific consent should be
obtained for all pre-cxisting mortgages.

On (i), it is not clear to us what kind of “cost” is referred to in the “cost
benefit basis” argument. Does it refer to the monetary cost or the cost
to privacy intrusion? If it is the latter, it has to be recognized that the
right to personal privacy is not absolute and there is a balancing
exercise involved between intrusion of privacy and the public interest.
The proposal has kept the personal data to be transferred (i.e. in the
form of a mortgage count) to a2 minimum and sufficient safeguards will
be put in place to prevent their misuse. Therefore, every effort has
been made to strike a right balance. If the “cost” refers to “financial
costs”, the proposal will help credit providers in enhancing the
completeness and accuracy of their credit risk assessment, thus creating
a more efficient credit market and reducing the risk of asset bubble in
the property market as a result of indiscriminate borrowing by some
consumers and inability of credit providers to indentity borrowers with
more indebtedness than they can repay. The benefits appear to be
obvious and far-reaching.

Also, T would like to point out that financial crises do occur from time
to time but they are never the same because the overall circumstances
such as monetary conditions change over time. Therefore, as the
HKMA has pointed out many times before, the Asian Financial Crisis is
not a relevant benchmark for reference in this context. It should be
noted in particular that the overall monetary conditions during the time
of the Asian Financial Crisis, i.e. from 1997 to 2003, was that the
mortgage interest rates in Hong Kong were coming down considerably
(a reduction of around nine percentage points from around 11% to about
2%) and this substantially eased the burden of borrowers in meeting
mortgage repayments and hence helped significantly to contain any
deterioration in the mortgage default rate. On the other hand, given the
abnormally low interest rate environment at the moment, the mortgage
interest rates in Hong Kong are expected to revert to a more normal
level ultimately. If this process coincides with a downward adjustment
in the property market, which most likely will be the case, this would
adversely affect the repayment ability of mortgage borrowers as well as
their will to continue servicing their mortgage loans. For this reason, it
remains our supervisory judgement from a macro-prudential perspective
that the fact that the mortgage book of the banking sector in Hong Kong
performed relatively robustly during the 1997-2003 period is far from a



‘23-FEB-20811

17:42  FROM T0

guarantee that the same credit performance would be repeated in the
next property market adjustment cycle.

When considering this matter, it is also important to bear in mind that
back in 2003, the number of residential mortgage loans in negative
equity within the banking sector alone reached a historical high of
about 106,000 cases with an outstanding mortgage value of HK$165
billion as at end-June 2003. The unsecured portion of those mortgage
loans then was estimated at about HK$36 billion, and this negative
equity amount could increase sharply if repossessed properties were put
in the market for fire sale during a downward cycle of the property
market. You could appreciate from the above figures that the potential
value at risk of mortgage loans could be substantial for our banking
sector, and could therefore have far-reaching implications for the
stability of, and thus the public confidence in, the banking sector in

Hong Kong. This is the main reason for the HKMA seeking to ensure

that the credit risk management practices of banks could take into
account the exposures of borrowers in terms of outstanding mortgages
in order to safeguard the interests of depositors through maintaining
overall banking stability, The HKMA remains of the strong vicw that
there is a clear public interest angle in this regard.

On (i), the Law Society's response appears to be indicating a policy
preference for obtaining customer’s consent rather than a legal
argument based on a consideration of the relevant provisions of the
Personal Data (Privacy) Ordinance (PDPO). Specifically, it is not
clear from the comment on Issue 4 whether the Law Society has
considered the "directly related purpose” argument as put forth in the
Senior Counsel’s opinion obtained by the Consumer Credit Forum
(CCF) under the Hong Kong Association of Banks, a copy of which
was previously submitted to you. You may wish to see in particular
paragraphs 25 to 31 of the legal opinion which should help explain our
and the industry’s assessment of the legal position on Issue 4,

For your ease of reference, we have extracted these paragraphs below.

“25. DPP3 should be interpreted in the Jollowing manner:

(a)  having regard to the wording of DPP3(a), the purposes .

covered by DPP3(a) are the purposes that were within the
reasonable contemplation or expectation of the Customer
or could be reasonably inferred as the customer’s purpose
at the time of the morigage loan application when his data
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26.

27.

28.

were collected by the institution to which the application
was made (the "Original Purposes”);

(b)  DPP3(b) provides for a purpose directly related to the
purpose referred to in DPP3(a). There is no ambiguity
between the wording of DPP3(b) and the wording of
DFP3(a). By separating DPP3(b) from DPP3(a) and not
repeating in DPP3(b) the reference to “at the time of the
collection of the data” which appears in DPP3(a), it is
clear that the legislative intent is that a “directly related
purpose” should be determined by whether it is directly
related to an Original Purpose but without imposing a
specific timeframe for the making of that determination.

I note that the PCPD on DPP3 in its book entitled “Data
Protection Principles in the Personal Data (Privacy) Ordinance "
(the “Book”) considers this very issue. In particular, paragraph
7.26 of the Book provides that the PCPD will take into account

Jactors, such as the following, in assessing whether the act in

question is done for a “directly related purpose’ and thus
covered by DPP3(b):

(@)  the nature of the transaction giving rise o the need Jor the
using the personal data ; and

(b)  the reasonable expectation of the data subject.

For the reasons set out above, interpretation of DPP3(b) in the
manner described in paragraph 25 above substantially reflects
both the letter of the provision and the legislative intent.
Purpose can however also be a matter of inference, Sfrom all the
circumstances. The question as to whether a purpose Is a
“directly related purpose” is determined by whether it is directly
related to an Original Purpose and is not dependent on whether
the Customer reasonably contemplated or expected that “directly
related purpose” at_the time of the mortgage loan application
when his personal data were collected, This interpretation does
not contradict the PCPD’s approach and is in accordance with
both it and the careful dichotomy made between DPP3(a) and
DPP3(h), which eliminates any fixed initial time-point for
DPP3(b).

Further, I note the PCPD’s comment in paragraph 7.30 of the
Book that in the context of human resource management,
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disclosure of employees’ personal data to Mandatory Provident
Fund (“MPF") providers for the administration of the MPF
scheme is an example of use of dala Jor a directly related
purpose.

29.  The MPF regime was only implemented in Hong Kong in the year
2000. Employers would not therefore have explicilly specified in
the PDPO Notice distributed by them to employees before
implementation of the MPF regime, that disclosure of employees’
personal data to MPF providers was an Original Purpose.
Moreaver, such disclosure would not have been in the reasonable
contemplation of the employees when their data were collected
before the implementation of the MPF regime,

30. In that regard, the MPF regime is similar to the regime for
sharing positive mortgage data in that collection of personal data
pre-dated the implementation of the regime. On that basis of
ambulatory interpretation, my opinion as to the inlerpretation of
DPP3(b) is fully consistent with the PCPD's treatment of transfer
of employees’ personal data to MPF providers, as being a
directly related purpose in the context of human resources
management.

31. Adopting this interpretation of DPP3, granting and maintaining
the mortgage loan are Original Purposes and ensuring ongoing
credit worthiness of the Cusiomer is a purpose directly related to
those Original Purposes. Transfer of the Customer's personal
data to the CRA under Step 1 is aimed at ensuring ongoing
credit-worthiness of the Customer and is directly related to the
Original Purposes and thus covered by DPP3 (b).”

As can be seen from the above extracts, what is required is a
purposive statutory analysis which ought reasonably to lead to the
view that the Legislature contemplated this very type of development
as being easily within the objective construct of a directly related
purpose. The fundamental purpose has not been changed by the
current proposal, which still turns, as before, on credit profile
analysis. The proposal is thercfore consistent with DPP3(b) of the
PDPO,

Apart from the MPF example cited in the Senior Counsel’s opinion at
paragraphs 28 to 30, the Senior Counsel's view is also supported by
the Administrative Appeals Board (AAB) decision of Z&F v Privacy
Commissioner for Personal Data, AAB No. 41/2006, In this case, the
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appellant provided her personal data, including her name, address, and
telephone number to the management company when she complained
about the foul smell in the corridor outside her flat. The appellant had
expressly told the representative of the management company that if it
decided to make a report to the police, the management should
preserve her anonymity. The AAB ruled that although the
management company had promised the appellant that it would not
disclose her personal data to the police, when the management
company provided the appellant’s personal data to the police, it was
using the personal data for a purpose which was directly related to a
purpose for which her data were collected in the first place!. It is
worth pointing out that in this case the ruling was made even though
the transfer of information to the Police was not within her reasonable
contemplation at the time the data was collected nor had she given her
prescribed consent for the transfer.

In addition, we would respectfully submit that the analogy to “bundled
consent” issue as referred to in a recent AAB case is inappropriate.,
The case considered by the AAB was related to the use of personal
data for an unrelated purpose i.c. transfer of personal data to a third
party for marketing the third party’s good and services which was
neither the Original Purpose nor a directly related purpose. On the
other hand, DPP 3 does allow the use of data for original purposes
and other purposes directly related to the original purposes. Based on
the Senior Counsel’s opinion, the HKMA is of the view that the
current proposal involves the data being used for a purpose directly
related to a core business activity of credit providers, and therefore
there should be no legal impediment for existing mortgage data to be
contributed to the CRA for the purpose of the current proposal.

Incidentally, in Section 1l of the "Guidance on the Collection and Use
of Personal Data in Direct Marketing", it is noted that a data user may
use personal data obtained from customers for marketing products or
services directly related to the original purpose of collection of the
data. As an example, it is stated that a bank may use personal data of
its customers for marketing financial and insurance products. The
Guidance Note also provides that, if at the time the data user collects
the data it has no particular direct marketing activities in mind but
subsequently decides to do so, then prior to conducting the direct

' On the facts of this case, section 58(2)(a)of the PDPO provides that personal data are exempt
from the provisions of DPP3 anyway. However, the decision contains detailed analysis on the
how DPP3 is to be applied and why the agreement between the data subject and the data user is
irrelevant in considering whether DPP3 has been contravened.
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marketing activities including the transfer of customers' personal data
to third parties for the purpose of direct marketing, it must ensure that
such use of data is directly related to the original purpose of collection
of data, and consider informing the customers of its intention to do
(and reason for doing) so.

Following from the above, if a data user is not required to obtain
express consent from or notify a customer before using his personal
data for marketing products and services directly related to the
original purpose of collection of the data even though there was no
such intention at that time, the same principle should clearly apply
also to Issue 4 where the use of data directly relates to a core business
activity of credit providers. To depart from this principle on this
occasion will create inconsistency in the way the personal data privacy
regime is administered.

I would also like to point out that one of the intended purposes of the
Industry Proposal is to avoid borrowers and speculators over-
leveraging themselves. If we set aside the above legal issue and
instead require the industry to seek prescribed consent from customers
(although this is legally not required) before contributing existing
mortgage data to the database, as proposed by the Law Society, the
HKMA is concerned that this will render the credit database
incomplete and significantly less useful. This is because customers
with an intention to hide from the banks the accurate information
relating to their existing mortgages would be unlikely to give their
consent. This would mean that those who have not becn declaring all
relevant mortgage information to lending institutions when applying for
credits or who intend to take excessive borrowing will be able to
continue with their act of providing false information or omitting
information in their loan applications without any objective means for
the credit providers to verify their indebtedness. The dircct result is
that the group of borrowers with the intention to hide their full
indebtedness or with excessive lending will most likely not be included
in the database, despite the fact that these are exactly the group of
borrowers that should be covered by the CRA. The database will
therefore be deficient and will not serve the principal objective of the
proposal. We would in fact find it difficult to understand the rationale
for introducing any arrangement or requirement that will effectively
defeat the ability of the CRA to scrve the public interest angle (i.e.
maintaining overall financial stability in Hong Kong) which supports
the implementation of positive mortgage data sharing in the first place.

P.B7
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In accordance with the spirit of PCO’s guidance in Section III of the
Guidance mentioned above, I understand that your office has been
exploring the alternative of requiring credit providers to take all
reasonably practicable steps to issue notification to the mortgage
customers before uploading of the existing mortgage data. As you are
aware, the industry has obtained legal opinions confirming that
customer notification is not necessary in these circumstances and they
still have concerns about issuing such notification. That said, if you
are of the view that the issue of customer notification is a good practice
for enhancing transparency to customers and would provide you with
the requisite comfort in allowing the uploading of existing mortgage
data to the CRA, the HKMA will be happy to work with you and
discuss with the industry with a view to requiring them to do this. We
note this would also allay the concerns of the Consumer Council on this
issue. The form of customer notification will take into account
suggestions raised by the Consumer Council that the purpose(s) for
which the consumer’s personal data are to be used should be clearly
spelt out and that the notice should be presented in a font size easily
readable by customers.

We will provide you with our responsc to your further questions
received by us yesterday as soon as possible.

In line with the treatment of the HKMA’s submissions to you in
response to the Consultation exercise, we will be posting this letter on
the HKMA website.

Yours sincerely,

c.c. Policy 21 Limited
The Chairman, Consumer Credit Forum
The Chairman, HKAB
The Chairman, DTCA
FSTB (Attn: )
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Ref:

25 February 2011

Mr Allan Chiang

Privacy Commissioner for Personal Data

Office of the Privacy Commissioner for Personal Data
12/F, 248 Queen’s Road East

Wanchai

Hong Kong

BY FAX AND BY HAND
(Fax No.: )

Dear W )

Sharing of Positive Mortgage Data

Further to my letter to you dated 23 February 2011, I am writing regarding
the comments of the Hong Kong Bar Association (“HKBA™) in its
submission on the Consultation Document which it has posted on its website.
Our views, mainly in relation to legal issues raised by the HKBA, are set out
below. Please also note that we have in parallel initiated discussions with the
HKBA in order to address the points raised in its submission to your office.

Paragraph 9

The HKBA remarked in paragraph 9 that the Code of Practice on Consumer
Credit Data (the “Code™) has shifted from a pro-privacy initiative to a
mechanism for legitimising “privacy-intrusion”. We do not think this is a
reasonable description of the purpose or intention of introducing positive or
negative credit data sharing which in our view involves important public
interest concerns. Specifically, we are of the view that any change in the law
or the Code is about finding the right balance between the privacy interests of
individuals and the public interest at a given point of time as the right to
personal data privacy is not absolute. The principal objective of the industry
proposal is to promote responsible lending and borrowing and prevent over-
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borrowing and in so doing enhance the overall financial stability in Hong
Kong. We note that HKBA itself also recognises that reducing risk of
defaults is a laudable aim.

Paragraphs 23 to 34

According to the HKBA (see paragraphs 31 & 32 of its submissions), since
there is no evidence on the extent to which individuals are taking on
mortgages in relation to non-residential property and the delinquency rates in
relation to such mortgages, or evidence that the borrowers are being
untruthful, the case for saying that the additional data which the credit
reference agency (“CRA”) should be permitted to collect are “necessary and
not excessive” (for the purpose of assessing the credit worthiness of the
individuals to which the data relate) does not begin to be made out. The
HKBA further states in paragraph 33 that unless and until such a case is
made out on the basis of compelling evidence, the proposal to expand the
mortgage data that the CRA is permitted to collect must be rejected because
it has not been shown that DPP1(1) would be complied with.

The reason why we have not provided the evidence mentioned is because
without positive mortgage data sharing, we have no means of collecting such
data as customers are unlikely to admit they have been untruthful and they do
not necessarily borrow only from one bank but from different banks so each
bank is not able to conduct a proper and comprehensive credit risk
assessment. There are nevertheless anecdotal evidence of property borrowers
getting mortgage loans from different banks. You would recall in November
last year we sent you the attached newspaper clipping (at Annex 1) of a
pensioner who was speculating in property by borrowing from multiple
banks who were unable to verify her credit worthiness due to a lack of
positive mortgage data sharing. There is no reason to assume that this type
of behaviour is exceptional.

Furthermore, from a legal perspective, DPP1(1) provides that:

“(1) Personal data shall not be collected unless —
(a) the data are collected for a lawful purpose directly related
to a function or activity of the data user who is to use the
data;

(b) subject to paragraph (c), the collection of the data is
necessary for or directly related to that purpose; and

(c) the data are adequate but not excessive in relation to that
purpose.”



It is important to note that there is no requirement under DPP1(1) that the
purpose for which the data is collected has to be substantiated or validated by
evidence. DPP 1(1) places no limit on the purpose for which data may be
collected, as long as it is collected for a lawful purpose. which is directly
related to a function or activity of the data user. The industry proposal is
therefore clearly consistent with DPP1(1)(a) since the data are collected by
the CRA for a lawful purpose directly related to its function or activity as a
credit reference agency, i.e. to create a credit profile of borrowers for credit
risk assessment purposes. DPP1(1)(c) then requires the data to be “adequate
but not excessive” in relation to that purpose. DPP1(b) provides that subject
to (c), the collection is necessary for or directly related to such a lawful

purpose.

We would also like to draw reference to the book entitled “Data Protection
Principles of Personal Data (Privacy) Ordinance — from the Privacy
Commissioner’s perspective (2nd Edition)” published by your office.
According to paragraph 5.9 of the book, the Privacy Commissioner has
expressed the view that in considering whether the collection of data is in
compliance with DPP(1) in the absence of any applicable code of practice,
the following are relevant factors to be considered:

(a) the particular function or activity to which the collection of the
data concerned is considered directly related;

(b)  the degree of sensitivity of such data;

(c) the legitimate purposes to be served in collecting the personal
data and the adverse impact on personal data privacy;

(d)  whether there is a real need (i.e. the likelihood of such need
arising) for the data to be collected in order to carry out that
function or activity; and

(¢) whether there is any realistic and less privacy intrusive
alternative for attaining the purpose of collection.

In the context of the industry proposal which will require changes to the
Code, we and the industry have considered carefully the above factors. The
data that will be contributed by the credit providers to the CRA are set out in
paragraph 4.2(b)(i) of the Consultation Document, which according to the
industry, are the minimum that are necessary to enable the CRA to identify
accurately each individual involved in a consumer mortgage loan and
compile the mortgage count. Indeed, it has been indicated in paragraph 5.31



of the Consultation Document that subject to the determination on the types
of mortgage loans to be covered under Issue 1, the proposed types of data
items to be contributed and assessed “represent the minimum amount of data
necessary for the purposes of assessing the credit risk of consumer credit
applications”. Besides, it is proposed that the credit providers will have
access to the mortgage count only, instead of the entirety of the data
contributed to the CRA by credit providers as set out in paragraph 4.2(b)(i) of
the Consultation Document. There is also no realistic alternative for
achieving the purpose of collection of the data in respect of pre-existing
mortgages. Based on the above, we have been advised by our Office of the
General Counsel that there is no contravention of DPP1(1), and the data that
are to be collected by the CRA as a credit reference agency appear to be

P11

“necessary”, “adequate” and “not excessive”.

Paragraphs 39 to 50

The HKBA takes the view that the transfer of the positive mortgage data to
the CRA would be contrary to DPP3 (see paragraphs 44 and 47 of its
submission). DPP3 is set out below:

“Personal data shall not, without the prescribed consent of the data subject,
be used for any purpose other than —

(a)  the purpose for which the data were to be used at the time of
collection of the data; or

(b) a purpose directly related to the purpose referred to in
paragraph (a).”

The HKBA relies on the guidance provided by your office' on how you
would interpret DPP3:

“In assessing whether the act in question is done for a “directly related
purpose” and thus covered by DPP3(b), the Commissioner will take into
account factors such as:

u the nature of the transaction giving rise to the need for using
the personal data; and

The HKBA quoted paragraph 7.25 from the older version of the book entitled Data Protection
Principles of Personal Data (Privacy) Ordinance — from the Privacy Commissioner’s perspective,
Office of the Privacy Commissioner for Personal Data, August 2007. The same paragraph
appears in the 2010 version at paragraph 7.26.




" the reasonable expectation of the data subject.” (Emphasis
added.)

The HKBA argues that since the transfer of the positive mortgage data to the
CRA was not permitted under the Code at the time when the data were
collected, the data subject would not have expected this to occur.
Accordingly, it takes the view that the transfer will not be done for the
purpose for which the data were to be used at the time of collection of the
data or for a directly related purpose.

First and foremost, we would like to point out the stance adopted by your
office as demonstrated by paragraph 1.12 of the aforesaid guidance is for
reference only and it was stated in the guidance that such stance shall not
bind your office in the exercise of the Commissioner’s statutory functions in
any way. Furthermore, it was stated that rather than relying on such views
the reader is urged to exercise independent judgement on the interpretations
of the data protection principles and where appropriate avail himself of
professional advice.

In conjunction with our Office of the General Counsel, I have considered the
legal opinion of Senior Counsel obtained on this matter, which the industry
has previously submitted to you, and agree with his detailed analysis based
on a purposive construction of DPP3. In particular, we agree that all the
DPPs should be read together and should be construed purposively to
promote the objectives of the Personal Data (Privacy) Ordinance (“PDPO”).
DPP3(a) refers to the purpose for which the data were to be used at the time
of collection of data (“Original Purpose”), while DPP3(b) refers to a directly
related purpose. In constructing what is the Original Purpose, the data user
may have informed the data subject the Original Purpose explicitly, or in the
absence of any explicit communication, the Original Purpose may be
implied.” In determining the implied purpose for which the personal data
were collected at the time of collection, all circumstances, including the
reasonable expectation of the data subjects are relevant. Applying this to the
industry proposal, it must have been within the reasonable expectation of the
customer when applying for a loan that his personal data would be used for
creating a credit profile to enable the proper assessment of credit risk.
Therefore, we are of the view that the transfer of the data to the CRA to
enable the creation of a credit profile for risk evaluation is within the
Original Purpose albeit such purpose is an implied purpose. In this

DPP1(3) provides that data user must take all practical steps to explicitly inform a data subject
of the purpose for which data are collected. Since this is not an absolute obligation, this shows
that the Original Purpose may be implied in the absence of any explicit communication by the
data user to the data subject .



connection, please see paragraphs 19 to 24 of Senior Counsel’s Opinion at
Annex 2.

Further or in the alternative, we rely on DPP3(b) which enables the use of
personal data for a directly related purpose to enable the transfer of personal
data to the CRA. This is because the transfer of data to the CRA to enable
the creation of a credit profile of the customer is directly related to the
Original Purpose of credit risk assessment.

In contrast to DPP3(a), when determining the directly related putpose (which
is not confined to the time of collection of data), the question is determined
by whether it is directly related to the Original Purpose and is not dependent
on whether the customer reasonably contemplated or expected that directly
related purpose at the time of the mortgage loan application when the
personal data were collected. In this connection, we refer you to paragraphs
25 to 31 of Senior Counsel’s opinion at Annex 3.

Apart from the MPF example cited in the Senior Counsel’s opinion at
paragraphs 28 to 30, the Senior Counsel’s view is also supported by the
Administrative Appeals Board (“AAB”) decision of FZ EH v Privacy
Commissioner for Personal Data, AAB No. 41/2006. In this case, the
appellant provided her personal data, including her name, address, and
telephone number to the management company when she complained about
the foul smell in the corridor outside her flat. The appellant had expressly
told the representative of the management company that if it decided to make
a report to the police, the management should preserve her anonymity. The
AAB upheld the views of the then Privacy Commissioner and ruled that
although the management company had promised the appellant that it would
not disclose her personal data to the police, when the management company
provided the appellant’s personal data to the police, it was using the personal
data for a purpose which was directly related to a purpose for which her data
were collected in the first place’. It is worth pointing out that in this case the
ruling was made even though the transfer of information to the Police was
not within the appellant’s reasonable contemplation at the time the data was
collected nor had the appellant given her prescribed consent for the transfer.
Applying this case to the industry proposal, it would seem even if the
uploading of such data to CRA was not within the applicant’s reasonable
contemplation, the data can still be uploaded to CRA as this serves a directly
related purpose.

On the facts of this case, section 58(2)(a)of the PDPO provides that personal data are exempt
from the provisions of DPP3 anyway. However, the decision contains detailed analysis on how
DPP3 is to be applied and why the agreement between the data subject and the data user was
irrelevant in considering whether DPP3 has been contravened.



Paragraphs 51 to 55

The HKBA states in paragraph 52 of its submission that the requirement of
the written consent of data subjects prior to access by credit providers to the
proposed additional mortgage data does not help to address the issue
discussed above in paragraphs 39 to 50 in relation to Issue 3. However, the
HKBA supports and welcomes the requirement for consent as a further level
of privacy protection for sharing of mortgage data by CRA.

We would just emphasize that the requirement for written consent of data
subjects is indeed an important level of privacy protection. As the transfer of
data to the CRA is only a preparatory step, no true sharing of data will occur
without the customer’s written consent.

Paragraphs 56 to 60

On the benefits of the transitional period, the HKBA should perhaps refer to
paragraphs 5.41 and 5.42 of the Consultation Document which explain the
transitional period in greater detail. The purpose of the transitional period is
to ensure any positive mortgage data collected by the CRA could not be
accessed and used during the transitional period other than new applications
for credit facilities and certain prescribed exceptional circumstances, such as
financial difficulties of the customer, or when there is a need for debt
restructuring. This may be beneficial to those who have over-borrowed in
that it would offer a longer period of time in which they would be able to re-
assess and revise a realistic repayment schedule with their lending
institutions.

It is also useful to point out that under the industry proposal, a credit provider
will have to obtain an individual's written consent to access his mortgage
count whether before or after expiry of the transitional period. If an
individual applies for any consumer credit from a credit provider on or after
the proposal implementation date, that credit provider will obtain his written
consent to access his mortgage count at the CRA. The credit provider will
then access his mortgage count for processing that application or if the other
specified circumstances (e.g. debt restructuring etc.) occurs during the
transitional period, and will not otherwise access his mortgage count until
expiry of the transitional period. There is no need to obtain the individual's
written consent again for accessing his mortgage count after expiry of the
transitional period because the initial written consent already covers it. On
the other hand, if an individual does not apply for any consumer credit from
any credit provider after the implementation date (i.e. there is no opportunity
for any credit provider to obtain his written consent to access his mortgage



count at the CRA), no credit provider will access his mortgage count at the
CRA for any purpose whether during or after the transitional period.

In line with the treatment of the HKMA’s submissions to you in response to
the Consultation exercise, we will be posting this letter on the HKMA
website.

Yours sincerely,

c.c. Policy 21 Limited (Fax No.: 25493942)
The Chairman, Consumer Credit Forum
The Chairman, HKAB
The Chairman, DTCA
FSTB (Attn: )

Encl.
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19.

20.

21.

Annex 2

Paragraphs 19 to 24 of Senior Counsel’s Opinion

When DPP3(a) is examined it is patent that if the original purpose for
which the data is to be used is to evidence a past, present and future
creditworthiness profile — a necessarily dynamic position and equally an
absolutely critical parameter for safe lending and safe borrowing - then it
is logically the irresistible inference that this fundamental banking criterion
was the common purpose of both the data subject and the data user.

Every customer would instantly recognise and accept that the whole point
(the entire purpose) of a loan application form and the decision-making
process in relation to it, is designed to transfer determinative information
to the bank. ‘A bank will not lend without a proper assessment of risk. It
follows that the customer knows and understands that the bank must be
properly equipped fo be able to make a safe evaluation. It is decisively in
the public interest that borrowers responsibly borrow and that banks
responsibly lend. But this optimum situation can only operate if there isa
comprehensive verified customer profile.

The Proposal by the CCF is manifestly in the public interest as it will
promote safer borrowing and safer lending. It would be odd, indeed if a
Proposal that would positively enhance the public good could be rendered
stillborn by a misplaced anxiety over the utilization of personal data, when
the legitimacy of banking as a core societal institution is inherently
vulnerable to incomplete personal data. The Proposal is remedial from
every perspective. |




22.

23,

24,

Once the Proposal is analysed from the consideration that every bank
customer knows and expects that the very essence of every loan
application is that the bank needs assurance of the genuine credit profile,
rather than the customer's unverified claims, then it is blindingly obvious
that every data subject would realise and accept that the whole purpose
for which the data is to be used is to create a credit profile for risk
evaluation. Indeed that purpose is self-referential of banking.

It matters not that earlier pre-PDPO loans were made without the bank
setting out on a piece of paper just what the purpose of the data was for,
as everyone knew then }List as everyone now knows too what the purpose
was. What has changed is the PDPO has added specific responsibilities
that now give privacy a higher normative value than before the inception of
the legislation. But receipt of the data was always the precondition to a
loan as only by it could any bank exercise proper lending. | easily
conclude that for loans made at a time when it was not unlawful to not
provide a PDPO Notice, before or at the time of a mortgage loan
application, Participating Institutions are fully entitled to fransfer the
positive data specified in paragraph 6(b) above to the CRA, as the very
purpose for which the data was to be used is sfill the same substantive
purpose involved in the transfer of it to the CRA, namely, fo create a credit
profile for risk evaluation.

But whatever view may be taken under DPP3(a), there can be no doubt
that DPP3(b) too very amply authorizes the transfer of the data to the
CRA. DPP3(b) authorises the transfer if the purposes is “...directly related
to the purpose referred to in paragraph (a)’. There must therefore be an
immediate nexus between the original purpose and the later one. The
connection should be generically referable to the original purpose and be
the type of connection that objectively was foreseeable as either a natural
development of or from the general nature of the original purpose.




Annex 3

Paragraphs 25 to 31 of Senior Counsel’s Opinion

25. DPP3 should be interpreted in the following manner:

(&) having regard to the wording of DPP3(a), the purposes covered by
DPP3(a) are the purposes that were within the reasonable
contemplation or expectation of the Customer or_ could be
reasonably inferred as the customer’'s purpose at the time of the
mortgage loan application when his data were collected by the
institution to which the application was made (the "Original
Purposes");

{b) DPP3(b) provides for a purpose directly related to the purpose
referred to in DPP3(a). There is no ambiguity between the wording
of DPP3(b) and the wording of DPP3(a}. By separating DPP3(b)
from DPP3(a) and not repeating in DPP3(b) the reference to “at the
time of the collection of the data" which appears in DPP3(a), it is
clear that the legislative intent is that a "directly related purpose”
should be determined by whether it is directly related to an Original

Purpose bhut without imposing a specific timeframe for the making
of that determination.

26. | note that the PCPD on DPP3 in its book entitled "Data Protection
Principles in _the Personal Dafa (Privacy) Ordinance" (the "Book™)
considers this very issue. In particular, paragraph 7.26 of the Book
provides that the PCPD will take into account factors, such as the
following, in assessing whether the act in question is done for a "directly
related purpose” and thus covered by DPPS(b):

(@ the nature of the fransaction giving rise to the need for using the
personal data; and




27.

28.

29,

(b)  the reasonable expectation of the data subject.

For the reasons set out above, interpretation of DPP3(b) in the manner
described in paragraph 25 above substantially reflects both the letter of
the provision and the legislative intent. Purpose can however also be a
matter of inference, from all the circumstances. The question as to
whether a purpose is a “directly related purpose” is determined by whether
it is directly related to an Original Purpose and is not dependent on
whether the Customer reasonably contemplated or expected that "directly
related purpose” at the time of the mortgage loan application when his
personal data were collected. This interpretation does not contradict the

PCPD's approach and is in accordance with both it and the careful
dichotomy made between DPP3(a) and DPP3(b), which eliminates any
fixed initial time-point for DPP3(b).

Further, | note the PCPD's comment in paragraph 7.30 of the Book that in
the context of human resource management, disclosure of employees’
personal data to Mandatory Provident Fund ("MPF") providers for the
administration of the MPF scheme is an example of use of data for a
directly related purpose.

The MPF regime was only implemented in Hong Kong in the year 2000.
Employers would not therefore have explicitly specified in the PDPO
Notice distributed by them to employees before implementation of the
MPF regime, that disclosure of employees' personal data to MPF
providers was an Original Purpose. Moreover, such disclosure would not
have been in the reasonable contemplation of the employees when their
data were collected before the implementation of the MPF regime.




30.

31.

In that regard, the MPF regime is similar to the regime for sharing positive
mortgage data in that collection of personal data pre-dated the
implementation of the regime. On that basis of ambulatory interpretation,
my opinion as to the interpretation of DPP3(b) is fully consistent with the
PCPD's treatment of transfer of employees’ personal data to MPF
providers, as being a directly related purpose in the context of human
resources management.

Adopting this interpretation of DPP3, granting and maintaining the
mortgage loan are Original Purposes and ensuring ongoing credit
worthiness of the Customer is a purpose directly related to those Original
Purposes. Transfer of the Customer's personal data to the CRA under
Step 1 is aimed at ensuring ongoing credit-worthiness of the Customer
and is directly related to the Original Purposes and fhus covered by
DPP3(b). '
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Office of the Privacy Commissioner for Personal Data
12/F, 248 Queen’s Road East

Wanchai
Hong Kong
BY FAX AND BY HAND
(Fax No.: 2877 7026)
Dear

The_Sharing of Mortgage Data for Credit Assessment — Consultation
Document

1 refer to your letter of 22 February 2011.

On your request for information or statistics on the mortgage fraud cases in
relation to the provision of false information to credit providers in the past five
years, please note that the Hong Kong Monetary Authority (“HKMA™) does
not have such information on hand as they are not captured in the statutory
returns regularly submitted by authorized institutions (“Als™). It is also
unlikely that AIs would have accurate records of such information as it is
difficult if not impossible to discover cases where the mortgage applicants have
knowingly provided Als with incomplete or false mortgage loan information.
This is because the applicants are unlikely to admit to providing false
information for fear of prosecution and also they do not necessarily borrow
from the same bank and it would be difficult for banks to verify the applicant’s
credit history. Nevertheless, there have been prosecutions in the past. For
example, in Hong Kong Special Administrative Region vs Cheng Po-yan and
Cheng Ka-kiu, the loan applicants failed to make full disclosure of the other
mortgages and loans in the application for a personal loan and subsequently
caused the bank to incur a loss. The borrowers were ultimately found guilty
of the offence of obtaining pecuniary advantage by deception.

551h Floor, Two International Finance Cenire, T S o B G RS R R MR G R L2 S5 R
8 Finance Stracl. Central, Hong Kong Wi EE L (8532) UL 362y

Tel: (R52) Wav e (RG2) e

T-mail: 49 Nk www hkma.gov.hk

Woebsite: www.hkma.gov.hk
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In the absence of positive mortgage data sharing, the current arrangement is to
rely upon the honesty and correctness of information provided by the loan
applicants which obviously has loopholes and there is no way of checking the
data accuracy. This is why it is so important to have positive mortgage data
sharing and why all major international financial centres in the world have this
arrangement in place. In addition, it is important to note that there is no
requirement under DPP1(1) that the purpose for which the data is collected has
to be substantiated or validated by evidence. DPP(1) places no limit on the
purpose for which data may be collected, as long as it is collected for a lawful

purpose. which is directly related to a function or activity of the data user.

As to whether properties could gencrate rental income and hence credit
provider’s risk exposure in the event of a default is contained, you may wish to
note that very few repossessed properties are rented out to generale rental
income. It should be recognised that banks are not in the business of
managing a portfolio of properties for rental purposes and they would still need
to mark to market the losses incurred on repossessed propertics even if those
properties are rented out. Furthermore, it will certainly take time and effort to
rent a property out, in particular during a property market downturn. This
option is therefore more theoretical than practical.

It should also be noted that under section 88(1) of the Banking Ordinance, Als
incorporated in Hong Kong are not allowed to hold any interest in land in
excess of 25% of their capital base. Repossessed properties will not count for
this purpose provided they are disposed of at the earliest opportunity, and in
any event not later than 18 months after the repossession. In light of this
statutory requirement, there is a strong incentive for banks to ensure that
repossessed properties would be disposed of in the market as early as
conditions permit. In order to do so, it is not practical for banks to rent out the
repossessed properties as it means that the properties will not be as attractive to
prospective purchasers who would generally prefer vacant possession. On the
other hand, from a tenant’s perspective, they expect security of tenure and will
generally not be interested in short term leases.  Given the above reasons, Als
would be unlikely to rent out repossessed properties with a view to recovering
morigage loan losscs through rental income from such properties.

I trust the above is of assistance, in line with the treatment of the HKMA’s
submissions to you in response to the Consultation exercise, we will post this
letter on the HKMA website.
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Yours sincerely,

c.c. Policy 21 Limited (Fax No.: 2549 3942)
The Chairman, Consumer Credit Forum
The Chairman, HKAB
The Chairman, DTCA
FSTB (Attn: )
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Office of the Privacy Commissioner Your Ref

for Personal Data

12/F, 248 Queen's Road East
Wan Chai

Hong Kong

Attn: Date: 28th January 2011

Dear Sirs
The Sharing of Mortgage Data for Credit Assessment Consultation Document

Thank you for your letter dated 14 January 2011 (the "Letter"). We appreciate the opportunity for
providing further information and addressing questions from the Office of the Privacy
Commissioner for Personal Data ("PCPD") and other interested parties.

Before addressing the specific questions, we would like to reiterate the following:

A. Most of the further information and statistics requested of us are not available from public
records or central registries. We have reservation on the relevance and significance of
these information and statistics to the points in question. Nevertheless, members of the
industry endeavoured to gather the requested information and statistics by resorting to
available sources which they consider appropriate. Please note, however, that we are not in
a position to verify the accuracy and quality of the information and statistics obtained from
these sources.

B. With respect, a number of issues raised cannot be addressed by a simplistic approach and
it may not be realistic to expect a simple straight answer for every question.

Please find our response to the questions following the order in which they were set out in the
Letter.

Non-residential mortgages

4. (a) Subject to our comments in A above, information collected by the industry as of
the date of this letter indicates that credit bureaux in the United Kingdom, the
United States and Canada share both positive and negative data, and the credit
bureau in Australia shares negative data only, in respect of non-residential
mortgage loans.

Chairman  Bank of China (Hong Kong) Ltd ERE RESYT (FE) BRATE
Vice Chairmen The Hongkong and Shanghai Banking Corporation Ltd Bl TELEEBSHT Eﬁ%@éﬁ of 4
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(b) Of the economies referenced in the table in paragraph 4.13 of the Consultation
Document, Australia is the last to set up a credit bureau. We understand that
Australia is catching up with the other economies and plans to share positive data
for both residential and non-residential mortgage loans in the near future.

5. The Hong Kong Monetary Authority ("HKMA") has not compiled these statistics and we
believe these statistics are not available from other public sources. In our view, it is more
important to focus on the shift of investments from residential to non-residential properties
and take action to prevent the negative impact of over-leveraging in the mortgage loan
market on the economy.

Credit report

6. (a) In accordance with Supervisory Policy Manual IC-6 (“SPM IC-6”), a statutory
guideline issued by the HKMA, authorized institutions (“Als”) need to make full
use of the consumer credit data from the credit reference agency for assessing
credit applications. Please find enclosed copies of SPM IC-6 "The Sharing and
Use of Consumer Credit Data through a Credit Reference Agency" (and please
see, in particular, paragraph 3.3) and SPM CR-S-5 "Credit Card Business" (and
please see, in particular, paragraph 4.2).

b) SPM IC-6 is a statutory guideline and SPM CR-S-5 is a guidance note. Statutory
guidelines issued by the HKMA set out the minimum standards with which Als
are expected to comply to satisfy the requirements of the Banking Ordinance.
Guidance notes are best practice guides setting out the HKMA's recommendations
to Als in respect of the standards they should aim to achieve. Although a SPM
does not have the force of law, all Als are expected to comply with the minimum
standards set out in a statutory guideline and adopt the recommendations made in
a guidance note. Als will have to provide the HKMA with justification and
explanation of any departure from the minimum standards or recommendations in
the SPM.

(c) In addition to the SPM, the HKMA also issues circulars and guidelines to Als
addressing specific issues or areas as appropriate. We understand that the HKMA.
will consider whether any further enhancement to the existing SPM, circulars and
guidelines is needed in implementing the proposal.

Written Consent

7. Please find enclosed 2 samples of mortgage loan application form containing the consent
language.

Page 2 of 4
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Contribution of pre-existing mortgage data

8. Given that the credit bureaux in most of the referenced economies were set up some time
ago, the requested information is not available. Nevertheless and subject to our comments
in A above, investigation by the industry indicates that credit bureaux in Mainland China,
the United Kingdom, the United States, Canada and Australia contributed data of pre-
existing mortgages. The year in which pre-existing mortgage data were uploaded in the
respective economies is unknown.

Relationship between local consumer mortgaging and the stability of the property market

9. (a) The focus of the proposal is to facilitate prudent lending and more efficient risk
management by credit providers and to promote prudent borrowing and prevent
over-borrowing by consumers. The need for achieving these objectives increases
in light of the rise in property prices and speculative activities in the property
market. We reiterate that property prices are affected by intemnal factors like
supply and demand, as well as external factors like the flow of hot money into the
Hong Kong economy. Stabilisation of the property market is not the sole or
primary reason for the proposal and the proposal is not the solution to curbing
speculative activities in the property market. Accordingly, the value of the
proposal should not be judged solely or primarily by reference to its effect on

property prices.

b) In the absence of statistics, the proportions of Mainland purchasers who obtained
mortgage loans to purchase properties in Hong Kong and those who did not are
not known. The proposal will capture the mortgages granted to Mainland
purchasers.

Realising the consumer benefits of more favourable mortgage terms and pricing

10. Having conducted a more comprehensive overall credit assessment of a consumer and got
a favourable result, a credit provider is in a position to offer better terms or services
relating to consumer credit or banking products as a whole, including more favourable
interest rate for unsecured consumer credit products and more diversified products, with
regard to the total relationship between a customer and the credit provider and the
customer's overall credit position and repayment ability. As stated in paragraphs 4.1 and
5.1 of the Industry Proposal dated 25 October 2010, benefits to consumers may take a
number of forms and may not be a direct reduction of mortgage interest rate. Furthermore,
the present low mortgage interest rate is attributed to unprecedented economic factors
around the world. The low interest rate trend is likely to change in time in which case there
will be more room for adjusting mortgage interest rates.

Use of mortgage data for non-mortgage credit facilities

11. It may appear, at first glance, it is simple logic that the credit risk of a consumer (and thus
the need to access positive mortgage data of the consumer) decreases with the amount of
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his indebtedness. In practice, however, a credit provider has to consider a number of
factors (and not only the amount of the credit applied on an isolated case basis) in order to
assess the credit worthiness and repayment ability of a consumer. We reiterate the
significance of understanding the total indebtedness of a consumer in conducting an
efficient and comprehensive credit assessment in order to promote responsible borrowing
and prevent over-borrowing and over-leveraging.

Control over extended access to mortgage data

12. We understand that TransUnion Limited will provide their response on the
adequacy of control and security safeguards to the PCPD separately.

If you have any further questions, please do not hesitate to contact us.

Yours faithfully

Consumer Credit Forum

c.c. Hong Kong Monetary Authority

Page 4 of 4
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=84 Provided by Bmployer it 2 Provided by Employer Ompmseis Provided by Enrployer
BBETRE (BERR) 188 EHES Renied, Montily Rent WEMJEAESL  Romed, Monhiy Rent JEMA&BIES  Renled, Moatily Rent
Ownarehip of Ratldenor Ks HKS HKS
O AAUGHIRE) Others (plensaspecly) | CISAGHIREE) Ol (emnspeclyy___ | [T SUMERIZEA) Others (plessespeetty)_
BT T
St Date of Cuvent Resldence FH Ace inaen) Hizod) £4M A®to
& 7 =
IS R E 5 Heme  [[EISMRTES Country Cedte ] | (ECHome [REEWCoumpyCods ) EEome  [EFA Comey Code )
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LFTEREF BHIER
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BRAL Selfcmployed : T8 e [J55No BIBAZ: Selfamployed 1 £ 26 Yes [T No B AL Stlfemployed | [ B Yes [ 5 No
IR + SRR TRRRRRER(X ) 1M No, pleasa VORF - BHARY] T QR TRRRAL 5 10N, plensy POE « FRER0H TERERERAT 5 I No, plenze
specify "Occupation & Fosflion s ¢ apeclfy T Oceopatlon & Pasition, ¢ speclty © Occupntion & Positlouy ¢
RRAmMGG
Ocevparlan & Pozition gt e B e TRy W NTECYSSETE A TREND | MTRNEEER e TR
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O &ves 0 & No O B Yes 1 FNe 0O &Ys 1 N
T DCameR Persmuait DmRA Permaiont DEmiEa Permanent
Job Navre DR Controst OaeaRL Contac Chasi Conimet
CHIERAAINT, Unenployed Tenpomty | CVEERALERSHT Unomployed Mempornry | T HEISRAS/BRIT Unamployed /Toinpormy
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REFLFE LT
| BB Voyooll Aczount No.
BRMER
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Nome of Previeus Employer
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ARG
Cormummeement of Previous #42(x) REM) () R =am RENM)
Einploynent

Monthly Selary

AP

(IWERL - fidx « BIRRas)
Quier Repular Meathly hcome
{e.g. bonus, canumiualan,
twusing allownoes, rental
Incoing)

TRETA Plento apeelfy R Plepze spoelly
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mengage)

SHITTE

Crher Mangage(s) Losns

DA TSR RIS
Personal/ Yu / Car Loans

10 (IS I /ER) P Sequred [J{EH Serured 839 Securadt
Q/D (Secnred / Urgecured) CIBIM Unaured 48R Unseoureg CIBA Ursecured
i
(RREEZTNILR)
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(Amount & Loan nature)
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O] 84/ 8 Sclf-Ocmpied / Seliicd by ths Mangngor(s)
O & ARE/ BF Fundly Occupied / Used (REFINEIS AN SHAEBIAE R @ « 45 RARELH Only npplicable to the Prapeny

TR occupled by the tmmedlsis fenlly members of the Margagor(s), i.c. poreny, mpouse, ehildren,
sTblings.)
Usage of Property [0} [EHIRE Intended for Rent
[ B (At LR EISS STE) Rentnd Ou (plermse yrovide the latest Tonancy Agresmant)
[ FoAB(SFELES) Othea (plonsexprolly ¢
EENTRIOTR (ERnigIERe)
Dafer Stemp Dugy Payment [J&Ne [0 Yo + 19K Amount HKS
(for BEquitable Morngags anly)
Chagada Muster Palicy

DIREZRTRE Bukeammagement
DS FETEE Slturmyement  RMAT teurnce C

_ (ﬂm&mw.zm@mm 15 RAY » EEAFHURR/EHRAMISARY « @RI
KEREET MBIy -)
Instnseiton of Fire Insursuee

(lecsubmh avalid imswmnce pollcy cenlficatlon arreceipt, priorte drawdown date or 15 days
belors expiry of the ralavant (nsurance policy, Pleasarefer 1o ftam 1 Declatation.)

P/ bagwed Amount IRSTa A Origiat Losn Antount
DIREOHE Relnuresnent Value IKS

(SR RABT AR (Rewalusilon fec will be pald by borrawan annually)

engans 4730435, Propeny Stava LI 848 Compleled Broperty [ 5726 Uncomplaiod Propeny

(unavabsbie [t other Institution lozn) O A]I MO‘(EY q;:c]GBF E]YDCED LOAN
e (";?‘E:’;r e ;éﬂ' o ?ém‘g s g

el T " ] 30 SRt “ﬂ At ARt ‘\~ 'tf*\f

O BB Cash Rebiote HKS — O ABWRECER)Y Tntersst Subsidles(Intersst Proe) HKS

7] (EfTHY Lepal Feo Subaldim LK [ RTRR: /A0 1 SUET  Munppement Fee/ Rale / Reey HES

D Y7SeENTER Propeny Stamp Duy HKS £ Hifts (EER) Others (plese preify) HKS

DUSTERRUE R R R - WIRm R T RER 1ths approval omount of IXmangeps It Below 70%, it is intended that an opplicotion for the shortl will be mede w0 tho
d:va!apcr m] ich t mmm{"m 2N maﬂg.aa: Tonm gmount wmho ad,lulm nccofﬁmafy) DE No

HKS

& Dy O PIRTRETEL terond Quallficd Vilcr (ERATT ValuerCade______ ({RGBHIRE Valua Rets
03 ABN{AIE + WAREZRICUERIIE Juema) Valuer + Verbal A% Volustan &
srmts ek with Bxtemat Qualificd Vetuer falRa pany s
Appralant Valoe of Progenty [0 SMOEREETT &R Bxrerned Qualificd Voluer
TEHR Asea 1 (BR9) (Crcaan) sq fis (UHER Dolo of Vnlosion: ANV AR &(o)
(R (Snleadle) &g, N
50 Ape o Prapeiy ¢ 2 Yeurts) AGFREE L 5 Occupation Pennle Date: S0 Baang By
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e e
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e
Loan Atcourt Hes
AR 0 Xy 8 RETIRE TR Fayment of te balancs of the purchnre pca of thy Fropeny / Bull payment of the existing mongage loan

s N )
(ISR, AR IRRIZE4E) O RBEIRRR Ful) payment of the 2% Mangage
Loan Pumose(s)

(oay select inuliiple eptiants) [€tha 0 B Overdrat Facilly
wpplications elsied 1o e lans) [1 324 (MEENE) Othess (plesospraily):

L1280 Aflterms ©
KRGS
[ 3% mswihinent teoma
Iniereat Ree
O FL{UERTESS) Others (please speeity)
BR Repayment Period b8 Yar 0088 Terms ___, D3em(i@EesR) Oders (pleesa specify)
BRI FESAR Repayment Cyale LI Monthly [#ER 4% & Designaivd Installment Day @RA {Fapplicable) )
(RBMLS AR CAt@E Bi-weedy  QIR{U(TEEERE) Others (plensa specify)
Repayinat

BT Repaymeni Metlind CIEREH Fixad Insalbveit Periad
DR Ficed Yostallinent Amouny  HKS
( B4 Masimum Parfod ; Dveer DR Toms)

(Only nnplesble to Teem Loans application)

RIBFEE

Applicatian Peo R % olLows Amaunt I ar HKS

S RFEER Mgt O &35 REUDPL) 0 3% GRAEY)
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RS (BBRREREA L] W ® Queronee with Thinlted Uabiity 115,

Pued af Guarmites (opplicable to il puorattot:) £ 22N eRi% ( Guamnice with uniimbied tabitiyy
RERBaBa ASR

The Bomowerwlll ba informed of Approved | CIEEE Phone  [J FHARESHRA Mabile Sy
Reaultby

R B A
BEAGRS

b AL FERS AL 7
Ars youons afthe follawing percons of relativer such ns Dlracter, Clilel Bagcuyive, Lending officers and Convoller or minoshy st Jder Hier (holdings not fegs than 10% tharshalding
#lone or (agether with misoslsies who an \ers) o ST S L

OB Ves

sl
OFN (kB T IR R SR B NAR T HTEEMY - FAVESAREREESD)
{1\ conflera thor, 8L peeserm, there isno such rolatoashlp. IrWe ogres to notify the Bank promptly in wrdng I Wws (oreny nuch puerantor) becoma relsted)

WLEM~TR™ « ST 50 1 1rtho abave anwer s "Yo™, plegse 61 In the followings

BT RA MEALS B M B RIEA Bl lE A 45
Nome of Direeter / Employse/ Catitrolicr Department Positlon Applicant Relationahlp with apptlennt .
i
DI reg_
Dt O

[ s - -
TA (D ATHETFIRERE  BRRERSA SRR «
We would like v understond more detath of e fallowng insurngo plans), Plonse armnga noepamie appainunent femc/us w furdier discuss with e Bank i respest of uch Inauranca plan(s),
O Rammitm Monaago LI Insurance Plan O EERERERNE (751—) EER Family Comprelieslve Broiction Plan (Sedes 1)

O 304 (52299 Others (Pleasa specity)

,,,,, e T

LN G fo Ty iy

.

B To: OGN ( C /AT ) imited (the “Company™)
AR5 R N T A R R R RIS T RO SR 1 B RA T O AR TR AT R AR RS A

YWe herehy autharirs SRRBREBRESEREGEEERES imiled (o submit End farwasd this card spplieatlon 1o the Company snd (o diselsse any information (o the Company reganting mylour
accouni(e) with EEEEIRIBRNRRE I, I imiicd for the pupese of procsasing and verfylng this cord applicnion,

EIERA Applicont | BITA Applimare 2/ BIRA Applicantd/ _
CIN BE3 Revord Chetked [I5No SP [I47 Yes whth 80 O&No P 175 Yeswith 5P DENo 5P L1 Yo with 57

(FRFFVZR For Bank Uss Onty) | FHENBUSH please specify ¢ VEIEREPIR plaoss specify ¢ IR plense specify ¢
MRERRIEE R - ZOURHERE | AIERERERS R - RATHERE | RGBS+ RO EEGE

WRLBA-NRA « STREED - SROR | SRIAAEEN  SRDTED - SRng FRZEEEY - BRETED - sHhe
RZEFHERNIE NRS150,000 ¢ FAAFEAUB | RETFRL HKSI50,000 + HAL-RAUR | -k SHERLS HKS150,000 + JR(2-FRERALS

FHIK§43,000 » HK544,000 » 1X548,000 » .
1f te seleciod card \ype cannor bo offesd, the 1 the 2elecizd cord type canhot b offered, the I tha sslecied card typa canma! Yo of fered, e
Company ehall make tio fingl decition on tha ¢urd | Company shall make the final declalon on the eard Compsny shall make dia final declrlon on U cerg
type offcred whhew notce. Annual ncome type offered without notles. Amaual ingpme type sfiered withow natica, Annuat income
requirement for Platinmp card iz HRS1$0,000. requitement for Pluinam card Is HKS130,600, raquirement for Plrtlnum card ks HKS150,000,
oiherennd rypes are HKS48,000. otharcard types are HK&4E,000, oMicr card lypes ere HKSAR,000,

BRI Credit Cart Type | 03 VISA B VISA Fiiinum Card ($01) DI VisA B~ VISA Plstbien Card (501) O VISA gk VISA Platmun Card (S01)
LI VIBA 2R VISA Gold Cord (101) T VISA g3t VISA Gold Cand (101) [ Visnsi{t VISA Gold Card (101)
T VISA~R VISA Clascle Curd (301) I VISA <8 VISA Clhassle Cand [xi1}} ] VISA -2 VISA Classle Card (o1

LIME0S M- Master Plainurn Cord (502) CIEwR B2k Master Plottnum Cand (502) IR W #2-1 Mimser Plarknum Candt (562)
@ maie- Master Tiunhem Card (102) CIMPELRe - Muier Tianhun Card (1 02) IR @bkt Mester Titanlun Card (102)

DIRWA-# Mester Clasele Cand (102) CISBERE Master Clossio Card (302) OmIPE+ Masier Chosic Cand (301)
DIm sk CUP Dusl Carrency [I4a5s s 48z R CUP Dol Currency Demapksrg-» CUP Dul Qumency
Platltont Cand (504) Platiram Cord {504) Pletingm Card (564)
Dﬁﬁ)ﬂ%—k CUF Dual Currency Gold Curd | [EEMs3a- CUD Dual Curreniey Gold Card RS-+ CUP Dual Curency Cold Card
(104) (104)
b (] ] im|
AT FRREDEAZAEXE - TIRSOFEIGIR)  REASRRNMURNAZ NS « E PR REAR s A
WVelcainz Gift Code { FRAN WSRABRE « IS FREMNR BEERR TR, « Customer his tameeLtha designated spending requlrments In orderto gee th

welcome plf (Tsppliesble), please refer to the rolavant pramotional imaterinls for detalle. 1 weleame it bomotapegified,
Ltinited {the "Company™) whif checse e gif on behallof tho snpileants, Imerast Rree Cash Insiglinent [a not appliscble us weleome nifl.

CIigns T ART A, B3 « ATIEFA Dﬁ;ﬁ T ARINEELRNN I « ANBERR Dﬁgﬂ%‘ TARECNRM . A /UEE-RIE

R
1 would 1l 15 spply for the AAVS using my 1 would [lke 10 apply forths AAVS utinpmy [ would The to apply for the AAVS uslng iny
Octopus Qaed, seniminumberdy Qctopuy Cord, 22008l nunbet i Ostopus Card, ecrlal nionber iy
T AR, I (K () () )
fﬁﬂ!ﬁ‘*jﬁ ﬁﬁfﬁﬁa Velop | |- ABERHTSTRAMHIRRAE « AL ANSEREEE-FR/S IR HKS250 M « Whenever the remabing valus of my

o devignated Cand (% Is InsulMiefont ta setde un intended poyinant, HKS250 will be sutomaticaly added (o the G and d o myEEE
Scrvice ("AAVS™) (reloxd Credlt Card 1o be Sxsued unﬁmpllmdom b3 fﬂ:‘&k@ﬁ%ﬁi"‘gﬁ%‘im‘? ’ MQ%WEMZGW%WMMJ Bywﬁ
umnount ghoultl bs HKS2S0 coch) BT * 1 Capply farmore than one BEBACredit Cardy, the necount to be Hinked vdth the AAVS C'AAVS Aceount”s shall ba the ons of mur presiigious ypa.
3, B R EAROIE—K « Bach G5ilus s only bo relaaded nutemnticolly onca o day, 4, S AMITE e S U PR S S erey s gt
18 « RMAZEEFERA RN IKS20 TR RRSRS . FHEIR AT RO =R BT - To changs the AAVS Account frem ane bank id
enlier, or 1o reactivato the AAVS after suspenslon, & Curd Lid (*0CL") will cliarge » non-refundebls hinndiing fen of HKS20, Poyinant of such fasfz) vl
notbe eliglblc for any yift paint and wiil bs charged 1o the AAVS sccount, 5. FETFRIAS 12 (EETR + Applieaden prosarsing will take thout eas b two
week(s). 6. TAESHEMNK, RAFEIAMMESISEE - Tho AAVS Is epplieabls to HKD credit enrds only.
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25103057 Other Insmuedon gi‘ﬁm%& > S IR EGLZ 2 kA gﬁ'f?zﬂiﬂﬁl‘/rﬁ_ﬁz * RV TAERT pukin gﬁ! }\mﬂmﬁ&mmuvmzwm
ERIET AMER-R 2 FERhk - 2 ABR-FZAIRRELE « v .
b f,ifj: g ™ Tho address aekecwed below will hewsed as my Credit {The addrvss selected below Wil B0 med 2 my |The ddress seleered bolow will be uwied momy
COOSIBAMENT | Curd eomespandencs dds in s centmy Credlt |Cradit Cord comrmpondance pddress f the event |Gredit Cord cotraspondenca addims in the event
D ERBET Card ls appraved by the Company my Credit Cand I¢ approved by the Comprny. my Credit Card {s oppraved by the Company,
lg.!*: S;«n Lr«guu‘oue £ {77 Reglaentiat [ 28] Office [z resldentlst [] A8 Olice 0 2% Revidomtal [ 4R Offfee
3) Tk Card Collection
(BesirmErEmm D TXChinaa()) 035530 Baglich ) I o2z Chinesa (1} (25 Brpliah @) 0 st cninge(l) [ 20z Hnpli (2)
(Plomse referto agiached knfled) | [ HEHBE Braneh code [ 27HH Branch cotla £ 5T Brach code
T —— T — R ey T R N N B P S R AL, ”‘;’{{‘m
PR DRI T e R R R

The Applicant(s) whe Iz/are the Iuendlng bomroves(s) hercby applylles) to S {mited (ffie "Bank') for thes loan panticularized b ibis applieation to bo kecwred by s fegal
goclequitebl igagn over the ab loned preperty (e "Propenty”), Regord(ng such forn and any athat initers movtionsd in thix sppliention fatm (heludlng i attazhioteni(s))

("Appllcation Farm®"), each of the Applicants hereby aprees, declares, confinng snd ackaowledge ns follows:

FRIEEANFRAR et m AT TIRT ) VR R SRR RE » FIR RN / (BIERS0 LR THIR ) RRIED « RISHNBERERRER

FIRO (TR RS EERNEE « FAEERRIR - HE « BREER

1} 1rWe confirm die informalion say out In this Appileation Form or supplled or ta be rupplisd m thio B =z 4 Lad. (he ~Bank®, which zholl Ioclds Iz succezsom wnd
wayigns) togethar with is agents (e “relaied budies™ k trus, coret, pdated aid eomplete and uuth Uie Bank sndfer the reletcd bodles 16 maka such mquires a2 the Rank godlor tha
rolated bodles canslder naseswary ta verify such information and for credll avsesment purposo dircaly or through any credlt volerence mpency or Gom any source s the Bank nnd/os the
relaied bodles may tilnk iy
EA BRI AR R R I TR TS AERABAZERABRRATEA "HHERIS, HOREH  WERE « BE &
RS « FACE IR IBRIT R/ MR I BRUAT BT I EA MR 7S L s » R BRI ISR IR SRR B/ N IR AR A o + b
MRMMERE AR

np

Yo

21

P

KIS O T e i A [ A, i B

3) Uweauthorlee nnd requast the Bank to smend e Bunk's vecard conscmning mesug aceording 1o the infonnaton sunplied by me/us In thic Application Fonm and marked with the “@" el i
trere Is any dlscrepaitcy beiwaen thage informatlon and ik meord kept by tha Hark snd Yz ncknawlodpe that is caxe e diserepaucy ralbtes to i residentinl/correspandence address, we
am/are required to submit ta the Bank s duly signed persanal dia amendment farm before the Bunk shall smend lg record fny the residentisl Pond a4
ZANERERERTHAEIE AP HEHEA LG RN E A AR 2128 « EEESEAVAANT 2 IS » NESOR B IR MAIS R EDHMR
TOFEENURRREDSRSHNTOEIRE « RADIE RO ISP ] HAEREFIUZET «

4)  UWe undertake of oil Yimss 1o notlfy the Bark and/or the rataied bodles [n willing o 500w 03 ressonably practlable of any charge of e steteinents pudioe infonnstion provided by majus,
Ireluding but not fimited to Motament a1 1o usnge of the Praperty, my/our adirexs, to} ph berond Meshnil e, Bach of the Applicants ackaowledies and agrees that (e Bank
end s related budies wil rely en ts Infarmatlon conmmined hierddn 1o appeeve this npplicatlon and cach of tha Appiiont hos a continuing ebfigafon to omend of supplement dhe
}nfomuﬁonldmnunu provided i this opplicetion ifany of the Matcrlal (zcrs which each of tho Applicants has disclosed harain siauld ehango afier tie dwdown nfilie loan hereln gppiisd
or,

DREA @SR s R /R e W + AISATERTRRN - BAGHILE DR REFEART « 25 A(FYRIZE (g ME SR IE FEel R aR

SRITE/ RRNBRE « &5 AR R RN (S (R R B M WU R SRR S i « B FRARERRERMNBITEER - ENsimE

RZITRRRHIERTRR Y « SHIEANTR R 2 REN RS R FLUEERR -

8 VWo undarstand diat the Bank und/or the related bodlex shall pproprlsie) ine Giis applicatoa {Ineleding but not lindied 1o Ewesligailng Inierests of the Proporty 16 be chomed), i€
upon guch Tnatlan und Invesiyaion 1t 15 found that the application 16 not In complinnee Wil any policy o Tegn requirement of the Bank snd/or the welated hodles, ta Bank snd/or the

refated bodies shalt hava the right to reject orodjust il bppifcatlon or reexoming the soma.

AT TR/ AN R R RTINS (DISETFIRAINEMTOREREOTNE) « ST ENINR LR A TR R HATHRENEN

ECHRRERCER « BT R/ R R S R R A N RN R RIS T »

§)  UWao agrec that ol personal dais rolaiag to weAws collecied by tho Bank andior tho related bodles from tImo ta time may be uted and dlselased for quch purpases and to sueh personx
(whther in ar oulskle Hong Keng) ma way be fn accontance with the polizies ol e Bank indior the: rlited bodies on use md diselasure of peryonsl duta el oul fn sualemeny, eboutarg,
notices o tenns and canditlons imndo avaflablo by the Bant: and/er the related Lodles to I fespective quslomers frem timg fo tme and scknowledge that LAva lisva noled the coniens of tho
“Daw Polley Notice™ or such other docwrnients) bsucd under whatover asme from Ume W time by the Dank ant ecenpin of its weloted cntitles reluting 1o thelr peneral policles on use,
dlselaswre and wngfer of persoual data, IAVe furthar agree that such dota inay be {1) uzed in connsction with inatehilng provedures (or defined In the Pecsanzl Dt (Privacy) Crdinanss) or
olhier comparijon pracedutes; (1) dixclosed by way of bank reference or aihenwiss (o sty Srpackl lnavliutlen wits which Twetave or Propose to have dealings to enuble such finsnalni
Insiftutlons 1o condust credlt on mes; (i divclosed 0 ond used by any baik, financie! instimsiion or othee eompany to wham the Bank whil to novats and / or esslen alf oe paet of their
reggeetive dghm and ebligadons in relation to e tonasetons ontenplaied beiween e ponles; mid ¢iv) supplicd 1 & eredlt ralsronce ayenoy ond, @ the event of my/our delult, 1o o debt
collecion ogeucy, UWe fimher suthorize the Bank sud/or e relot=d badiea to cantnst nay of tiy/lowr cmplayen (IF applicable), banks, referces or nny otlier sources for the purpose of

bialning or excliznglip Infe jon ond fo compare the Ik lon provided by me/us with other Informuion eollezicd by the Hank und/or the reltled hodlas for chagking yuposes,
The Bank ond/or the related Yodies ora endltied 16 use the reudy of guch comparisan 1o thke any uetlby which may ba gdvarss Lo (he intcrest ol or pgalnstme or any of g, IWs compent (o
wry/our dowa Belng ransfeered (o saotlier jurfsdietion cutslde Hong Mang,
FACHME « RER/ RFMERTRISTHA NS OARS  WHERTR/ FHMABT R ERTE SRR - 50 « AR SR B GITE S a RN
ROARMEER AR PARE A AR A A AT PR (RS A SIS ERERN,) - WHARAFRIBAE " FONEMES s (BT R aMR N
ENERRHAEARAORR « RIRATSH R ) NS » A E~-PHR  NESATOMENIZTORRY, (AN (218) BN MRIoe
SHEFZ A | (LIRS R e SR TR A (S B S A () 7 B ARG PR TS - CEEUAE ISR AT RS | (INMRURITRIEMRE
mwmnm&amxmsz&mz&mmmawemgma‘:&mﬂmms&wm& * PESNERA UM FRIT « MEBEIATRMES ¢ B
(RGI SRR - 2 0 20k NS RBEDIEIRT + $ELL BN - FAEI 4 DRI TATREL R R A RSO - 57  TRDARMA
Ll - TR B R A RHE U B NR T/ TR R RS (LS L+ DU R » BT/ AR TR F RIS n0ks SV IL NG S A
(®FIHRIPR AT - R AL HIEHRRAGHN R S BB Y SR B aE

7) W apree and undersisnd Uios b exembiing this epplication, tie Bank snd/or Uia related bodies will refer to ond conslder iny/ous credil repart In accordonte wlith the Penyextal Data (Privacy)
Ordi and fihstanding the approval of this spplicstion being granted or nar and whether It I canzeifed or withdrawn by me/us, the eredit repont will net be retumad or ovaltoble for
neeass, and TAve undersinnd Uit Ave hova ta conmet e aredit referente ngeneles, where ceresary, 1o todquire (o or #inend suy Information upen payinantaf s feo,

AN AR EHACRTR /NN ESE SRR EGGER (EATTICLE S E)Y E BSEARZEREE - TE R TR RS A RN -
HESLTERRTANM - AT ST SETRR TR IR S RS «

8)  Except s dlsclnsed {n this pplicatlon, Lwe do not liave sny oiter sutstaading Josns and Lve ain/anr aud Tt defowt under any inongage, guargmige or ogher oo Agreomeni(s),
AR CIRRITAIN + BA G A EHESATTE « 3 B ASMERIHEIRIS - AR CBITFRORE: «
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9} UWe amiace ot the subJeet sl sy Judgment ar court/utsunal orde 1 falation 1o pny debi ot iatobvzay, and Lve iave 1ot been declured Bankrupt WAt the past 1oven yezm,
w3m&&mwuwmﬁnmza&mmwmmm: FAEGREBR () FHPRLHETY -

10) Hach of he Applleants agrees st the wse of 1he logn under this pplication which may bo granied by the Baxk Ik subect (o the lenms ind conditions set out in tils Appllesdon Form, (ha
fucilliy leruer and/or vz cermg wnd eonditions of s Toan ns the Bank may atlpulale end provide 1o each of'tho Applicanix prinr (o the slpalg of such fcility Jener.
SRHARSAT AL SREIEERS 3R « TEREES R B B R B IR R A TR B T A A SR AT R BAsit «

1) The down payment ot the parchiase of tie Property was pald by the Applicans(s) (wha [Ware tio imending Mongaget(s)) from hls/her/inithelr oon sanezs and thal such down PAYT UL Wi
net financed by ary loon of banking/eredls fozllily provided by any thisd party .

BRAFRRIIPGZ TR B RRET R TR SW) - MWEMWS!EEME%&WZ%‘WREW&GW .

12) 1/We undersiand that under ond fn sccondance with the tems of tie Personst Data (Privacy) Grdlnanca und the Code of Pracdee on C Credit Dita approved and bsued under tha
Ondlnanzs, 1/we have Uiz right 10 request 4 ba Informed which ftems af dak ntz oot ly diselazed (o credit xel: gencles o debit colkect] Tes, and be provided with funher
Infonnntion (o eable Uie making of m access or eorresdon request o the relevant cradit referance agency ar debt colteetion SEENTY,

AALTINE - 28 PATRHERE0T REFREPIMERILY (BAMDTIURY T AR « AR R AR RIS AR N R R RS
HER » BRRE— PRt « JLET A B R R A T S H T IR YR R TR

13) We undommiend in the event of any dafhul ln payment, unfees the omount In defoult iz Rully repald Yefors the axpiry of 66 days frow the daie such defoul ooutred, Dwe shall be lishie g
have iny/our neeount dota retained by » credli referance apeney fora period ofwp to § yeams slher repuyment I full,

WALEVRE T EMIRTEIER « BreriRsAwL HeH 60 K200 » TR AN ES TR B BT SR RIS R - REECENHESHRTE 5
g

14) YW firther agres (o pay und rebnbuas the Oank and/or the relmed bodles on demand ol} cesm and lucideneel eap bly Incurred fn conncodon with dis spplication, [/WVa ety
outhorfze e Benk to debiteny of myfour accounts with the Benk (IPany) with all swra due to the Bank s pecificd herels,

EABE-PREEERYS AR R 5 IR R TS RS TR ARG W FNEE IR A BT RFES G « ST
EANHRREEFRRIRT I -

15) The Solowing spplics to appHenns under wipurries morgmga /wiih gustantor(s):
HTRERRRSFEMEEA ARAHRYA
We barehy ¢omsent to your praviding to any co-bormower, guarantar or providsr ofsecurlty (Uie “Relevam Paniez™) ana / or 1o the solleitar acing foe sueh Relevant Parties tho followings.
A G FER T TR ST TREIERA - BRAGEN SR ( TRMAL. ) B BUmeRies |

5. ‘nyﬂ tak L T, ‘Hl'“dus;
ERA A ENRTERRS

by 5 copyof tho conrast and coples oftha eontrets from tme to thme tvidenolng the oblipations ta be guaranteed orsccured ara summary thereof}
R A R (PR S T DY 2
v 2 capyofany formal demend foe overdue pryment whfch [s sant 10 e /us ofter 1AW hova Sisd 1o 220k an duz amount fallowing a cust wry reminder; and
EIRBLMSTEETIAR AR RN wm&mzmm&mxnwmammzwu Y4
d. from fims {0 Ume bn request by miy co-b f, @ orpravider ofseeurity, o copy of the Jatew of provided w meis,
ZEFFRERA - BRARESMZICETRIRT + SH TR FCTERBE »
16) 1‘;25:1 the !-‘-ulspow;’f)ﬁkﬂﬁ\ﬁ the Infurmation mentlened i parsggrmph 15 vhove, esch ofthe Relevaat Pantes below ugrees that my infonnation canesming such pany €an bs tolangad 1o other
evant Pacty(las).
FATREY IS 1S BT TS Ak g R R 2 I I A RSN (U R R MALIES -
17) ¥We gigee that the Bonk may ot any tIme without owr nodse assign or Uamafer, or ngTee to assipa of trensler, the mangags lom pasticalerized herel, des relevant security documeni(s) ond
any other doowmants busad on which lie Bank has snds ovailable the mofigage losn partleularized herein pnd any of our rights or oblipmiony thereunder to wy pany,
AR RITTRETEHIRETRA () ADEPR TAS R BRI R - PRGN R SR T B LU SRR R 0y ey EERRIAMEE ALY
SRR TR TRRYT AR MR TR A E A
18) Th,fﬁ“"k andfor the relaicd bodies or Uiele rocomd may retain the arlpinal of this Appiteation Fean augd doounsnis pravided by mofus 10 the Bank even Ifdie fun Ig ot epproved by die
B

EIERBoREIP IR - iS5/ uﬁmmmwmwammmms&ﬁmm#zm + SRR -
19) The followlag provisions ahal! be applicadle 1o te Borz (syMorizapor{s):

LTSRS RGERAMEEA

7. The Moryagors) undertond(s), and hashave been warmed, thar banking fucQliiea are 16 be secured gn the Prapaniy(les) and default In payment of the banking Redliles may resyld
in the Bank whing posscssion of, and Jolling, the Propemy{les) pussuaat to the larms of the nenyepe.

PR A B R IR TSI R TR - SRR | TR IR SR B R B -
b, The Bormower(s) and the Morgagor(s) agres nol to let the mangaped Bropery unloss pelar weltien consent of the Bonk Dag been obistned nnd e Benk shall Jave the feht o
Terdeteamine the inerest eate and/or theloan grmount ut Pk solo discretion upon glving tho comsent to let, Al costs ond expenses (ncluding (he Dank's sollahon’ cost
on full lndennity besfs) ncurred In giving the comsent shall ba bome and pald by the Borrower(s) and tha Margagor(s)
AR ARDRIT A RS RIS BRI RS « IS0 ERIRSHRLE AT EIENEHEET SSERFI IR SR « B ES [EH~IEER AESE TS
THEE ST RTRETER) » REREBARMRIET AR -
The munuper of the dovelopnxent of which the Peoperty forms pest sy have e power and (o duly to keep the devolopioznt ireured in the Aill mingsterent volie under & ymoser
insurnuee polky. The Mortpaper shsll, ifsn required by tie Bank, executs ma seelgnment or other documents to avaipn the Moringor's right inetenls ang bensfis under such poiky ong
or any profs apd proceeds ticroof, The Mongapar shall ales, [f 25 required by ihe Bank, {neuted the Proparty agatnss sueh rlsks nd In such amenmns oo with quch Insurence ¢oinpany
the Bank imay from thne is thma pucify, ond if 30 required by tha Bonk, in the joit name of Gie Morgagor and the Bank,
RGTBYQRRTEAT  TIEEHRR ERBHRADSMNRAERRRARELR « ST EAMASZ R QIRERITUZE - QBREISE RS -
APEBAER RSP SRR « JORUITERR « WIRATLERRTTREZNYRY « AT RHEECERAT BINFARRCRSUMITER BB RGAE
BATFTEHRE S R «
@, Witere insurmnce fs wakan out by the Bomowar(s)Mortgagorts) oad/ar full rolnstuiesncns value oplion Is chossn;
EﬁMﬁ!&AEEMMWMMﬂ%!WMBWﬁT :
@ the Botower(a}Morigagor(s) shall aubmyt 1o e Bank, prior 1o dmwdown or 15 dyys beforo axpicy of the relovant fnwmagz policy (05 the ease may be), \he orlpinal of &
valldirenewsd tnsuronco pollcy, the premium reeeipe and & valustian repon (applleable only If L relnstarement value oplion 1 ciosen) prepared by o surveyaraceaptable 1o tha
Bonk; aod
ERNEEASGUIN AR MG REG+ A EN RN D EERTTIREE Y R/ BN RENIRITE R R « SRR BN OGRATHR S
REHECUS AR LU A R B RN SN © &
() tha lnsoranee palicy shoald Inchudcstandord warrantas ssdor cleuses of the Flee Tarlft Ixsved by the Fls lisieanco Aszoalation of Hony Kong, mamgly, A7, AlL, AT3, A33,
A34, B4 & B2S wud, il's0 requested by the Bank, clouges caverlng cxirs perils, nemely, BPOLA, BPO2A, EP(IB, EPD4A, EPOSA, ENOS {AC & H), EPO7A, BPOSA, EPOOC
& CPLOA. Whera full relngtavzment valus optlon i chosen, (h ingufsnte policy should nbe Ineluds clavss A LD,
RUEOETOIAWIRRRGRINE - ) A7, AI2, Al A33, AL, B2d 3 B25 - TATER - SHQISHINEATLAL « B £POIA, EPOYA, EPOIB, EPO4A, EPOSA,
EPOG(ACA&H), SPOTA, EF0LA, BROOC & EP10A « TRIBLEHEOSS MBI « ATENM AL BYiERL - :

& The Bank shall be entitled (but aot abliped) to take out inswance for the Dorruwer(s)Mi {8}, Without limiting the generafiy of the forcgoing, the Benk shall bas
cnilled and ot liersby guthorized 10 tzko gyt inswrunce trough die Banks nominated egent for ond of the cost of tho Bomower(s)/Mongagor(s) far U orlgluel fuclliy
amout {f the Horrnwer{s)Morepaganls) fellls) cormply with paragraph (9(c) or (d) shave,

ST (TR DB AMTIE AT « TR0 ST « SHELAY TOARSTITLE 19@OROLAYILE - 5777 WRELEMERARTT
FRARUCEA « PRIEESHARRING - AR R TN A GRS ASE
20) 1/Wo nndenstond thik the foan tenor tequested Iy i ApplTemfon Faam mpsenot be Tanger whan yhe tevior of the Gavernntent Leass relating 1o the mensaged Propery, Notwltstanding dio
request uder &5 Appleation Fann might have been approved by the Bank, i the event the ienor of U Govermuiient Leate eelming {0 i Inongaged Propenty s shorer timn la Yozo tenor,
thve unf:g}tand s ro-opproval of ie Joan by the Bank [s raquired, Sucht Fe-Rpproval precess gy renlt in the Banki refisal 1o grant the loan ar in repockeging the boan with difTerem Toan
arwount eddlor lopa tensr,

A () YAy mmammmmmammmmmm - R T NEE R G ISR BRI STt (BN LB AR T B R S

R A () R R R A SRS RS - n%&&(&mmeawmmsmmﬁmmrmmmmm .

21) UWe mkoowledpa that the approval of ihig applleation 18 subjectio the finol declalon of ths Mank and/or tha related bodles.

AN S B R R RS S M A AT S s e

<.
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22} In cso of any AlRerence herween the Englh aivd Chlrea veeslans of tis Agplication Fonn, the English varsion shall przvall,
REEFRAPIRTF IR TN « (AMISTURBE «

(No. 23 - 30 o opplicebls to Credit Card wpplicetlon 5523 ~ 30 (ERERRARSHRAT)

23) AV« hereby authocize REEERD e EImited (0 submlt end forwan) thir card opplieatdon 10
{nformadon lo the Company reyrerding myfowr necoum(s) with EERERReRRBEETER) Lhnhad fur e purp

e d, (Ve "Coinpany™) oud \o disclese any
procassing and ventying Bhls eard application,
ENSWR | R AR M- RO BT AW SRR 0T [ BT IS A SRR AN E T 2 EARETF R
R FHMARER-Ra2 -

24) For | mimhve are exintlnp eanfliolder(z), mylour receed ui the Company will be updaied dingly based en infarmaden in iy Applicotion Forn. (Applicsblc o a1l card Acsaunts under
tatn ldenlficutlon ve., oxcluding bushesi/corporale card, puschaaing card, @<+ Intematfonal Card, Grog Wall RMD Card end cands fssued In Mugaun)
EANERRYERER-F-RF « iXRniRE « EARRANZINGEG  CUEERR—~EHMRATZ-RUR  TREER-R M ¢ U HFEEMBRRZEA
K-

25) UWo declate that e above lnformotlon Is trye prd canplete and hearsby eutbarfzs the Compny 1o contact my/our employers, Rranciol and eredit Inutfiudons or any olier credh or
information sowve for the verlfieation thereof and far the collestion ol suck infarmation s roqulred for tha pe ing and evaluation of Gils application and, If myfour ippi(eatian I
spproved, {or the opernilon of my/our seequni(s),
HMEGRIRNR « FAGRARATALAGUEE « MRS AR IR IR G AR SO TRIRTEB T ELL ER0 RHEETRE AL RE RERS LS
T+ PERAGOSMETIE  ALBFEEAESNAN

26) U¥e funher suthorize the Company (6 dlsclese any Informntlon Tegording meAws and/or this application and/ar iny/our accouni(s) wilh the Company confideniialy o () e Company's
cinployeer, hpentz and contmactors for du pupose of protassing and verifying this applieation: (i) third porties crployed by the Compony to provida setviees ln condertion with the

pesdion of Including credit check ond debt collestion service) ond maketlng af accouat servives; (i) B2 D o outnldieries; nad (iv)
any thind peny whase namo ar logw uppeara an the Cand,
EABYRE ROHR LR EIEANE /RN REACHRAD G0 - TEERETIRARERM | ORSTZAT - (EANRER « ALRTLE
R ¢ (ORASIISIAE R - SIS RSP MAFURIER A SR FRP AR TSR 8RS | (SR BOIEATR RN | BIVEE S
{ERR RS RRERRIRES +

27) We ogree and ynderumd i the daia held ty the Company telsting to me/us snoy be tranaferred 1o other places (Including ploces cutsids Hong Xong) ot any time and Gom e 1o tlms
whers the Coinpany decios necessary,

FARINBEYFERADEARGHIET » RO RIS AR R E P IO TS B RS EL S gD «
28) IWe heehy solemnly and sincerely declare tal (i) Jave have niot bel(;lm\y eradft eard thay wes cencsled by tha fsuer dus to mylour defollt in paymant; () Jwe da ot have my overdus

payment exesding 30 days in respect of any of my/oer indebied ludtny wimhou Umitstlon eredlt card, montgays, pesxonn! Lonn and gther fingncis) srrngemend; (1) Ve have never

beet sfjudped bankrupm, ar made the svhject of sny bankquptey or slmiler p dingy, or of uny recelving or sludiar arder, I Hong Kong ar elaewhere; ond (iv) Tave have mmfally and
consclenlomly considered the status of my/sur sasels nd [lshilitfes. 1AWe bizve no Emention ta petizion for my/aur ewn bankenplay or for ony similar arder, or propose 1o enter lnta wiily
myfour credlrors any individuil voluntary amsgenent or shultar pranyonens, In Hong Kong or clsewhere, var do Ywe xee wny resson why UWe should do o,
FANELEDRE X RAUFIATRY | (VAN HEIET-RLRBURERN S EFAMRE | (IR RBOCETRNER-F « 5% SARRE
FAHS BRI + AACSYIRHERRACUIE 30 X (RAEDRSE » ROMRERRRTT « FIAEE » AR EESRARTAN ORISR S « )
REMRERUEEMNGEIMNE : ZEVRARTE M BIEGS B ASEE AR « 2 G HMCERT » TR - MRS GRE
BRERLE - RIEAGHHRIEAFLEMEA S ARSRABTHRNTUIETR T A S TR T R IR Aa ] Y RRTEAGHR «

29) UWe have curefully read any filly undersiand e aitaglied “Tmportant Tenm and Conditlans of SEERCredlt Card®, Data Policy Nutise (or such oflier documeni(s) l2sucd wiler whatever
name fram tbne 10 tme bydﬂndl: Can (Itgmationnl) Limiisd snd cestaln of I selaied entlilos waleting: 1o thelr yracml polieles on use, disclosure and anafer of persosal data (a5 tie
anma may be amended Gum iime (o (fina}), Uie “Impornnt Terms gnd Conditlons of @GEEBCUP Dunl Curraney Credit Card™ ond tic terma nd condftions ralating fo weleema ol8l mnd
Ingiglment Progrins reapactively aud sprer to be bound by them {xs eppropriate),

AL CAD DRI 2507 £ RS S0 GRR{E Fl 2 TSR REU R e 5 @ﬁ&ﬁﬂﬁ(Wﬁmafﬂﬁmmﬁmﬁﬂmmﬂﬁ@%mﬁ&ﬁw@)\'i’/ﬁﬁ‘ﬂﬁl
10 ~ ISR ARETE0T-— MBI IS T ERIHE) » (ERIERE T (EEDAVERR ) R EA - RENRESE: « JEMHEE- SRR Z N
2T OUEIR AR « BEERET AN AR

30) YWo confiren and agres to be bound by the tens of this spplication and the AAVS Agreement In felullon 10 the use af the AAVE. As ax AAVS Acconol tiolder, Malu Card applicant alae
agros 13 b lshita for sl fevs ond charges pryable to OCL In eelatlon 1a the AAVS, UWe muihorizz tie Company (6 pay OCL In aceordence with mich lswructions s if may Tecelve from
OCL from timz g tiove omd underake to relmburac the Qompany In sceordanss with the G52 Credit Card User Agreement.

ENMEEINEA SRR ERIRF M S RIS DRI - (R SENRRIBTISSETA « RAG R ESS DS/ BB R R AR TR -
ZANEERA RATIRFNABRT-FHRANTNAT RATR RN/ SI-FERATNTI « Rt CRBM-FIRADSET A -

RN FALARER T\ RLTRER « SRR R RS E AR RS AR RIRRE
2} Annual fee of EEPHKD Platinum Credle Cand s HKSR0D for Main Cord, EERPHXD Tilanlum Masie/VISA Gold Credit Casd is HKSSS0 for Maln Card, BEZEKD Claslc Cd &5
HK$220 for Math Cord. Annunf fte of BB CUI Dual Currency Plativun Credit Card iz AKS800 forMoln Cand, EEERCUP Dual Quvency Gold Credlt Caxd [s HESSSD for Maln Curd,

CERE S RE-RTRES 800 R GBNS FS FERERNIT 550 2 | @RI RSN 20 2 - BRSNS A - hERART 60078 EERANE
P ERIERBH £9055 -

3 D bmitad (including this Applicatlon Farm) Wil not bs rturned,
AEHERE S (RIS LW IR RTIRIR
4)  Should the applieant b o ewmens §BBY Main Carditalder, hismer eredit higtory and exisilug credlt mbtwill be inken bio Idereddon {n the final approvel and eredls udpy The credit

Uimlt showld be shured mnong oll HXD Credit Cosds snd CUP Dunl Cutrency Credit Cards,
EERARFATRATF-RE » PRGOS SABERSG IS IR EDE - Fib2 SRR O BRHAM-R RS STt «
8 Emn decumentiry proolingy be required by Uie Company 10 process your spplieatiea,
IHE RN INTRERE SRR PR F IS «
6 The Company reseve e right 1o sdfust the Interes, et ot zty thne,

28-01-11:19:11 ; # 12/ 13

o R IEE ¢ P
g,usx ORen R ECTHR 740 EL U R R S A S R R B T F O R 1 VR P o SR A T TRy + S, Rt

fhve [ sgres / [ do mot agres (pletse tick bor a8 appoopeiate) 15 sbove anmd ypderstand faar [Ave may fneue civit nndfor ericdnsl liabillyy by awkng Intentlonal ar neghgmms
mbscepresentaiion(y) xnd/or providing frandelens Informatlon fu shls application or srfting to provide relovaot Information,

FAF S AT Sigaanm(s) of Al Apphcani(s) :

B ¢ IR EVRBAY T OSSR (Nors: Please wiito down your nuine bn BLOCK LETTER wler your slyiaturs)

BXiDae
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Sample 2

Mortgage Loan Application Form
RFERERMEER

TERMS & CONDITIONS
PERR B (%

Piange raad) the below chusas carenﬁ.», rtkculary shese in Italics.
UL FIVGES - SR & 5t LN B o »

1, WWe cmﬂm}:n that the Information given ahave i crrect and complets, and authafics BB SX"6ank™) 1o chack and conflim this Tram any sewrce the
Rank may chop:

AA(¥) BRIVAANEERARE  BERERDGOABRAN ((R77)) TRETEEa - ~—

2. The rxeipe of mylaur appliestion form andt the colloarion of pndiing fee (F any) do not LaIFtiUte onp cemmivrent or &surance an the part of vie Bank that the kan
appbication vall by opproned and suth foe 0f any}  nor-/elund3bke under any dromstonces,
BEQRIRFA (§) ZPAABRE (04/5) AFRFRERFEEA (X) 2 @M~TETLE « SR » BFIRE (E0i8R1) -

3. M understand thar the Bank razenves the Gght to withdraw approval of thi loan fadllty I 3fl relevant MoRGags dosuments ate not exeeuted within 36 doys from the date of
(h¥ oo, endfar 1o aoffest @ faprodesting fee ot the Bank N

th 5 discration,
XA (F) EHZEZA (F) Eb&b‘?ﬁ%&;ﬁlﬁz SOFRDRELY @RI - FRIFREBIETREZ R SRR BT -

4. The Property (after the issuance of the Occupslon Patimiy & roquired 10 be Insured against flre fisks 1) for an Smount agraed ypen by the Bank and 2) by an [nsurnce
cunpawap&med By the Bank, The ralevant Insuranca poficy denating the Bank intorast 33 the charges togmthar with tha premium revalpt Is 1o 69 kept by the Bank,
grﬁg (AERPIBSEE) HEEAR 7 1) SRRENGBIAGME R 2) MR MEAR R AREDTRR * FRETTRR I AMIEE2 R RERR B DR T

5. UWeunderstann that © & Is subsequenty conllomed that the prop'm’ Ts wnder cover at Mﬁs‘ef Policy approved tl? the 0ank, tha free firg policy offered by the Baak (f any) will
bo tearmiruned nmediately and Uwe shall not be entiled w ralsa ohjection and/or clalm ary compensation in relation thered,
=A () fmgmmm‘sau&xiﬂﬂﬁ&mzmm&mﬁﬁﬁ < RPRTIREZ UMY (ER) SATHRE ZA (8) THRARIEREEKS -

& vg'é& uxﬂg{and that the Bank rezerves the right 1o dispose of sny decuments and infarmation In relatlon 15 the toan epplication afier 3 months from date of cancallntion of
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This module should be read in conjunction with the Infroduction and with the
Glossary, which contains an explanation of abbreviations and other terms used in

this Manual. If reading on-line, click on blue underlined headings to activate

hyperlinks to the relevant module.

Purpose
To specify the minimum standards that Als should observe in relation to
the sharing and use of consumer credit data through a credit reference

Classification
A statutory guideline

agency

§16(10)

Previous guidelines superseded
This is a new guideline.

Application
To Als which are involved in the provision of consumer credit

Structure
1.

2.
3.
4

28-JAN-2011 19:22

Introduction

Definition

Comprehensive participation
Safeguards on information security

4.1
4.2

General
Policies and procedures

issued by the MA under the Banking Ordinance,
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4.3 Access control

4.4 Confidentiality and retention of CRA credit data
4.5 Data accuracy

4.6 Audit trail

4.7 Compliance audit

4.8 Staff training

Notification of access for review and right to opt-out
Access during the transitional period

Engagement of CRA

Hong Kong Approach to Consumer Debt Difficulties

Introduction

1.1

1.2

19:22

In response teo the financial industry's proposal, the Privacy
Commissioner for Personal Data (the “PC") has, pursuant to his
power under §12(3) of the Personal Data (Privacy) Ordinance
(“PDPQ”), approved a revised Code of Practice on Consumer
Credit Data (the “Code") to allow for a wider sharing of consumer
credit data. The Code is effective on 2 June 2003.

The Code provides practical guidance to credit providers, including
Als and their subsidiaries within the meaning of §2 of the Banking
Ordinance, and credit reference agencies (“CRAs") on the handling
of consumer credit data. It deals with issues relating to the
collection, accuracy, use, security, access and correction of
consumer credit data, A breach of the requirements under the
Code would be accepted as evidence of breach of the relevant data
protection principles or provisions under the PDPO unless there is
evidence that the requirement of the Ordinance was actually
complied with in a different way, notwithstanding the non-
observance of the Code. The PC may issue an enforcement notice

6%
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1.3

1.4

to a data user following investigation of an alleged contravention of
the relevant data protection principles and provisions of the PDPO.
Contravention of the enforcement notice by a data user after the
enforcement notice is served on him would constitute an offence.

The minimum authorization criterion under paragraph 10 of the
Seventh Schedule to the Banking Ordinance provides that the MA
must be satisfied that an Al has, among others, adequate systems
of control. The MA considers that this would include adequate
systems of control to enable the Al to manage its credit risk
effectively, and to properly profect and use consumer credit data.
In this regard, the MA will take into account the extent to which Als
make full use of all relevant information (including that obtained
from CRAs) in managing their credit exposure and whether Als
have adequate controls to ensure that their consumer credit data
are properly safeguarded.

Failure fo adhere to the standards and requirements set out in this
module may call into question whether the Al continues to satisfy
the relevant authorization criterion under the Banking Ordinance.

2. Definition

2.1

19:22

The terms used in this module have the following meaning:

° ‘Consumer credit data” means any personal data
cencerning an individual collected by an Al in the course of
or in connection with the provision of consumer credit, or
any personal data collected by or generated in the database
of a CRA in the course of or in connection with the providing
of consumer credit reference service.

e ‘Consumer credit’ means any loan, overdraft facility or other

kind of credit, including leasing and hire-purchase, provided
by an Al to and for the use of an individual as borrower, or
to and for the use of another person for whom an individual
acts as guarantor. Als should follow the requirements set
out in clause 2.4.3.3 of the Code in reporting of account
data relating to a residential mortgage loan.

P.003
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‘Credit reference agency” (“CRA") means any data user
who carries on a business of providing a consumer credit
reference service, whether or not that business is the sole
or principal activity of that CRA.

“‘Debt Relief Plan” means an agreement to be concluded
between a Debtor and all Creditors, having an exposure 1o
the Debtor, for partial relief and/or rescheduling of debts
owed f{o those Creditors pursuant to the terms of the
Agreement for Debt Relief Plans endorsed by the Hong
Kong Association of Banks, the DTC Association, the
Finance Houses Association of Hong Kong Limited and the
Heng Kong S.A.R. Licensed Money Lenders Association.

"Effective date” means 2 June 2003.

“Loan restructuring arrangement’” means any scheme of
arrangement in relation to debts owed by an individual
consequent upon a default in the repayment of those debts.

“Material default’ means a default in payment for a period in
excess of 60 days.

“Review” means consideration by the Al of any of the
following matters (and those matters only) in relation to
existing credit facilities provided to the individual, namely: (i)
an increase in the credit amount; (i) the curtailing of credit
(including the cancellation of credit or a decrease in the
credit amount); or (ii) the putting in place or the
implementation of a scheme of arrangement with the
individual.

“Scheme of arrangement” means any restructuring,
rescheduling or other modification of terms of whatsoever
nature in relation to debts owed by an individual, whether as
borrower or as guarantor, towards a single creditor or more
than one creditors.

96%
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o “Transitional period” means the period of 24 months
beginning on the effective date and ending on the day
before the second anniversary of the effective date.

Comprehensive participation

3.1

3.2

3.3

3.4

3.5

19:22

The HKMA believes that a fully-fledged consumer credit database,
including both positive and negative data, will be beneficial to Als
(in enabling them to be better informed and make more accurate
assessment of customers’' creditworthiness) and consumers (in
enforcing borrower discipline, reducing cross subsidisation among
consumers with different credit profiles and improving access to
bank funding). However, to realise such benefits, the database
must be adequately comprehensive and Als need to make full use
of the database in their credit decisions.

In order fo enable an adequately comprehensive database to be
built up, which would help Als better manage their consumer credit
exposure, the HKMA recommends all Als that are invelved in the
provision of consumer credit to participate as fully as pessible in the
sharing and use of consumer credit data through a CRA within the
framework laid down by the Code. At a minimum, Als should share
consumer credit data to the extent recommended by the Hong
Kong Association of Banks and the DTC Association.

The HKMA also considers that using consumer credit data from a
CRA for assessing credit applications and conducting credit
reviews is an essential part of an Al's credit management system
unless there are satisfactory alternative arrangements for the
comprehensive sharing of consumer credit data.

The HKMA would take into account the extent to which an Al
participates in the contribution of consumer credit data to and
makes full use of the same from a CRA in assessing the
effectiveness of the Al's credit management system.

Where an Al does not, in the opinion of the HKMA, make
appropriate use of the relevant facilities of a CRA, one option would
be for the HKMA to require the Al concerned to mitigate the risk by
restricting the amount of consumer credit business that it

# 5/ 58
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undertakes.

3.8 The senior management of Als should ensure that sufficient priority
and resources are devoted to enabling the computer systems of
their institution to interface with those of the CRA in a timely and
effective manner, in terms of contributing and making enquiry of
consumer credit data.

4. Safeguards on information security

- 4.1 General

411

For any credit information sharing arrangement to be
effective and credible, the data must be properly
safeguarded. Otherwise, Als would be subject to
substantial legal and reputation risks. Als should therefore
adopt all reasonable procedures to ensure that consumer
credit data disclosed to or obtained from a CRA are
properly safeguarded, with regard to the confidentiality,

accuracy, relevance and proper utilisation of the
information.

4.2 Policies and procedures

4.2.1

422

19:22

Als should have clear and comprehensive policies and
procedures for the sharing and use of consumer credit data
through a CRA to ensure compliance with the requirements

of the Code. The policies and procedures should be
designed to:

° ensure the security, confidentiality and integrity of
consumer credit data; and

e guard against unauthorized access to or use of such
information that could result in a breach of the Code
and the data protection principles and relevant
provisions under the PDPO.

These policies and procedures should be approved by the
Board or a designated authority and be properly
documented. They should be reviewed and updated

95
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423

424

4.3.1

regularly to ensure that they remain appropriate in the light
of changes in relevant legislation and regulations. Any
material amendments to the policies and procedures should
be submitted to the Board or a designated authority for
formal ratification and adoption.

The policies and procedures should specify how consumer
credit data should be handled in cases where the credit
application is submitted by an intermediary, who is
commissioned by the credit applicant to handle his
application, rather than by the credit applicant himself. In
processing such a credit application, the Al concerned
should ensure that the intermediary has obtained the
authorization of the credit applicant to apply for credit on his
behalf and to authorize the Al concerned to access the
applicant's credit data held by a CRA. Where the
intermediary does not have such authorization, the Al
should contact the credit applicant directly to confirm his
intention to apply for credit from the Al and advise the credit
applicant that it may access his credit data heid by a CRA
for the purpose of assessing his application. In these latter
cases, the Al should also address all future
correspondence, including any statements or notifications
required under the Code, to the credit applicant rather than
the intermediary.

Als should ensure adequate management oversight, at an
appropriate  senior level, on the development,
implementation, and maintenance of these policies and
procedures. There should also be an effective mechanism
in place to monitor compliance with them. Any non-
compliance should be followed up, investigated, rectified
and reported to management,

Access confrol

Als should have written policies specifying who may
authorize access to the CRA database, and the criteria that
need to be met for making such access for review purposes.

# 7/ 58
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4.3.2

4.3.3

434

4.3.5

4.3.6

4.3.7

18:23

The policies should define clearly the circumstances under
which an Al may initiate reviews.

Only designated persons authorized by management should
be able fo access the CRA database, There should be
clearly defined procedures for the authorization of such
designated persons. Such authorization, and any
subsequent changes, must be documented,

Als should maintain stringent control over the use of and
changes made %o the passwords for access to the CRA
database. The passwords should only be made available to
the designated persons who are authorized fo access the
CRA database. Als should avoid using shared passwords
(i.e. two or more persons sharing the same password).
Under no circumstances should passwords be disclosed to
unauthorized persons, e.g. IT maintenance or service
confractors.

Where access to the CRA database is made through
designated terminals, access fo the CRA database through
such terminals should be restricted only to designated
persons, such as by way of password protection.

Als should change the passwords for accessing the CRA
database regularly, preferably at least quarterly.

Als should maintain an access log on all instances of
access to the CRA database. The access log should
contain sufficient detail as evidence of compliance with the
Code. It should, as a minimum, contain information about
the purpose of the access, the date on which the access
was made and the staff who made the access. ‘

The Al's internal access log and billing records from the
CRA should be regularly reviewed, at least on a monthly
basig, for unusual access activities, such as an unusually
high volume of access activities that is inconsistent with the
Al's business. Such unusual access activities might
suggest that the designated persons have abused the
system. Alternatively, any unexplained shortfall in the
number of instances of acecess in the Al's internal access

8
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4.3.8

441

442

443

records when compared with the CRA’s billing records
might suggest unauthorized access or breaches of the Al's
access confrol,

Als should undertake prompt investigation of any unusual
access activities and take prompt remedial actions to follow
up any irregularities. Such irregularities, and the reasons
for them, should be brought to management's attention. As
required by the Code, Als should report any suspected
breaches of the PDPO or the Code to the PC.

Confidentiality and retention of CRA credit data

Als should establish a policy on the safeguarding and
retention of customer data obtained from the CRA.
Specifically, the policy should provide that access to the
CRA credit report should be on a need to know basis.
There should also be restrictions on how such reports may
be duplicated, copied or circulated.

Data Protection Principle 2 of the PDPO requires that
personal data shall not be kept longer than is necessary for
the fulfiiment of the purpose for which the data are or are to
be used. Als may need to retain credit reports from a CRA
as documentary support for the relevant credit decisions for
which the credit reports were obtained, and as file records in
the event of subsequent queries or disputes raised by
customers. With the CRA database being updated
regularly, there would be a breach of the Principles if ‘out-of-
date' information were fo be retained and used for making
subsequent credit decisions, Als should ensure that they do
not use out of date credit reports for making credit
decisions.

Where a CRA credit report is obtained for the purpose of
assessing a credit application and the Al subsequently
refused the application, or when a customer ceases to have
any borrowing relationship with the Al, the Al should destroy
the relevant credit reports within a reasonable period unless
such reporis are to be used for other permitted purposes.

96%
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4.5

4.6

47

19:23

Data accuracy

4.5.1

4.5.2

Als should take reasonably practicable steps to check the
accuracy of their customers’ credit data before passing
them to the CRA. Clear procedures should be laid down on
how changes to customers’ credit data are to be
implemented, verified and transmitted to the CRA. As for
data updating, the Code requires Als to update any account
data previously provided to a CRA promptly or, in any event,
by the end of each reporting period not exceeding 31 days,
until the termination of the account, whereupon the Al shall
promptly update the account data to indicate such
termination. [n addition, Als should, as soon as reasonably
practicable, update an individual's credit data upon the
occurring of repayment or write-off in full or in part of any
amount in default; a scheme of arrangement being entered
into with the individual; or the final setllement of the amount
payable pursuant to such a scheme of arrangement.

Als should also advise their customers or any individuals, in
respect of whom a CRA credit report has been obfained, on
how to contact the CRA which provided the credit report for
the purpose of making a data access and correction request
under the PDPO. Where an Al provides consumer credit
data which is being disputed by the consumer concerned to
a CRA, it should clearly indicate to the CRA the existence of
such a dispute and update the data as soon as reasonably
practicable upon the settlement of the dispute.

Audit trail

4.6.1

The access log records, any investigation reports and follow
up actions on irregularities or exceptions should be properly
documented and kept for not less than 2 years. They
should be maintained in such a manner that would facilitate
compliance reviews and audits.

Compliance audit

4.7.1

Als should conduct a compliance audit at least annually to
verify whether their data management practices are

10
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adequate to ensure compliance with the requirements of the
Code, this module and internal policies and procedures
regarding the sharing of consumer credit data.

4.7.2 The audit report should be submitted to the Al's Board or a
designated authority for review. This report should assess
the averall effectiveness of the data management practices
in ensuring compliance with the Code and this module. The
reports should cover issues like security breaches or
viclations, management's responses and recommendations
for improvement.

(_J

4.8 Staff training

4.8.1 Als should provide appropriate guidance and training to staff
who are involved in the sharing and use of consumer credit
data through CRAs., In particular, staff involved in the
handling of consumer credit data should familiarise
themselves with the provisions of the Code, this module and
controls to safeguard the confidentiality of such data.

5. Notification of access for review and right to opt-out

51 The Code requires credit providers to take practicable and
reasonable steps to give prior notification to customers of their
intention o access the CRA’'s database for the purpose of a review

‘ uniess the review is initiated by the customer, or relates to an
/; obligation of an existing loan restructuring arrangement concerning
- debts owed by the cusfomer.

52 The Code also requires credit providers to give notification to
borrowers at the time of application for credit of the choice to opt-
out of the positive credit data reporting system in respect of closed
account data. The Code also recommends that credit providers
should give a written reminder to the borrower —

() within 30 days of the occurrence of a default by the
borrower, that unless the amount in default is fully repaid
before the expiry of 60 days from the date of the default, the
individual shall be liable to have his account data to be
retained by the CRA for 5 years as specified by the Code:

11
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and

(b) as soon as practicable upon repayment in full of the credit
facility, of his right to opt-out of the positive credit data
reporting system. :

8.8 Als should ensure that sufficient prominence is given to such
notifications. Also, Als should establish clear and comprehensive
written procedures for making such notifications to their customers,
These procedures should set out clearly when the notification
should be made, the manner in which the notification is to be made
and the type of information to be included in the nofification. As
required by the Code, Als should keep proper internal records of
notifications of access for review for two years as evidence of
compliance with the requirements of the Code.

5.4 Als should take appropriate steps to ensure that the CRA is
prompily notified of any “opt-out’ requested by their former
borrowers once the conditions for the opt-out are met by such
borrowers.

o/

8. Access during the transitional period

8.1 Subject to certain exceptions, the Code provides that a credit
provider shall not, during the transitional period, be entitled to
access any account data through a credit report, unless the access
is made under any of the following circumstances:

o considering a grant of new consumer credit (but excluding }
increase in any existing credit amount)’ to the individual, or -~
fo another person for whom the individual proposes to act
as a guarantor,

e reviewing existing credit facilities currently in default for a
period in excess of 60 days, with a view to putting in place a
loan resfructuring arrangement by the credit provider,

' It is the policy intention of the PCO that such grant of new consumer gredit must be in response to an
application by the consumer concarned,

12
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6.2

8.3

7.1

7.2

° reviewing existing credit facilities, for the implementation of
an existing loan resfructuring arrangement between the
individual and the credi{ provider (whether or not other
parties are involved) by the credit provider; or

e reviewing existing credit facilities, with a view to putting in
place a scheme of arrangement with the individual initiated
by a request from the individual.

The Code further provides that unless the review access is made in
relation fo an on-going debt restructuring arrangement that was
organised prior fo the effective date of the Code or was customer
initiated, credit providers should give prior notification to customers
for all other debt restructuring related reviews conducted during the
transitional period.

Als should keep documentary evidence of compliance with the
above requirements for a period of 2 years for compliance audit
purposes.

Engagement of CRA

Als that use the service of a CRA should enter into a formal
contractual agreement with the CRA that requires the CRA to have
effective control systems to ensure compliance with all relevant
requirements of the PDPO and the Code. Als should have effective
procedures fo monitor regularly the performance of the CRA,
particularly in respect of its ability to comply with the requirements
of the PDPO and the Code.

An Al should consider whether fo terminate its relationship with the
CRA if it is aware of unacceptable practices of the CRA, or serious
breaches of the requirements of the PDPQ or the Code. The
contract with the CRA should specify that account data provided by
the Al shall remain the property of the Al and that the Al has the

right to remove its data on the termination of its contract with the
CRA.

13
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8. Hong Kong Approach to Consumer Debt Difficulties

8.1

8.2

8.3

8.4

When the information obtained from the CRA reveals that a
customer has incurred a level of indebtedness that may be
unmanageable and the customer might have genuine difficulty in
repaying the loans, Als should follow the guidelines set out in the
“Hong Kong Approach to Consumer Debt Difficulties” to deal with
such borrowers.

Als should consider such cases sympathetically and discuss with
the customer concerned to work out a solution that is mutually
beneficial for both the customer and the Al concerned. In doing so,
the customer should be made aware of the possibility of solving the
problem by a Debt Relief Plan.

Where the Al does not have a prior credit relationship with the
individual who has applied for credit, the Al should suggest that the
individual discuss the problem with the financial institution with
which the individual has the major credit relationship as soon as
possible.

Als should not hastily demand immediate repayment of loans or
reduce credit lines or actively recommend transfer of the balance.
Instead, Als should follow the framework and procedures which are
laid down in the Agreement on Debt Relief Plans, and the
framework and procedures for Individual Voluntary Arrangements,
and work out a mutually acceptable solution with the customer as
far as possible.

19:23
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This module should be read in conjunction with the Introduction and with the
Glossary, which contains an explanation of abbreviations and other terms used
in this Manual. [f reading on-line, click on blue underlined headings to activate
hyperlinks to the relevant module.

Purpose

To provide guidance to Als on the management of risks associated with
credit card business

Classification

A non-statutory guideline issued by the MA as a guidance note

Previous guidelines superseded

Guideline 3.6 "Referees in Applications for Credit Cards or Loans" dated
23.01.96; Circular on “Credit Card Lending” dated 21.06.01; and “Best
Practices for Credit Card Operations” (Annex to Circular on “ Bankruptey
and Consumer Credit Lending” dated 22,02.02)

Application

To all Als that engage in credit card business directly or through their
subsidiaries or affiliated companies controlled by them

Structure
1. Background and scope
1.1 Introduction
1.2  Basic features of credit cards
1.3  Types of credit cards
14  Sources of income for credit cards
1.5  Areas covered in the Code of Banking Practice
1.6 Application to other unsecured consumer finance
2. Major risks in credit card business
21  Creditrisk
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22 Operational risk
2.3  Ligquidity risk
24  Legal and reputation risks
3. Board and senior management oversight
3.1 Business strategies
3.2 Risk management controls
4, Account solicitation and approval process

4.1  Marketing programmes ’)
42  Application information
4.3  Verification of documentation and credit checking
4.4  Underwriting criteria
4.5  Controls aver approval process
46  Credit limit assignment
47  Cardissuing controls
4.8  Approval of new merchants
5. Account and partfolio management
51  Cardholder account management
52  Merchant account management
5.3 Portfolio quality and analysis
54  Fraud control "
/

55  Delinquency management

5.6  Restructuring and debt relief plans
6. Provisioning and charge-off

6.1 General

8.2  Overdue period

63  Loan classification and provisioning

6.4 Charge-off

Annex A; Scoring systems
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1. Background and scope

1.1 Introduction

1.1.1  This module is aimed at providing general guidance to Als
on the risks assoclated with credit card business, and the
systems of control expected of them in managing such
business. It also sets out the best practices that they
should aim to achieve’.

1.1.2 Experience has shown that the quality of Als' credit card
portfolios mirrors the economic environment in which they
operate. Very often, there is a strong correlation between
an economic downturn and deterioration in the quality of
such partfolios. The deferioration may become even more
serious if Als have relaxed their credit underwriting criteria
and risk management standards as a result of intense
competition in the market. It is therefore important for Als
to mainfain prudent policies and practices for managing
the risks of their credit card business which are relevant to
the market environment that they operate in.

1.1.3 To facllitate a better understanding of the risks involved,
the basic features of credit cards and their associated
operations are highlighted in subsections 1.2 to 1.4 below.

1.2 Basic features of credit cards

1.21 The term “credit card” generally refers to a plastic card®
assigned to a cardholder with a credit limit that can be
used to purchase goods and services on credit or obtain
cash advances.

1.2.2 Credit cards allow cardholders to pay for purchases made
over a period of time, and to carry a balance from one

' If Als have adopted some practices that may not fully align with those recommended in this
module, they are expected to provide justifications for the approach taken and be able to
demonstrate that adequate risk assessment has been undertaken and the risk mitigating
measuras in placs ars sufficiently robust to cater for these practices.

% Some Als may assign a virtual card number that ls differant from that on the plastic card b
enable the cardholder to purchase goods and services on the Internet. The credit imit of the
vifual card Is usually very low.

28-JAN~-2011 19:24 96% P.017
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billing cycle to the next. Credit card purchases normally
become payable after a free credit period (see para. 1.4.2
below) during which no interest or finance charge is
imposed. Interest is charged on the unpaid balance after
the payment is due. Cardholders may pay the entire
amount due and save on the interest that would otherwise
be charged. Alternatively, they have the option of paying
any amount, as long as it is higher than the minimum
amount due, and carnying forward the balance.

123 A credit card scheme typically involves the following

parties: ’”:}
o Cardholders - persons who are authorized to use
credit cards for the payment of goods and services;
® Card Issuers - insfitutions which issue credit cards;
e Merchants - firms which agree to accept credit
cards for payment of goods and services;
] Merchant acquirers - institutions which enter into
agreements with merchants to process their credit
card transactions; and
o Credit _card assogiations - organisations that
license card issuers fo issue credit cards under
their trademark, e.g. Visa and MasterCard, and
provide settlement services for their members (i.e.
card issuers and merchant acquirers).
124 The relationships between these various parlies are -~
ilustrated in the following diagram: 3

Purchass made by credit card

M.
+

Cardholder P Merchant
Goads or services — =
[ @
- < g E
o8 Z cd e
D= o ] 3 2
= 8 z £5 5
a8 i r
Credlt Card Merchant
< Association > Acquirer
Clearing & Clearing &
sattlemant settiement
4
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1.3

19:24

1.2.5

1.2.6

1.2.7

1.2.8

Credit card schemes normally operate at an international
level, meaning that cardholders belonging to card issuers
in one country can make purchases at the place of
business of merchants signed up by merchant acquirers in
another country.

Credit cards include charge cards (also called “fravel and
entertainment’ cards), which are proprietary brands (e.g.
Diners Club) that are not affiliated with any credit card
association or any of the other brands, and the same
organisation acts as the card issuer and the merchant
acquirer.

Charge cards have similar features as credit cards, except
that they do not normally have pre-set spending limits.
Another difference is that the balance on a charge card
account is payable in full when the statement is received
and cannot be rolled over from one billing cycle to the next.
In spite of this, revelving credit is available on some plans
to enable cardholders to leave a pre-set balance unpaid.

The focus of this module is on the operations, risks and
conirols associated with credit card schemes of which Als
(or their subsidiaries or affiliated companies under their
control) are the card issuer or the merchant acquirer. As
such, relevant requirements of this module also apply to
charge card schemes operated by Als directly or through
their subsidiaries / affiliates.

Types of credit cards

1.3.1

1.3.2

Credit cards can be broadly categorised into two types:
general purpose cards and private label cards., The former
are issued under the trademark of credit card associations
and accepted by many merchants while the latter are only
accepted by specific retailers (e.g. a department store).

Most of the card issuing Als in Hong Kong offer general
purpose credit cards. These cards are normally
categorised by Als as platinum, gold or classic to
differentiate the services offered on each card and the
income eligibility criteria. Als may, at the request of a
cardholder, issue a supplementary card to another
individual who is usually an immediate family member of
the cardholder.

# 19/ 58
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1.4
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1.3.3

1.3.4

13.5

It is quite common for Als to partner with business
corporations or non-profit making organisations (e.g.
charitable or professional bodies) to issue co-branded
cards or affinity cards.

Als may also issue corporate credit cards to the
employees of their corporate customers. Generally the
employees use these cards for travel and entertainment
expenses incurred in the course of their work.

The types of credit cards mentioned above are not
exhaustive. Als may, from time fo time, introduce new
credit card products to satisfy customer needs and cater
for changes in market conditions.

Sources of income for credit cards

1.4.1

Credit card income is generated from different types of
fees and charges. While such fees and charges may vary
among card issuers or merchant acquirers, they generally
include the following:

Card issuers

o Annual fee — this is payable at the start of the
membership year. However, it is not uncommon for
card issuers to waive the annual fee as an incentive to
increase cardholders’ loyalty;

e Interest charge on outstanding balance - this
constitutes the bulk of the earnings from credit cards.
The methodelogy of interest calculation differs among
Als. As an example, the card issuer may charge the
cardholder interest on the balance carried forward
from the payment due date. The period of time
between the transaction date and the payment due
date (around three weeks from the billing date) for
credit card purchases is interest free, provided that
the billed amount is repaid on or before the due date.
Otherwise, interest on the unpaid balance will be
charged from the transaction date. The cardholder is
liable to pay a minimum amount due, which is set af a
percentage of the billed amount.

« Fees and charges on cash advances — cardholders
are allowed to withdraw cash from designated ATMs
or over the counter of the card issuer or its affiliated

6

96%

# 20/ 58

P.020



28-01-11;19:21

HONG KONG MONETARY AUTHORITY
FREHERERR

Supervisory Policy Manual

CR-S-5

Credit Card Business V.1-05.01.08

1.5

28~JAN-2011 18:24

companies, using the credit card. A handling fee is
imposed when the cash is withdrawn. Interest is also
charged once the cash advance facility is utilised.

o Foreign exchange differential — most of the credit
cards can be used overseas. When cardholders
spend in foreign currencies and settle the dues in the
local currency, card issuers profit from the differential
between the bid and ask prices of the foreign
currencies.

e Interchange fee —~ when card issuers reimburse
merchant acquirers on credit card transactions, an
interchange fee is charged to cover various costs
relating to transaction processing and authorization,
fraud and fraud prevention, funding for the interest free
period, and the payment guarantee.

s Other fees and charges — card issuers may also
impose on cardholders other fees and finance
charges for paying late or for exceeding the credit

limit.
Merchant acquirers
e Fees and charges on merchants — merchant

acquirers may lew on merchants processing,
servicing or setup fees (e.g. for e-commerce
merchants). The amount and types of fees charged
vary among merchant acquirers, and can be
negotiated with the merchants in the light of their
business relationships. It is common for a discount
rate fo be imposed on the value of credit card
fransactions presented by merchants.

Areas covered in the Code of Banking Practice

1.6841

The Code of Banking Practice ("the Code”), which was
issued jointly by the Hong Kong Association of Banks and
the DTG Association, sets out the minimum standards that
Als are expected to observe when dealing with their
personal customers, Reference should be made to
Chapters 1, 3 and 5 of the Code which covers the following

_ areas that are pertinent to credit card business:

# 21/ 58
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e the issue of cards:

e the disclosure of terms and conditions (including fees
and charges and annualised percentage rates);

e the right of setoff;

o« the collection, use and holding of customer
information (including personal referees);

o the security of cards / personal identification numbers
("PINs");

e transaction records;

(L

e unauthorized transactions / lost cards / liability for
loss;

o handling customer complaints (see also [C4
“ Complaint Handling Procedures”); and

s the use of debt collection agencies.

1.5.2 Als should ensure that all relevant provisions of the Code
are complied with in their conduct of credit card business
so as to promote good banking practices, avoid customer
disputes and foster business relationships.

1.6 Application to other unsecured consumer finance

1.6.1 Other unsecured consumer finance refers to short or
medium term lending extended to individuals to finance
their personal expenditure (i.e. not for business or home 3‘
purchase) on an unsecured basis. Such lending includes
personal loans, tax loans, and overdrafts,

1.6.2 Although credit card business has its own distinct features,
it shares some common characteristics (e.g. in relation to
credit and legal risks) with other types of unsecured
consumer finance. Hence, in managing such credit
products, Als should, where applicable, have regard to the
general lending and risk management principles set out in
sections 3 to 6 below.

28-JAN-2011 19:24 96% P.022
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2, Majorrisks in credit card business

21

Credit risk

211

212

21.3

Credit risk poses a significant risk to Als involved in credit
card business. A card issuing Al has an exposure to a
cardholder when the Al reimburses a merchant acquirer’
for a transaction on behalf of the cardholder or when the
cardholder obtains cash advances from his credit card
account. Such an exposure will remain if the cardholder
does not repay the entire amount of the cutstanding
balance by the due date. As credit card lending is
unsecured, the source of repayment depends primarily
upon the cardholder' s creditworthiness and repayment
capacity,

[t is not uncommon for customers to hold mulfiple credit
cards issued by the same or different Als. Availability of
sufficient information is important for Als to assess the
overall indebtedness and creditworthiness of their credit
card applicants. In this regard, the establishment of a
credit reference agency (see |C-8 “The Sharing and Use of
Consumer Credit Data through a Credit Reference
Agency" for more details) in Hong Kong fo provide
consumer credit reference service has enhanced Als'
ability fo make more informed credit decisions (see also
paras. 3.1.2 and 4.3.6 below).

Credit risk may be increased considerably if Als adopt
aggressive strategies for expanding their credit card
business due to competitive pressures, without managing
the associated risks properly. These may include:

s relaxing the underwriting standards for approving
credit card applications, including those solicited
under “ pre-approved” programmes;

o adopting a relaxed attitude in accepting alternative
income proof for assessing the creditworthiness of
applicants;

% This may be a local or an averseas (In the case of overseas spanding) financial institution.

19:24
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214

o offering multiple credit cards to existing cardholders
or an excessive increase in their credit card limifs
without adequate assessment of their overall
repayment capacity; and

o delaying collection actions (e.g. tolerating limit
excesses) on customers with repayment problem.

Such practices could mask portfolio quality, increase the
risk profile of cardholders quickly and result in rapid and
significant portfolic  deterioration, especially when
gconomic conditions worsen,

As merchant acquirers, Als incur credit risk when
merchants fail to reimburse them for chargebacks®.

Operational risk

221

222

Credit card operations are highly automated and involve
large volumes of customer and transactional data. These
characteristics reflect the need for strong operational and
security controls.

Both card issuing and merchant acquiring Als are exposed
to operational risk from various sources, including data
processing and security issues, outsourcing arrangements
and fraudulent transactions.

Data processing and security issues

2.2.3

The highly automated processing environment for credit
cards is susceptible to data processing and security risks.
It is therefore important for Als to put in place relevant
policies and procedures o confrol these risks. In
particular, they should focus on having adequate controls
and procedures to protect data integrity and security of
customer information (including data retention and
confidentiality) as well as appropriate back-up and
disaster recovery plans and regular testing of such
arrangements fo guard against system failure and
unexpected disruptions. Relevant guidance is contained in
TM-G-1 “General Principles for Technology Risk
Management’ and TM-G-2 “ Business Continuity Planning”.

* Chargebacks are reversed transactions, usually caused by customer disputes such as the
raturn of faulty goods by cardholders and non-delivery of goods and services by marchants,
processing errors or fraud.

28-JAN-2011 189:24
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Moreover, Als should regularly review their operational
capacity to ensure that it is adequate to cope with any
targeted growth in business volume.

Qutseurcing arrangements

224  As the use of third party service providers® to handle all or
part of the credit card processing functions has become
increasingly common, Als should be fully aware of the risks
of improper management of outsourced activites, If the
systems and controls of the service providers tumn out to be
defective, this could lead to a decline in operational or
servicing standards for the outsourced functions or even
the leakage and misuse of credit card data processed or
stored in their systems.

225 ltis essential for Als to follow the general guidance given in
SA-2 “Outsourcing”. Apart from consulting the HKMA on
the outsourcing arrangements, Als should be satisfied with
the control environment of the service providers
concerned, including the security controls over the integrity
and confidentiality of customer information maintained in
the outsourced systems, and ensure that they comply with
the security standards and requirements of the credit card
associations. This should be ascertained by Als through
regular review and evaluation that the relevant controls are
up to the standard required. Als should also retain ultimate
control over the outsourced data®.

Fraudulent transactions

228 Described here are some common sources of fraudulent
transactions. As this is a complex and ever-changing
area, Als need to be aware of the evolving typologies of
fraud and monitor such developments on an ongoing
basis,

5 Thess service providers may handle a variety of functions, Including marketing agents, data
processing operations for card issuers or a range of merchant services {(such as bllling,
reporting, customer service, authorlzatlon and seltlement) on behalf of merchant acquirers.
As 2 result, a huge amount of credit card data (including customer Information and transaction
data) may be pracessed or stored in the systems of these ssrvice providers.

¥ Among other things, the eutsourcing agreement with the service provider should allow for

supervisery Inspection of the oparations and controls of the service pravider as they relate to
the outsourced activity.

1
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2.2.8

2.2.9

Lost and stolen cards represent a major source of
fraudulent fransactions, which can be difficult to detect.
Therefore, timely reporting of loss by cardholders is crucial
for minimising potential losses on these transactions.
Other types of fraud, such as counterfeit cards and internet
fraud, are of growing concem.

With enhanced technology, counterfeit cards can produce
a very plausible imitation of a real card, and it is easy fora
professional counterfeiter 1o copy the magnetic stripe
information from one card on to another. Apart from
duplicate card production, skimming is another means of
counterfeiting credit cards. Skimming takes place during
the course of a genuine transaction and invelves copying
the magnetic stripe details from a genuine payment card
and transferring them b another card without the original
cardholder’ s knowledge.

Along with rapid technological developments and the
increasing use of credit cards as a medium of payment for
online purchases or fund transfers, fraudulent fransactions
via the internet are on the rise. Cardholders using internet
banking services may be exposed to the risks of
“phishing” 7 and “phamming” ® where they disclose
confidential information regarding their accounts
unknowingly fo fraudsters through the internet. The
difficulty of detecting such fraud lies in the fact that the
transactions are all electronic and do not involve any face-
to-face contact with the parties concerned. [n other words,
it is hard to know whether the counterparty, or the website,
is genuine.

T Phishing attacks use both social engineering and technical subterfurge o steal consumers’
personal identity data and flnanclal account credentials. Social-engineering schemes use
“spoofed” emalls to lead consumers to counterfeit wabsltes deslgned to trick recipients into
divuiging financial data such as credit card numbers, account usernames and passwords ete.
Hijacking brand names of banks, retailers and credit card companies, phishers often convince
reciplents to respond. Technical subterfuge schemes plant crimewars onte PCs to steal
credentials directly, often using Trojan Keylogger spywars.

® Pharming crimeware misdirects users to fraudulent slites or proxy servers, typically through
DNS hijacking or poisoning.

19:25
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2.2.10 Other types of fraudulent transactions may arise from the
interception of cards in the mail, deceptive card
applications, staff fraud, or forged mail orders®.

2.2.11 In view of the significance of fraud control to credit card
operations, Als should institute appropriate risk
management measures to prevenf and detect fraud (see
subsection 5.4 for more details).

23  Liquidity risk

3 2.3.1 Both card issuing and merchant acquiring Als are exposed

‘ to liquidity risk, particularly so for Als whose credit card
operations constitute a major part of their business. Card
issuing Als are obliged to settle payments with merchant
acquirers for transactions on behalf of their cardholders
within a short period of time, regardless of when payments
are received from cardholders (which might be spread
across several months). Merchant acquiring Als may settle
payments for credit card transactions with merchants
before receiving payment from card issuers in respect of
those transactions.

12.3.2 Liquidity risk also arises for merchant acquiring Als where
chargebacks or refunds to cardholders reach a level that
cannot be covered by the merchants' sales volume.

23.3 Als should ensure that there is sufficient liquidity to meet

their obligations arising from credit card transactions by

-~ establishing adequate liquidity management systems and

~~N) controls (see LM-1 “Liquidity Risk Management’ for
general guidance).

24  Legal and reputation risks

241 Als are exposed to legal and reputation risks arising from
nor-compliance with laws, rules or regulations or breaches
in the terms and conditions of the agreements with
cardholders, merchants and credit card associations.

242 Als should be wary of a whole host of events which, if
incurred, can induce adverse publicity and legal action
from disgruntled parties. Examples include:

* Much less checking can be done on mail orders, as they normally require less Information,
such as a card number and expiry date.

13
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o adoption of improper practices that lead to unfair
treatment of credit card customers;

o misconduct of debt collection agencies used by Als;

e issue of credit cards indiscriminately to students (i.e.
those without stable income or independent financial
means); :

o perpetration of staff fraud resulting in unauthorized
transactions or misuse of credit card information; and

e theft of credit cards and customer information due to D
lax internal security controls or inadequate control
over the security standards of third parly service
providers to which all or part of the credit card
operations have been outsourced.

All such incidents run the risk of damaging Als' reputation
and leading to potential claims for losses and
compensation.

2438 An Al's reputation can alsc be seriously affected by any
adverse publicity on its merchants or partners of affinity or
co-branded programmes.

244 Als should not preclude the possibility that credit cards
may be misused for conducting money laundering or
terrorist financing activities, especially when the use of
credit cards for payments or remittances through the
internet (which may be exposed to a higher risk of
abuse'®) becomes more common. Als should watch out -~
for any potential abuse of credit cards for such purposes. i

0 As an example, the provision of worldwide internet remittance services by some remittance
companies through debiting remitters' credit cards may pose a high money laundering and
terrorist financing risk. In conjunction with some credit card associations these service
providers can effect fund transfers to beneficiaries worldwlde by deblting the remitters’ credit
card accounts and issuing ATM cards lo the designated beneficiaries for fund withdrawals.
To apply for such services, remitters simply open an account with the service provider
through the intemet by providing Information on thelr credit cards and the beneficiaries.
These remittance transactlons are susceptible to money laundering and terrorist finanging
because:

(i) the remittance company provides non-face-to-face services and does not conduct any
customer due dillgence on the remitter or the designated beneficlary;
() the ATM cards are easily transferable, thus allowing for greater anonymity than the
traditional use of supplementary credit cards; and
14
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3. Board and senior management oversight

31 Business strategies

311  Senior management is expected to develop and review
the business strategies of an Al' s credit card business in
accordance with the overall business objectives and risk
tolerances approved by the Board. These strategies
should reflect realistic goals based on reasonable data
and assumptions,

3.1.2 With the greater sharing of consumer credit data in Hong
Kong, Als are given access to more information fo
facilitate credit decision making not only in the credit
application process but also during ongoing credit
reviews. This gives rise to the opportunity for card issuing
Als to consider the feasibility of adopting tiered interest
rates or risk-based pricing according o the
creditworthiness of individual ~ cardholders in their
portfolios, although whether such pricing strategies will be
adopted is ultimately a matter for Als to decide based on
their own circumstances.

3.1.3 Some Als may, for strategic reasons, have a tendency to
target the sub-prime market in their credit card solicitation
programmes in order to earn more income (e.g. through
charging higher interest rates and fees under risk-based
pricing) from those customers with a weakened credit
history (e.g. habitually late payments) and a greater
appetite for credit than other ordinary customers'. Sub-
prime credits can be profitable, provided that the interest
charged by Als is sufficient to cover higher loan loss rates
and overhead costs related to underwriting, servicing, and
collecting the credit.

(i) it is likely that most of these transactions will not be reguiated (ie. no compstent
authorities will be aware of them when the remittances take place in thelr Jurlsdictions).

" The sub-prime programmes mentloned In para. 3.1.3 above refer to those that purposefully
employ tailored marketing, underwriting and risk selection policles and criterla to solicit
customers whose credit quality is generally weaker than other average customers (e.g. they

may have overdue records exceeding 90 days and hence exhiblt higher probabilities of default),

Some may eventually go into bankrupicy or require a charge-off. As a result, the pricing and
terms offered to sub-prime borrowers often differ substantially from those offered to prime
borrowers, and separate and distinctly different underwriting stendards are adoptsd.

18
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3.1.4 Als should recognise that there are unique and significant
risks inherent in sub-prime credit card lending. Those
wishing to engage in such acfiviy will have to determine if
these risks are acceptable and controllable, given the
organisation’'s financial condition, portfolio size, level of
capital support and staff expertise.

3.1.5 Als may also consider promoting other types of unsecured
lending products, such as personal loans, revolving credits
and overdrafts, so that customers have more choices of
tha form of borrowing that best suit their needs.

3.1.6 Als planning to expand their credit card business in
overseas markets (e.g. through the issue of credit cards by
their overseas branches or subsidiaries) should have a
good understanding of the markets they intend to operate
in, including the operating and competitive environment,
the legal framework and judicial systems, and the risk
profile and behavioural characteristics of their targeted
customers.

./

317 To facilitate the formulation and review of business
strategies, Als should develop a framework for assessing
regularly the profitability and return on their credit card
portfolios.'? Where appropriate, Als should adjust their
business strategy based on the results of such analysis,

- 3.2 Risk management controls

3.21 The Board and senior management are expected fo
ensure that an Al has established a comprehensive risk
management process for identifying, monitering,
measuring and confrolling the risks associated with its
credit card business (see [C-1 “ General Risk Management
Controls” for guidance).

./

3.2.2 Although the organisational structure of credit card
operations may vary among Als, there should be clearly
defined accountability and responsibility at every level and
sufficient segregation of duties (see also IC-1 “General
risk management controls”) in the following functions:

% For example, such analysis considers all associated costs (including origination costs,
administrative or servicing expenseas, charge-offs and capltal} and reviews performance against
clearly set benchmarks such as target return, dslinquency and charge-off levsls.

16
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19:28

3.2.3

3.24

&

marketing and account solicitation;
application approval;

risk management;

fraud control; and

delinquency management.

Als should establish policies and procedures for their
credit card operations that are commensurate with the
scale of such business. The policies and procedures
should be documented in writing and approved by senior
management or any committee with delegated authority.

The policies and procedures for credit card operations
should cover the following major areas:

©

Application approval — these should describe clearly
the underwriing criteria for approving new
cardholders and merchants, the mechanism for
review of the criteria, the frequency of such review, the
documentation requirements, the policy relating to
setting of credit limits for cardholders and the authority
and parameters for approving excepfions or
overrides;

Credit risk management ~ these should set out the
procedures for management of cardholders’ credit
limits (such as the criteria for card upgrade, card
renewal and increase in credit limit) and ongoing
assessment of merchants’ financial and operational
condition. The role and functions of a credit risk
management unit and the tools for managing credit
risk should be clearly described, including how the
asset quality of a credit card portfolio is evaluated
regularly, how merchant chargebacks are monitored
and the types of corrective actions to be taken where
concemns exist with particular cardholders or
merchants:

Operational risk management — these should cover
the procedures and controls in respect of physical
security controls on credit cards, controls over
authorization of credit card transactions, integrity of
fransaction data and timely processing of
transactions, controls over customer data retention

17
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3.2.5

3.2.6

3.2.7

and confidentiality, information technology controls,
back-up and disaster recovery plans, managing
outsourcing risk, and measures to prevent and detect
fraud; and '

o Delinquency management — these should cover the
classification of delinquent accounts, provisioning,
charge-off, restructuring and collection actions.

Senior management should review regular reports which
detail management information on Als' credit card
operations, including the number of new cardholders and
merchants, account atirition, portfolio composition, sales
volume, credit quality, overlimits and overrides, and
chargebacks and frauds.

Regular audits performed on credit card operations should
generally cover:

¢ compliance with infernal policies and procedures
(such as credit underwriting and review, authorization,
documentation, delinquency monitoring and collection
procedures, fraud control, segregation of duties and
access controls) and relevant reguiatory rules and
guidelines; and

o use of scorecards and credit card related outsourcing
activities, if applicable.

Any weaknesses and irregularities identified should be
reported to senior management and rectified promptly.

Als which are engaged in sub-prime credit card lending
should have in place systems and controls that typically
involve enhanced performance monitoring, intensive
collection activities and other loss ‘mitigation strategies.
Sub-prime accounts should be differentiated within the
credit card portfolio, and sufficient capital and resources
should be available fo support such activity.

4. Account solicitation and approval process

41  Marketing programmes

4.1.1

19:25

A well-documented proposal should be prepared for each
major marketing programme. The proposal should, where
applicable, include:
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o the target market segment and forecasted customer
response rate,

s the basis of the marketing approach;

e product pricing, profit projection, expected usage and
delinquency and loss rates;

e  underwriting criteria;

e  documentation requirements;

s the policy on credit limit assignment; and

o requirements for operational and system support.

4.1.2 If the marketing proposal involves any significant relaxation

of existing product terms (e.g. an extended payment cycle
or a reduction in the minimum payment required'?), there
should be a detailed risk assessment and due
consideration of related risk management implications. Als
are encouraged to consider the need for setting a cap on
the number of cards allocated to or the amount of the
exposure {o be incurred under such programmes,

Procedures should be in place to ensure that the
marketing proposals are commercially sound and
operationally feasible. Particularly, these procedures
should be able to establish that:

o the profit projection is reasonable;

e the underwriting criteria are prudent and appropriate
risk confrol measures are in place;

o the proposal complies with the relevant regulatory
requirements and the Al' s internal policies and limits;
and

o adequate system capacity is available to support
implementation of the proposal.

Marketing programmes that operate oufside the pre-set
procedures should be approved by senior management

3 Als should guard against lowering minimum payment requirements and extending principal
payment cycles to an exient that may result in negative amortisation of card receivable
balances (I.e. outstanding balances continue to increase as minimum payments consistently
fall short of covering all finance charges and fees assessed during a billng cycle).

i9:
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and, where appropriate, be reviewed by the relevant
departments before launching.

414 Als should review the outcome of major marketing
initiatives to ascertain whether these initiatives have
achieved their objectives and whether there are any issues
or lessons that should be taken into account in the planning
and implementation of future programmes.

41.5 Als often use “pre-approved”, “affinity” or “co-branded
card” programmes fto solicit new customers. This is
acceptable as long as the offer of such programmes does )
not amount to liberal granting of credit cards to selected -
customers. In the case of “affinity’ or “co-branded”
programmes, Als should ensure that they have adequate
control over the approval and acceptance of such
accounts.

4,16 Each application solicited from the above programmes
should be thoroughly assessed against prudent
underwriting criteria. To facilifate credit assessment,
these customers should still be required to submit
application information (see para. 4.2.1 below and
footnote 14) along with their income proof or, where
appropriate, “income surrogates” (see paras. 4.3.2 fo
4.3.4 below). '

4.1.7 For marketing programmes that target existing customers,
Als may require less information from the applicants if
certain information (e.g. static personal information) is : .
already in their possession (see also para. 4.2.2 below). )

4.2 Application information

421 Als should collect sufficient information, either through
application forms ' or other means (e.g. the credit
reference agency™), for the purpose of assessing the
creditworthiness and financial position of credit card
applicants. Such information generally include:

e  Personal particulars - e.g. name (including former or
other name(s)), date and place of birth, Hong Kong

% These Include application forms accessed or distributad through the internet.

' Als are encouraged to make full use of the credit referenas Information of individual applicants
available from the credlt reference agency in their credit assessment procsss.

20
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42.2

423

424

identity card or passport number, nationality, marital
status, educational background, residential address
(and permanent address if different), residence type
(mortgaged, owned or rented) and monthly rent or
morigage instalment amount;

s QOccupation details - e.g. name of present employer,
office address, nature of business, present position,
years of service with the present employer and
monthly or annual income; and

o  Credit references - e.g. number of credit cards held,
credit card limits granted, and information on other
credit commitments or facilities (e.g. personal loan or
overdraft).

In the case of applicants who are existing customers of
Als, there is scope for reducing the information required,
such as the static personal information (i.e. name, date
and place of birth, Hong Kong identity card or passport
number) that is available in their database. Nevertheless,
Als should consider the need for updating some other non-
stafic information (e.g. occupation or income particulars)
that may have changed.

Als should make known fo the applicant what types of
documents (see para, 4.3.2 below) should be submitted in
his application. Als should not easily dispense with
income proof requirements. [n addition, there should be
procedures in place to draw the applicant’ s attention to the
major terms and conditions of the cardholder agreement.
(see para. 2.3 of “Review of the Code of Banking Practice”

issued by the HKMA in November 2001).'

Als should obtain relevant information (e.g. through the
credit reference agency) to ascertain whether:

e the applicant has owned any credit card that was
cancelled due to default payment;

« the applicant has any overdue payment exceeding, for
example, 30 days, in respect of his indebtedness;

" If an application is accepted by phons, Als should request the applicant to submit the required
documents for verification,

28-JAN-2011 19:26

21

96%

# 35/ 58

P.035



28-01-11:19:21

28-JAN-2011

,"ﬁ”'\

[IONG KONG MONETARY AUTHORITY
FHESBTAR

Supervisory Policy Manual

CR-S-5

Credit Card Business V.1-05.01.08

4.3

42.5

4,2.6

o there is any bankruptcy order made against the
applicant; and

o the applicant is in the process of petitioning for
bankrupfcy.

Such information should be taken into account in making
the credit decision.

To protect Als’ interests, applicants should be required to
make a declaration on the application form to certify the
truth and completeness of the information submitted. Als
may also wish fo alert applicants that if they make a false
statement in the application and subsequently default, they
may commit an offence under section 71 of the Crimes
Ordinance.

Application forms (particularly the cardholder’ s declaration
and the major terms and conditions of the cardholder
agreement) should be properly reviewed by the internal
compliance and legal unit or external lawyers to make sure
that they comply with all relevant legal and regulatory
requirements (e.g. Personal Data (Privacy) Ordinance)
and do not contain any false information which may
constitute misrepresentation o the applicants.

Verification of documentation and credit checking

431

43.2

Every application should be checked for the completeness
of documentation and to screen out unqualified
applications, e.g. under age.

Valid documents for verification of the Iidentity and
creditworthiness of new customers'’ should be obtained.
Such documents include!

e identity proof (e.g. copy of Hong Kong Identity Card or
passport);

¢  address proof; and

o income proof (e.g. latest income tax demand note,

latest payroll advice, bank statements showing the
past three months' salary). If the applicant is self-

7 In the case of existing customars, Als may wish to update changes In thelr non-static

information.

19:26
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433

434

4.3.5

4.3.6

employed ™, unemployed, or retired, in which case
income proof may not be available, appropriate
alternative evidence or "income surrogates” (see
paras. 4.3.3 and 4.3.4 below) should be obtained fo
support the application.

Als may sometimes waive the requirement of income proof
and accept alternative evidence {o estimate the income of
the applicants. This practice, if undertaken, requires that
there are robust procedures for assessing and verifving
such alternative evidence. While income proof is not the
only consideration for a credit card application, Als should,
where possible, ctain such information (and preferably
information about expenditures such as instalment
payments) to assess the applicant’ s repayment ability.

Als may use income surrogates (e.g. fixed deposit
receipts or main bank account statements for the last three
months) fo assess the financial strength of applicants who
are unable fo provide income proof, or to supplement
income proof submitted by them. Certain income
surrogates, such as the credit card statement issued by
other Als, home or car ownership (which may be subject to
mortgages), credit card sales slips of subscription to
mobile phone services, are however not reliable
substitutes for income proof.

Where income surrogates are used, Als may wish to grant
a lower credit limit to the successful applicant initially,
especially if there is no available record on his credit
history (see para. 4.3.6 below). A normal limit may be

granted when the applicant has established a satisfactory
credit history.

Checking of applicants against internal and external aredit
records should be performed. In particular, Als may obtain
useful information from the credit reference agency on
such matters as the credit exposures of the applicant,
whether the applicant has lodged a petition for bankruptey,
or his past credit performance.

" Selfemployed applicants may submit the Business Reglstration Certificate, the latest profit

tax demand note and other deposit proof instead.

19:26
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437 Als should conduct proper customer due diligence on
applicants, including the checking of details of applicants
against a database of names and particulars of terrorist
suspeots which consolidates the various lists issued by the
United Nations and other countries (e.g. US Executive
Order) for the purpose of identifying cases relating to
terrorist financing (see ML-1 “Prevention of. Money
Laundering™® for further details).

43.8 Als should also check publicly available information or
commercially available databases to establish whether an -
applicant is a poltically exposed person. ('PEF")®. The
decision to approve the application of a PEP should be
o taken at a senior management level. '

4,38 Als that process credit card applications through mail
e s should put in place sufficient safeguards fo prevent the use
of stolen information (e.q. theft of ID cards) for getting

applications approved. The Code requires Als fo bear the

losses resulting from such applications unless the

cardhoelder has acted fraudulently or with gross negligence.

{
\“W

44  Underwriting criteria

441 Procedures should be in place to screen out applicants
with unfavourable credit attributes. This is usually achieved
by requiring an applicant to meet a set of underwriting
criteria before approving the application. The atiributes
generally cover the following areas:

e income leval A

e nature of employment, particularly in respect of job
security and income stabifity*":

*® This moduls is under development. For the time being, ses Guideline 3.3 “Pravention of
Money Laundering” issued on 21 December 2000 and the Supplement issued on 8 June 2004,

2 pEPs are defined as individuals belng, or who have been, entrusted with prominent public
functlons, such as heads of state or of govemment, senior politicians, senlor government,
judicial or military officials, senior executives of public arganisations and senior political party
officials. The concern Is that there s a possibility, especially in countries where corruption is

wldespread, that such PEPs may abuse their public powers for thelr own [lict enrichment
through the receipt of bribes ete,

o To facliitate assessment, Als should identify occupations that carry higher credit risk.
24
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4.4.2

44.3

444

.

e acceptable credit record and checking results (see
para. 4.3.6 above),

o asset requirement (especially for high risk customers
or customers with no stable income source);

o acceptable age range; and

o permanent residence (in other words, temporary
addresses such as hotel address or post office box
number should not be accepted by Als).

Underwriting criteria should not be relaxed imprudently
because of competition or for the purpose of market
penetration,

Specific procedures should be established for handling
applications from customers who do not have stable
income or independent financial means. In particular, Als
should set out clearly how the repayment ability of these
applicants will be assessed and how the credit limit will be
set.

Where a credit scoring model is used to screen
applications, Als should ensure that the credit scoring
system (e.g. credit aftributes and cut-off score ) is
regularly reviewed and, if necessary, updated fo ensure
that it remains valid despite changes in the customer
profile. See Annex Afor a general description of the use
of scoring systems for credit risk management purposes.

The HKMA recognises that issuing credit cards is a
commercial decision for Als. However, it is important that
Als maintain prudent underwriting standards at all times so
that their credit card portfolios can withstand the effect of
economic downturns when undesirable trends in consumer
lending (e.g. the edging up of delinquency and charge-off
ratios and the rising trend in bankruptcies) are more likely
to take place.

2 A cut-off seore Is the minimum credit score determined by an Al' s management. Borrowers
whose credit scoras ars not abovs the approved cut-off score do not meet the Al' s minimum
underwriting critetia. However, management may override a borrowsr' s unacceptable credit
score when other mitigating factors are present. Exceptions to the Al' s credit scoring system
should be properly documented. Als should consider whether they need to adjust their eut-off
scores o reduce the incidence of bad debts.

28-JAN-2011 19:26
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45 Controls over approval process

451 There should be guidelines and clear parameters for
approval and monitoring of exceptional cases (i.e.
applications which are approved with deviations from Alg’
established underwriting criteria). Als should establish
limitations to control the exceptional approvals that can be
granted (e.g. in terms of a ratio of the number of approved
applications), There should also be ongeing tracking of
the level of exceptional approvals and the performance of
those accounts,

- 452 Als using a credit scoring system should similarly control J
the cases referred for manual review. [f such cases have
exceeded the prescribed level, the underlying reasons
should be investigated.

4.6  Credit limit assignment

46,1 Credit limits should be decided on the basis of the credit
profile of individual customers and by reference to the
customer s monthly income or other relevant factors such
as overall banking relationship, total asset balance or
deposits held, Other considerations in assigning credit
limits include the prevailing economic conditions and
customers’ job stabilily and risk appefite. Keen
competition should not be a justification for assigning
higher credit limits.

462 For Als using a credit scoring system, the factors
mentioned in para. 4.6.1 are valid considerations to be j
incorporated info the system. '

4.6.3 There should be a maximum credit limit for each customer
to control his total unsecured credit exposures. The limit
may be set as a multiple of the customer' s monthly income.
For customers with multiple credit cards issued, a
centralised credit limit or sub-limits for individual credit
cards should be sef.

4.6.4 Any increase in existing credit limits should be premised
upon the spending record and good repayment history of
the cardholder. If the increase is initiated by the
cardholder, Als should ensure that the information on the
cardholder is adequate for evaluating his request.

28
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4.7

4.8

4.6.5

46.6

Over-limit tolerances can magnify the risk of credit card
lending, especially for sub-prime accounts. Timely
repayment of amounts that exceed established credit limits
is therefore important.

The criteria for credit limit assignment or increase should
be analysed and documented beforas implementation.

Card issuing confrols

471

4.7.2

473

Als should have adequate controls in place over the

embossing, safe-keeping and distribution of credit cards
to cardholders.

Als should set up an independent unit responsible for card
embossing. Cards should only be embossed upon receipt
of a proper authorization. Als should also establish
security controls (e.g. dual access confrol) over the
embossing area and maintain a register of issued,
returned, spoiled and unused blank cards. Surprise audits

should be performed in order o detect any unauthorized
use of blank cards.

Als should issue cards and PINs separately and fake
reasonable steps to safisfy themselves that these have
been received by cardholders, whether they are personally
collected by cardholders or delivered by mail or courier.

Approval of new merchants

4.8.1

Merchant acquiring Als should establish a set of prudent
underwriting criteria and procedures for approving new
merchants which accept payments for the purchase of their
goods and services by credit cards. As a minimum, the
criteria for assessing the creditworthiness and reputation
of new merchants should cover the following areas:

e nature of business;
s years in business;

e size of operations (e.g. number of retail branches and
employees);

o financial strength and reputation (particularly for high
risk merchants);

o previous and projected sales volume;

27

28-JAN-2011 19:27

# 41/ 58



28-01-11:19:21 ; # 42/ 58

HONG KONG MONETARY AUTHORITY
T b 4 A B )Y

Supervisory Policy Manual

CR-8-5 Credit Card Business V.1-08.01.08

o daily statements from previous merchant acquirers, if
any; and

o existing business relationship with the Al concemed.

48.2 Als should also establish criteria for identifying merchants
that carry higher risk. Such merchants may include those
involved in the provision of goods or services where orders
are accepted without the cardholder being physically
present, or where full or partial payment is accepted for
goods and services delivered at some future dates (e.g.
mail or felephone order operators, direct selling
distributors or e-commerce merchants). Due to the
special features of these merchants (e.g. they do not have
physical retail outlets and most of their transactions are
prepayment in nature), they should be subject to more
stringent underwriting criteria.

483 Based on the above criteria, Als should conduct a
thorough assessment of the prospective merchants. This
includes negative vetting with the credit card associations
such as Visa and MasterCard. On-site inspection of the
business premises of retail merchants (or browsing on the
websites of ecommerce merchants) can be performed
where appropriate to ensure the existence of their place of
business. '

4.8.4 Als should only accept merchants whose overall financial
position, business integrity and reputation are considered
to be satisfactory. For those that fail to meet the selection
criteria or whose nature of business is considered as high - D
risk (e.g. e-commerce merchants), Als may consider
taking any one or a combination of the following actions:

s requiring them to provide additicnal collateral such as
pledged deposits (e.g. equivalent to approximately
one month' s sales volume) or bank guarantees;

o charging them a higher merchant discount rate to
cover additional risk incurred;

e deferring payments or retention of an agreed
proportion of merchant sales turmnover for a specified
period; or

e rejecting their applications.

28
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5. Account and portfolio management

5.1
R
S
-
'
5.2

28-JAN-2011 18:27

Cardholder account management

5.1.1

513

5.1.5

5.1.8

The account management system of card issuing Als
should be able to segment cardholders into different risk
types (e.g. high, medium or low). Fer example, Als may
differentiate cardholders according to their account
behaviour (such as credit limit utilisation, frequency of cash
advance, payment of minimum balance, timeliness of
repayment and delinquency record) or behavioural score
(see Annex A).

Decisions such as increase in credit limit and card
renewal should be based on a cardholder s updated credit
risk profile and repayment history.

For high risk cardholders (e.g. those experiencing
repayment problems on their cards), there should be an
effective mechanism to reduce the maximum credit limit
granted in a timely manner, freeze the remaining available
eredit fimit or block the cardholder s credit card from
further transactions, as appropriate. Als should inform the
cardholder of these actions as soon as practicable.

Locally incorporated Als should have systems in place for
measuring aggregate exposures to individual cardholders
for the purposes of complying with §§ 81, 83 and 85 of the
Banking Ordinance.

Where Als offer more than one credit card to a cardholder,
they should consider in totality the outstanding amount and
performance of all his accounts to ensure that the total
credit extended to the cardholder is not beyond his ability
to repay. ‘

Als should also have sufficient management information
systems to identify, measure, manage and control the risks
associated with over-limit accounts.

Merchant account management

5.2.1

Merchant acquiring Als should establish policies and
procedures for ongoing monitering of their merchant
accounts, Regular review should be conducted to assess
the operational (e.g. sales volume, service quality,
chargebacks and fraud cases) and financial (e.g. account

28
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19:27

522

523

524

825

526

performance and profitability) condition of individual
merchants, Depending on the level of sales tumover,
merchant visits should be conducted to assess the nature
of business and sales activity.

Als should have adequate systems and controls in place
for monitoring merchant sales volume. Apart from
identifying those merchants who may be charged a higher
discount rate because of unsatisfactory sales volume, this
process can be an effective means v help identify any
unusual or sudden jump in merchanis’ sales volume or
authorization requests, which may warrant investigations or
implementation of preventive measures against any
potential losses.

To facilitate the monitoring process, Als should set a daily
limit with individual merchants, taking account of their
business nature and previous and projected sales volume,
If the merchant s daily sales volume exceeds the daily limit,
Als may consider withholding funds to the merchant
temporarily or conduct further investigation info the reason
for the excess. Proper approval should be obtained
before releasing the funds withheld, The limit should be
reviewed regularly and adjusted to cater for seasonal
factors and market conditions.

Als should have systems in place to monitor trends of
merchants' chargebacks and capacity to repay
chargebacks. They should take appropriate measures
{e.g. requiring additional collateral and guarantees) where
concems exist with particular merchants. Als may
consider withholding funds to merchants under the
following situations:

e excessive chargebacks;

o suspected fraudulent activity pending internal
investigation; and

e irregular sales slips sent on a collection basis.

The relationship with merchants with confirmed fraudulent
activity should be terminated immediately.

Als should ensure that merchants have exercised proper
card acceptance and authorization procedures to avoid
chargebacks and disputes.

30
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§3

Portfolio quality and analysis

5.3.1

5.3.2

5.3.3

534

5.3.6

5.3.6

537

The credit risk management unit should regularly provide
sufficient information on the asset quality of the credit card
portfolio for management review, This helps management
identify the level of risk and initiate prompt corrective
actions if necessary.

The credit risk management unit should regularly review
and monitor the quality of the portfolic by segmenting the
portfolio (e.g. by marketing programme, demographic
distribution, affinity relationships, and vintage **) and
evaluating both historical and forecasted trends in
profitability, delinquencies and charge-off ratios of each
segment.

Adequate management reports should be made available
to the credit risk management unit for portfolio
management purposes. Regular performance fracking
reports should be generated jor review covering the
following aspects:

s revenue and profitability;

o attrition analysis;

o credit limit utilisation (including over-limit accounts);
o delinquency analysis; and

e loan loss provisions and charge-offs.

Alg' sfress-testing programme should take into account the
impact of adverse scenarios on their credit card portfolios
(see IC-5 “ Stress-testing” for details).

The portiolio should be analysed fto identify high risk
categories of cardholders and the Al' s exposure to them.

Yardsticks signalling further deterioration of portfolio
quality and the need for corrective actions should be
established and documented.

Prompt corrective actions should be considered in dealing
with deterioration in the quality of the credit card portfolio.
Such actions could include adjusting the approval scores,

® This refers to an analysis of the account perfarmance of homogeneous loans booked at a
stmilar time using the same credit and pricing criteria.

19:27
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tightening the policies on initial assignment of credit limit
and subsequent review of credit limit, increasing collection
capacity, making early reminder calls on overdue accounts

and developing restructuring programmes (see subsection
5.6 below).

54 Fraud control

541 Accurate and timely reporting on fraud is critical in
controlling fraud losses. Als should therefore institute
appropriate systems and controls to ensure that fraudulent
activities are recognised in a timely manner (e.g. through
review of fraud monitoring reports capturing out-of-pattern
purchases or suspicious purchasing pattems“), and the
affected accounts are appropriately blocked fo prevent
further transactions being conducted through these
accounts. Suspected fraud cases should be investigated
and properly documented.

54.2 Als should maintain a dedicated fraud management unit
for the above purposes, and to take necessary actions
whenever they become aware, or are notified by
cardholders, of fraudulent or potentially fraudulent activity
(e.g. for lost and stolen cards). Such actions include:

o preparing fraud reports, and analysing the trend and
pattern of fraudulent activities;

o notifying relevant cardholders (where appropriate) of
suspected fraud and blocking the relevant accounts
from further transactions; and : :)

o Investigating fraud accounts, preparing fraud
notifications to credit card associations and reporting
fraud cases to relevant authorities for investigation
and prosecution,

o

543 Inthe treatment of unauthorised transactions reported by
cardholders and in determining their liability for loss arising
from such transactions, Als should have regard to the

* Qut-of-pattern-purchase reports identify susplclous transactions that do not fit an individual
cardholder's established purchasing patiarn whereas suspicious-purchasing-pattern gports

identify certaln types of purchases, such as elsctronics or jewellery, that may correlate with
fraudulent activity.

32
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544

5.4.5

54.6

5.47

provisions set out in Clauses 28.3, 30.2 and 30.4 of the
Code. ‘

Als should notify the HKMA if they are aware of any
incidents of credit card misuse or fraud affecting a
substantial number of customers or involving significant
sums of money,

Als should review their average fraud losses to determine
if staff can identify fraudulent activities in a timely manner.
Relevant employees should receive proper fraining on
fraud control and the handling of fraud cases relating to
credit cards.

The risk of credit card misuse may also be reduced by
establishing adequate internal controls and operating
procedures in the credit card department, including:

s controls over authorization of credit card transactions,

which could serve as a first line of defence against
fraud;

e measures to prevent application fraud (e.g. through
thorough checks on applicants, including name and
address verification, and restricted access to and
controls over alteration of customer information);

o procedures for issuing cards to prevent employees or

others from intercepting them before delivery to the
cardholders;

e procedures to prevent merchants from obtaining
control of cards;

o procedures for handling returned cards, statements,
PINs and lost and stolen cards to prevent them from
fraudulent use; and

o controls over cardholder payments and account
balances, and chargeback administration.

Als should closely monitor the card acceptance patterns
and activities of merchants that they have signed up (in
particular those categorised as high risk), including the
conduct of onsite inspections where necessary. They
should watch out for irregularities, which may include:

o excessive number of disputed or split charges;

o unusual and significant fluctuations in sales volume;
33
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o frequent excesses over daily limits on sales volume;
s repeated authorization of transactions incurred by the
same card at one time; or
o a history of accepting transactions from credit cards
which were later found to be stolen, lost or forged.
5.4.8 Als should conduct investigations and tgke other
appropriate measures to deal with merchants suspected of
fraudulent or irregular activities (see also paras. 5.2.4 and
5.2.5 above).
™
55 Delinquency management g

5,51 An independent collection unit should be set up for
managing delinquent accounts and collection actions.

5.52 There should be written policiess on management of
delinquent accounts covering the classification of problem
accounts, provisioning and charge-off (see section 6
below), controls on rescheduled accounts and collection
actions.

5.53 There should be reports to support management of
delinquent accounts. Regular tracking reports on the
effectiveness of collection actions (e.g. on the recovery
rate) should be reviewed by the collection unit.

5.54 The actual delinquency and charge-off ratios for different
target customer segments within the credit card portfolio
and for the portfolio as a whole should be regularly
monitored and compared against the projected ratios. }
Any significant deviations from the projected trends and '
performance should be analysed and explained.

56.5.5 Guidelines and procedures should be established for the
appointment of external debt collection agencies for debt
recovery, Adequate controls should be in place to ensure
that the management of such agencies is in line with the
provisions of the Code.

5.5.86 [f Als become aware of any suspicious cases of fraudulent
bankruptcies, they should report them to the relevant
authorities for investigation. These include cases where
customers have obfained or attempted to obfain credit
after filing of petitions for bankruptcy.
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5.5.7 Als should review the need for increased resources to
cope with any rising trend of bankruptcies. They should
also consider means to deal with potential bankruptcies
(e.g. initiation of debt relief plans and debt counselling). [n
predicting bankruptcies, Als should regularly evaluate the

effectiveness of their scoring systems and other forms of
credit analysis.

5.6 Restructuring and debt relief plans

5641 It is generally in an Al's best interests to consider
{ “\j, e restructuring the repayment terms or work out a debt relief
- plan with cardholders who are unable to repay their
outstanding debts in accordance with the original terms but
who show the willingness and ability to repay if the terms
are modified, rather than puting them into bankrupicy
hastily. In fact, some of these cardholders can be nursed
back to health and may be able to repay their debts if
some concessions are granted (e.g. forgiving a portion of
the amount owed or lowering the original interest rate).
For guidance on the management of problem credits, see
CR-G-10 "Problem Credit Management’ and the “Hong
Kong Approach to Consumer Debt Difficulties” jointly
issued by the Hong Kong Assocciation of Banks, the DTC
Association, the Finance House Associafion and the
HKSAR Licensed Money Lenders Association.

5.6.2 In designing a restructuring or debt relief plan, Als should
aim at helping the cardholders to extinguish their
) : outstanding debts. Such plans should, therefore, be
designed to maximise recovery of principal, rather than
maximising income recognition or deferring losses. For
example, lowering the minimum payment requirement may
not be useful in helping the cardholders to repay their
debts if normal fees and finance charges are continued to
be levied on the outstanding balance.

5.6.3 The repayment period of debt relief plans should generally
be within 60 months. Any exception to this time frame
should be well justified and properly documented.

5.6.4 Als should state clearly in their accounting policies whether
credit card accounts under a restructuring or debt relief
plan will continue to be regarded as . credit card
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receivables or will be reclassified as other types of
personal lending.

Provisioning and charge-off

. 8.

19:28

6.1

6.2

General

6.1.1

6.1.2

This subsection highlights the loan classification,
provisioning and charge-off practices commonly adopted
by Als for their credit card portfolios. The HKMA does not
intfend to prescribe a standardised approach for these
practices, as this may not suit the circumstances of every
Al

It is envisaged that the adoption of new Hong Kong
Accounting Standards (“HKAS") in 2005 and the
implementation of the revised capital adequacy standards
in 2007 wil bring about further changes in the way Als
grade the credit quality of their retail assets and estimate
the potential losses on these assets. The HKMA will
monitor such industry developments and consider
providing more specific guidance on these issues as and
when necessary.

Overdue period

6.2.1

6.2.2

6.2.3

Credit card receivables are generally monitored
collectively on a portfolio basis and classified according to
the length of the overdue period.

The practice of determining the overdue period for éredit
card receivables varies among Als. The overdue period
may be computed starting from:

e the first statement date;
o payment due date shown in the first statement; or
s the second statement date.

However it is measured, it should be applied consistently
and stated explicitly in an Al' s policy.

In determining whether an account is overdue, some Als
may allow a grace period for delayed payments due to
technical factors such as postal delay or simple oversight.
The grace period normally ranges from one day to a few
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days and if the minimum payment is settlied within the
grace period, the account will not be regarded as overdue,

6.3 Loan classification and provisioning

6.3.1

6.3.2

6.3.3

Every Al should ensure that its loan classification and
provisioning policies can fruly reflect the asset quality of its
credit card portfolio and provide adequate provisions to
absorb potential losses that may arise from the portfolio.

As the quality of a credit card portiolio may be best
indicated by the repayment performance of individual
cardholders, the HKMA consnders it acceptable for Als fo
use the overdue period® as a predominant factor in
classifying their credit card receivables. The following are

some commonly adopted criteria for classifying such
assets:

«  Special mention - accounts overdue for more than 30
days to 80 days;

e Substandard - accounts overdue for more than 80
days to 120 days;

e Doubtful - accounts overdue for more than 120 days
to 180 days; and

e  Loss - accounts overdue for more than 180 days.

Following the adoption of HKAS 39, the existing approach
of maintaining specific and general provisions has been
replaced by that for specific and collective provisions®®
As a result, Als will need to ensure that the approach they

= A common practice among Als Is lo compute the overdue period using the payment due date
shown in the first statement. Als applymg a different basls In the computation of the overdue
period should take this into account in adopting the classification criteria set out in para. 8.3.2

above.

% rFor the purposs of this module,

0] “specxf ¢ provisions” means an allowance for impalrment loss of financial assets that are

individually assessed for impairment in accordance with HKAS 39, and provisions made in
accordance with HKAS 37; and

(i) “collective provisions” means an allowanca for impairment loss of financial assets that are

sollectively assessed for impairment in accordance with HKAS 39, and provisions made in
accordance with HKAS 37.

In addition, Als may, in some circumstancss, be required to hold a regulatory reserve far
general banking risk.

19:28
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6.34

8.3.5

6.3.6

use for arriving at these provisions for credit card
receivables meets the accounting requirements.

Als are encouraged to develop appropriate models (e.g.
historical experience-based loss rate models adjusted to
reflect current conditions, migration analysis or various
other statistical methodologies) to estimate the amount of
xpected losses for the credit card portfolios, which may
serve the purpose of a collective impairment assessment.

One of the models commonly used by international banks
is the roll-rate (or net flow rate) methodology: which
analyses the migration of accounts from one billing cycle to
the next, Roll-rate is the percentage of balances, or
accounts, that move from one delinquency stage to the
next. In terms of the credit card portfolio, his model is
based on historical loss experience, and projects the future
contractual losses (net of recoveries) that are embedded
within the portfolio by taking the roll-rate for each time
band, including that for “non-delinquent’ accounts, and
multiplying it by the net contractual loss for that time band.

The roll-rate model can be adjusted to:

o reflect the effects of current economic conditions that
did not affect the period on which the historical loss
experience is based and other factors such as the
effectiveness of loan collection activities, recovery
and write-offs; and

« remove the effects of conditions in the historical
period that do not exist currently.

Subject to availability, a minimum of three years
(preferably five years or more) of data should be used for
the measurement of historical loss rates. Factors affecting
economic conditions can be, for example, GDP, interest
rate, unemployment rate and bankruptey legislation.
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6.3.7

Based on collection experience, when a portfolio’ s history
reflects high losses and low recoveries, more conservative
standards are appropriate and necessary. For example,

" Als should fully recognise incremental losses that may be

inherent in over-limit portfolio segments and restructuring

plans (in particular those with little progress in reducing the
principal owed).

64 Charge-off

6.4.1

8.4.2

6.4.3

Als should set out clearly in their policies and procedures
the criteria (i.e. the charge-off triggers used, such as
bankruptcy or the overdue period) and the methed (manual
or automatic) for making charge-offs, An automatic
charge-off mechanism can reduce manual intervention.

As reflected from industry practices, most Als perform their

charge-off exercise on a monthly basis and charge off their
credit card accounts when:

e the accounts have baen overdue for more than 1 80
days® ;

e  abankruptey petition is filed against the cardholder or
a bankruptey order is issued;

e a portion of debt was forgiven in a settlement
arrangement®: or

o aloss due to fraud or other reasons is discovered and
determined.

Als may be required to provide justifications if their
practices are less prudent than the above,

Als should keep memorandum records of charged-off
accounts for the amounts sfil formally owed by
cardholders.

7 It is noted that some Als adopt more stringent criteria by setting the charge-off trigger at 150
days or aven 120 days overdue.

% Borrawers with financlal difficulties may negotiate settlement agreements with Als. In a
settlement arrangement, the Al fargives a portlan of the debt In exchange for the borrower s

promise to repay the remaining balance sither in a lump-sum payment or by amorlising the
balance over several montha,

28-JAN-2011 19:28
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Annex A: Scoring systems

A1, Types of scoring systems

A1

Scoring systems and scorecards are tools used to predict the
credit behaviour and repayment risk of individual customers
based on application data and data obtained from the credit
reference agency through credit checking. They evaluate the
credit quality of a borrower by assigning statistically developed
scores {0 defined credit aftributes.

There are generally two types of scorecards: credit scorecards
and behavioural scorecards. Credit scorecards are used in new
account applications to assess the creditworthiness of applicants.
Behavioural scorecards assess the quality of a customer through
studying his account performance and credit behaviour such as
cash advance, repayment performance, expenditure pattern and
credit limit utilisation over time. Behavioural scorecards are

usually applied in the review process, individual account

management, coflection or fraud detection.

AZ2. Development of scoring systems

9 A12
A2.1
)
A2.2
A2.3
28~-JAN-2011 19:28

A successful scoring system provides a standardised way of
measuring the inherent risk of a borrower. An important measure
of a scoring system is its definition of risk and the care with which
explanatory variables are defined, data are collected, and the
system is tested. The standardised risk measurement should be
based on historical data, measure the risk of default or loss and
produce consistent results across time for a wide range of
borrowers, Further investigation should be made on borrowers
who do not meet the scoring criteria.

There should be a proper management approval process for the
rollout of new scorecards. Such a process should include

selection of data samples, testing of the model and approval
hierarchy for the rollout.

Scorecards should be developed by the credit risk management
unit and, if necessary, in conjunction with an external vendor with
relevant expertise in statistical modelling. Extemnal vendors

41
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A2.8

usually build scorecards based upon specific information and
parameters provided by an Al' s management®,

To achieve better predictability of a scoring model, the
development sample should preferably be selected from an Al's
database containing customers who applied for credit within 2
reasonably recent period of time, say, two years.

Scorecards should be validated by appropriate testing on bad
rate (i.e. the percentage of approved accounts that became
delinquent), and user acceptance before farmal implementation.

For application scoring models, the cut-off score should reflect the
underwriting standards and risk appetite of Als. There should be
proper controls on who may decide and approve the level of the
cut-off score, and the circumstances under which the cut-off score
may be revised. Reasons and justifications for setting or
changing the cut-off scores should be properly documented.

A3. Monitoring of scorecard performance

A3.1

The credit risk management unit should regularly monitor the
performance of the scorecards by reviewing management reports
covering: :

o population stabilty - a report comparing the current
application population and the population on which the scoring
system was developed and measuring whether there are any
material changes in the score distribution over time;

o characteristic analysis - an analysis measuring changes in
applicants’ scores on individual credit attributes over time.
This process is fo help identify whether there is any shift in the
population (which may in turn manifest itself in a change in the
population stability index). The overall predictive power of the
score in distinguishing good credits from bad credits should
also be reviewed;

o approval and rejection rates;
e high and low side override rates®®: and

2 Data used to develop the scorecard can come from thres maln sources:
o an Al' s previous good accounts, bad accounts and rejected applications;
s pooled or purchased data whose features closely rasemble applicants which the Al targets;

and

o expert intelligence (i.e. the logic and evaluatlon processes used by successful credit

officers).

19:28
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e delinquency vintage analysis - an analysis of the distribution of
delinquency ageing by the time of account inception.

A3.2 \Validation of scorecards should be done regularly as needed to
keep them statistically sound. The predictive ability of the
scorecards should also be periodically evaluated by using
statistical principles and methodologies.

A3.3 Proper controls for initiating the redevelopment of scorecards
should be established specifying the criteria for initiating the
redevelopment, and who may initiate and approve the
redevelopment.

¥ An override is a decision to accept or reject an applicant when the scoring system says
otherwise. A high side override means that an Al rejects an application which the scoring
system would approve while a low slde override means that an Al approves an application
which the scoring systemn would rgject.
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Your Reft!

Office of the Privacy Commissioner

for Personal Data
12/F, 248 Queen's Road East . f{
2 A
Wan Chai ECEIVED
3 Hong Kong =\ = QFEB 2011
At - Pri/acy ggﬁmm&’
Dear Sirs,

The Sharing of Mortgage Data for Credit Asscssment Consultation Document

Thank you for your further letters dated 28th January and 2nd February 2011 (the

"“Letters"). We appreciate the opportunity to provide further information and address

questions-raised during the Public Forum and other consultation activities conducted by

or on behalf of the Office of the Privacy Commissioner for Personal Data ("PCPD"). In

addition to the questions set out in the Letters, please find enclosed our response to other
- questions recorded by us from the Public Forum.

Please find our response to the questions following the order in which they were set out
in the Letters.

Letter dated 28 January 2011
Past statistics on delinquency rate and bankruptcy rate

2. Please see below a table showing the requested statistics. Those statistics
indicate:

(a) a continuously worsening credit card bad debt position from 1998 to

2002; and
Chalrman  Bonk of China (Hong Kong) Lid EIG BB (B SRaw
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(b)  an increasing number of personal bankruptcies from 1998 to 2002 with an
increase of more than 20 times comparing the number in 1998 to that in
2002.*

By the end of 2003, the year in which the sharing of positive consumer credit data
was introduced, the credit card bad debt position had improved and the number of
personal bankruptcies had decreased. The average amount of indebtedness of the
bankrupts for the years for earlier years is not available from the Hong Kong
Monetary Authority ("HKMA") or from public sources. Nevertheless, the
Consultation Document (August 2002) relating to the Positive Credit Data
Sharing referred to a report prepared by Mckinsey & Co (November 2001). That
report was based on Mckinsey's sampling survey on information provided by the
Official Receiver's Office for 2000. It indicated that the average bankrupt in Hong
Kong borrowed from 12 financial institutions and incurred total indebtedness
equivalent to 55 times his monthly income.

1998 1999 2000 2001 2002 2003
Amount of credit card
borrowing / rollover data not | data not
(HKD Billion) available | available 27.85 33,01 32.08 27.8
% credit card charge-
off 3.1 4.9 3.71 546 13.25 10.02
Loans of retail banks
overdue for 3 months
(%) 5.18 6.62 4.87 3.95 2.77 2.04
Number of personal
bankrupteics 1.362 3,876 5.487 13.186 | 26.922%* | 22,092

¥The increase in number of personal bankruptcies from 1998 to 2002 may be attributable to
various factors, including the Asian financial crisis in 1997/1998 and the enactment of the
Bankrupicy (Amendment) Ordinance in 1996, which came into operation in 1998, One
amendment fo the Bankruptcy Ordinance provide that a bankrupt will be discharged from
bankruptcy 4 years from the dare of the bankruptcy order provided that there is no obfection
Jrom the creditors or the trusiee.

** Please note thar the reference to “2003" in paragraph 4.11 of the Consultarion Document
should be to "2002" instead.

Lower pricing for performing borrowers

344,
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This is the type of question which cannot be addressed by a simplistic approach.
Interest rates are determined by a multiplicity of economic and market factoss.
Furthermore, ecach credit provider has its own policies for determining interest
rates for credit facilities having regard to the credit risk and income of a customer
and the total relationship between the credit provider and the customer. We
acknowledge that positive consumer credit data sharing on unsecured lending was
only one of the factors contributing to the decrease of interest rate between 2004
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to 2009. There is no statistical study on the effect of the various factors on the
interest rates at that period of time or how much each factor contributed to the
decrease of interest rates. We would emphasize that, with the introduction of
positive credit data sharing on unsecured lending, credit providers took such data
into account in gaining a more comprehensive understanding of a consumer's
credit and repayment position which, in practice, resnlted in credit providers
offering more favourable interest rates in some cases and more diversified
unsecured consumer credit products as a whole. Although no official survey has
been conducted, we understand that the amount on personal credits owing to
major banks in Hong Kong accounting for 70% of the consumer credit market
increased by about 100% from 2005 to 2010 whilst the amount on credit card
facilities increased by about 50% for the same period. According to the records of
TransUnion Limited, the number of personal credits between 2005 to 2010
(excluding credit card facilities) increased from 1,172,429 to 1,377,593, That was
the result of the availability of more diversified unsecured consumer credit
products enabling consumers to consolidate their indebtedness or obtain personal
credit other than through credit cards. The interest rates on these personal credits
were materially lower than the interest rates on credit card facilities. As an
example, according to surveys conducted by the Consumer Council, the interest
rates on tax loans were 3.79% to 15.94% in 2006 and 1.75% to 9.76% in 2010,
compared to credit card interest rates of 13.8% to 34.5% in 2006 and 8.41% to
36.07% in 2010.

Promoting long term stability of property market

5+6.

We repeat our response in paragraph 9 of our letter dated 28th January on the
same question. We would also add that, whilst the inflow of foreign funds is
beyond our control, we consider it appropriate to take steps, within our means by
promoting prudent lending and preventing over-borrowing, so as not to further
fuelling the housing market boom.

Promoting responsible lending and better risk management

7+8.

(2) If interest rate rises, the repayment burden of mortgage borrowers will
increase accordingly. If property prices continue to increase further
building up the bubble effect, the strain on the repayment ability of the
borrowers and on the financial health of the credit providers and the
economy as a whole would be more severe when the bubble eventually
bursts. If interest rate rises while property prices drop significantly at the
same time, many borrowers may not be able to afford the increased
repayment burden. They may have no other option but default. The
financial services sector could potentially be subject to significant impact.

(b)  We have conducted a stress test as requested. As illustrated below, if
interest rate rises by 2% from 1% to 3%, the debt-to-income ratio (DTI)
will be increased from the current cap of 50% to a level of 60%. If the
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interest rate further increases by 2% from 3% to 5%, the DTI will be
increased from 60% to 72%. Further, the lower the monthly income of a
consumer, the more significant will be the negative impact of the increase
of interest rate on him.

Table showing results of stress test conducted based on the following
assumptions:

Mortgage loan amount: HK$1,000,000

Mortgage tenor: 20 years

Interest Rate: HIBOR + 0.7% = 1% per annum

Monthly income of borrower: HK$9,200

Before interest rate increase After interest rate increase
Interest Rate | Monthly DTX Interest  Rate | Monthly DTI
{per annum}) | mortgage (per annum) mortgage

instalment instalmcnt

payment payment
1% HK.$4.600 50% 3% HK$5,546 60%
3% HK3$5,546 60% 5% HK$6,600 T2%

Scope of morigage dara to be shared

5+10. Mortgage data relating to overseas properties will be included in the proposed
scope of sharing as long as the mortgage loans are granted by a credit provider
and booked in Hong Kong. This is in line with the objective of understanding the
total indebtedness of a consumer and hence the proposed inclusion of properties
Irrespective of the type or location of the properties.

Relationship between mortgage count and credit status of customers

11+12. The mortgage count information relating to a consumer to be maintained in the
credit reference agency ("CRA") will be contributed by credit providers that have
granted mortgage loans to the consumer. This information allows credit providers
to verify information provided by the consumer. Further, afier obtaining the
mortgage count from the CRA, a credit provider may obtain further information
from the consumer as appropriate, including, information about mortgage debt
repayments. Such further information will enable the credit provider to
understand the total indebtedness of the consumer and facilitate the offering of
consumer credits (including restructuring existing credits) that better suit the
consumer's financial needs.

Whether partial Hong Kong Identity Card ("HKIC") number is adequate

13-15. Please refer to our response to Question 9 in the enclosed document,

74/ 190,

i
/



)

%

J

NG TITHS AN L «

. 09-02-11:14:54 . :

THR
Honc Kong
ASSCGIATION
OF
BANKS
THRBT LW

Whether Contributed Data would be supplied to CRA if a loan was secured by a
combination of assets

16.  Loan or revolving loan secured by multi-collateral including properties, securities
and other assets is under the scope of contribution. This is to ensure that credit
providers have & full understanding of the total indebtedness of the consumers for
credit assessment purposes.

Letter dated 2nd February 2011

Written consent from customers

In compliance with the Supervisory Policy Manual IC-6 published by the Hong Kong
Monetary Anthority, credit providers have to make full use of the consumer credit data
from the CRA for assessing credit application or conducting credit review. This process
ensures that credit providers only grant credit to a consumer after having conducted a
credit assessment on the consumer with regard to the credit report of the consumer from
the CRA, amongst other relevant information. Generally, credit providers will obtain
written consent from consurners before accessing their credit reports from the CRA for
credit application purpose. If a conswmer refuses to provide a written consent, a credit
provider may consider his credit application taking into account the total relationship
between the credit provider and the consumer and other relevant information.

If you have any further questions, please do not hesitate to contact us.

Yours faithfully,

Consumer Credit Forum

Enc.

¢.c. Hong Kong Monetary Authority

# 5/ 10
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Room 525, 5/F.. Prince's Building, Central, Hong Kong FPRAFRLSHSLSE
Telephone: 2521 1160, 2521 1169 Facsimile: 2868 5035 UL 5 2521 [160,2521 1169 [ESCALIT ¢« 2868 5035
Emuail: info@hkab.org.hk Web: www.hkab,org.hk WUHE ¢ info@hkab.orghle 404k @ waww. hikab.orghk
25 February 2011 By Post & Fax: 2877 7026
Your Ref.

Office of the Privacy Commissioner
for Personal Data

12/F, 248 Queen's Road East

Wan Chai

Hong Kong

Attn: A

Dear Sirs,
The Sharing of Mortgage Data for Credit Assessment Consultation Document

Thank you for your letter dated 22 February 2011 (the “Letter"). We appreciate the
opportunity for providing further information and addressing questions from the Office
of the Privacy Commissioner for Personal Data ("PCPD").

Please find our response to the questions following the order in which they were set out
in the Letter.

Whether partial Hong Kong identity card number is adequate

3, Our letter of 9 February 2011 should have made reference to Question 10 of the
document attached to that letter, We understand that TransUnion Limited has
responded to PCPD on this point.

Mortgage loans application data

4. The mortgage count of an individual is the number of mortgage loans that the
individual has drawn. In a case where a morigage loan applicant applies to more
than one credit providers and the applicant eventually only draws one mortgage
loan, the mortgage count will be "one".

Chairman  Bunk of China (Hong Kong) Lid ER PBEERET (FE) RS
Viee Chairmen The Hongkong and Shanpghai Banking Corporution Ltd MERF FELEEDRTHERAR
Standard Chartoved Bank (Fong Kong) Lid WITRT (FiE) FRAF

Secretary 1 Fi

Ineorporated by Ordinance, Cap. 364
RIS G TRI6A T RN

25-FEB-201i1 15:b4 6% P.00OL
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Lower default rate
3. As mentioned previously, statistics from other jurisdictions are often not available

and, in any case, we consider the statistics from other jurisdictions offer limited
comparison value given the differing laws, regulatory requirements, market
practices and circumstances in those jurisdictions and Hong Kong, For example,
in some jurisdictions the credit data sharing regime was launched in a single stage
covering positive and negative data as well as unsecured and secured facilities. It
is therefore more important to focus on the Hong Kong market where there is
significant improvement in the overall loan delinquency and credit card bad debt
situation since the sharing of positive consumer credit data of unsecured facilities
was introduced in 2003. Please refer to paragraph 4.10 of the Consultation
Document for statistics.

Threshold amount

6. (a) As explained in our letter to the PCPD dated 28 January 2011, a credit
provider has to consider a number of factors (and not only the amount of
the credit applied on an isolated case basis) in order to assess the credit
worthiness and repayment ability of a consumer. Factors such as the
monthly income and the amount of other outstanding indebtedness of a
customer will affect a credit provider's assessment of the credit worthiness
and repayment ability of a customer. Accordingly, it is incorrect to assume
that the credit risk of a consumer (and thus the need to access positive
mortgage data of the consumer) will be correspondingly lower if a smaller
facility is applied for. It follows that it is not necessary or appropriate to
set a threshold amount such that credit providers can only access the
Mortgage Count if the credit facility limit reaches the threshold amount.
Whether there is over-borrowing or over-leveraging is not determined by
the amount of a single loan on an isolated basis but rather having regard to
the total indebtedness and repayment ability of the individual. Therefore,
credit providers need adequate and effective tools to conduct
comprehensive credit assessment.

b The observation that banks do not require detailed financial data in
processing applications for some credit facilities (e.p. tax loan) may not be
entirely correct as the general practice is to apply the same approach
regardless of the types of facilities application.

Overseas borrowers

7. The principal objective of the proposal is to facilitate comprehensive credit

25-FEB-2011

assessment of consumers thereby promoting responsible lending and borrowing
in the Hong Kong consumer credit market. Credit providers have responsibility to
protect and prevent customers (whether they are local or overseas) from over-

16:564 96% FP.002
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borrowing in Hong Kong. Accordingly, the proposed scope of positive mortgage
data sharing covers mortgage loans that are booked in Hong Kong whether the
customner is based in Hong Kong or elsewhere. Without contributing the mortgage
data of overseas borrowers, credit providers will not be able to conduct
comprehensive credit assessment in the event that the overseas borrowers decide
to apply for further credit facilities from credit providers in Hong Kong.

Bringing benefits to consumer

8. (2)

(b)

We would re-iterate that interest rates are determined by a multiplicity of
economic and market factors. Moreover, each credit provider has its own
policies for determining interest rates for credit facilities having regard to
the credit risk and income of a customer, the total relationship between the
credit provider and the customer and the existing economic environment,
Accordingly, credit providers are not in a position to provide in explicit
terms the level of decrease in interest rate that may result from the
implementation of the proposal. Further, the present mortgage interest rate
is at a historic low leve] attributable to unprecedented economic factors
around the world. The low interest rate trend is likely to change in time in
which case there will be more room for adjusting mortgage interest rates.

Furthermore, benefits to consumers may take a number of form and may
not be a direct reduction of mortgage interest rate. As can be seen from
the introduction of positive credit data sharing on unsecured lending,
having a more comprehensive understanding of a consumer's credit
position and repayment ability resulted in credit providers offering more
diversified unsecured consumer credit products as a whole to customers.

If you have any further questions, please do not hesitate to contact us.

Yours faithfully,

Consumer Credit Forum

c.c. Hong Kong Monetary Authority

26-FEB-2011 15:b4
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February &, 2011
Office of the Privacy Commissioncr
For Personal Data
2715, 248 Queen’s Road Last
Wanchai
llong Kong
Altention:
Fax: 28777026

Dcar Sirs,

The Sharing of Mortaage Data for Credit Assessment — Consultution Doeument

First, we would likc to thank you for (he opportunity for us o comment on the
Consultation Document. As rclated matters, we also refer to your letters to us addressed to
us dated 18 January 2011 and 2 February 2011 on the same subject rcquesting our
response to your questions raised. Please treat this letter as both our responsc to the
specific questions and our submission of comments to you on (he Consultation Document.

Please nate, however, that our responsc below is only piven to you in the context of the
proposals to expand the present scope of credit data to include sharing of positive
mortgage data. Tt is not intended Lo be our position in a different context and information
provided should only be used in conjunction with the relevant proposals and not for any
other purposes. Furlher, information below only containg our present view n response to
the proposals and docs not constitute definitive undertaking or declaration to do or refrain
from doing certain acts if the proposals are adopted.

Your Letter dated 18 January 2011 - Question 6

G, In your capacity as the CRA responsible for processing the Contributed Data,
please provide us with supporting information or evidence showing (hut each item of the
Contributed Data 1o be contributed to you by credit providers is ncecssary and not
excessive for the purposc of customer identification.

The Contribuicd Data are;

~ Naince

- Capacity
BWHEHOERA RS T .
FRAD R WREIONER L EBCRI00IE  E% (a0 9979 3000 R (852) 2590 4589
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- HEID Card or travel document number

- Date of Birth

- Gendor

- Correspondence Address

- Account number, type of facilily, acoount status and closed date

Our Response

As you are aware, generally as a CRA, other {han having to take reasonably practicable
Steps o cnsur that the data subject’s data is correctly matched with his existing file, we
should also take reasonably practicable sleps to ensure that the dafa contribuled is itself
accurate.  Needless to say, wrong matching of credil information can bring about very
detrimental cflect on the individual [inancially or otherwise and induccs consumer
complaints against dillerent parties involved.

The data ficlds which are the Name, HK1D/Travel Document Number, Date of Birth and
Correspondence Address are the. key ficlds of our system developed in conjunction with
credit providers to unique identify an individuat subjeel. The data of such subjects may be
contributcd by different credit providers at ditferent times, Our system has been designed
to use the combination of the key data liclds that mentioned above with a sophisticated
luzzy matching logic to identify the credit dala confributed by different credit providers
that belong (o the same individual subject and merge the information for the same sub ject,
The complicated logic by using the above key data fields is necessary in order to cnsure
the credit information as woll as the operational calculution of the mortgage count will he
linked to the right individusl subject. Insufficient credit information will affect the
aceuracy ol the identity and hence the matehing of the credit data. Our system has been in
place since 2001 and we have achieved a very high accuracy rate with our matching logic.
The removal of any dala ficld mentioned above niast have an adverse impact an the
accuracy ol our existing matching system but it is difficult to estimate how much the
mpact is as we do not have actual empirical dala of variows scenario. [urther, ploasc note
that all credit burcan around the world that we know of all use a combination of data fclds
as part of their matching system in order to enhance (he accuracy as much as pessible.
This is standard eredit bureau practice.

Please also note that at the moment, credit providers do not have uniform practice in what
identity data they contribute. Morteover, not all data fields are provided. Therelore, the
Same consumer may have different fields contributed by different credit providers. By
way of example only, one credit provider may contribute a consumer’s name, HKID
number, gender while anuther may contributc the nume, passport number and address. For
this Teason, our matching system currently contains all (he above fields to maintain ite
acouracy and stability.

I owi ok - A\ r
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T SRR R OIE R K BGR 1001 Bl (852} 299 4000 14 [ (#57) 2890 4580



FEB.J3.2011 16:0Z TRANSUNION #3634 P.

Traﬂs Unton transUnion Limsted

s }{‘z,é Suite 1001, “vwer 6, The Hatevey
e AP 9 Canton Raad, Ivine Sha Taui

Kowlocp, Hong Kung

Tel (857) 2979 3000
Fax {857} 2800 4539
W Etansusion ik

We would like to provide more information on individual data fields. The data field
"account number” s used to identily the same account that has been contrihuted by the
specific oredit provider for ongoing monthly update. The data field "type of the facility” is
used to identify if the credit account is a mortgage account for special process handling,
The data field "account status” is used to diflerentiate if the mortgage account is a negative
account or a positive account for diflorent process handling,  The data field ol "closed
date” is uged for data retention period culeulation and contral.  Llence, all these fields are
necessary for updating and handling pursuant to the requirements of the Code of Practice
on Consumer Credit Data,

The data lield Capacity is an industry requirement in order for the mortgage count to be
categorized into different capacity level such as number of maortgage count as a'borrower,
number of mortgage count as & guarantor.

Partial [D

We understand there are concerns regarding the necessity of providing the full set of
HKID number as part of credil duta file, This also relates to your questiong sent ta us by
email dated 28 January 2011, As mentioned above, as CRA, we need to take reasonably
practicable steps to ensurc the accuracy-of the input data. We currenily have in place Alter
that prevents non-authentic or wrong HKID card mumber from being cntered into our
system. For example, HKID card with less than one alphabel and 7 mambers arc rejected
from our system. Also, current, we arc able t ascertain with the full sof of HR 11 number
whether the number is genuine as the digit in brackets has a pre-determined rclationship
with the 6 preceding digits. Any non-authentic HKID number will be rejected.  This
ensures the HKID number being input is genuine and correct and belps to maintain the
accuracy of the data. It also helps the bank to detect any fraud or inaccurate input of
LKD),

Only using partial 1D for matching is not reliable as there can be many vartations with (he
same partial ID information. Currently, as it is not mandatory under the Caude or the law
to provide TD, not all of the credit providers provide this field. Parlial TD cannol be used
for our ID authenticity check, Even if partial TD is used in conjunction with other data
ficlds for matching, the result may stil] be inaccurate. Note that it is not wnusual for
individuals with similar names to have similar addresses. We also had cases where
individuais with simailar names had resided in the same address at difforent times. Henee,
while using only partial 1D and relying on other data like name and address will increase
the accuracy ratc compared to just using the partial T, in genceral, the more data ficlds are
used the higher the accuracy.

Pleass also note that if there are proposals to usc only partial ID, the industry should be
consulted und data inpul practice should be made unilorm. A long lcad time and system
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changes are required not just by us but by credit providers as well. It may not be foasible
to make any change concurrent with the current proposals.

Your Letter dated 18 January 2011 - Qupstion 9

To assure the customers (hat their financial data will bo adequately protected, pleasc Ict us
know (i) if you arc prepared 1o follow the advice of the Commissioner indicated ahove:
and (i1) whether and how you will provide further sceurity safegnards.

Our Response

With respeet to the proposal in paragraph 5.45 on conducting an compliance audit on the
expanded data scope on the adequacy of our data handling system and including the scope
m our annual privacy compliance audit, provided we receive more. specific guidclines
from your offiee on the scope and adequatc comments on the compliance plan, we arc
happy to adopt this proposal.

Wilh respect to paragraph 5.46 regarding periodic IT sceunity audits, we would like (o
point out that currenily, the followin g measures are already in place which cover security
issues:

1. Pursuant to Clause 3.14 of the Code of Practice on Consumer Credit Duta, we
have heen engaging indepondent auditors to conduct annual compliance reviews under the
Code and the Privacy Ordinance. The reviews specifically cover the sceurity of consumer
credit data.  We have submitted 7 compliance Teviews in (he past already and in each
teview, there have been no sipnificunt findings by auditors or there have been no
significant comments from PCPD. We do not see the nced or justification to impose a
compliance review and separate scourity audit.,

2. On a’periodic basis, we have a dedicated audit team from our headquarters in the
US to conduct onsite audits which covers in particular syslem security, The audit ensures
we comply with glabal system sceurtty standards. We have had no significant lindings in
the past. The audit principles used by our US team are based on ISO 17799 which we
understand is the basis of 1SQ 27002,

3, Our annual financial audit also extends to data sceurity on a system and network
level and we have had no significant findings in the past.

We believe (he current audits in place are sufficient (o address any syslem security issuc.
I3t helps to assure public confidence, upon appropriate confidential undertakings by your

s
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office, we may consider sharing with you our internal US andit Teports which is based on
I8 17799, Given that the incremental data is not significant compared (o the size of our
existing database and on the basis thal we have adequate controls and audits in place to
address any sceurity conecrn, we therefore do not support the proposal. We do pot have
plans at this point to provide farther security saltguards in view of the ex panded database.,

Your Letter duted 2 February 2011

Proposal {o include in the Code prohibition, against transfer of consumer credit data to
place outside Hong Kong by « CRA

Cur Hesponse

Please be informed that we have not and do not have plans to transfcr consumer eredit data
outside Hong Kong whether or not there is any express prohibition.

If you have any questions on the above, please do not hesitate lo lot us know.

Yours faithfully,

For and an behalf of
TransUnion [imnited

co
Fax:

c.c. HKMA
Fax:!

c.c. Policy 21 Limited
Fax:.
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28 February 28, 2011

Office of the Privacy Commissioner
For Personal Data

12/, 248 Queen’s Road Cagt
Wanechai

Hong Kong.

Attention.

Fax: 28777024

Deur Sirs,

The Sharing of Mortgage Data for Credit Assessment
Consultation Document

We refer o your letler addressed (o us dated 22 February 2011 requesting our respouse to your
specific questions rafsed in relation to the Consultation Document on the Sharing of Mortgage Tala
for Credit Assessment, '

We would like 1o respond to your specific questions as follows using (he same numbering as your
questions asked: '

Question 4

You went on to (alk about the sophisticated fuzzy matching logic to identify the credit data
coatributed by different credit providers that belong (o the same individual and merge (he
information for the same subject, You then concluded that the complicated logic by using the
above key data fields is necessury in order to cnsure the credit information as well as (be
operational calculation of mor(yage count will be linked to the right-individual subject. Without
concrete examples, (he mere explanation piven by you iy insufficient to convigee us that the
abave data ficlds are neeessary to correctly nttribute the Mortgage Count (o individual. Unless
you can provide us with eoncrete cxamples fllustrating why cach field is necessary to correctly
identify an individual, it is our preliminary view that contribution of the “name” topether with
“Hong Kong identily card/travel document number® only are sufficient. Tri your justifications,
you shouwld demaonstrate that your asser(ion is correct and convincing by providing us also with
the failure rate to correctly identify an individual in case only the following items of personal
data were eontributed by credit providers to (he CRA: .

(a) Name, IKTD/travel documenft number;
(b} Name, TTKID/travel document mmber; date of birth; or
Name, HK1D/travel document number, corrvespondence address.

A: Please find the attached document with detailed conerete examples illustrating why the mentioned

fields are necessary to co rrectly identity an individual.
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TransUnion TransUnion Limited )
= }IM Sulle 2001, Tower 6, Ve Gareway
SR A 9 Canlon Road, 1sim Sha sui

Kowloon. Hany Kong

Tel (852) 2979 3000
lax (852) »890 4h88
www.transunion, hk

Question §.

As for the reason that the sume consumer may have differcnt fields contvibuted by different
credit providers; it appears to us that this problem may be resolved by requiring the credit
providers to supply information in standardized information fields. In our view, individuals®
personal data privacy should not be compromised by credit providers variation in practice
when contribuling the velevant data field. Credit provider’ problems should be remedicd by
themselves.

At Currently TU provides a standardized format to the credit providers (or data coutribution, There
i8 no variation of format. ITowcver, there may be variation oCinformation provided by different credit
providers in different time period. Such variation is possibly dus to the customers provide different
data to different oredit providers, This may be caused by change of the customer’s name (e.g.
previously called Chan Tai Man and now re-named 1o Chan T'ai Wen Peter); or & change of or change
of identity document held (g previously use (ravel document in Bank A for crodit application and
curren(ly using the new issued Iong Kong Tdeutity Card 1o apply credit in Bank B).

The fact is that without customer®s notification, the credit providers themselves will not be aware of
the above problems wuidl there js system cross checking on the data provided by various eredit
providers pecformed by ‘L'U. For cxample, customer X applied a credit card with a passport in Bank A
in 2003 and no further update or borrowing hag been made to Bank A. X then applied another credit
card with Hong Kong Identity Card with Bank B in 2008, It is not until both Bank A and B
contributed the data (0 TU and TU performed the cross check. that the Banks would be aware of the
customer’s data was inconsislont across the Banks.

Without additional information such as address and/or date of birth, TU could hardly identify whether
X is the same person or two different individual. The credit providers would then follow up and
update the data with the customer.

Question 6.

You have notincluded he item “gender” as a required ficld for identification purpose. Unless
we are provided with further justifications, we (end to take the view (hat “render” should be
exeluded from being an item of Contributed Data. The same rutionale should be applied to the
cxisting provisions under Clauses 2.4.1 and 3.1.1 of the Code of Practice on Consunier Credi(
data. Consequently, these clause will be amended by deleting the word “scx”, wilh the result
that eredit providers is refrained from providing the gender of consumers to the CRA and that
CRA should not disclose the gender of consumer in its evedit report, You are thus requived to
delete from your current database (he “sex’ of each data subject. Please lef us lnow if you have
any insurmoun{able difficulty in meeting the above requircments,

A: We have no objection 1o your suggestion of excluding “Gender” from data contribution and will
comply according to the upcoming amendment of the Clade of Practice on Congumer Credit data.
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Effect of Mortgage Count on credit score
Question 7.

Some respandents worried about the fmplication of the Mortgage Count on consumer credit
seoring, e.g. whether a high count of outstanding mortgages would be construed as a high ris)k
factor in the compilation of credit scores. Given that Mortgage Count in itsclf would not
provide a full picture of a borrower’s credit standing and might resul( in a “m islabeling” of an
individual's credit worthincss, please confirm to us whether Mortgage Count would be uscd to
compute an individual’s credif score. Tf so, please cxplain how and in'what proportion
Mortgage Count would affeet a credit score, and allay the concern of “mislabeling”. Pleasc also
provide us with the formula for computing credit scores (o show that credif scores are fair and
accurate means to measurce copsumers® eredit standing.

Ar Please be confirmed that the Mortgage count will not be wed to conipute an individnal's credit
seore. Score formula is the proprietary information of the score deviloper, which is confidential and
cannot be disclosed,

Mortgage Count for geneval credit assessment
Question §.

A Tlis technically feasible, M. orlgags count can be applied only to mor{gage loan application,

Lrevision of free credit report and free access alert service
QCucstion 9,

- Currently we are providing free report to consumer whose credit application is being turned down by
financial instilution. Purthermore, we offer 4 full detail report and a summary report with differont
unit price to meet different individual's necds. As we are a conunercial organization, we have no plan
at the moment to provide free report or other grafitous services (o the public. This jssue has heen
raised with us again and again in the past and please understand our stance remaing the same,

LPravision of free credit report and [free aceesy alert service
Qucstion 10.

A Weintend to follow the existing Code of Practice on Consumer Credit Data on the Relention of
consuracr credil data by CRA
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Il you have amy questions, on the above, please do not hesitaic to let us know.

Yours faithfully,

Tor und on behalf of
TrangUnion Limited

¢.c. CCT

Fax

c.¢. HKMA

Fax:

Enel 3 'ages
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2 e
Exe

(1) Name, TKID/Travel Document Num ber

Case s Duata Name HKID Travel Document

provided by Nunher Justifieation

Without additional matching key ke
Date of Birth and Address, the system
has insufficient information (o judge
whether or not these two subjects are
teferring Yo the sumic consumer solely

CHAN TAL . based on the similarity of the names.
1.0 | Bank A MAN PUTER YOORTEMI2L | oy e may be possibility that (hey are
setually two different consumers with
similur names, or the same consumer
is applying (o the banks with two
different passports while HKID is not
yet availuble.

Rank B CHEN TAI MAN - 71123123123

Without additional mutching key like
Duale of Birth und Address, the system
cannol assame these two names are
referring to (he same consumer due (o
whe luck of a common identity
number, ‘There may be possibility (hat
CHAN ‘LAl oagee they ure zu?tuaﬂ){ L\fm diffez’eqt

MAN X1234567 - consurners, or different 1@6}\;@ ‘
documents luve been provided by the
same conswner to different banks
thereby (he banks are submirwing
different identity documenty to the
bureau. It may imposs vredit risk to
the banks if the burcan fails (o
identify thix case for the banks.

1.2 Bank C

CTTAN TAT

Rank D MAN - 1001234567

Without additional mutching key Iike
Date of Birth und Address, the system
has insufficient informarion 10 judge
whether or not these (wo different
13 Bank R CIIAN TAT X 1214567 nipics are refeming t'n the same

MAN constmer solely based on the
identical FIRID, There may be
possibility that the consumer has ever
changed his/her name or the HKID is
not easract due to whatever reasons.

CIIAN CHT

Bank F KEUNG

X1234567 -

N s .
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2) Name, HKID/Travel Document Number, Date of Birth

#3684 P.007 /008

Travel
Cas Dat 3 -
e . .Am Name HKID Docomant Da‘te of Justification
# provided by Number Birth
T ' Without additional marching key like Address,
CHANTAL the system cannot perform any Public Record
TV-IAN. matehing at all. Currently, only name and
2.1 The Court FLAT 4, ABC - - - address informavion aro available ffom the
I{o‘a 43 ) Court. Temay impose signficant impast o the
* ) industey if Public ltecord informarion is no
L _ _| longer available on the credit report.
The Liiale” = SHANTAL ) 51500567 - 7-Jan- 1980
Without additional matehing key like Address, |
the systom has insufficiens information 1o judge
whethar or not these two differant names are
referring to the same consumer salely bused on
CITAN TAT the identical TIKID. There may be possibility
2 3 {1234 - L Fan-1¢ L )
2 Benk A MANPUTER *1234567 7 Tan-1980 (hat they are relorring 1o different consumers -

' Just thal (the HKID is not carrect due to
whatever reasons, or they are actually (he same
consumer, only that the Date of Birth hag been
aceidentinlly reversed duc to whatever reasons,

Bank & VIDNTAL | 034567 - -Tal-1980
Without additions] matching key lile Addregs,
(he system cannot assume these two gamos are
referring to the same consumer due Lo the lack
of a common identity number. There may be
possibility that they arc acrually (wo ditfereny
CHAN LAl consumers, or different identity documen(s
23 : X12348 - -Jan- i
3 | BakC MAN X1234567 T-Jan-1980 have been provided by the same consumer to
different banks thereby the bunks are
submitting different identity documents to the
bursau. It may impose credit risk Lo the banks if
the bureau fuils to identily this case for the
banks,
CHAN TAL .
Bank D MAN - PO01234587 | 7-Tan-1980
Without udditional matching key ik Addregs, |
the system bas insufficient information w judge
: whether or not these two diffcrent names are
. CHAN TAl s refeiting to thesame consvner solely based on
24 | BankT: X 1234567 - ~Jan- e e i
MAN § T-a1980 the identical FIKIL) und Date of Birth. There
may be possibility that the consumer hay ever
changed his/her nume, or the LIKID is not
L correct due to whatgver reasons.
. CHAN CIl . .
anh DX - " 108
N Bank J: KEUNG X1234567 T-Tan-1980
S 3 B A Page 8ol 7
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(3) Name, ITRID/Travel Document Number, Address
. N Travel
‘ase | Data y .
¢ # A %‘;Vldca Nunie HKD Document Address Justification
Nomber
Without additional matching key like
Date of Birth, the system cannort assume
these two names are relerring to the
FLAT A, same consumer solely based on the
CHAN TAT 15717, 888 identical HKID. There may be
3. 34 e 34567 - i o ers ) . .
Bunk A MANPRILR X123456 ABC Road, | possibility that the name, or the IIKID is
XYz not correct due (o whatever reasons, or
only that the Address hag heen reported
in dillcrent way, or they ure actually
- . | referring (o different locations,
- . . 15A,BBC |-
ank R “HE 12 -
Banlk CHEN TAI MAN | 1234587 Road, XYZ
Without additional matching key ke
Date of Birth, the system caunot assume
these two anwes are celearing to the
samea consumer due (o the lack ofa
common identity number. Thers may be
FLAT A, possibility that they are actually two
- CHAN TAT : 15/1¢, 888 different consumers, or different identity
32 ank C {12 - : N .
Bank C MAN X1234567 ABC Road, | documents have been provided by the
XYz same consuner 1o diflftrent banks
thereby the banks are submitling
different idontity documents to the
bureau. Tt may impose credit risk to the
banks il the bureau fuils to identify this
case for the banks.
ULAT A,
Banlc 1> AN TAT - | Poniasesey | S BEE
KYL
Without additional matching key like
Date of Birih, the systen has
insuflicient information w judge
FPLAT A, whether or not these two different
. CTIAN TAT \ 1577, 888 names are referring w the same
33 | Bankl : X12345 - : -
nk MA_N X1234567 ABC Road, | congumer solaly based on the identical
Xy HETD and Address. Thiore may be
pogsibility that the consumer has aver
changed his/her name, or the HKTD s
not corteot due 1o whatover reasons.
FLAT A,
. CHAN CHT 15715, ¥88
Banlc T T 348 . Rk
ek F KLEUNG X1234567 ABC Road,
- XYZ ]
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