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Developing Mobile Apps with Privacy Protection in Mind
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Developing Mobile Apps with Privacy Protection in Mind

e Background

e Data Protection Principles in apps development

e Case studies on privacy-friendly mobile apps

e Best practice guide for mobile app development
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Developing Mobile Apps with Privacy Protection in Mind

The way we were...
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May 2014 May 2013
e 45% without privacy policy e 40% without privacy policy
e 85% policies that were not e 92% policies that were not tailor-
tailor-made to apps made to apps
e 8% app developers had not e 60% app developers had not
provided sufficient details to provided contact details
identify themselves
® 6% not easily readable o 11% in B AperM ﬂ3b| Ke Or not easily readable
S
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Disclaimer

The contents herein are for general reference only. It does not
provide an exhaustive guide to the application of or the
compliance with the Personal Data (Privacy) Ordinance (“the
Ordinance”). For a complete and definitive statement of law,
direct reference should be made to the Ordinance itself. The
Privacy Commissioner for Personal Data (“the Commissioner”)
makes no express or implied warranties of accuracy or fitness for
a particular purpose or use with respect to the information here.
The contents herein will not affect the exercise of the functions
and power conferred to the Commissioner under the Ordinance.
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Developing Mobile Apps with Privacy Protection in Mind

Free publicity?
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For this reason?
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Or this reason?

Jin"s app transmits user data ithiout their
I Gidlid 0 1

CMET » Mews » Security & Privacy : Linkedin's app 3| =Lz

LinkedIn's app transmlts user
data without their knowledge

collects users’' calendar data and transmits it to the networking

I0S app
company's servers, without revealing the transmission to members, two
mobile security researchers discover.

- by Steven Musil | June 5, 2012 7:52 PM PD
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Developing Mobile Apps with Privacy Protection in Mind

Why are app users in the dark or have no control?
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The "all-or-nothing " Android approach

Candy Crush Saga LT
KING.COM o g

R S Candy Crush Saga

J ' wwnloading x
TR =

UPDATH

App permissions

.-|'|I1E5'fl3lll‘]'| Saga needs access to additiorn
permissions (marked as NEW)

System tools
MNEW: Prevent phone from sleeping

MNetwork communication

Full network access el okl
E EDITORS' CHOICE Hide E EDITORS' CHOICE
B+ 4 sple +1°c 5 z H
4 M people +1'd this Network communication Q 1 4M people +1'd this.
MEW: Receive data from Internet
Rate this app |'---::--.| fe I-'|:1-, billing service, view WiF Rate this app
.-- \r ....- '_ .._'— _.---
‘mur accounts P, £ 2
' \: Find accounts on the dev
What's new ' B z What's new
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The "selective-control" iOS approach

seenn 3 T 5:04 pm B1%0 I #
1 candy 2199 Results €3
o seeno 3 = 5:04 pm 8196 [+
Candy Crush Saga _.- T
King.com Limited : 3 : e
Kng: . a { Search [ =

Candy Crush Saga i
King.com Limited > ¥ : ' e Game' Center
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The "selective-control” iOS approach

ee000 3 T 3:39 pm 98% .
5:32 pm a3 . Settings Privac
9 y

Journey Planner

Location Services Off
!J Contacts
A

== Calendars

Reminders

Photos

Bluetooth Sharing
*MTR Mobile” Would Like to

Use Your Current Location

Microphone

Camera

Don't Allow OK

Health

HomeKit

5 Motion Activity

An mmmlinatinmn samiinmt mmmmmm bm simiiw slabm

The New
Monthly Pass Extra
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Developing Mobile Apps with Privacy Protection in Mind

Would you use these apps?
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Would you use this app?

Toy Light LED : Flashlig

BLUEPLAY CO., LTD

App permissions

Toy Light LED : Flashlight needs access to:

System tools

Prevent phone from sleeping

Hardware controls

Take pictures and videos

Network communication

Full metwork access

Tk

Phone calls

Read phone status an

escovrion our personal information

Free application ‘Toy Light' is a cute flash LED [ O3 PRTRENIbY CORBr S VEITD Hiw SRind
emails to guests without owners' knowle ige

read calendar events plus confidential

It's cute, but the best performance! informatiar

it's small, but the best function!

Toy Light LED
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Would you use this app?

Retro Camera
LURBIAN

App permissions

Retro Camera needs acces

Storage

il I - + ¥ - & +
Modify or delete the content

©
.. O
S @

Your location

¥

@i Finee Portralt Minlatures g i

Descrption

With Retro Camera you'll take delicious old-sch
pics your friends will drool over, 5 cameras, 5 Your DEI‘SGHM information
vintage vignetting, film scratch, black and wh A= sl Tods rasd ety o

cross processing effects for that off-the-hip ams
look. Inspired by the Lomo, Halga, Polarcid, Diana, th ee all
toy cameras and Hipstamatic. Instant Nostalgia now

free 16
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Which of these apps would you install?

™ Secure Note

.'__] Version 1.0 can access

Photos/Media/Files

* test access to protected storage
* modify or delete the contents of your

Device ID & call information

: read phone status and ide

Updates to Secure Note may automatically add additior
capabilities within each group. Learn more

MR EREE2488 128 12/F, 248 Qu
Wanchai, Hong Kong 58 Tel (852) 2827 2827 W1

EE Email enquiry@ pcpd.org.hk #k Website

Secure Notes

Version 2.3.3 can access

Photos/Media/Files

* test access to protected storage

* modify or delete the contents of your

SD card

Updates to Secure Notes may automatically add
additional capabilities within each group. Learn more

1al

een's Road East,
Fax (BR2) 2877 7026

www.pcpd.org.hk

Super Secure Note Pad

Version 5.0 can access

E

Other

* view network connections
* full network access

Updates to Super Secure Note Pad may automatically add
additional capabilities within each group. Learn more

AT AARYEEAE
Office of the Privacy Commissioner
for Personal Data, Hong Kong



Developing Mobile Apps with Privacy Protection in Mind
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What are the basic data protection principles?
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http://www.suffolk.police.uk/aboutus/yourrighttoinformation/dataprotection.aspx

Personal Data Definition

Any data:

1. relating directly or indirectly to a living individual;

2. from which it is practicable for the identity of the individual
to be directly or indirectly ascertained ; and

3. In a form in which access to or processing of the data is

practicable.
Are these personal data?

a) Email address
b) Locations
c) IMEI
d) Account names
e) Call logs
f) Contact lists 19
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Data Flow and Data Protection Principles (DPPs*)

*http://www.pcpd.org.hk/english/ordinance/ordglancel.html#dataprotect

Personal Data Flow
Retention/
Collection Storage, Use or Processing Erasure

IT System

~ Y - \
DPP 1 - Collection
S N — DPP 2 — Accuracy and
DPP 3 — Use retention
\ /
—_—
DPP 4 — Security
DPP 5 — Transparency
DPP 6 — Rights of access and correction 20
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The Six Data Protection Principles \\H ‘{ -j

é y

1. Purpose and Manner of Collection
— Collection must be directly related to purposes, and is lawful, fair, necessary,
adequate and not excessive;
— Inform data subjects of purposes, class of transferees, consequence of not
providing the data, and the rights to access and correction;
— Ask yourself if the purpose of collection on each piece of data can be justified.

2. Accuracy and Duration of Retention
— Data should only be used if it is considered accurate;
— Data should not be kept longer than necessary (including by contractors);
— Consider the risk or impact if inaccurate data is used, or data is kept longer
than is required;
— Have you provided means to data subjects to remove their accounts?

3. Use of Personal Data
— Data should only be used for the original purposes unless further consent is

obtained;
— Even if you consider the new use is beneficial to app users, if they have not
been properly informed, you are changing the use and need to seek their 21
consents.
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http://www.flickr.com/photos/35667824@N06/3698061398/
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The Six Data Protection Principles \}J

4. Security of Personal Data
— Appropriate security measures to be applied (including by contractors);
— Have you applied appropriate encryption, hashing or masking during storage
and transmission, including the transferal to third parties?
— Assess the adverse impact of any operating system upgrades or features.

5. Information to be Generally Available
— Transparency of personal data policies and practices is needed,;
— |Is the app-specific privacy policy statement readily accessible before app
installation?
— Even if you do not think you are collecting personal data, you should consider
making it known clearly in a privacy policy statement as smartphone is often
considered a very personal device to many.

6. Access to Personal Data
— Ensure mechanism is in place to respect the rights of data subjects for access
and correction of personal data.
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Privacy by Design

Privacy by Design* is the philosophy of embedding privacy from the
outset into the design specifications of accountable business

processes, physical spaces, infrastructure and information

technologies
*http://privacybydesign.ca/
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The essence of Privacy by Design

A clever person solves problem,

a wise person avoids it.

24
B REREE248 128 12/F, 248 Queen's Road East, ‘ﬁ‘ HL '“F]'-[ )"\ T&I ;#"I' Jﬁ{n I';f_} djl i,}_ f:’_}‘ =

Wanchai, Hong Kong 4% Tel (B52) 2827 2827 815 Fax (852) 2877 7026 Office of the Privacy Commissioner

L& Email enquiry@pcpd.org.hk #h Website www.pcpd.org.hk for Personal Data, Hong Kong



Privacy by Design — when applying it to app development

e Is the access of the information necessary? ‘i:’f
* If access is necessary, is there a clear/accessible privacyhﬁbgl}cy/ nétice?
e If access is necessary, is the uploading of the information necessary?
* If uploading is necessary, is the storage necessary?

e If access is necessary, is the sharing/transferal of the information
necessary?

 What other information is being collected/combined/associated?

e What safeguards (such as encryption and access controls) are in place to
the information accessed/transmitted/shared/kept?

e Can mobile user opt-out of any of these and erase accounts? 25
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%

Recommendations '3{‘(

e Whether you think you are collecting personal data, you should consider
clearly stating the following details prior to app installation

 what, when and why you are accessing the information

 whether the information would be collected, uploaded, stored and/or
shared

e what use you have (particularly any use beyond the mobile device)

e whether information will be combined with other information
(collected at the same time or by other means) for

* Tracking/profiling purpose

e advertising purpose 26
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Mobile Application Development

.
TS

Technical considerations
e Use reliable software development tools (SDKs; libraries)

e Understand what access third-party tools (such as those from Flurry) will
have to mobile device data

e Use most granular/specific/least privileged calls you can

e Remember Confidentiality, Integrity and Accountability

e Beware of operating system features/changes

e Be familiar with mobile-specific vulnerabilities/hacking techniques

e Perform code-review and software testing

E Kif #248%8 128 12/F, 248 Queen’s Road East, R AR ARYEAE
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http://www.lebowtools.com/Hand_Tool_Set_781073

Examples

The good, the bad and the ugly...
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Examples

The good...
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2D Android version

Privacy Policy St

The protection of priv
data is the concern o
the Hong Kong Obsel
personal data and ar¢
implementing and co
protection principles
the Personal Data (Pr

i0S version

1. The Governme
Administrative
servants and a
will record visit
("the app") witk
identifiable inf¢
general statisti
statistical repo
with, or concer
help improve tt

2. To provide locs
the app would
present data th
user by retrievi
of the Hong Ko
User’s location
out from the af
turn on Locatic

1. The HKO will record visits to the

"MyObservatory" (“the app”) without
collecting any personal identifiable
information from users. Such general
statistics are collected to compile
statistical reports and diagnose problems
with, or concerning, computer systems to
help improve the app.

the app would get user’s location and
present data that is most relevant tc
user by retrieving information from servers

€ HKO. User’s locations would no

out from the app. Thi

requires user’'s authorization on
“approximate location (network-based)”
and “precise location (GPS and network-
based)”.

requires user’s authorization on “directly
call phone numbers”.

. To reduce waiting time for downloading

data after loading the app with a view to

A AL Tl A AL A, —~—~ tlam A rarAal A

service. Please see paragraph 5 below for

A details.).

Nanchai, Hong Kong 068 Tel (B52) 2827 2827 1

Fax [B52] 2877 7026

The good - transparent

e Available before
installation

* (Nearly) single page
and in simple language

e Specific to the types of
data accessed

e Assured users what it
would not do

e But-don’t copy this... 30
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The good - build your own granular controls

For iPhone:

T42:59 100%

sesse 3 T E&F11:07

{ Privacy Location Services
- e

D Genki
i HKTaxi
i+ [ A
TAVE G T Y

‘5, MyObservatory

Settings

E OpenRice

Hoogliong

&) OpenSnap

Animation

§J ParknsHoP

&8 scve
D Weather

L REE24852 128 12/F, 248 Queen's Road East,
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Why not ‘port
Yl ® 0
5 MyObservatory
0y Jul 2514 (Mon))

155129

Ap LerChau e
|

My Weather Report

& My Location Settinas

Other Settings
[E User Guide

EE

" the logic to Android?

YED 20
5 MyQObservatory

Kennedy Town H 0 n‘g\Kong ¥
S TaiHang
Pok Fu Lam Happy-Valley.

Hong Kong Island

Waterfall 5ay ?bgrﬂggn 1) i

East Lamma Wong Chuk Hang

Channel
Yung Shue Wan Ll
Chung Hom Wan
Sok Kwu-Wan
Ha Mei Wan Lamma Island

BB

Use Location Service o

Your selected location:Ap Lei Chau

) R g

= oz S e ooy T
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Examples

The bad...
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App Hypothetical UPDATE
UNINSTALL
Application Permission Requirements:
BILLING: In-app Purchase requires this permission

GET_TASKS: When Function is enabled, information
on foreground task must be retrieved

READ PHOME_STATE: This permission is required\to
receive call state

App permissions
Metwork communication

Google Play billing service, fecenye

Phone calls

Read phone status and identity

System tools

Modity system setlings, prewgnt phone from

Slegping, retrieve running apps

FRETREREHE24888 128 12/F, 248 Queen's Road East,
Wanchai, Hong Kong a8 Tel (852) 2827 2827 11 Fax(852) 2877 7026

L& Email enquiry@pepd.org.hk #k Website www.popd.org.hk

The “room for improvement” — PPS transparency

BILLING description matches
with permission sought

Difficult for users to match
GET_TASKS to the permission

READ_PHONE_STATUS does
not explain anything

Concentrate on permission
and neglected business
purposes

No explanation on advertising

arrangement 33
FHEARHAEEEAE
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Examples

and the ugly...

34
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Mistake or don’t care?

Media Statements é HKA HOLIDAYS
S zenzne

Date: 15 December 2014

Personal Data Leaked through Inadvertent Use of Mobile
Application "TravelBud" by HKA Holidays

(15 December 2014) The Office of the Privacy Commissioner for Personal Data ("PCPD")
published an investigation report today concerning the leakage of personal data of the
customers of an airline services company, HKA Holidays Limited ("HKA Holidays") through
"TravelBud" , a mobile application ("app") running on 105 platform. This stems from the
fallure of the app maintenance contractor, BBDTEK Company ("BBD Tek"), in responding to
the new privacy protection feature of 1057 which blocked the reading by apps of MAC
address’' as a device identifier. HKA Holidays as the data user has contravened Data
Protection Principle ("DPP") 4(1) in Schedule 1 to the Personal Data (Privacy) Ordinance (the
"Ordinance”).

IR R HE248%8 128 12/F, 248 Queen's Road East, 1'FT itk ﬂ‘l‘l A Fﬁ.: El A B I‘j:li E,l A
Wanchai, Hong Kong 4% Tel (B52) 2827 2827 815 Fax (852) 2877 7026 Office of the Privacy Commissioner
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Over-collection or don’t care?

Media Statements

Date: 15 December 2014

Excessive Collection of Personal Data through Mobile Application
by Worldwide Package Travel Service Operating with No Privacy
Policy

(15 December 2014) The Office of the Privacy Commissioner for Personal Data ("PCPD")
published an investigation report tocday concerning the excessive collection of personal data
by Worldwide Package Travel Service Limited ("Worldwide Travel™) from customers when
they enrolled for the company's loyalty programme ("Programme”) and when making online
enguiries about the reward points under the Programme using the mobile application ("App")
developed by Package Tours (Hong Kong) Limited ("Package Tours") and operated by
Worldwide Travel. Further, both Worldwide Travel and Package Tours did not explain to the
App users the purpose of use of the customers' personal data they collected via a privacy
policy, app marketplace description or other communication means.

2. The two companies have contravened the Data Protection Principle ("DPP") 1 in Schedule

1 to the Personal Data (Privacy) Ordinance ("Ordinance"). 36
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https://www.wwpkg.com.hk/cms/new/pkg.aspx

Other Recommendations

N

RECOMMENDED

Other practical recommendations

37
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Use most specific/least privileged functions

[aa] Sav ing screenshot

Apps

Storage
Modify/delete USB storage contents by

System tools
Prevent phone from sleeping, retrieve running
plications

Metwork communication
Full internet access p

See all ~

248595128 12/F, 248 Queen's Road East,
s Tel (B52) 2827 2827 ™I Fax(852) 2877 7026

JuiTY @ pcpd.org.hk i Website www.pcpd.org.hk

Prevent phone from sleeping

Allows an application to prevent the
phone from going to sleep.

Retrieve running applications

gws application to retrieve
information about currently and
recently running tasks. May allow
malicious applications to discover
private information about other
applications.

38
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Storage
Modify/delete USB storage contents

System tools
Prevent phone from sleeping

Your location

Coarse (network-based) location, fine (GPS)

location

Services that cost you money
Directly call phone numbers

Phane ralle

IR REFE2485 128 12/F, 248 Queen's Road East,
Wanchai, Hong Kong Ha8 Tel (B52) 2827 2827 1L Fax (B52) 2877 7026
Email enquiry@ pcpd.org.h Website www.pcpd.org.hl

Use most specific/least privileged functions

[s] Zaving screenshot

Prevent phone from sleeping

Allows an application to prevent the
phone from going to sleep.

OK

39
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Do you really need access to SMS just to use it once?

Access to SMS only fo
a one-off authenticatior

In-app purchat

Device & app h

Your WhatsApp code is
542-828 but you can
simply tap on this link

B 50 @

Identity

Contacts/CaIendarQ

T

9 Locaon () to verify your device:
B sws O

&, Phone o L, v.whatsapp.com/5428
&/ Photos/Media/Files ‘

Why not use another
means that would_not
require permission”

Camera/Microphone

Wi-Fi connection infor

HESE L Bl E EE 8 SN,
TP ATRAARYEEAS
3i, Hong Kong s lel [B52) 2827 2827 1% x [B52] 2HTT 7026 Office of the Privacy Commissioner

for Personal Data, Hong Kong



Avoid access discrepancy between Android vs iOS

O oM L 613m ‘No SIM 15:07 100% e

. semings Location Services

ﬂ Apps
Angry Birds

approximate location.

* ! DFF

n(" Dictation l _j, |

Accept & download

PERMISSIONS : ﬁ Facebook m\\'
i ]
i
Storage | » Maps @
Modify/delete SD card contents > | g :
& MTR Mobile [ on @)

: " ' &5 MyObservatory m\" |
_. | Next Train L on @)

Phone calls
Read phone state and identity >

Network communication
Full Internet access >

Your location
Coarse (network-based) location >

41
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for Personal Data, Hong Kong
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Avoid access creep "by the back door"?

APR PErMISSIONS

Computing...

System tools

Network communication

Hide
Network communicatian

Metwork communication

Your accounts
Hide

Metwork communication

B M ) ol £ R EE B4\
£2484% 124 12/F, 248 Queen's Road East, i A AGERFARYE A S
el [B52) 2827 2827 814 Fax(852) 2877 7026 Office of the Privacy Commissioner

for Personal Data, Hong Kong



Can you justify the "Find accounts on the device" permission...

Accounts

¥ Dropbox

£ Facebook

& Google

B8 Outlook.com
8 Skype™

'T" Tango

& WecChat

® whatsApp

E Yahoo!

El Find accounts on the device

1. itainnoteii@gmail.com (google.com)
2. magchu.may@gmail.com (google.com)

3. magchu. may@gmail.com (login. auth.facebook.
com)

4. 852533360609 (whatsapp.com)

5. Sync Tango friends (account. production.sgiggle.
com)

6. dontcallmeandiwillcallyou (sync.contacts.skype.
com)

7. Winnie Pooh (account. mm.tencent.com)

8. happymoment0618 (account. share.client. mobile
yahoo.com)

9. mayleeDi18@hotmail.com (eas.Z7.outlook.com)

10. happymoment0618i@yahoo.com.hk (account.
android.dropbox.com)

- i 9 K3 46 d3sxlg 09:47

MEF: 3 S | ]
Urtice of the Privacy
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Make good use of i0OS8’s customisable “Purpose String”

Pre-iOS8

“MTR Mobile” Would Like to
Use Your Current Location

Don't Allow OK

FRETREREHE24888 128 12/F, 248 Queen's Road East,
Wanchai, Hong Kong 8543 Tel (B52) 2827 2827 #31 Fax (B52) 26877 7026

I E Email enquiry@ pcpd.org.hk #h: Website www.pcpd.org.hk

10S8

“Camera +” Would Like to
Access the Camera.

To be able to take photos with
Camera+ you’ll need to allow this.

Don’t Allow OK

44
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Privacy and Mobile Apps Development

Please check out the “what mobile apps developers and their clients
should know” leaflet

http://www.pcpd.org.hk/english/publications/files/apps_delvelopers_e.pdf
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Privacy and Transparency

ation
. rsonal Inform
the “Guidance on Prepa:nlgicl;’,estatement"
k out Privacy Po
Please chec ion Statement and
Collection

i df
i iles/GN_picspps_e.p
hk/english/publications/files/
.pcpd.org.
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Privacy Policy Statement
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We have only covered a small area
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F Best Practice Guide for Mobile App Development

Please check out the “Best Practice Guide for Mobile App Development”

http://www.pcpd.org.hk/english/publications/files/Mobileapp_guide_e.pdf

48
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Best Practice Guide for Mobile App Development:
Modular and flow-chart approach

o B 2l B
WHEN TO READ

fRER{EFE st IR ESEENETRECS| - iSRS - £
MR ER{E R (RARELEERY BLE - R BAMRTIELES
HaYHEE - AENTEHEEY  MENEADRENEE R
BEW -

“ou should read it before you start planning your app
development project. Building in privacy protection

at the outset will be less costly for the businegss

and will have less impact on your app functions
compared with adjustment for compliance at a

late stage of the project.

n{I{ERE$ES|
HOW TO USE THIS GUIDE

BEFESH . FRESIOERTER -8 —
OB - FEATESIEIER -
AEELHNRERMESE -

This guide comprises a number

of parts which may be read
independsntly. The flow chart on

the right suggests how this guide

may be used:

LLLE 1L LR i3ey e =) L]
Best Practice Guide for Mobile App Development

]
Start

HREVEE RS EEA SRR AEE - ERe
MESEF &S (W28 ) W@
Your app may not raise personal data
privacy concems but read and consider the
recommendations in Part F (Page 28)

A NEREET ARSI
SR AL S 7
New to privacy protection
and want o know more on
privacy law?

AERETREMES
B SR EEL R S 7

Want to understand
the concept of privacy
protection in app
development?

PP e E T SR T
FE:

= Yes

= Yes

&= Yes

MEmAS(®eR)—
(EARE (RE) #E60 8

R |
Read Part A (Page 6) -

BB S (®Ma®)—
EPFEEER?
Read Part B (Page B) —
What are the requirements
under the law?

BACI (W11 R )—
EE PR A AT
s E-N_Tobt ]
Read Part C (Page 11) -
Privacy by Design in app
development

MHNDS (W13R" ) —
WEE D BHEeEE
BEEEETTRAOES
Read Part D (Page 13) -
fill in the checklist in Part D
and consider the implications

BEMN E &0 (W17 W ) —
B{ETESANEE

— Read Part E (Page 17) -
Best practice

recommendations

7 s 8 A ¥R AR

Office of the Privacy Commissioner

for Personal Data, Hong Kong



Best Practice Guide for Mobile App Development:
Legal requirements

pAa
Start

HAREREETTAREY

FERNETESLREA ?

= Yes

New to privacy protection
and want to know more on
privacy law?

24895128 12/F, 248

[iah Tel[B52) 2827 2827 ™1

Fax{B52) 2B77 T

Queen’'s Road East

126

FEAS(S6H)—
(EAER (L) ®ED B
LE] R

Read Part A (Page 6) -
The relevance of the Personal
Data (Privacy) Ordinance

FMEBE(®B8H)—
EPHEEER?
Read Part B (Page 8) -

What are the requirements
under the law?

ﬁ-

50
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Best Practice Guide for Mobile App Development:
Privacy by Design explained

RERZ THERES BIER C & (¥ 11 H)—

ERAE B mABT
RN RMRS 7 & Yes .
Want to undarst:;d > [ ERALEaRE]

the concept of privacy Read Part C (Page 11) -
protection in app Privacy by Design in app
development? development

51
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Best Practice Guide for Mobile App Development:
Best practice recommendations

PP MR EaE TR
FrBlpy A iRAE 2

Does your app access any
of the data or carry out any
of the operations listed
under Table 1

(Page 4)?

RIS D& (H13H) —
HEE D BORER -
& Yes BEREhEENTE

Read Part D (Page 13) -
fill in the checklist in Part D
and consider the implications

FMEREBM(H17TH) —
BRETELANEE

——-  Read Part E (Page 17) -

Best practice
recommendations

52
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*

TABLE 2 - Checklist

Best Practice Guide for Mobile App Development:
Checklist for self-evaluation

2—mEx

EE Questions

. TN SN e/ EREE RN BB
Is the accessfcollection/use of the data absolutely necessary
for the app's operation? Sea E1

Mobile
phane number

Calendar/
reminder

¥ ¥ W7 Types of Data

EMEER S
Use
= - Obtain
account microphone’ | Require/allow -
nameas ‘camera LBEII login other info

. BEERDEE LR/ SEREN (SiTEEH) TRE2
'Will the data (or derived data) be uploaded/transmitted from
the mobile device? See E2

©

Eigﬁ‘ﬁ#ﬁtﬁﬁaﬁ!ﬂﬁlﬁﬁ'iﬁ (RETEEH) E£5R7 B

'Will the data (or derived data) be stored or kept elsewhers
from the mobile device? See E3

=

BEMEE (ETEER) RERmIEnEAEARESS S
7 E E4

'Will the data (or derived data) be combined/cormelated with
other data of the individual obtained elsewhera? See E4

BEEMHEENSE (ARSRAES) REHEAL /#

W EEE (SRETEREE) ?RES

'Will the data (or derived data) be shared within your business
{2.9. for cross-app integration) or with othar partias? See ES

L

IR (ROTEEE) AERTEANEEER R E6
‘Wil the data (or derived data) be used for profiling of
individuals? See E&

- BE MR (SRTEEE) AREEREH 7R e
Wil the data (or derived data) be used for direct marketing?
See ET

ATSRERENSEE S (EEEARERE) B/R
(HLERFREY 7 R E8

Has a Parsonal Information Collection Statement and/or
Privacy Policy Statement been prepared to cover all data
types involved? See EB

©

FREEDEERIASENS EaRR ? B EQ
Have you taken into account app usars’ privacy
ewpectations? Sea EQ

. FYRAESEAE=8 TR (BiFE - SRS (SF
SEEET ANMER) ? R E10
Do you use third-party tools {software library, ad networks
etc.)in your app (or are you the provider of thess tools)? Sea
E10

53
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Best Practice Guide for Mobile App Development:

Transparency

RV
REEND®R1 (F4H)
Pl a9 T Bl e 1T 2k
FrFIR9 fEfT iR 1E 2

Does your app access any

of the data or carry out any
of the operations listed
under Table 1

(Page 4)?

frER AL EEAEHLEBNEE - BF2

MEERFHB(E28H ) WES

Your app may not raise personal data
privacy concerns but read and consider the
recommendations in Part F (Page 28)

o4
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Your app’s could be here next year as a good example...

Media Statements "’
Date: 15 December 2014 MyObservtory (&
Privacy Commissioner Finds Transparency of Privacy Policies SRR

Wanting in Local Mobile Applications

(15 December 2014) The Office of the Privacy Commissioner for Personal Data ("PCPD")
conducted a survey' of 60 popular mobile applications ("apps") developed by Hong Kong

Privacy-friendly yet Popular Apps, such asithe MyObservatory, are Viable

10. Despite the prevalence of disappointing privacy features, PCPD was impressed by the
app MyObservatory® as it featured an easily understandable PPS that addressed the
concemrns of users by articulating what data it would and would not access. Furthermore, the
Android version facilitated users to allow or disallow location information to be read by the
app, even though such permission had already been obtained at the time of app installation.
This demonstrates that it is possible to develop an app that is popular, functional and privacy-

friendly. 55
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Privacy Concern on Mobile App Development

56
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