
Developing Mobile Apps with Privacy 
Protection in Mind 

 

Henry Chang, IT Advisor 
Office of the Privacy Commissioner for Personal Data, Hong Kong 

15 April 2015 

       



Developing Mobile Apps with Privacy Protection in Mind 
Seminar 



2 

Agenda 

 

 

 

 

Developing Mobile Apps with Privacy Protection in Mind 



3 

Developing Mobile Apps with Privacy Protection in Mind 

• Background 
 

• Data Protection Principles in apps development 
 

• Case studies on privacy-friendly mobile apps 
 

• Best practice guide for mobile app development 
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The way we were… 
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Surveys on the top 60 mobile apps 

May 2014 
 
• 45% without privacy policy 

 
• 85% policies that were not 

tailor-made to apps 
 

• 8% app developers had not 
provided sufficient details to 
identify themselves 
 

• 6% not easily readable 

 
 

 

May 2013 
 
• 40% without privacy policy 

 
• 92% policies that were not tailor-

made to apps 
 

• 60% app developers had not 
provided contact details 
 
 

• 11% in в другом языке or not easily readable 
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The contents herein are for general reference only. It does not 
provide an exhaustive guide to the application of or the 
compliance with the Personal Data (Privacy) Ordinance (“the 
Ordinance”). For a complete and definitive statement of law, 
direct reference should be made to the Ordinance itself.  The 
Privacy Commissioner for Personal Data (“the Commissioner”) 
makes no express or implied warranties of accuracy or fitness for 
a particular purpose or use with respect to the information here. 
The contents herein will not affect the exercise of the functions 
and power conferred to the Commissioner under the Ordinance. 

Disclaimer 
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Free publicity? 

Developing Mobile Apps with Privacy Protection in Mind 

http://www.google.com.hk/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&docid=blHWtSjpQVjQVM&tbnid=BCJ0bmIIgzSQcM:&ved=0CAUQjRw&url=http://stu.hksyu.edu/~shuo/shuoV2/viewNews.php?entryID%3Dn2008050545&ei=62DWUqWdNa2TiAexnoHwAw&psig=AFQjCNGxUBjpB54PcNpp8t4VAsjcWc8HKQ&ust=1389867529280375
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For this reason? 
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Or this reason? 
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Why are app users in the dark or have no control? 
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The "all-or-nothing " Android approach 
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The "selective-control" iOS approach 
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The "selective-control" iOS approach 
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Would you use these apps? 

Developing Mobile Apps with Privacy Protection in Mind 



15 

Would you use this app? 
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Would you use this app? 
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Which of these apps would you install? 



What are the basic data protection principles? 
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Developing Mobile Apps with Privacy Protection in Mind 

http://www.suffolk.police.uk/aboutus/yourrighttoinformation/dataprotection.aspx
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Personal Data Definition 

Any data: 
 
1. relating directly or indirectly to a living individual; 

 
2. from which it is practicable for the identity of the individual 
to be directly or indirectly ascertained ; and 

 
3. In a form in which access to or processing of the data is 
practicable. 

 
 

Are these personal data? 
 

a) Email address 
b) Locations 

c) IMEI 
d) Account names 

e) Call logs 
f) Contact lists 
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Data Flow and Data Protection Principles (DPPs*) 

Personal Data Flow 

Collection 
Retention/ 

Erasure Storage, Use or Processing 

DPP 6 – Rights of access and correction 
DPP 5 – Transparency 

DPP 1 – Collection 

DPP 3 – Use 
DPP 2 – Accuracy and 

retention 

DPP 4 – Security 

IT System 

*http://www.pcpd.org.hk/english/ordinance/ordglance1.html#dataprotect 
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The Six Data Protection Principles 

1. Purpose and Manner of Collection 
– Collection must be directly related to purposes, and is lawful, fair, necessary, 

adequate and not excessive; 
– Inform data subjects of purposes, class of transferees, consequence of not 

providing the data, and the rights to access and correction; 
– Ask yourself if the purpose of collection on each piece of data can be justified. 
 

2. Accuracy and Duration of Retention 
– Data should only be used if it is considered accurate; 
– Data should not be kept longer than necessary (including by contractors); 
– Consider the risk or impact if inaccurate data is used, or data is kept longer 

than is required; 
– Have you provided means to data subjects to remove their accounts? 
 

3. Use of Personal Data 
– Data should only be used for the original purposes unless further consent is 

obtained; 
– Even if you consider the new use is beneficial to app users, if they have not 

been properly informed, you are changing the use and need to seek their 
consents. 

 
 

http://www.flickr.com/photos/35667824@N06/3698061398/
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The Six Data Protection Principles 

4. Security of Personal Data 
– Appropriate security measures to be applied (including by contractors); 
– Have you applied appropriate encryption, hashing or masking during storage 

and transmission, including the transferal to third parties? 
– Assess the adverse impact of any operating system upgrades or features. 
 

5. Information to be Generally Available 
– Transparency of personal data policies and practices is needed; 
– Is the app-specific privacy policy statement readily accessible before app 

installation? 
– Even if you do not think you are collecting personal data, you should consider 

making it known clearly in a privacy policy statement as smartphone is often 
considered a very personal device to many. 
 

6. Access to Personal Data 
– Ensure mechanism is in place to respect the rights of data subjects for access 

and correction of personal data. 
 
 

 
 

http://www.flickr.com/photos/35667824@N06/3698061398/
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Privacy by Design 

Privacy by Design* is the philosophy of embedding privacy from the 

outset into the design specifications of accountable business 

processes, physical spaces, infrastructure and information 

technologies 

*http://privacybydesign.ca/ 
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A clever person solves problem, 
 a wise person 
 

The essence of Privacy by Design 

 avoids it. 
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• Is the access of the information necessary? 

• If access is necessary, is there a clear/accessible privacy policy/notice? 

• If access is necessary, is the uploading of the information necessary? 

• If uploading is necessary, is the storage necessary? 

• If access is necessary, is the sharing/transferal of the information 
necessary? 

• What other information is being collected/combined/associated? 

• What safeguards (such as encryption and access controls) are in place to 
the information accessed/transmitted/shared/kept? 

• Can mobile user opt-out of any of these and erase accounts? 

 

Privacy by Design – when applying it to app development 
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• Whether you think you are collecting personal data, you should consider 
clearly stating the following details prior to app installation 

• what, when and why you are accessing the information 

• whether the information would be collected, uploaded, stored and/or 
shared 

• what use you have (particularly any use beyond the mobile device) 

• whether information will be combined with other information 
(collected at the same time or by other means) for 

• Tracking/profiling purpose 

• advertising purpose 

 

 

 

Recommendations 



27 

Technical considerations 

• Use reliable software development tools (SDKs; libraries) 

• Understand what access third-party tools (such as those from Flurry) will 
have to mobile device data 

• Use most granular/specific/least privileged calls you can 

• Remember Confidentiality, Integrity and Accountability 

• Beware of operating system features/changes 

• Be familiar with mobile-specific vulnerabilities/hacking techniques 

• Perform code-review and software testing 
 

 
 
 
 

 
 

 

 
 

 
 

 
 
 
 

 
 
 

 

Mobile Application Development 

http://www.lebowtools.com/Hand_Tool_Set_781073
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Examples 

The good, the bad and the ugly… 
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Examples 

The good… 
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• Available before 
installation 
 

• (Nearly) single page 
and in simple language 
 

• Specific to the types of 
data accessed 
 

• Assured users what it 
would not do 
 

• But – don’t copy this… 

 

The good - transparent 
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The good - build your own granular controls 

For iPhone: Why not ‘port’ the logic to Android? 
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Examples 

The bad… 
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The “room for improvement” – PPS transparency 

• BILLING description matches 
with permission sought 
 

• Difficult for users to match 
GET_TASKS to the permission 
 

• READ_PHONE_STATUS does 
not explain anything 
 

• Concentrate on permission 
and neglected business 
purposes 
 

• No explanation on advertising 
arrangement 
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Examples 

and the ugly… 
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Mistake or don’t care? 
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Over-collection or don’t care? 

https://www.wwpkg.com.hk/cms/new/pkg.aspx
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Other Recommendations 

Other practical recommendations 
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Use most specific/least privileged functions 
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Use most specific/least privileged functions 
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Do you really need access to SMS just to use it once? 

Access to SMS only for 
a one-off authentication 
but leave customers to 
worry about privacy. 
 

Why not use another 
means that would not 
require permission? 
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Avoid access discrepancy between Android vs iOS 
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Avoid access creep "by the back door"? 

update 
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Can you justify the "Find accounts on the device" permission… 
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Make good use of iOS8’s customisable “Purpose String” 

Pre-iOS8 

 

iOS8 
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Please check out the “what mobile apps developers and their clients 
should know” leaflet 

http://www.pcpd.org.hk/english/publications/files/apps_delvelopers_e.pdf 

Privacy and Mobile Apps Development 
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Please check out the “Guidance on Preparing Personal Information 
Collection Statement and Privacy Policy Statement” 

http://www.pcpd.org.hk/english/publications/files/GN_picspps_e.pdf 

Privacy and Transparency 
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We have only covered a small area 
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Best Practice Guide for Mobile App Development 

Please check out the “Best Practice Guide for Mobile App Development” 
http://www.pcpd.org.hk/english/publications/files/Mobileapp_guide_e.pdf 
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Best Practice Guide for Mobile App Development: 
Modular and flow-chart approach 
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Best Practice Guide for Mobile App Development: 
Legal requirements 
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Best Practice Guide for Mobile App Development: 
Privacy by Design explained 
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Best Practice Guide for Mobile App Development: 
Best practice recommendations 
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Best Practice Guide for Mobile App Development: 
Checklist for self-evaluation 

 



54 

Best Practice Guide for Mobile App Development: 
Transparency 
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Your app’s could be here next year as a good example… 
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Privacy Concern on Mobile App Development 
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