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Personal Information Protection Law: Cross-border Transfer of Personal Information 

Personal Information Protection Law (“PIPL”) – Article 38

1) Passing the security assessment organized by the national cyberspace department in
accordance with Article 40 of the PIPL;

2) obtaining personal information protection certification from the relevant specialized
institution according to the provisions issued by the national cyberspace department;

3) concluding a contract stipulating both parties' rights and obligations with the overseas
recipient in accordance with the standard contract formulated by the national
cyberspace department;

4) meeting other conditions set forth by laws and administrative regulations and by the
national cyberspace department.

Other Necessary Conditions set out in the PIPL

• Notification (Article 39)

• Separate consent (Article 39)

• Personal information protection impact assessment (Article 55(4))

• Ensuring that the personal information processing activities of the overseas recipient
meet the personal information protection standards set forth in the PIPL (Article 38)



2

Points to Note for Cross-

border Transfers of Personal 

Data from Hong Kong

Ada CHUNG Lai-ling
Privacy Commissioner for Personal Data

16 May 2023



3

Legal Requirements under the PDPO

DPP 1 (Collection of Personal Data) 

All practicable steps shall be taken to ensure that, inter alia,
the data subject is explicitly informed of the purpose for 
which the data is to be used and the potential transferees of 
the personal data concerned

DPP 3 (Use of Personal Data) 

The data subject’s prescribed consent would be required if the 
transfer is for a new purpose, unless it falls within the 
exemptions under Part 8 of the PDPO
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The protection should follow the personal data
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Legal Requirements under the PDPO
Engagement of data processors to process personal data
outside Hong Kong

The data user must adopt contractual or other means to

✓prevent any personal data transferred to the data 
processor from being kept longer than is necessary for the 
processing of the data (DPP2(3))

✓prevent unauthorised or accidental access, processing, 
erasure, loss or use of the data transferred to the data 
processor for processing (DPP4(2))

This applies whether the data processor is within or
outside Hong Kong.
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Guidance on Recommended Model Contractual Clauses for 

Cross-border Transfer of Personal Data
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(A) From one data user to another data user 

(B) From a data user to a data processor

To cater for two different scenarios in cross-border transfers of personal data:

May be incorporated into general commercial agreements on transfers of 

personal data:

(I) From a Hong Kong entity to another entity outside Hong Kong

(II) Between two entities both of which are outside Hong Kong when the 
transfer is controlled by a Hong Kong data user 
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Guidance on Recommended Model Contractual Clauses for 

Cross-border Transfer of Personal Data

• The adoption of the RMCs serves to illustrate that the data user 
has taken all reasonable precautions and exercised all due 
diligence to ensure that the data will not, in the jurisdiction of 
the transferee, be handled in any manner which, if that took 
place in Hong Kong, would be a contravention of a requirement 
under the PDPO

• To ensure that adequate protection be given to the personal data 
as provided for under the PDPO, as if the data concerned were 
not transferred outside Hong Kong
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Recommended Model Contractual Clauses for 

Cross-border Transfer of Personal Data
Contractual obligations of the Data 

Transferee
Data User to 

Data User RMCs
Data User to 

Data Processor RMCs

Purpose Limitation Clause 4.1 Clause 3.1

Data be Adequate but Not Excessive Clause 4.2 Clause 3.2

Data Security Clause 4.3 Clause 3.3

Retention and Erasure of Data Clauses 4.4 & 4.5 Clauses 3.4 & 3.5

Accuracy Clauses 4.6 & 4.7 Clauses 3.6 & 3.7

Transparency Clause 4.8 -

Onward Transfer/
Sub-processing

Clauses 4.9 – 4.11 Clauses 3.8 – 3.10

Data Access and Correction Requests Clause 5 -

Direct Marketing Clause 6 -
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Available for access
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追蹤公署社交平台

免責聲明
本簡報所載的資訊和建議只作一般參考用途，並非為法例的應用提供詳盡指引。私隱專員並沒有就本簡報內所載的資訊和建議的準確性或個別目的或使用的適用性作出明示或隱含保證。
相關資訊和建議不會影響私隱專員在《個人資料（私隱）條例》下獲賦予的職能及權力。

https://www.pcpd.org.hk/english/data_privacy_law/mainland_law/mainland_law.html
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問答環節
Questions & Answers
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