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Personal Data (Privacy) Ordinance (Cap.486)
Direct Marketing Regime

“Direct marketing means” is further defined to mean:
a. sending information or goods, addressed to specific persons by name, by mail,

fax, electronic mail or other means of communication; or
b. making telephone calls to specific persons.
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What is ‘Direct Marketing’ (DM)?

“Direct marketing” is defined to mean:
a. the offering, or advertising of the availability, of goods, facilities or services; or
b. the solicitation of donations or contributions for charitable, cultural,

philanthropic, recreational, political or other purposes,
through direct marketing means (s.35A(1)).
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Before using personal data in DM:

1. Inform the data subject (s.35C (2)(a)) -
• Data user intends to so use the personal data 
• Data user may not so use the data unless the data subject consents to it 

2. Provide the data subject with the following information (s.35C (2)(b)) -
• The kinds of personal data to be used
• The classes of marketing subjects 
• A channel through which the data subject may communicate his consent to the intended use

(s.35C (2)(c))

3. Receive consent from data subject -
• In writing (s. 35E(1)(a))
• Consent given orally (s. 35E(1)(b))

Direct Marketing Regime

Steps a data user must take for using of personal data in DM
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Direct Marketing Regime

Steps a data user must take for providing personal data to third parties for DM

Before providing personal data for DM:

1. Inform the data subject in writing (s.35J(2)(a)) -
• Data user intends to so provide the personal data 
• Data user may not so provide the data unless he receives written consent 

2. Provide the data subject with the following information (s.35J (2)(b)) -
• If the data is to be provided for gain, that the data is to be so provided 
• The kinds of personal data to be used
• The classes of marketing subjects 
• A channel through which the data subject may communicate his consent to the intended use

3. Receive written consent from data subject (s.35K(1)(a)) 
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Direct Marketing Regime

Rights of the data subjects

1. Request data user to cease to use the data in direct marketing (s.35G(1))

2. Request data user (s.35L(1)) –
• to cease to provide his personal data to any other person for use by that 

other person in direct marketing
• to notify that other person to cease to use the data in direct marketing 

Data users must comply with the requests 
without charge to the data subject 
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Direct Marketing Regime

Offence Relevant Section Max fine Max Imprisonment

A data user who uses a data subject’s personal data in direct marketing 
without observing any of the following:–
(1) having received the data subject’s consent to the intended use;
(2) having sent a written confirmation to the data subject within 14 

days from receiving the consent if given orally, confirming:–
(a) the date of receipt of the consent;
(b) the permitted kind of personal data; and
(c) the permitted class of marketing subjects.

(3) the use of the personal data is consistent with the data subject’s 
consent. 35E(4) $500,000 3 years

A data user who, when using a data subject’s personal data in direct 
marketing for the first time, fails to inform the data subject that the 
data user must, without charge, cease to use the data in direct 
marketing if the data subject so requires. 35F(3) $500,000 3 years

A data user who fails to comply with the request to cease to use 
personal data in direct marketing made by a data subject without 
charge. 35G(4) $500,000 3 years

Source: PCPD’s New Guidance on Direct Marketing

Criminal Offences and Penalties - Examples
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Direct Marketing Regime

Criminal Offences and Penalties - Examples

Offence Relevant Section Max fine Max Imprisonment

A data user who provides the data subject’s personal data to another 
person for use in direct marketing without observing any of the 
following:–
(1) having received the data subject’s written consent to the intended 
provision of personal data;
(2) if the data is provided for gain, having specified in the information 

provided to the data subject the intention to so provide;
(3) the provision of the data is consistent with the data subject’s consent. 35K(4)

$1,000,000
(for gain)

$500,000
(not for gain)

5 years
(for gain)

3 years
(not for gain)

A data user who fails to comply with a data subject’s request to:–
(1) cease to provide the data subject’s personal data for use in direct 
marketing; or
(2) notify any data transferee in writing to cease to use the data in direct 
marketing.

35L(6)

$1,000,000
(for gain)

$500,000
( in any other 

case)

5 years
(for gain)

3 years
(in any other case)

A data transferee who fails to comply with a data user’s written 
notification to cease to use a data subject’s personal data in direct 
marketing. 35L(7) $500,000 3 years

Source: PCPD’s New Guidance on Direct Marketing



Statutory Defence

The data user charged to prove that the data user has taken 
all reasonable precautions and exercised all due diligence to 

avoid the commission of an offence.
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(s.35C(6), 35F(4), 35G(5), 35J(6), 35K(5), 35L(8))

Applicable to all DM related offences



Common direct marketing pitfalls

Use Personal Data in DM 

• Consent in writing, or

• Oral consent

Provide Personal data for 
use in DM

• Consent in writing ONLY
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(1) CONSENT

In writing vs Oral consent

s.35E(1)(a) - (b) s.35K(1)(a) 



Common direct marketing pitfalls

Bundled consent: avoid incorporating both the terms and conditions for the
provision of service and statements relating to the use and/or provision of personal
data in direct marketing in the same tick box.

Design forms in a manner that separates customer’s agreement to the terms and
conditions for the provision of the service from the customers’ consent to the use
of his/her personal data for direct marketing.
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(1) CONSENT

Design of consent form

Source: PCPD’s New Guidance on Direct Marketing



Common direct marketing pitfalls
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(1) CONSENT

Consent Withdrawal s.35G, 35L



Data Privacy Pitfalls
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PDPO Criminal Offences – Case Sharing: Direct Marketing

Using Personal Data in Direct Marketing
Background:
A complainant had subscribed broadband service with a telecommunications company
and opted out the use of his personal data in direct marketing. However, the
complainant still received three direct marketing calls promoting a new service plan.

The complainant complained to the PCPD. The case was subsequently referred to the
Police for follow-up actions. In 2020, the telecommunications company pleaded guilty
to six charges and was fined $12,000.

Takeaway:
✓ Organisations should not ignore customers’ opt-out requests.
✓ Developing and implementing policies, as well as providing proper training to

employees, are important



Common direct marketing pitfalls
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(2) NOTIFICATION

Failure to adequately inform the data subject 

Case Sharing
Background:
The complainant received an instant communication message on her mobile number, addressing her by her surname,
from an insurance agent for promoting a new saving plan. The complainant said that she did not know the agent and
questioned how he obtained her surname and telephone number. The agent failed to provide a satisfactory reply.
Neither had the agent notified the complainant of her opt-out right.

Outcome and takeaway:
✓ The agent was charged with the offence of (1) using the personal data of the complainant in direct marketing 

without taking specified actions, contrary to section 35C(2) of the PDPO; and (2) failing to inform the complainant, 
when using her personal data in direct marketing for the first time, of her right to request not to use her personal 
data in direct marketing without charge, contrary to section 35F(1) of the PDPO.

✓ Always inform the customer of the specified information under s.35C, and his/her right under s.35F to request for 
his/her personal data not to be used in direct marketing without charge.

s.35C, 35F

Source: PCPD’s 2019 – 2020 Annual Report



Contact Us

Hotline 2827 2827

Fax 2877 7026

Website www.pcpd.org.hk

E-mail communications@pcpd.org.hk

Address Room 1303, 13/F

Dah Sing Financial Centre

248 Queen's Road East

Wanchai, Hong Kong
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Guidance on Direct Marketing


