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(I) Introduction EpxiE T

Gleneagles Hospital Hong Kong (GHK) officially opened for service
from 21 March 2017.

GHK is a multi-specialty tertiary hospital located on Hong Kong Island
South, jointly developed by IHH Healthcare and NWS Holdings Limited,
with The University of Hong Kong as its exclusive clinical partner.
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(II) Data Protection Governance Structure EAEZE R ETE 2218

Governance Committee / Meeting EEZ5E / &7

« Clinical Governance Committee (BB EE)

* Non-clinical Risk Management Committee (/& & EIH)
Offlcer « Service Quality Committee (BRTZE &)

IHH Healthcare Berhad

» Medical Record Workgroup (E& B 405%)

« Client Feedback Group (BEFER)

Division Data Deputy Division Data
Protection Officer Protection Officer
Gleneagles Hong Kong Gleneagles Hong Kong
Mr. Wilfred Chiu Ms. Chr/stlne Liu

& Gleneagles Hospital

F L 4 HONG KONG

7 1688 P




(I1II) Austrahan Council on Healthcare Standards (ACHS) Accreditation
— BNBERFIREEZEES | e

ACHS ‘ '

International

ACCREDITATION

CERTIFICATE

This i to certify that

ACHS INTERNATIONAL quluqtion
s e and Quality
Gleneagles Hospital Hong Kong lmprovement
Program

in recognition of its performance

against the

EQuIP7

Evaluation & Quality Improvement Program (EQuIP7)
Core Standards and Hospital Standards

andits o i i in the quality of
its care, service, and safety when assessed on

GUIDE FOR HOSPITALS

16 - 20 October 2023

On lh basi ACHSI(mt nal Accreditation is awarded subject to
d quality i for the following period

Start Date: 22 November 2023 Expiry Date: 21 November 2026

NG

Dr Karen Luxford
Chief Executive Officer
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(I1II) ACHS: Data Protection Related Requirements
sone imze (IRFE{EAE R AHEZEK)

Criteria Standard

Compliance Requirements

1.1 Information on Services

1.5 Rights and Responsibilities

1.6 Consent

2.1 Health Records

4.4 Information Management

Staff are trained effectively to provide Health Information ({& A & B & i)
that addresses the needs of patients.

Patient Privacy and Confidentiality (/@ A FABB FI{R22) are monitored,
breaches are analyzed, and appropriate action is taken.

Process to ensure Consent Documentation (El&E2) is reviewed prior to
any procedures and/or interventions.

Health Records Management Systems (B2 40 #% % 4%) that ensures
records are stored, tracked and monitored safely and securely.

Continual monitoring of Information and Communication Technology

Systems (BB % 4t) to identify potential suspicious activities and virus
detection.




(IV) Distinguish Feature of Healthcare Data EEE1E 524

Data Integrity
B e

Secondary
Use of Data

_REEEH

Consistent
Practice

MBI

- Ty

Crucial to maintain Accuracy & Quality (Z£7& & B %) of patient’s health information
& medical data, including health reports, diagnostic images, laboratory tests and
medical records.

Incorrect data might become significant health threats for patients and cause liability
for clinicians, resulting in potential misdiagnosis, delay or inadequate treatment.

Secondary use of health data between Private / HA Hospitals, Healthcare Providers
and Business Partners can support clinical decision making, research studies or public
health policies.

Efforts to balance / tradeoff / compromise between privacy management, legislation
side and technology side. (e.g. COVID-19 Bt 1% & & i &)

Hospital’s patient data handle by Various Practitioners (Z 28 A §) including
Clinical & Non-clinical Staff / Visiting Doctors / Seconded Clinicians / Nursing Student /
Agency Nurse, etc.

Ensure alignment of data protection practices to comply hospital standards and
applicable regulations through consistent implementation of governance mechanism.




(V) Safeguard Tools & Practices & A & R{R:EHE T
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Medical Record /I 2% (& &

B Encrypted email + SMS
random password

. X
' @'j :? g eHR No.
ﬂﬁ' @' ?H\. 12345 7901 2
k Access Key
% ........

Ask the patient to insert his/ her Enter the patient’s B-digit
HKIC to the HKIC reader Access Key to eHRSS

<

Obtain Patient Consent & A EE{#&

B Via HKIC Card or Access Key to
eHRSS system

To: HIRD B H¥C #50

FOR TRANSFER OF MEDICAL RECORDS
S AR

From: Ward 7B

Please return to Ward 7B after use
i F & § 15[ 78 W

Confidential Printing 32 47K E[]

B Watermark with printer’s
name, printing date & time
on each page

MEDICAL \
TREATMENT)

Rt

Medical Record Transfer i& % ji%5 B

B Secure transfer using Nylon Zip
Bag

Actnvuty Log of Hospital System &
Medical Records % 47t ;& Eh5C 5

B Auto-log all activities in Hospital
Management System

Auto-encryption E B ENNZE

B All emails sent out via HMS
auto-encrypted + random
password




(VI) Evolving Technology & Cybersecurity 7% 2|
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Gleneagles Enhanced Virtual Consultation for COVID-19 with medication
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= For COVID-19 patients or their close contacts

dot REBEAGREIE
) Virtual consultation with a family doctor
BARR 5 #Y)

Basic prescription medicines
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Medication delivery service
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' Virtual Consultation 8{2 =32

Virtual consultation offers:

« B : flexibility to patients with medical needs while staying at home;
BH5 : save travelling time for resting and recovery;

«  F7{& : convenient for people with limited mobility or living in remote areas.

ﬁ To confirm Booking Details (T E ¥84Y), GHK Customer Services will contac“

client once phone call / on-line booking is received.

@ Explicit Opt-in Options (FREAR=): Terms & Conditions, Disclaimer, Consent
to GHK'’s Privacy Policy Statement.

® To reassure Appointment Schedule (85t & &C), GHK nurse will contact
client to perform registration before appointment time.

@ To verify Client’s Identity (2 E & 1{%), client / accompanying adult are
required to present their valid identity cards before virtual consultation.

® To reconfirm Medicine Delivery arrangement (JKiEZHF), GHK Customer
K Services will contact client again after the consultation. /




(VI) Evolving Technology & Cybersecurity £l 72 & B fRELZE

=  GHK Doctor App >

@ @
@
Latest Calendar

My Patients

Report
s ®
Doct

Active Payment octor
In-patient Declaration

=~ 2 Gleneagles Hospital
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‘ GHK Doctor App

K TABE : Access Active Patient Data, Remote Orders, Past Records, Laboratory & Radiology \
Reports, Appointment Schedule, Fee Statement and Declaration Form.
« & A : Sign in with Microsoft Account with full GHK email address, support with less security
mistakes and more reliable security assurances.
- B7EEE : Verify with Phone Number to perform Multi-factors Authentication in
subsequent logins.
K FhBEFE ML : Conducted Privacy Impact Assessment (PIA) by external consultancy firm. /

GHK Patient App

« F%R : Manage appointment, registration, fee & billing, medical records, health managemenﬁ
and contact hospital staff.

« & A : Signin with Active Directory account, support with less security mistakes and more
reliable security assurances.

« B 83:8 . Authenticate identity supports Fingerprint / Face ID, a convenient and secure
biometrics feature.

- YFTEIEHE : Specific Authorization is required to activate some app functions, otherwise
function icon of the function will not be shown.

k FAPEEZ 5Tt : Conducted Privacy Impact Assessment (PIA) by external consultancy firm. /




(VII) Staff Training & Education & T 153

Cyb urity COE Mon

YRCH Y LSO YIS VS I

Let's Have Cyber-Safe Holidays!

Don't let cybercriminals ruin your holiday fun!
Whether you are traveling or buying or selling items online this

holiday season, keep the following tips in mind

Online Threat Prevention :‘i

Keep an eye out for fake coupons,
unbelievable promotional deals, or

even fake shipping notices

Cybercriminals will repeatedly spam
you with notifications this season, don't
let your guard down. Never assume
notifications are safe

Only purchase and use gift cards
with the authorized retailer.

Personal Data
& Privacy
Protection

Learning AAPLESN .
O U\ (Mandatory) 2022 Protecting

W >“\\ Patient Data & Privacy Refresher
4

Management
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Thank You
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