
Disclaimer
The information provided in this PowerPoint for general reference only. It does not provide an exhaustive guide to the
application of the Personal Data (Privacy) Ordinance (Cap 486) (“PDPO”). For a complete and definitive statement of law,
direct reference should be made to the PDPO itself. The Office of the Privacy Commissioner for Personal Data makes no
express or implied warranties of accuracy or fitness for a particular purpose or use with respect to the information set out
in this PowerPoint. The contents provided will not affect the exercise of the functions and powers conferred to the
Commissioner under the PDPO.

OVERVIEW OF THE GUIDANCE NOTE FOR 
PROPERTY MANAGEMENT SECTOR 



Data Protection Principles (DPPs)

• All data users must comply 
with the six DPPs

• The six DPPs cover every item 
of personal data in the whole 
data processing cycle
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(1) Recording of HKID Card numbers of visitors
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BASIC POSITION: No right to compel 
an individual to provide a HKID Card 
number unless authorised by law

DPP1(1) – Necessary, adequate and 
non-excessive collection 



(1) Recording of HKID Card numbers of visitors
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✓Record the HKID Card numbers of the
visitor if it is not feasible for a property
manager to monitor a visitor’s activities
inside the building

✓Give the visitor the option to choose less
privacy-intrusive alternatives

• Identification of the visitor by the flat
occupant concerned

• Accept staff card or work permit as
proof of identity



(1) Recording of HKID Card numbers of visitors

DPP1(3) – Personal Information Collection
Statement (“PICS”)

✓Provide/ Display PICS to inform visitors:-
• Whether it is obligatory or voluntary for the

visitors to supply their personal data
• where obligatory: the consequences for

failing to supply the data;
• The purpose for which the data is to be

used;
• The classes of transferee (if any);
• His rights to request access to and

correction of the data, and to whom such
request may be made.
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(1) Recording of HKID Card numbers of visitors

DPP4(1) – Data security

✓Take appropriate security measures to
ensure that such entries in a visitors’ log
book are concealed from subsequent
visitors/ irrelevant parties

DPP2(2) – Data retention

✓Delete the personal data recorded in the
log book as soon as practicable after the
purpose of collection is fulfilled
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DPP1(1) – Necessary, adequate and non-
excessive collection

✓Collect name, contact number

• But collect HKID Card Number/ Copy?

• The purpose of confirming the identity of 
resident could be achieved by asking the 
resident to present his/her HKID Card 
without collecting the copy of the HKID 
Card

(2) Collecting personal data of residents
– Issuance of resident cards



DPP1(3) – Personal Information Collection
Statement (“PICS”)

✓Provide PICS to inform residents:-
• Whether it is obligatory or voluntary for the

residents to supply their personal data
• where obligatory: the consequences for

failing to supply the data;
• The purpose for which the data is to be

used;
• The classes of transferee (if any);
• His rights to request access to and

correction of the data, and to whom such
request may be made.
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(2) Collecting personal data of residents
– Issuance of resident cards



Personal Data?
• If seeks to identify the relevant

visitor (e.g. for investigation):
• Reasonably practicable for the

identity of the visitors to be
ascertained from the totality of data
(including data stored in the backend
system of DPO)

→ Data contained in the iAM Smart
Personal Code will constitute “personal
data”
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(3) Smart property management



DPP4(1) – Data security

• For personal data stored electronically:
✓Proper encryption programmes and system 

access management
✓ Identity authentication management
✓Password-controlled devices with latest security 

patches and anti-virus software installed
✓Regular monitoring and review of access record 

of personal data (check for abnormal access to 
residents’ personal data)

✓Data security policy
✓Regular staff training 
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(3) Smart property management



DPP4(1) – Data security

• For property management mobile 
applications:
✓ Incorporate privacy protection into the design

✓PIA: Assess the impact on personal data 
privacy arising from the introduction of the 
applications
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(3) Smart property management



Contact Us
❑ Hotline 2827 2827
❑ Fax      2877 7026
❑ Website www.pcpd.org.hk
❑ E-mail communications@pcpd.org.hk

❑ Address Unit 1303, 13/F,
Dah Sing Financial Centre, 
248 Queen’s Road East, 
Wanchai, Hong Kong

This PowerPoint is licensed under a Creative Commons Attribution 4.0 International (CC BY 4.0) licence. In essence, you are free to share and adapt this PowerPoint, as long
as you attribute the work to the Office of the Privacy Commissioner for Personal Data, Hong Kong. For details, please visit creativecommons.org/licenses/by/4.0.

Copyright

http://www.pcpd.org.hk/
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