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Key Children Privacy Related Phenomena in the Digital Era
Importance of cultivating data privacy awareness of children
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e-Learning
After the outbreak of COVID-19:
• Frequency of use: almost doubled
• Average hours of use per day: +150%

Sharenting
• 80% of Hong Kong parents had 

shared details of their children’s lives 
on social media

Cyberbullying/Doxxing
• 1 in 5 teenagers in Hong Kong 

experienced cyberbullying

Use of Generative AI
• Nearly 80% of youngsters have used 

generative AI tools

Presenter
Presentation Notes
Sharenting: https://www.pcpd.org.hk/english/news_events/newspaper/newspaper_20240125.htmlCyberbullying: https://icapt.tungwahcsd.org/uploads/file/202211/ec01b1412ff50df10132ba602a6b8971.pdfE-Learning: https://yrc.hkfyg.org.hk/wp-content/uploads/sites/56/2021/09/YI050_Summary_Eng.pdf (a survey in Jul 2020)“According to survey results, for school respondents, average frequency of using eTeaching on normal school day is 4.9 . During the suspension of class, averagefrequency increased drastically to 9.34. (Rate from 0-10 , 10 = very common use) ,which is doubled. For student respondents, average hours of using e-Learningincreased by 2.5 times from 1.88 hours on normal school days to 4.72 hours duringsuspension of classes.”



Key Privacy Issues Related to Children 
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Excessive / Unfair  
Collection

Over-sharing

• Privacy policy statements / personal information collection
statements are often lengthy and difficult for children to 
understand

• Children may not be capable of giving informed consent or 
making an informed decision to provide their personal data

Children may not know how to manage the privacy settings of 
online platforms / social media networks, thus over-sharing 
personal data:

• Prone to doxxing and cyberbullying
• May encompass long-term consequences

Presenter
Presentation Notes
Sharenting: https://www.pcpd.org.hk/english/news_events/newspaper/newspaper_20240125.htmlCyberbullying: https://icapt.tungwahcsd.org/uploads/file/202211/ec01b1412ff50df10132ba602a6b8971.pdfE-Learning: https://yrc.hkfyg.org.hk/wp-content/uploads/sites/56/2021/09/YI050_Summary_Eng.pdf (a survey in Jul 2020)“According to survey results, for school respondents, average frequency of using eTeaching on normal school day is 4.9 . During the suspension of class, averagefrequency increased drastically to 9.34. (Rate from 0-10 , 10 = very common use) ,which is doubled. For student respondents, average hours of using e-Learningincreased by 2.5 times from 1.88 hours on normal school days to 4.72 hours duringsuspension of classes.”
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From Education to Empowerment
A Continuous, Progressive Approach is Required to Empower Children 
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Know what
Education on Concepts 

Regarding Privacy Rights

Know how
Practical Dos and Don’ts

Know why
1. Keep Children Understand the 

Significance of Privacy 
Protection

2. Encourage Them to Protect 
Their Privacy Proactively



3 Key Factors in Cultivating Data Privacy Awareness 
of Children

7

Children's Evolving 
Capacities Evolving Technologies

Collective Efforts of 
Parents, Guardians, 

Teachers and Regulators

• Parents and guardians 
as role models

• Schools and teachers 
as handler of minors’ 
data & educator

• Regulators’ efforts

• Evolving cognitive 
abilities as children  
grow 

• Increased learning 
capacities as the smart 
generation 

New technologies bring 
new privacy risks & issues:
• Social media
• e-Learning
• AI…and more
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Continuous, Progressive,
Age-appropriate Materials 
and Activities for Children 

Up-to-Date Guidance 
Materials/Tips and 
Training/Workshop

Other Initiatives 
Targeting Parents 

and Teachers
9

A holistic approach
PCPD’s Three-Pronged Approach

1 2 3
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Continuous, Progressive, Age-appropriate Materials 
and Activities for Children

Continuous Campaigning Student Ambassador for Privacy Protection Programmes – 
Partnering School Recognition Programme (SAP) (2011-Present)

1
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Introductory Mini-site 
About the Basis of 

Privacy

Cyberbullying Leaflet 
(with Dos and Don’ts) 

Mobile Game Apps Design 
Competition for Secondary 

School Students
(Part of SAP 2021-22)

Continuous, Progressive, Age-appropriate Materials 
and Activities for Children1

Education Efforts Cyberbullying / Doxxing-related Education 

Presenter
Presentation Notes
Comics about cyberbullying: https://www.pcpd.org.hk/childrenprivacy/game/pcpd_advertorial/02/index.htmlLeaflet: https://www.pcpd.org.hk/english/resources_centre/publications/files/children_privacy_cyberbullying.pdfMedia statement on the results of app design competition: https://www.pcpd.org.hk/english/news_events/media_statements/press_20220824.html
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Artificial Intelligence

Up-to-Date Guidance Materials/Tips and 
Training/Workshop
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Artificial Intelligence and Privacy 
Protection Proposal Competition

(Part of SAP 2019)

Future Leaders of AI and Privacy 
Protection Training Programme

(Part of SAP 2024)

10 TIPS for Users of AI Chatbots
(Sep 2023)

Social Media & Smartphones Others

2

Presenter
Presentation Notes
Proposal competition: https://www.pcpd.org.hk/english/news_events/media_statements/press_20200403.html
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Artificial Intelligence
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Leaflets on the Smart Use of 
Smartphones

(Mar 2024)

Reminders on WhatsApp Account 
Hijacking

Leaflets on the Smart Use of 
Social Media

(Mar 2024)

Social Media & Smartphones Others

Up-to-Date Guidance Materials/Tips and 
Training/Workshop2
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Artificial Intelligence
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Dedicated Website on Children 
Privacy

Guidelines on Children Privacy 
during the Pandemic

(Apr 2020)

Social Media & Smartphones Others

Guidance for Schools on the Collection and Use 
of Personal Data of Teachers, Staff and Students 

during COVID-19 Pandemic
(Sep 2020)

Up-to-Date Guidance Materials/Tips and 
Training/Workshop2

Presenter
Presentation Notes
Mini-games are available at the thematic website
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Compliance Check

Other Initiatives Targeting Parents and Teachers
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Speaking Engagements Tips for Parents and Teachers

▲ Education conference

Seminar 

▲ Compliance Check Relating to a Film ▲ Online Privacy

Sharenting ▼

3
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Before We Go…
Reaching out to the Community: Privacy Awareness Week 2024

Safeguard Data Security ‧ Safeguard Privacy!

Activities during the PAW 2024:
• Exhibition Truck – “Privacy Protection Truck”
• “Together, We Create a Safe Cyberworld” 

Webinar
• Seminar on “Lessons from Data Breach Cases and 

Recommended Data Security Measures”
• Other promotional activities

▲ Poster of the Privacy Awareness Week 2024 at a bus shelter
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Before We Go…
Reaching out to the Community: Privacy Awareness Week 2024

Data Guardian, 
PCPD’s new mascot

▲ Students played interactive games 
on the truck

▲ The mobile exhibition truck:
         “Privacy Protection Truck”



Please 
follow us!
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Thank you!
www.pcpd.org.hk

communications@pcpd.org.hk
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