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Enhance Privacy Protection Measures on Websites and
Mobile Apps Targeting at Children
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The PCPD conducted an assessment
of 45 local websites and mobile
applications (“apps”) targeting at
children this year. The results show
that some websites and mobile apps
contain good privacy practice while
others are not satisfactory.

This year's study was part of the Global
Privacy Enforcement Network ("GPEN")
Sweep exercise that took place in
May this year. The PCPD joined forces
with 28 other privacy enforcement
authorities around the globe to
examine the privacy protection of 1,494
websites and mobile apps targeting at
children.

The Study Findings

The following findings are worthy of

mention in the case of Hong Kong:

a. 36% of websites were found to ask
for children's Hong Kong Identity
Card Numbers;

b. 49% of websites were found to
have indicated in their privacy
policies that they might share the
collected personal data with third
parties.

When comparing with the results of
the global examination, the following

figures from the local study are also

notable:

a. 27 websites (60%) sought
information on children's home
addresses while 33 websites (73%)
collected their phone numbers.
These figures are much higher than
those global figures of 19% and
22% respectively;

b. 16 websites (36%) sought
information from children
concerning third parties (parents
and friends). Again this figure is
higher than the global figure of
18%;

c.  Only two websites (4%) provided
accessible means for a child to
delete his account, which is much
lower than the global figure of
29%.

The Privacy Commissioner for Personal
Data, Mr Stephen WONG, stressed at
the press conference, "Collection of
third party's personal data from young
children may in some circumstances
amount to unfair collection contrary
to Data Protection Principle 1(2)(b) of
Schedule 1, Personal Data (Privacy)
Ordinance, Cap 486 Laws of Hong
Kong."

Mr Wong added, “On respecting the

PREAHZMNERERAEEIEEE
Points to Note for Data Users
Targeting at Children
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personal data privacy of others, parents
and teachers should set an example by
consulting their friends or third parties
before sharing their personal data. In
terms of sharing children's information
(such as photographs, examination
results and participation in sporting
events), parents and teachers should
invariably take into account the interest
of the children, including any harm and
potential embarrassment in the future.
However, as children's expectations on
privacy and ability to make decisions
may vary depending on individual
maturity and intellectual development,
parents and teachers are encouraged
to discuss with them frequently and
frankly on their online practices.” P

The full report is available at www.
pcpd.org.hk/english/resources_centre/
publications/surveys/files/sweep2015_
e.pdf
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Practical Guides to Strengthen the Protection of Children Privacy
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The PCPD specially released two
publications entitled Collection and
Use of Personal Data through the
Internet — Points to Note for Data Users
Targeting at Children; and Children
Online Privacy — Practical Tips for Parents
and Teachers to provide suggestions
and tips for different stakeholders.

Collection and Use of Personal Data

through the Internet — Points to Note

for Data Users Targeting at Children
aims to provide practical suggestions
and good practice. For example:

a. One way to avoid and reduce
the collection of personal data
of children and the third parties
is to avoid the use of open-type
questions;
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b. Organisations should offer means
for children to remove the accounts
and all associated personal data;

c. Organisations should obtain the
consent of children, their parents
or guardians before using the
collected personal data for a new
purpose;

d. One way to safeguard the personal
data is to encrypt it; and

e. Ways to offer easily-understood,
user-friendly and age specific
information to children and their
parents regarding privacy policy
and practice.

In May 2015, the PCPD released an
exploratory study which was carried
out to identify major privacy concerns
and problems faced by children in

Hong Kong. The results showed that

parents and teachers seem to have

insufficient awareness about children's
privacy issues. In addressing these
issues, the PCPD newly published

a Children Online Privacy — Practical

Tips for Parents and Teachers.

Recommendations include:

a. Active Participation—Parents
and teachers are encouraged to
engage with children in the online
activities and understand the
operation of the online world.

b. Basic Steps for Children Privacy
— Suggestions are provided
on security measures, digital
footprints, privacy settings and
respecting the privacy of family
members and friends.

c. Setting a Good Example- Parents
and teachers are role models for
children. They should set good
examples by protecting their own
personal data and respecting
others' personal data privacy. P
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Learn More

(REBBRERERBAER  MRESBRMNEMERETEER)
www.pcpd.org.hk/tc_chi/resources_centre/publications/files/guidance_children_c.pdf

Collection and Use of Personal Data through the Internet — Points to Note for Data Users Targeting at Children
www.pcpd.org.hk/english/resources_centre/publications/files/guidance_children_e.pdf

(REMLLBR—RRERZMNER)

www.pcpd.org.hk/tc_chi/resources_centre/publications/files/leaflet_childrenonlineprivacy_c.pdf
Children Online Privacy — Practical Tips for Parents and Teachers

www.pcpd.org.hk/english/resources_centre/publications/files/leaflet_childrenonlineprivacy_e.pdf
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“Children Privacy”— a Newly Revamped Portal
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The PCPD has also revamped its ﬂiﬂ“

thematic website “Children Privacy”,
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which is a one-stop portal to provide QTR » $6TR R SR8
teachers and parents with practical tips B FLEMBARE -
and teaching resources on personal data

protection for children. P
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www.pcpd.org.hk/childrenprivacy 23.12.2015
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Electronic Health Record Sharing System
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The Commissioner delivered a presentation at the Hong Kong Medical Association
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The Electronic Health Record Sharing
System Ordinance came into operation
on 2 December 2015. It provides legal
basis for the collection, sharing, use
and safe keeping of patients’ health
data under the Electronic Health Record
Sharing System (“eHRSS”).

To assist the medical sector to understand
the relationship between the eHRSS and

the Personal Data (Privacy) Ordinance,
Privacy Commissioner for Personal
Data Mr Stephen WONG delivered a
presentation at the dinner of the Hong
Kong Medical Association.

The eHRSS provides an information
infrastructure platform for healthcare
providers in both the public and private
sectors. With consent of the patient,
healthcare providers can have access
to and share the patient's health record
in the eHRSS for healthcare-related
purposes.

Patients” health record in the eHRSS
amounts to personal data, which is
protected under the Personal Data
(Privacy) Ordinance. Healthcare
providers and the Commissioner for
Electronic Health Record should act in
accordance with the requirements under
the Electronic Health Record Sharing
System Ordinance as well as the Personal
Data (Privacy) Ordinance when handling
patients’ health record in the eHRSS.
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The functions and powers of the Privacy

Commissioner for Personal Data under

the Personal Data (Privacy) Ordinance

in relation to personal data in the eHRSS
include:

¢ handling complaints of suspected
breaches of the Personal Data
(Privacy) Ordinance and initiating
investigation if necessary;

e carrying out an inspection of the
eHRSS;

e providing guidance on personal data
privacy in relation to the eHRSS to
citizens and healthcare providers;
and

e handling any data breach
notification in relation to the eHRSS.

CEZES

Case in Brief

To prepare for the commencement
of operation of the eHRSS in the first
quarter of 2016, PCPD will publish
information leaflets on personal data
privacy in relation to the eHRSS for the
reference of both the citizens and the
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healthcare providers. In the meantime,
you may visit the website of the eHealth
Record Office (www.ehealth.gov.hk/en/
home/index.html) to understand more
about the eHRSS. P

EFfRRLIFOERG
Electronic Health Record

Sharing System
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Telecommunications Companies Have to Comply with Customers’ Opt-out Requests
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The Complainant, a customer of a
telecommunications service provider,
called the company to make an opt-out
request, and a staff member confirmed
that his request would be complied with.

However, the Complainant later found
that an advertisement promoting dinner
specials at a hotel was attached to the
company’s electronic bill. Dissatisfied
with the company’s non-compliance
with his opt-out request, he lodged a
complaint with the PCPD.

The company responded that it treated
the banner ads attached to its email
messages as general information (not
official marketing information), so it
did not delete the advertisement before

sending the email.

Outcome: The telecommunications
company undertook to comply with the
requirements under the Ordinance

Under section 35A of the Personal Data
(Privacy) Ordinance, “direct marketing”
refers to offering or advertising services to
specific persons by name via electronic
mail or other means of communication.
As the advertisement promoted dinner
specials of a hotel, the PCPD considered
it direct marketing information under
section 35A of the Ordinance. Hence,
unless the company had complied with
the direct marketing requirements under
the Ordinance, it could not use the
Complainant’s personal data for delivery
of the advertisement.

After the PCPD's intervention, the
company took steps to ensure that no
marketing information would be attached
to the electronic bills of customers who
made opt-out requests. P
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Mr Stephen Kai-yi WONG took office as the Privacy Commissioner
for Personal Data, Hong Kong
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Mr Stephen Kai-yi WONG took office
on 4 August 2015 as the Privacy
Commissioner for Personal Data, for
a term of five years. Mr Wong has

PCPD News fL[EZ 8 AE @51 » Issue no. 32

succeeded Mr Allan Yam-wang CHIANG
who completed his five-year term on 3
August 2015.

Prior to joining the PCPD, Mr Wong was
a practising barrister in private practice
and the Secretary to the independent
advisory body, the Law Reform
Commission of Hong Kong (LRC). Before
serving at the LRC, Mr Wong had been
a legal counsel in the Department of
Justice from 1986 to 2007 (the then
Attorney General’s Chambers before
1997), assuming various posts including
Assistant Director of Public Prosecutions
and Deputy Solicitor General. Being
an expert in human rights law, he was
involved in the legislative process of the
1991 Hong Kong Bill of Rights Ordinance,
and was subsequently on loan to the
United Nations Human Rights Committee
in Geneva for one year until 1992. P
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New Members of Personal Data (Privacy) Advisory Committee Appointed
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The Government announced the
appointment of two new members
and re-appointment of six incumbent
members to the Personal Data (Privacy)
Advisory Committee (“Advisory
Committee”) for a term of two years with
effect from 1 October 2015.

The Advisory Committee was established
under the Personal Data (Privacy)
Ordinance to advise the Privacy
Commissioner for Personal Data on the
protection of personal data privacy and
matters relevant to the implementation of
the Personal Data (Privacy) Ordinance.

The Commissioner Mr Stephen Kai-yi
WONG is the Chairman of the Advisory
Committee. Other members are as
follows:

Mr Billy Hing-chuen HUNG
Ms Susanna Shuk-ching SHEN

Mr Jimmy Chun-wah KWOK

Mr David Chuck-fan WAN

Ms Winnie Cheung-wah YEUNG

Ms Cordelia CHUNG (new appointee)
Mr Stephen Chan LOH (new appointee)
Deputy Secretary for Constitutional
and Mainland Affairs or Principal
Assistant Secretary for Constitutional and
Mainland Affairs P
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The Commissioner Speaks at the International and Local Conferences
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The Commissioner attended the “Teen Talk 2015 — Decoding Privacy” held by the Law Society
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From 4 August to 18 December 2015,
the Commissioner Mr Stephen WONG
attended the following five international

e Zonta Club New Territories — Talk on

Personal Data Protection

conferences to exchange data protection ) ) )
e Social Enterprise Research Institute —

Forum on Employment of Persons with
a Disability

issues with international privacy
enforcement authorities and experts.
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Forum in Macao

The Commissioner and his team also
gave 13 presentations at conferences and
seminars organised by our stakeholders
including professional bodies, trade

associations, privacy advocates and

government related organisations,

including:

The Hong Kong Chinese Women’s
Club —Talk on Privacy

The Hong Kong Institute of Certified
Public Accountants (arranged by the
Office of the Hon Kenneth LEUNG) -
Talk on Personal Data Protection P
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PCPD’s New TV API — “Stay Smart. Mind Your Digital Footprint”
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2. A& H) YouTube 2 H (www.youtube.
com/user/PCPDHKSAR)

The PCPD launched a new TV
Announcements in the Public Interest
(“AP1”) entitled “Stay Smart. Mind
Your Digital Footprint” in the end of
November 2015, calling on members
of the public to go online vigilantly, and
protect, respect others’ personal data.

Well-known media figure Ms Akina
FONG was invited by the PCPD to take
part in this 30-second TV API. Privacy
Commissioner Mr Stephen WONG
said, “In a brisk lively manner, this
API advises members of the public to
share information online vigilantly, to
obtain others’ consent before uploading
their personal data or sharing photos
online. Before downloading a mobile
application, we should find out if it will
collect our personal data excessively. In
sum, mind your digital footprint.”

Mr Wong emphasised, “Every part of
our daily life is related to personal
data. Once personal data is uploaded
to the Internet, it can never be deleted.
Many incidents concerning telephone

deception, direct marketing and cyber-
bullying were notably, one way or
another, stemmed from digital footprints
left by people unintentionally or
inadvertently. Hence we need to assess
the risks and consequences when going
online or downloading apps. As a starting
point in protecting our own personal
data, we should use our brains and stay
smart.” P

The TV API can also be viewed at the
links below:

a. PCPD’s website (www.pcpd.org.hk)

b. PCPD’s YouTube page (www.youtube.
com/user/PCPDHKSAR)
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PCPD Initiates Investigations into Data Leakage Incidents
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The PCPD initiated an investigation
into the possible personal data leakage
involving the contactless credit cards
issued by banks in mid-October 2015.
The card-issuing banks are reminded to
comply with the requirements under the
Data Protection Principles (“DPPs”) in
the Personal Data (Privacy) Ordinance
(“Ordinance”) to ensure the protection of
the personal data of the general public.

The PCPD also commenced an
investigation into the data leakage
incident of VTech Learning Lodge
(“VTech”) on 1 December 2015. This
data leakage incident appears to have
disclosed data of 5 million customers
accounts and related children’s profiles
worldwide. There is nevertheless no
indication on the number of Hong
Kong customers affected. The PCPD’s
investigation is to ascertain whether
VTech had taken appropriate steps to
safeguard personal data before the
leakage happened; and what kinds of
remedial actions are adopted, after the
data leakage, to avoid the occurrence of
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Administrative Appeals Board's Decision on Dismissing David Webb’s Appeal Case
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similar incidents.

The PCPD also initiated an investigation
into the security vulnerability of
SanrioTown website. SanrioTown
website is operated by Sanrio Digital
(HK) Limited, a Hong Kong company,
that announced to the public on 22
December 2015 that the personal
data of up to 3.3 million members of
SanrioTown website could have been
publicly accessible owing to a security
vulnerability. The personal data that
might have been accessible includes the
name, email address, date of birth and
encrypted password. Credit card or other
payment information is not included.

If there is a contravention of the Data
Protection Principles, the Commissioner
may upon completion of an investigation
serve an enforcement notice to direct the
data user to remedy the contravention
and prevent its re-occurrence.
Contravention of an enforcement
notice is an offence which would
attract a maximum fine of HK$50,000
and imprisonment for two years. If the
offence continues after the conviction,
the data user is liable to a daily penalty
of $1,000. F.
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casenotes/AAB_54_2014.pdf

On 27 October 2015, the Administrative
Appeals Board (“AAB”) dismissed the
appeal from Mr David Webb against the
PCPD’s Enforcement Notice directing
him to remove from his Webb-site
in 2014 the three hyperlinks which
effectively disclosed the Complainant’s
identity in three anonymised judgments.

The AAB confirms:

i. the PCPD’s decision that Mr Webb
had contravened Data Protection
Principle 3 (“DPP3” — Data Use
Principle) of the Personal Data
(Privacy) Ordinance (“Ordinance”)
by publishing the three hyperlinks
on Webb-site; and

ii. the justification for the issuance of
the Enforcement Notice.

The PCPD’s Comments

It is not the PCPD’s stance to ask for
removal of articles from the archives of
newspapers and publishers. In this case,
the PCPD only directed Mr Webb to
remove the hyperlinks which showed the
parties’ names in the three anonymised
judgments on the Judiciary’s website,
bearing in mind that the anonymisation
is made pursuant to the request of
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the Complainant and is consistent
with Article 10 of the Hong Kong Bill
of Rights. As directed by the Chief
Justice, with effect from April 2011, all
judgments in family and matrimonial
cases at every level of courts, whether
in open court or in chambers, should be
anonymised before release.

In weighing the freedom of press and
expression against the personal data
privacy of the Complainant, the PCPD
was of the view that the disclosure of
the Complainant’s identity in the three
anonymised matrimonial judgments did
not serve to promote the transparency of
operations of companies, governments,
regulators and controlling shareholders;
nor was it able to achieve the purpose of
condemning public vices or protecting
the minority shareholders’ interest. In
the circumstances, the balance should
be tipped in favour of protecting the
Complainant’s personal data in the three
anonymised judgments.

As the AAB has dismissed the appeal,
the Commissioner will follow up with
Mr Webb on his compliance with the
Enforcement Notice.

It is a misconception that publicly
accessible personal data can be further
used or disclosed for any purpose
whatsoever without any regulation.
Personal data obtained from the public
domain is still subject to the protection
under DPP 3 of the Ordinance.

Case Background

The Complainant and her ex-husband
were parties to several matrimonial
proceedings, of which three judgments
were handed down by the Court of
Appeal in 2000, 2001 and 2002 in open
court. At the request of the Complainant,
the Judiciary in 2010 and 2012 replaced
the names of the Complainant and her
ex-husband by alphabets in those three
judgments in the Legal Reference System
of the Judiciary’s website.

However, the Complainant subsequently
found her name revealed on three
hyperlinks on “Who’s Who” of a website
named “Webb-site” established by Mr



Webb. If a user entered the Complainant’s
name in the “search people” box, Webb-
site would bring the user to the “Who's
Who” page, and the three hyperlinks were
embedded under the item “Articles”. By
clicking on “Articles” and then on the
hyperlinks, the user would be taken to the
three anonymised judgments in the Legal
Reference System of the Judiciary’s website.

According to Webb-site, its objective was
“to provide independent commentary
on corporate and economic governance,
business, finance, investment and
regulatory affairs in Hong Kong.” The
Complainant was aggrieved and hence
lodged a complaint with the PCPD
against Mr Webb.

The PCPD decided that Mr Webb had
contravened DPP 3 of the Ordinance by
publishing those three hyperlinks with
the Complainant’s name revealed on
Webb-site, which effectively disclosed
her identity in the three anonymised
judgments, and served upon Mr Webb
an Enforcement Notice directing him
to remove those three hyperlinks from
the Webb-site. The three judgments are
matrimonial proceedings touching on her
private life but not public duty. Mr Webb

subsequently lodged an appeal against
PCPD’s decision and the service of the
Enforcement Notice, and the appeal was
heard before the AAB on 13 July this
year.

The AAB’s Decision

The AAB upheld the PCPD’s decision and
the issuance of the Enforcement Notice
and made the following findings:

The AAB held that DPP 3 is directed
against the misuse of personal data,
regardless of whether the relevant
personal data has been published
elsewhere or in the public domain and
that Mr Webb was a data user governed
by the Ordinance.

The AAB also held that on a proper
construction of subsection (4) of DPP
3, “the purpose for which the data was
to be used at the time of the collection
of the data” referred to the purpose for
which the data was originally collected.
In this case, the Judiciary was the person
who first collected the Complainant’s
data, and its purposes in collecting
the Complainant’s personal data were
to enable its judgments to be utilised
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as “legal precedents on points of law,
practice and procedure of the courts and
of public interests”. The AAB was of the
view that Mr Webb's purpose of using
the Complainant’s personal data (i.e.
reporting and publication for general
use) in Webb-site was not consistent with
the Judiciary’s purposes of publishing
the three judgments, and it therefore
concluded that Mr Webb did use the
Complainant’s personal data for a “new
purpose” in contravention of DPP 3.

The AAB also took the view that the
balance between freedom of expression
and personal data privacy protection
struck by the Commissioner was not
unreasonable.

The AAB rejected Mr Webb’s argument
that the common law principle of
open justice would exempt him from
any breach of DPP 3 under section
60B(a) of the Ordinance, as Mr Webb
was not required by any principle of
law to publish the personal data of the
Complainant on Webb-site. P

Decision of the AAB
www.pcpd.org.hk/english/files/
casenotes/AAB_54_2014.pdf
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Since the penalty level of the offence was
raised under the new direct marketing
regulatory regime which took effect on
1 April 2013 under the Personal Data
(Privacy) (Amendment) Ordinance 2012,
there had been three convicted cases;
and the companies involved were fined
from HK$10,000 - $30,000.

S

Learn More

Of the three convicted cases, two were
convicted on the same charges — failure
to comply with the requirement from
its client to cease to use his personal
data in direct marketing. The remaining
case involved a storage service provider
who was charged with the offence of
using the personal data of a customer in
direct marketing without taking specified
actions and obtain the customer’s
consent in advance.

Under section 35G(3) of the Ordinance,
a service provider who receives a request
for cessation of using the customer’s
personal data in direct marketing must,
without charge to the data subject,
comply with the request and respect
the consumers’ personal data to avoid
misuse. To ensure compliance, service
providers have to maintain an “Opt-Out
List” of all customers and cease to use
their personal data for direct marketing.
Failure to comply with the requirements
is an offence.

The Commissioner Mr Stephen WONG
said, “All companies or organisations,
large or small, must comply with the
legal requirements and refrain from
taking risks of non-compliance. |
believe privacy-respectful organisations
will enjoy enhanced customers’ trust

BRKIOEERTENES > MBI 2HQFN (EREHESD

www.pcpd.org.hk/tc_chi/resources_centre/publications/files/ GN_DM_c.pdf
For guidance on legal compliance, organisations should refer to PCPD’s “Guidance on Direct Marketing” available at
www.pcpd.org.hk/english/resources_centre/publications/files/GN_DM_e.pdf

REHEAOIMERT T (RBEAER (AR) KFITTERAZRIEEEREHEEHEN) ERER -
www.pcpd.org.hk//tc_chi/resources_centre/publications/files/opt_out2015_c.pdf

The PCPD also revised an Information Leaflet entitled “Exercising Your Right of Consent to and Opt-out from Direct
Marketing Activities under the Personal Data (Privacy) Ordinance”. www.pcpd.org.hk/english/resources_centre/publications/

files/opt_out2015_e.pdf

HEMEZRNEE (BXEHARERES) KTMR2HM

www.pcpd.org.hk/tc_chi/resources_centre/publications/posters_Infographics/files/

DM_infographic_1231_c.pdf
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and loyalty, thus creating a win-win
situation for both the customers and the
organisations.”

As for the consumers, if consumers no
longer wish to receive direct marketing
messages, they should make a clear opt-
out request, preferably in writing, and
keep a copy of it. If they still receive
direct marketing messages after making
an opt-out request, they should record
the details of the direct marketing
messages and file a complaint with the
PCPD.

Mr Wong also reminded consumers that,
“Organisations are required to notify you
and obtain your consent before using
your personal data or transferring the
data to another person for use in direct
marketing activities. Despite the fact that
you may have consented to the use of
your personal data in direct marketing,
organisations must notify you of your
opt-out right when using your personal
data in this manner for the first time. You
may also require them to cease to so use
the data at any time.” P

An easy-to-understand infographic “It is Your Choice to Accept or Refuse Direct Marketing” for member of the public is

also available at

www.pcpd.org.hk/english/resources_centre/publications/posters_Infographics/files/

DM_infographic_1231_e.pdf
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www.pcpd.org.hk/university

The University Privacy Campaign has
taken place once a year since 2011. This
year, our interactive game booth toured
campuses of 10 universities in October
and November. The game highlighted
some privacy traps associated with the
Internet and the use of smartphones to
remind students to “Think Privacy! Be
Smart Online”.

In addition, the PCPD will organise
seminars on 20 January 2016 to explain
to university staff their obligations as
a data user under the Personal Data
(Privacy) Ordinance in the areas of
administration and IT management. The

PCPD News fL[ZE 8 AF @7l » Issue no. 32

seminars received enthusiastic support
and has been full before the deadline for
enrolment. P

More details of the campaign are

available at www.pcpd.org.hk/university.
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Data Protection Officers’ Club (“DPOC”) Activities
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Meeting with the Privacy Commissioner

DPOC provides practising data
protection officers with a platform for
advancing their knowledge and practice
of data privacy compliance through
experience sharing and training. On
3 November 2015, Privacy Commissioner
for Personal Data, Mr Stephen WONG,
shared his views and insights into data
privacy protection with the members at

a luncheon. Our Information Technology
Advisor also highlighted privacy concerns
and protection on cloud computing. P

' sAmLESaNSNLE
ey e

tor Personal Data @
Py

-_‘;.1
¥

I Noveimbes 20

W Y\hal's On
e
S

RTESETHEELZNR
#rERs - AEB 2015 F 7 A
RELTEAMANEFSE
# &l > www.pcpd.org.hk/misc/

e **0

dpoc/newsletter.html P

PNT b b e T | e

e e ey ) e

In order to keep members
abreast of PCPD news on
a regularly basis, PCPD
has launched a bi-weekly
e-Newsletter since July 2015.
www.pcpd.org.hk/misc/dpoc/
newsletter.html P
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The Commissioner and Information Technology Advisor of the PCPD
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Excessive and Unfair Collection of Employees’ Fingerprint Data
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# E 5 www.pcpd.org.hk/tc_chi/
enforcement/commissioners_findings/
investigation_reports/files/R15_2308_c.pdf

On 21 July 2015, the PCPD published an
investigation report on the collection of
employees’ fingerprint data by Queenix
(Asia) Limited, a fashion trading company
(“Company”), for safeguarding office
security and monitoring staff attendance.
PCPD considered such data collection
excessive and unfair.

PCPD’s Findings and Determination

i. Given the uniqueness and
immutability of fingerprint data it
must be protected against identity
theft or misappropriation. Hence it
should be collected and used only
when justified.

ii. The Company had already installed
several security devices to safeguard
its property, including CCTV
cameras, digital locks, ordinary door
locks and a chain lock. These all
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render the fingerprint recognition
devices redundant as a night-time
security device.

iii. The Company had experienced
several day-time theft incidents
which were all committed by
its staff and customers. As such,
the installation of the fingerprint
recognition devices to prevent
unauthorised entry would not help
prevent these thefts. The existing
CCTV cameras, which detected the
thefts and identified the culprits,
appear to be a more effective
security means.

iv. The Company had only 20
employees. Hence it would be
relatively easy to monitor staff
attendance using less privacy
intrusive means instead of the use
of a fingerprint recognition device.
These alternative means, such as a
password or a smartcard, could well
involve no additional collection or
retention of personal data.

Based on these findings, the PCPD finds
the collection of employees’ fingerprint
data by the Company was excessive,
thereby contravening Data Protection
Principle (“DPP”)1(1) of the Personal
Data (Privacy) Ordinance.

The former Commissioner also finds
the data collection unfair in the
circumstances of the case, as the
employees were neither provided with
the choice to opt for other alternatives to
fulfil the purposes of safeguarding office
security and monitoring staff attendance,
nor informed of the privacy risks involved
and the measures to prevent wrongful
collection and misuse. This is tantamount
to a contravention of DPP1(2).

Enforcement Action

An Enforcement Notice was served on
the Company directing it to destroy
all fingerprint data collected from the
Company’s present and past employees,
and to cease collecting its employees’
fingerprint data.



Further details on the procedural
and technological safeguards for the
collection and use of fingerprint data are
found in the “Guidance on Collection
and Use of Biometric Data” (www.
pcpd.org.hk/english/resources_centre/
publications/files/GN_biometric_e.pdf)

published by the PCPD. The guidance
provided also applies to other biometric
data used for recognition purposes
including DNA, retinal scans, facial
image, palm vein image, and handwriting
pattern. P
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42 Employers Sanctioned for Placing Blind Recruitment Advertisements
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FAEFRE 2 www.pepd.org.hk/tc_
chi/enforcement/commissioners_
findings/investigation_reports/files/
R15_8107_c.pdf

42 employers were sanctioned for
placing 46 job advertisements to solicit
job applicants’ personal data without
disclosing their identities. These blind
recruitment advertisements (“Blind
Ads”) breached the fairness principle for
personal data collection, that is, Data
Protection Principle (“DPP”) 1(2) of the
Personal Data (Privacy) Ordinance (the
“Ordinance”).

The Investigations

Blind Ads have been a perennial
problem. Last year, the PCPD reviewed
9,016 recruitment advertisements on
seven major recruitment media: namely
Career Times, JobsDB, JobFinder, Recruit,
Classified Post, Jiu Jik, and JobMarket.
311 Blind Ads (3.45% of the total)
were identified. Of these, 71 Blind Ads
were investigated and as a result, all 69
employers concerned were sanctioned.
Further, six of the seven recruitment
media responded to the PCPD’s appeal
and made a pledge to take actions to
deter Blind Ads.

This year, the PCPD continued with
similar investigations and found that the
Blind Ads situation has improved. From
3 to 9 May 2015, 12,849 advertisements
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Read the Investigation Report: (www.
pcpd.org.hk/english/enforcement/
commissioners_findings/investigation_
reports/files/R15_2308_e.pdf)

placed in the same seven recruitment
media were examined and only 59 Blind
Ads (0.46% of total) which warranted
investigation were identified. Overall,
the proportion of Blind Ads has dropped
from 3.45% (last year) to 0.46% (this
year).

The PCPD’s Findings and
Determination

Up to 6 July 2015, investigations into 46

Blind Ads had been completed. Some

employers tried to exculpate themselves

from the mistake as follows:

e ignorance of the legal requirements

e blaming the recruitment media for
not advising them or reminding
them of the impropriety of their
Blind Ads

e incorporating the company’s domain
name in the return email address
was sufficient

* no express solicitation of personal
data in the advertisements.

These defences were all rejected by the
PCPD.

Enforcement Action

The former Commissioner served
enforcement notices on the 42 employers
concerned directing them to delete the
personal data collected and to formulate
a company policy of placing recruitment
advertisement which complies with the
Ordinance. P

Read the Investigation Report: www.
pcpd.org.hk/english/enforcement/
commissioners_findings/investigation_
reports/files/R15_8107_e.pdf
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Government Urged to Tighten Control of Public Registers in Era of Big Data
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www.pcpd.org.hk/tc_chi/resources_
centre/publications/surveys/files/
survey_public_registers_summary_c.pdf

On 28 July 2015, the PCPD released the
report on a survey of the administration
of 10 commonly-used public registers
maintained by the Government, namely,
Bankruptcy register, Births register,
Business register, Companies register,
Land registers, Marriage register, Register
of notice of intended marriage, SFC
register of licensed persons, Register of
vehicles and Registers of electors. The
protection of personal data contained
in these registers was examined with
reference to the guidelines formulated
by the Government in 2000 (the
“Guidelines”).

PCPD News fL[EZ 8 AE @51 » Issue no. 32

Public registers contain personal data
which can be made available for public
access. They are subject to protection
under the Personal Data (Privacy)
Ordinance (the “Ordinance”), in
particular, Data Protection Principle 3.
Specifically, the personal data collected
from a public register can be used only
for purposes in line with or directly
related to the purpose of setting up the
public register, unless the explicit and
voluntary consent of the data subject is
obtained.

The survey concluded that compliance

with the Guidelines in a number of areas

was not satisfactory, with the following
issues identified:-

a. Only 32 of the 82 public register-
related legislations newly enacted or
amended from 1 January 2001 to 31
March 2014 spell out the purposes
of the publication of the data and/or
the permissible use or secondary use
of such data;

b. Only 5 of these legislations contain
explicit provisions introducing
measures to safeguard against
possible misuse of the personal data;

c.  Only 4 out of the 10 registers have
the purposes of the registers specified
in the respective legislations;

d. Only 1 out of the 10 registers
have legislative safeguards against
misuse of data and only 1 out of the
remaining 9 registers provides for
administrative safeguards;

e. The lack of legislative or
administrative safeguards against
data misuse is particularly worrying
as most registers have no discretion
to reject a request for data access;

f.  For those registers which have
discretionary power to decide on
the provision of specific kinds of
personal data or full copy of the
relevant document upon request,
there are no explicit policies laid
down governing the exercise of the
discretion;

g.  While data subjects are informed by
all 10 registers of the purposes of the
registers, the clarity and adequacy of
the notification could be improved;



h. For the Bankruptcy register, the
Business register and the Marriage
registers, there is no specific
mentioning that the data can be
made available to the public;

i.  For the Register of notice of intended
marriage, no reference is made to
the purpose of inspection of the
notices throughout the process of
inspection which takes place in the
Marriages Registries by reviewing the
webpages of onsite computers;

j-  Foronline access to a public register,
the Guidelines only require the
home page to include the specified
purposes of the register and the
use limitations, thus falling short of
ensuring the requestor does read and
understand this home page message.

The PCPD has forwarded the report to
the relevant Government bureaux and
departments, with recommendations on
compliance with the Guidelines. P
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Survey Reveals Heightened Public Awareness of Privacy Rights
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Survey Report: www.pcpd.org.hk/english/
resources_centre/publications/surveys/
files/survey_public_registers.pdf

Read the Executive Summary: www.
pcpd.org.hk/english/resources_centre/
publications/surveys/files/survey_public_
registers_summary_e.pdf
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resources_centre/publications/surveys/

Z : www.pcpd.org.hk/tc_chi/
files/baselinesurvey2014_summary_c.pdf

BEE2X(REEXR)
pcpd.org.hk/english/resources_

S WWW.

centre/publications/surveys/files/
baselinesurvey2014.pdf

On 28 July 2015, the PCPD published
a survey of public attitudes on personal
data privacy (the “Survey”). The Survey
revealed that awareness of privacy rights
of individuals and public trust in the
PCPD were generally high.

The survey results, based on telephone
interviews with 1,222 adults and focus
group interviews with 36 participants
from a diverse background, should benefit
not just the PCPD but the community at
large.

Awareness of Privacy Rights

There is good awareness of the need
to balance privacy rights differently in
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various situations. For the use of personal
data made public by public registries,
13-15% of respondents had no concern
and 18% had serious concern about the
marriage and lands registry. For the ID
card number and residential address of
a company director, 28-35% had serious
concern, supporting that this information
is seen as sensitive. 67% of respondents
had serious concern and only 1-2% of
respondents had no concern as regards
provision of their or their friends/relatives
names and addresses when applying for a
loyalty card, suggesting that this is widely
seen as invasion of privacy.

Nearly half of respondents had
experienced misuse of their personal
data in the last 12 months and the
most common source of the problem
was banks (57%), followed by telecom
companies (32%), fitness/beauty centres
(26%) and money lenders (17%). Almost
11% of those who experienced misuse
had made a complaint, while those who
had not complained explained that the
major reasons were that friends had
provided the information (35%), or they
were unwilling to involve the company
staff (25%) responsible for the misuse.

The Survey revealed that the public could
often sacrifice privacy for the sake of
convenience. Few respondents were very
concerned about providing mobile phone
number (even though it allows receiving
advertising calls), occupation or full date
of birth (even though it is often used for
validation).

For the notification of data leakage, there
is support that the data subjects and the

RERERRELERS

PCPD as well as the media should be
notified immediately. This suggests a
growing expectation for organisations
to measure up and demonstrate to the
public their commitment to ensuring
privacy and data protection.

Effectiveness of the PCPD

The Survey revealed that an
overwhelming majority of respondents
(86%) agreed or strongly agreed that
the PCPD has increased community
awareness of personal data privacy issues
after the Octopus Incident in 2010.

It was generally agreed that naming
the organisation at fault in the PCPD’s
investigation reports was effective
because it raised public awareness. Most
interviewees reported that their trust
had decreased towards those companies
against which the PCPD had reported
contraventions of the Personal Data
(Privacy) Ordinance.

The Survey assessed the perceived
trustworthiness of six statutory agencies
in handling complaints and identified the
PCPD as the second most trusted agency,
after the Independent Commission
Against Corruption.

Expectations for Greater
Enforcement Power

In general, very few interviewees thought
the current regulatory framework was
sufficient to protect the public. They
were concerned about people being
forced to provide personal data and a
lot of personal data could be found in
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the public domain. Most respondents
support the PCPD should have greater
enforcement powers to regulate mobile
apps, direct marketing activities, data
breach incidents, etc.

Continuous Challenges from Further
Advances in Digitisation

When asked whether they were willing
to pay HK$20 per month for email
services without advertising, only 6%
of respondents gave a positive answer,
implying that most people are reluctant
to pay for privacy protection.

Compared to the findings of a privacy
awareness survey on Facebook users
conducted by the PCPD two years ago,
people are now generally more aware
of the need for privacy protection on
social networks and can act to protect
themselves. A strong majority (77%) of
Facebook account users interviewed
were aware of the privacy setting, of
whom nearly all (90%) have changed the
settings.

An overwhelming majority (87%) of
respondents used a smartphone of whom
95% had an instant messaging app
installed. 72% of these respondents were
aware that the app accesses all contact
information on their smartphones and a
significant proportion (33%) thought the
law should prohibit this. P

Read the full survey report (with executive
summary): www.pcpd.org.hk/english/
resources_centre/publications/surveys/
files/baselinesurvey2014.pdf

Scholarship for Study on Privacy and Data Protection Law
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The PCPD and the Faculty of Law, The

University of Hong Kong (“HKU”) jointly
set up a Privacy Commissioner Prize
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in Privacy and Data Protection Law
scholarship for three years since 2012
to encourage law students to study data
privacy issues. Terrence Chun-yin TAl,
a HKU Postgraduate Certificate in Laws
student, won the Prize with his research
paper “Misuse of Private Information and
Breach of Confidence as Distinct Causes
of Action”. .
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PCPD’s Website Won Recognition
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The PCPD’s website won the

at

“Government Standard of Excellence”
in 2015 WebAwards, held by the Web
Marketing Association in the United
States.

This Issue is the last issue of the PCPD
News in a printed format. You are
welcome to visit our website at www.
pcpd.org.hk to know more about our

latest news and information. P.
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Personal Information Collection Statement (“PICS”)
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A PICS is a statement given by a data
user for the purpose of complying with
the notification requirements under Data
Protection Principle 1(3) of the Personal
Data (Privacy) Ordinance (“Ordinance”).

While the Ordinance does not require
the notification to be given in writing,
it is good practice for the requisite
information to be provided to the data

subjects in writing in the interests of
transparency and to avoid possible
misunderstanding between the parties.

A PICS should include:

a. Purposes for which personal data
will be used following collection;

b.  Whether it is obligatory or voluntary
for a data subject to supply his
personal data and consequences of
failure to supply the data;

c. Classes of persons to whom personal
data collected from the data subjects
may be transferred or disclosed;

d. Data subjects’ right to request access
to and correction of his personal
data held by the data users; and

e. Name (or job title) and contact
details of the individual who is
responsible for handling any data
access and data correction requests.

The need for an easily readable and
understandable PICS applies to the
collection of information in both
the physical world and the online
environment. The purpose statement
should not be too vague and too wide
in scope. A specific PICS should be used
for a specific collection purpose. A PICS
may include a notice about the security
measures adopted by the data user in the
handling of personal data, in particular
if the personal data is collected online,
the specific security measures that are
applied to online transactions such as
collection of credit card numbers.

PCPD has issued a guidance note
entitled “Guidance on Preparing Personal
Information Collection Statement and
Privacy Policy Statement” to serve as a
general reference for preparing PICS and
Privacy Policy Statement. For details,
please visit PCPD’s website at
www.pcpd.org.hk//english/resources_
centre/publications/files/GN_picspps_
e.pdf. P
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Resources Updates
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Codes of Practice/ Guidelines

RBCEANEEEHNEB TR ) —
AR RBEMEEEFENER
Al
Understanding the Code of
Practice on Consumer Credit Data
— Frequently Asked Questions on
the Sharing of Mortgage Data for
Credit Assessment Purpose

REBAAEHLEES - BEER
BETEESZAM
Privacy Guidelines: Monitoring and
Personal Data Privacy at Work

BIEFREETHFISHEN  RE
BXIRIZNER
Monitoring and Personal Data
Privacy at Work: Points to Note for
Employers of Domestic Helpers

$g5|& ¥ Guidance Note

BN WA IR R BRIE S
Guidance on Data Breach
Handling and the Giving of Breach
Notifications

BUE RN RS
Guidance on Electioneering
Activities

REMEEERERBAER A
RERERNEREREIEER
Collection and Use of Personal
Data through the Internet — Points
to Note for Data Users Targeting at
Children

RERBEAREARETE
TR iES
Best Practice Guide for Mobile App
Development

EPRIE K Information Leaflets

N 7 - Saa k)

Privacy Impact Assessments

o JEEE T
Cloud Computing

10 EEEEp R A k=
Matching Procedure :
Common Questions

Some

B85k / /MW F Leaflets/ Booklets

RRCEABER (L) 5G] ) TTER
B RIEBEZ R H AT
Exercising Your Right of Consent to
and Opt-out from Direct Marketing
Activities under the Personal Data
(Privacy) Ordinance
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Personal Data is Essential - Protect
Your Privacy - Job Seeking

RIERLETA

B ZE®LAE — GREKERM
et
Children Online Privacy - Practical
Tips for Parents and Teachers

ERBERRELRE — BHARE
P34
Protecting Online Privacy — Be
Smart on Social Networks

RIEFLE — PBEEAEEER
Protect Privacy by Smart Use of
Smartphones

] ZHEAEHLEEEAEEHN
About the Office of the Privacy
Commissioner for Personal Data,
Hong Kong
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Related publications are available at
www.pcpd.org.hk/publications/
resources_by_topics
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Privacy Campaign for Mobile App Development

2016.04.21 MERDEARER BRILEMERZSE

Mobile App Development Forum — Privacy and Security

www.pcpd.org.hk/mobileapps

REMBEEAEE [ERBAE] 58 2016
Student Ambassador for Privacy Protection cum School
Partners Recognition Schemes 2016 (2015.12 — 2016.05)

www.pcpd.org.hk/childrenprivacy

REREFEES 2015/16
University Privacy Campaign 2015/16

2016.01.20 R - ABITRERLRBRE R MR E BN ERHRE
Seminars on Protecting Personal Data Privacy in University
Administration and Data Protection in IT Management

www.pcpd.org.hk/university

NEBEHEKEREE 2015/16
Public Education Roadshow 2015/16
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2015.12.13, 2015/2016 EME BB AT W g <
12.20 2015/16 Fall/Winter Sheung Wan Promenade |Booth Games L2
2015.12.27 - RBEESHLEH N RZ RE i
2016.01.09 _ Roadshow across the city Exhibition b
Y

www.pcpd.org.hk/roadshow i
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Other Education & Training Programmes :‘

BLETE ]
Online Training Platform %
fe

Workshop  AEFEFARHL EI2 M B RHRE Bt
Data Protection in Internal IT Management g

BT R RH R A R RS £

Latest Information and Communication Technology (ICT) and Data r_ i

Protection o

Seminar B AR HEE i

Seminar on “Developing Mobile Apps with Privacy Protection in Mind” i X

)

RIEEA G R Z LB
Professional Workshops on Data Protection
www.pcpd.org.hk/education_training/workshops

CEAZR (L) (401 N EE (SREHST) 3
Introductory Seminar on the Personal Data (Privacy) Ordinance (to be held bi-weekly) R
www.pcpd.org.hk/education_training/public_seminars

#F 15 Details : pcpd.org.hk
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