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Enforcement

1,486 complaint cases were received in 2011, which represent an increase
of 26% on the number of cases received in 2010 (1,179 cases) and an
increase of 48% on that of 2009 (1,001 cases). Of these complaints,
1,101 cases were made against the private sector, 131 against the public
sector/government departments and 254 against individuals. Of the
complaints made against the private sector, financial institutions ranked
highest in the number of complaints received (200 cases), followed by
property management (137 cases) and telecommunications (122 cases).

With regard to the nature of complaints, the highest number of
complaints related to the purpose and manner of data collection (723
cases), followed by complaints about the use of personal data without
the consent of data subjects (681 cases), data security (223 cases),
accuracy and duration of retention (125 cases), and use of personal data
for direct marketing (119 cases). Mr. Chiang explained, “The figures
of the first four items are higher than those of 2010, reflecting a rise in
public awareness of personal data privacy protection. On the contrary,
the number of cases on the use of personal data for direct marketing
purposes has decreased from 157 in 2010 to 119 in 2011, which may
represent an improvement in the practices of the relevant industry
players.”

Moreover, the Commissioner carried out 154 compliance checks in 2011
to review the practices of data users suspected or alleged of contravening
the Ordinance and urge them to take appropriate remedial measures.
This represents an increase of 21% on the figure of 127 compliance
checks carried out in 2010.

In addition, the Commissioner published eight investigation reports in
2011. This compares with 15 investigation reports published previously
since the Ordinance came into effect in 1996. More frequent publication
of investigation reports, coupled with new practice adopted since June
2011 to name the corporate data user ich has contravened the legal
requirements, has effectively served to invoke the sanction and discipline
of public scrutiny and discouraged non-compliant behavior on the part
of the data user being the subject of investigation and other data user
facing similar investigation issues.

In 2011, PCPD completed an inspection of the personal data system of
the Trial Scheme on School Drug Testing in Tai Po District.

PCPD News 7.[&% 81 F#ifl
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The Personal Data (Privacy) Ordinance (“the Ordinance”) came into effect on 20 December

1996. In other words, the Ordinance had been implemented for 15 years. Against this
background, the Privacy Commissioner for Personal Data (“the Commissioner”), Mr. Allan
Chiang gave a detailed account of the work of the Office of the Privacy Commissioner for
Personal Data (“PCPD"”) in 2011, “2011 was a fruitful year for the PCPD. The number of
complaints and enquiries received as well as educational seminars held for the public reached

a record high.”
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Prosecution

In 2011, 12 contravention cases were referred to the Police for
consideration of prosecution. In the same period, in 4 cases the data
users complained against were convicted of contravening sections
34(1) and 64(10) of the Ordinance for making repeated telemarketing
calls despite the complainants’ opt-out request. Compared with 10
convictions in all since 1996 when the Ordinance came into effect, this is
a considerable achievement.

Review of the Ordinance

In response to the release of the Report on Further Public Discussions
on Review of the Ordinance on 18 April 2011 by the Administration,
the PCPD made a submission to the Administration on 31 May 2011.
In particular, the PCPD raised its concerns on several crucial flaws in
the Administration’s implementation proposals regarding collection
and use of personal data in direct marketing as well as unauthorized
sale of personal data by data users. Details can be found in LC Paper
CB(2)1949/10-11(01) at http://www.legco.gov.hk/yr10-11/english/panels/
ca/papers/ca0516cb2-1949-1-e.pdf.

On 13 July 2011, the Administration introduced the Personal Data
(Privacy) (Amendment) Bill 2011 (the “Amendment Bill”) to the Legislative
Council for its first and second reading. A Bills Committee was set up
to examine the Amendment Bill. The Commissioner attended the Bills
Committee meeting on 26 November 2011. He has made submissions
to the Bills Committee and met individually most members of the
Committee to explain PCPD's position. He has also exchanged views with
the Administration and the representatives of most of the organisations
which had made submissions to the Bills Committee, namely, the Hong
Kong Direct Marketing Association, the Hong Kong Federation of
Insurers, the Hong Kong Association of Banks and the Hong Kong Call
Centre Association. The Commissioner noted that the Administration
has allayed most of his concerns by proposing changes to the provisions
in the Amendment Bill regulating the use of personal data in direct
marketing and sale of personal data.
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Promotion and Education Work

Apart from handling complaints and enquiries, promotion and education
is also an important duty of the PCPD. Mr. Chiang further stated,
“When a complaint is received, that means there may be contravention
by an organization already. A better way to ensure data protection is
to recognize that prevention is better than cure. Education is able to
serve this purpose. So PCPD has been making every effort in this area.
In particular, we provide means for the students to learn how to respect
others’ privacy at an early age. Last year, we launched the “Privacy
Protection Student Ambassador Programme”, in which over 700 students
from 31 secondary schools have enrolled as student ambassadors to
promote the message of “respect personal data privacy” in their schools
by various means. As for university students, the PCPD organized a first-
of-its-kind on-campus educational programme last year in 10 universities/
post-secondary schools to promote privacy promotion. Overwhelming
responses from students were received. University administrators were
interested in the ways to protect the privacy of students or staff in their
daily work.”

The PCPD conducted a total of 264 seminars and workshops in 2011
(with a total audience of nearly 21,000), representing an increase
of 132% over the previous year. The PCPD has launched a series of
professional compliance workshops to suit the needs of executives dealing
with personal data in different work contexts. A total of 52 workshops
on data protection were held in 2011.

Highlights of the 2012 Work Plan

When talking about future plan, Mr. Chiang said, “We expect that
the Legislative Council will complete the review of the Amendment
Bill and implement the amendments soon to offer better protection of
personal data privacy. PCPD will prepare for the implementation of the
amendments, including the setting up of a new system to provide legal
assistance to aggrieved parties to take civil action against data users.”

Regarding promotion and public education, Mr. Chiang said, “In
promoting awareness and understanding of personal data privacy, PCPD
will continue its efforts through promotion programmes, public education
and professional training. Special efforts will be made to engage
young people, our future leaders, and sustain their participation in a re-
invigorated “Privacy Protection Student Ambassador Programme”. We
shall introduce the new provisions in the Amendment Bill to the public.”

In enforcement work, the PCPD will strive to enhance efficiency to cope
with the increasing workload.

“We will continue to spare no effort to protect the personal data privacy
right of the public,” Mr. Chiang concluded.

PCPD News #[ZEEREHH
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In July and November 2011 and January 2012 respectively, three
companies were convicted of contravention of section 34(1)(ii) of the
Ordinance. The provision requires a data user to stop approaching
an individual for direct marketing purposes upon receipt of that
individual’s opt-out request.

OnCard Limited, a membership sales company, was convicted of breaching
section 34(1)(ii) of the Ordinance on 25 July 2011 in the Eastern Magistrates’
Courts and was fined $1,000. The Complainant had purchased dining
membership from the Buffet Club which was operated by OnCard Limited and
received repeated direct marketing calls from the Club since 2009. Apart from
asking the Club to stop making these direct marketing calls, the Complainant
confirmed her opt-out request to the Club by e-mail and lodged a complaint
to the PCPD. However, the Club continued to make direct marketing calls to
her. This was a case of contravention of section 34(1)(ii) of the Ordinance.

The Ricacorp Properties Limited and its estate agent were convicted of
breaching section 34(1)(ii) of the Ordinance on 30 November 2011 in
the Tsuen Wan Magistrates’ Courts and were fined $2,500 and $2,000
respectively. This was the first conviction about an employee’s contravention
of the Ordinance since its commencement in 1996. The Complainant
purchased a flat in 2007 via the Company, through which the Company
collected the Complainant’s name, address and telephone number. Since
then, the Complainant received numerous calls from the Company soliciting
for sale or purchase of property. The Complainant had requested the
Company more than once not to call her for property marketing, but the
Company continued to make direct marketing calls to her. This was a case of
contravention of section 34(1)(ii) of the Ordinance.

CITIC Bank International (“CITIC"”) was convicted of breaching section 34(1)
(i) of the Ordinance on 11 January 2012 in the Shatin Magistrates’ Courts
and was fined $2,500. The Complainant is a customer of CITIC. Since
2008, the Complainant had requested CITIC in writing more than once not
to send direct mail to her, but CITIC continued to do so. This was a case of
contravention of section 34(1)(ii) of the Ordinance.

These three cases showed that organizations which did not respect
customers’ opt-out requests would be convicted and their goodwill
would be affected. Though these cases were successfully prosecuted,
it is believed that they represented only the tip of an iceberg. There
must be many other cases in which the data subjects tolerated
unsolicited direct marketing approaches as they did not have time
to lodge complaints or did not know how to go about making opt-
out requests. It also reflects that the current level of fine is too low to
serve a deterrent effect. The PCPD expects that the Administration’s
legislative amendment proposal of increasing the penalty to $500,000
and imprisonment for 3 years will, upon implementation, generate a
greater deterrent effect.

Meanwhile, consumers who intend to make opt-out request from
direct marketing approaches may refer to the “Making an Opt-out
Request from Direct Marketing Activities under the Personal Data
(Privacy) Ordinance” leaflet issued by PCPD to understand how to go
about the process effectively.
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From 29 April to 5 May 2012, the sixth Privacy Awareness
Week (PAW) was jointly held by the PCPD and members

of the Asia Pacific Privacy Authorities (APPA). PAW is an
annual international event aimed at raising awareness
of the importance of protecting privacy in Asia Pacific.

[REEFRBELE KL ]S

Privacy Protection Student
Ambassador Programme

EEE - [LEETIES2012) BB —FHEAM
REERES - MFE— OB EAZER LR
B WHRERBEMMEREBE - FilELERH
i BOOREBCTRRNEAER - B -
BEHEHRIRELEBEERE]FE AFFA
HOREEHEAS  AAEEEEAERLEAR
B WFBMERARTREHMEELE | MR
it E3ER4AARMBERE  BERELETRE
RPIESRORE  BRBERTEY 278
FLFEtEs - EEREERN (W82 R LHHE
R MR ERTY) - RBEKRNEE [TLEBRITES ]
2012 R1THIR - BIEELAIE - AR - B 3
FE  BERATETRAEN  ERARRSEES
REEABRTLE -

BAEREEIEEKT) - KRS T #EBE 2,000 %K
B42HTENRAE2N - ERHNASELET [
ERL o RILZ I ELMREERIELE (FRT
X)) MERBSLEEENERE ZHOMHER
CRENTE (BEME - Mlls - RuE - AR
BREFFALZ) BRAEFERETE (REM - #
SRR ERGIS - RREM - RER OATHE ER
#oEREMERHZRE)  UARENELZFH

BERBERSR

BSMESLER (REGHLIEP EA R
|

SRR R E T

ENEARE SR

RNERE [FLERE
i $)2012] 45 T
o EMRMRE -
RO - B EEE
AR BT
THEHESREZS
ERFERRTT - I
DERHFEEINE

=$ /mw

PCPD News 7.[&% 81 F#ifl

During PAW 2012 in Hong Kong, the PCPD disseminated messages
relating to the protection of personal data privacy to young people
through a series of informative and interactive activities. Young
people were reminded to protect their personal data when engaging
in online activities, especially while using social networking websites.
The main activity was the Privacy Protection Student Ambassador
Programme in which young people took up the role of promoting
and conveying messages relating to the protection of personal data
privacy to their peers. This Programme was also designed for the
course of Other Learning Experience (OLE) under the New Senior
Secondary Curriculum. During the learning stage from March to
April, the Student Ambassadors participated in courses organized by
the PCPD, including seminars and workshops, to learn about privacy
rights, promotion skills and production techniques (4-panel comic
drawing and news reporting and writing). During PAW 2012, the
Student Ambassadors exercised their creativity and adopted various
communication means, such as short videos, drama, news reports and
surveys, to publicize the notion of protecting personal data privacy in
their respective schools.

The Programme was a success. Over 2,000 students from 42
secondary schools participated in the Programme. Some of the
students have participated in the 4-Panel Comic Drawing Competition
on Privacy Protection (please see below for details) and the writing of
news articles on privacy issues. Three excellent news articles written
by the students of S.K.H. Tsang Shiu Tim Secondary School, S.K.H. Lee
Fook Hing Secondary School and Belilios Public School were published
in the special issue of PAW 2012 in newspapers.

Moreover, artistes from the Artiste Training Alumni Association taught
drama techniques and shared their drama performance experience in a
Drama Workshop.
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cartoonist Mr. Peter Ng (Left) to explain 4-panel
comic drawing technique; experienced journalist
Miss Bonnie Chiu (Middle) and renowned presenter

Miss Icy Wong (Right) to give tips on production of
‘ .n. news features and news reporting and writing skills.
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Inaugural Ceremony of PAW 2012
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In March and April 2012, the PCPD invited famous
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At the inaugural ceremony held on 29 April, over 100 secondary
students took oath to become Privacy Protection Student
Ambassadors and pledged to publicize the notion of protecting
personal data privacy in their respective schools. Moreover,
members of the Artiste Training Alumni Association staged a
comedy which vividly delivered the message of personal data
privacy protection. An audience of over 300 people enjoyed a
happy and meaningful Sunday.

The comedy was put on stage at different venues in June,
including Shun Lee Estate Community Centre, Aldrich Bay

. ) FEEN L - [RERTEE)2012) —FREHERRRE [IRIERBEELEX
Community Hall, Cheung Wah Community Hall, St. Paul's ZTTAJTT ? o g .

College, Ho Yu College and Primary School and Po Chiu
Catholic Secondary School, which attracting an audience of over  ampassadors” and principals at the inauguration ceremony of PAW 2012.

Guests of PAW 2012 took photos with “Privacy Protection Student

2,000 people.

HEFEEE EIE)ELHRERED -
Comedy performed by members of Artiste
Training Alumni Association.
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The winners were:
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Champion: Wong Tsz Yan (Kit Sam Lam Bing Yim
Secondary School)
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1st Runner-up: Tsoi Man Yee (Kit Sam Lam Bing
Yim Secondary School)

ZE  REE —RERTEgTRE

2nd Runner-up: Yu Yuk Kei (Hoi Ping Chamber
of Commerce Secondary School)
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Merit Prizes Awards: Pang Ching See (Ho

Lap College) & Wong Cho Ying (Lung Cheung
Government Secondary School)
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Online Favorite 4-Panel Comic Drawing on
Privacy Protection Award:

Wong Kai Ling (NLSI Lui Kwok Pat Fong College)
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Most Supportive School Award: S.K.H. Tsang
Shiu Tim Secondary School
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On 4 May, the PCPD ran a program with the Hong Kong Federation of Youth
Group (HKFYG), “A Dialogue between the Privacy Commissioner and the
Young People” in which the Privacy Commissioner shared with students of
Elegantia College his thoughts on how to protect personal data in their daily
lives. The program was broadcast live on HKFYG's website (www.u21.hk).

FLBEE S £ SR o BB BB A AT RS AT L
The Privacy Commissioner shared with students of Elegantia College his thoughts on
how to protect online privacy.

The finale of PAW 2012 was the Prize Presentation Ceremony of the 4-Panel Comic
Drawing Competition on Privacy Protection cum winning entries display held on 5
May.

Being held from February to March 2012, the Competition aimed to encourage
students to consider the importance of protecting personal data privacy. The
Competition received overwhelming responses with a total of 252 entries from 40
secondary schools. All entrants used different drawing techniques with creativity to
express their understanding and expectation of privacy protection.

The winning entries were compiled into a book for distribution to secondary students
to disseminate the message of personal data privacy protection. The winning entries
have also been uploaded on the PCPD’s website (www.pcpd.org.hk/english/activities/
pcpdambassador.html).
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Mr. Allan Chiang, Privacy Commissioner for
Personal Data (5th from left) and Mr. Ray
Choy, Chief Corporate Services Manager of the
PCPD (2nd from left) took photo with winners
of “4-Panel Comic Drawing Competition on
Privacy Protection”.

LEBEAEF Faa R LIRXRADERTT o

Winning and final entries were displayed at
Sheung Wan Civic Centre.

Moreover, on 5 May, the PCPD organized a public seminar on “Proper use of online
resources and social networking Protecting personal data while making new friends”,
telling the public how to protect privacy when using social networking sites.



N 24 B News from the PCPD

T SRR T B B B s s

*Privacy Campaign for*
Telecommunications Closing cum
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Opening remarks delivered by Mr. Allan Chiang,
Privacy Commissioner for Personal Data.
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The Privacy Campaign for Telecommunications Closing cum Award
Presentation Ceremony jointly organized by the PCPD and the Communications
Association of Hong Kong was held on 1 March 2012. The ceremony was
officiated by the Privacy Commissioner for Personal Data, Mr. Allan Chiang and
the Chairman of Communications Association of Hong Kong, Dr. Hubert Chan.
The Campaign commenced in September 2011. During the campaign period,
the PCPD has organized 18 seminars for eight telecommunications companies
to explain to their staff the requirements under the Personal Data (Privacy)
Ordinance, analyze related cases for them and answer questions about data
protection. Over 1,700 telecommunications practitioners participated in
the seminars.

One highlight of the Campaign was a speech competition. In the closing
ceremony, five finalists delivered award-winning speeches on personal data
privacy protection. After a close competition, Sarah Wong of CITIC Telecom
International CPC Limited won the championship and the Best Emotion Award.
Moreover, Janet Ho of China Mobile Hong Kong Company Limited won the
Best Emotional Appeal Award; Adrian Lee of CITIC Telecom International CPC
Limited won the Eloguence Award. The Best Stage Performance Award and
the Great Humor Award were won by Jasmine Wong of TraxComm and Keith
Lam of PCCW Limited respectively.

The PCPD will continue to cooperate with different industries to disseminate
the message of personal data privacy protection.

[REEMEAEH — BMiZE] | | RF LB FEE ETHE AR o

Group photo of judges and winners of “Protecting Personal Data: | Can Do It!” Speech Competition.
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The pervasive use of new communication technologies in
today’s digital society poses risks to privacy. Meanwhile,
public awareness and aspirations of individuals’ privacy
rights are on the rise. In 2011, the number of complaints on
personal data privacy intrusion increased by 48% compared
with two years ago. This has presented great challenges
to the PCPD, but it is fortunate that the PCPD has been blessed with unstinting support of like-minded partners. To thank you
for their support, the PCPD held a Partnership Reception on 29 March 2012 to present awards to selected partners for their
exemplary contributions. The list of awardees is as follows:

1 REBRFEL Best Government Partner B R A ERS S Constitutional & Mainland Affairs Bureau
2 IEESEELE Best Regulatory Partner EBLFEIER Hong Kong Monetary Authority

3 RAEFUEAELE Best Enforcement Partner £ = Department of Justice
HABEZEX Hong Kong Police
4 FEBIREM Best Media Partner HBELLBERE Hong Kong Economic Times

5 REHE ¥ Best Education Partner HBAE  University of Hong Kong

BEABSFHE Hong Kong Federation of Youth Groups
EHEEJEEE2 Hong Kong Computer Society
BHAEEH S  Internet Professional Association
BABENE

TEMEZER

6 I ERH

Best Promotion Partner

7 SEEIEE Best Training Partner
8 AT RERM
Best Benchmarking Partner

FEEIEABERMEREE
Appointment of Deputy Privacy Commissioner
for Personal Data

Communications Association of Hong Kong
Equal Opportunities Commission
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The Privacy Commissioner for Personal Data, Mr. Allan Chiang announced
on 7 December 2011, following an open recruitment exercise, the
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appointment of Ms. Lavinia Chang as the Deputy Privacy Commissioner for
Personal Data.

Ms. Lavinia Chang, a solicitor by profession, joins from the Intellectual
Property Department (IPD) of the HKSAR Government, where she served
since 2007 as the Assistant Director with responsibility for legislative advice
and registration policy on patents, trade marks and designs, and legislative
advice on copyright. Prior to that, she was IPD’s senior hearing officer for
many years. Before joining the Government, Ms. Chang was a lawyer in
private practice with major international legal firms in Hong Kong and
Ireland. She has more than 20 years of experience in legal practice and
public administration.

The recruitment exercise was conducted by a selection board which
comprised the Privacy Commissioner, Professor John Bacon-Shone of the
University of Hong Kong and solicitor Mr. Anthony Chow.
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22 December 2011 14/12/2011
Dear Miss Natalie Poon, 14 December 2011
d like to express our heartfelt thanks to you, a

My family and | woul \
brilliant investigation officer. v Thank
easy one to handle. God has given act?(: YfOU for agceptin
nalism and perseveranc ) s n, from Wh'ch my department can understs
given hope and light again- el Privacy protection. | hope that we coulq
or other aggrieve the good practices. Th
. | ank you very much fo
€ attention of your Office.

complainants with this attity

We believe that my case was not an Dear Mr. Anthony Chan,
me a chance to meet you. With

e, a helpless and betrayed poor 9 my complaint and taking effective followy-

up
nd the importance
continue to maintain
I'your assistance and
I hope that Yyou could keep on helping

your professio
sick man was

| also hope that you can continue to seek justice f

and helpless people. | ”
mance with “silent gratitude”.

. ) de and this will pe :
I thank you for your brilliant perfor 3;[8??' pubhcl.' Put more effort into your work anii 2';5;’?)?1 gc;ird'the
Thanks a lot! 0 your life! ing
Mr. Chan and family Wish you every success in your work and Merry Christmas|

Miss Yuen
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Statistics on Complaints & Enquiries
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Enquiries and Complaints received by the PCPD (1 Jan 2012 - 31 May 2012)
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£ 5 T & H# PCPD Staff Promotion

PCPD Staff Promotion

KRBT
ERENEREE
Vincent Ng

Senior Personal Data
Officer

fRZE
AFEEEF
Zuki Chan

Personnel Executive

BRIFE
BYIE AR R
(H1E=aA)

Carol Chan
Assistant Manager
(Corporate
Communications)
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Lilia Chan
Assistant Personal
Data Officer

PN
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Michael Wong
Assistant Personal
Data Officer

2095
BN BRI

Norris Leung
Senior Personal
Data Officer

R R
BN ER EE
lvy So

Assistant Personal
Data Officer

R
BN BB E
(BaPHX)

Kimmy Cheng
Assistant Personal
Data Officer (IT)

PRIISE
BhERAE T
(HetE=Z)

Penny Chan
Assistant Manager
(Corporate
Communications)

EREIR
BYFEEIA BRI ELF
Carol Choi

Assistant Personal
Data Officer
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To promote the awareness and understanding of, and compliance with the provisions of the Ordinance,
the Commissioner and his colleagues participated as guest speakers in seminars organized by the
following organizations:

P HE2011FIATH  LBFEEBELRLEERELSIRBHS E N [BEEKTE
SRy L#F -  BERBHES BEHEABERILE]
On 14 September 2011, Privacy Commissioner Mr. Allan Chiang spoke at the “CEOs
meet CEOs Luncheon Series” organized by Hong Kong Council Social Service on the

topic " ERUES BEHEAERILE .

4 B2011FOA 4B  LREERERALCEMRAEXBENEREERRE
e EESSE)A 0 Wh AT T [Joint Forum: Risks in Sensitive
Information Handling and Disaste Recovery due to recent disasters | _EE@#¥ ©

On 14 September 2011, Privacy Commissioner Mr. Allan Chiang spoke at the “Joint
Forum: Risks in Sensitive Information Handling and Disaster Recovery due to recent
disasters” organized by iProA and ISACA China Hong Kong Chapter, and supported
by the PCPD.
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FEHE? |-
On 17 September 2011, Privacy Commissioner Mr. Allan Chiang delivered a
talk on the topic of “Does Law Reform need Reforming in Hong Kong?"” at
the “ONC Conference on Law Reform” organized by ONC Lawyers and Centre for
Comparative and Public Law of the University of Hong Kong.

4 201MF9A21 B LREERKERELCERTERASEMNFTES LBRES -

On 21 September 2011, Privacy Commissioner Mr. Allan Chiang gave a breakfast
briefing on “Myths about data protection in Hong Kong” organized by the British
Chamber of Commerce in Hong Kong.

201159 A28 H » REEEEEAABERALERSBERL LT LexOmnibus BHFRIAREET » BBE A 2011 FEAER (FA
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On 28 September 2011, Acting Deputy Privacy Commissioner for Personal Data Ms. Brenda Kwok delivered a talk on the
topic “Personal Data (Privacy) (Amendment) Bill 2011 - Implications on Personal Data Protection”.

E2011F 11 A19R8 - AREEBERXEEFBITRAEBSRMNERLS - BA R [NAELRBRE R3TEE B2 B
B -

On 19 November 2011, Privacy Commissioner Mr. Allan Chiang delivered a talk on the topic of “How to Strike a Balance
between Privacy Protection and Press Freedom” organized by News Executives’ Association.
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On 19 November 2011, Mr. Henry Chang, Information Technology Advisor of the PCPD
spoke about “The government should address the serious issue of the cyber-bullying of
children” at Children’s Council jointly organized by Against Child Abuse, Hong Kong
Committee on Children's Rights and Hong Kong Committee for UNICEF.

FE2011F 11 A220 - RERFEEREREEEHE RENNBE LR ABRKEMNEABR (ALE) GH

On 22 November 2011, Privacy Commissioner Mr. Allan Chiang gave a briefing on Introduction to the Personal Data (Privacy)
Ordinance to the newly-appointed school principals at the seminar organized by the Education Bureau.

4 E2011FE11 A30R - 2FEMBREMRRBEEEEBERMR L EWIHAEH ORI
& [ Information Security Summit 2011 £35 - BB & [EMEE — £Zm © 2 Mt
RAHEHBRIE TR |
On 30 November 2011, Mr. Henry Chang, Information Technology Advisor of the PCPD
delivered a talk on the topic of “Managing Information — Security Risks of Cloud , Mobile
and Social Networking Environments” at the “Information Security Summit 2011"
organized by the Hong Kong Computer Emergency Response Team Coordination Center.

-
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On 11 January 2012, Privacy Commissioner Mr. Allan Chiang delivered a talk at
the “Security and Privacy Forum on A Practical Guide for IT Managers and
Professionals On the Personal Data (Privacy) Ordinance” organized by the Hong
Kong Computer Society.

4 E2012F2 108 - WBREERBEREEETERBEEREMRBMAEH OEH [
BAABHRLBRENLERTFRNE ] L35 - BAREEAEEAEREBEAZR
B
On 10 February 2012, Privacy Commissioner Mr. Allan Chiang delivered a talk on the topic
of “Personal Data Protection through Creativity and Partnership” at the “Symposium on
Personal Data and Privacy Protection: A Comparative Perspective” organized by Law and
Technology Centre, University of Hong Kong.

20122150 AEEMMRBERARTBREEAEETAHRXEBHBEIRNEE LES - BE R EHDo and
Don't] e

On 15 February 2012, Mr. Henry Chang, Information Technology Advisor of the PCPD delivered a speech titled “Do and Don’t on Social
Media Marketing” at a seminar organized by Hong Kong Social Media Consortium.

4 E2012F4 198 MWEEERERAEERERSAEERNEEES - BERW
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On 19 April 2012, Privacy Commissioner Mr. Allan Chiang delivered a talk on the topic of

“How to strike a balance between privacy protection and press freedom” organized by
Hong Kong Baptist University.
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Sharing with Data Protection Officers’ Club (DPOC)
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DPOC News

Which organizations in Hong Kong are managing huge quantity of personal
data? The Hospital Authority (HA) must be on the top five list. Apart from
handling the personal data of 57,000 employees, HA has to handle the data
of millions of patients, including Hong Kong citizens, visitors, Mainlanders
and overseas persons. It can be imagined that it will be very difficult to
manage such a large database and, on top of that, medical records are
very sensitive personal data. Mr. Dickson Wong, Corporate Information
Security and Privacy Officer of HA, is the one who has taken up this
mission. Last December, Mr. Wong shared the challenges he met and his
accomplishments with members of DPOC.

According to Mr. Wong, HA has been placing great emphasis on the
protection of patients’ personal data privacy and strictly complying with the
Personal Data (Privacy) Ordinance in its daily routine.

When formulating policies, the normal practice is to prioritize things in
order of importance. As the major duty of a hospital is to save patients, it is
understandable that patients’ lives take the first priority. For example, when
seeking consultation in a hospital, patients are first required to provide their
identity cards for verification, and before receiving treatment, their identity
cards numbers are verified again. Some people worry that the identity
cards numbers marked on patients’ medical records and documents may be
leaked as hospitals are cluttered with people. Checking partial identity card
numbers for verification is thus suggested to minimize the risk of leaking
patients’ personal data. Mr. Wong said, “But this proposal is not feasible.
An internal survey of HA found that in every hundred thousand patients,
there is a pair or more of patients who own the same name and whose
identity card numbers are partially identical. The two patients with the same
name may receive treatment at the same department of the same hospital
at the same time. If wrong treatment is received due to mistaken identity,
the consequences will be very serious. Therefore, it is definitely necessary to
verify patients’ identity with their full identity card numbers.” That is why
HA checks patients’ full identity card numbers when verifying their identity.
Mr. Wong said, “HA attaches importance to verify patients’ identity in order
to avoid medical incidents.” According to records, there were only a handful
of patients’ data leakage incidents in hospitals. Through computerization
and better file management, the risk of patients’ data leakage will be further
lowered.

After a series of data loss incidents few years ago, HA has made a lot of
improvements on various aspects upon review. Mr. Wong said, “The cruxes
of the problem were staff awareness of privacy and internal structure and
systems.”

Mr. Wong admitted that there was room for improvement of HA staff
awareness of privacy protection before the incidents, e.g. adopting proper
ways to store and transmit data; using anonymisation to store personal
data used for research purpose; avoiding using own storage device to store
patients’ personal data, etc. In the light of the circumstances, HA adopted
a series of measures, e.g. streamlining its data security policy, to deliver the
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Revised “Guidance on Property
Management Practices”

CGRIE BB IR NEFTIR
Revised “Guidance on
Electioneering Activities”

(FEREEBNEFRERSD
Guidance on the Use of Portable
Storage Devices

B E R EAEAER
BEREMESD
Guidance for Data User on the
Collection and Use of Personal
Data through the Internet

ERa kR B2E (bS]
Guidance on Personal Data
Erasure and Anonymisation

(U ERHEAUE BB BIMEET IR
Revised “Guidance on Collection
of Fingerprint Data”
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message of privacy protection to its staff more explicitly.

In 2009, HA and the PCPD jointly organized a privacy awareness campaign
for medical practitioners. During the year, PCPD staff held seminars on
the requirements of the Ordinance at all hospitals under HA management
to help them adopt good practices to protect patients’ privacy along with
their health. This one-year campaign effectively raised HA staff’s awareness
of personal data privacy protection. Moreover, HA launched an E-learning
module in personal data protection in 2009 to enable medical practitioners
to learn at their own convenience and pace.

Regarding structure and systems, HA has improved the internal reporting
system by establishing committees and officer ranks in each Cluster so that
any leakage or loss of patients’ data can be reported to the management
in one or two days for speedy public announcement and adoption of
appropriate remedial measures.

Furthermore, HA restricts access to patients’ data by health care personnel
on the “patients under medical care” and “need to know" basis. Under
the “patients under medical care” principle, only medical staff who are
responsible for provision of clinical care are allowed to access patients’
data. The “need to know” principle is to restrict access to patients’ data by
medical staff who do not provide direct clinical care, e.g. those who prepare
medical reports, conduct clinical research, etc. Moreover, HA has developed
a privacy impact assessment manual to identify and handle personal data
privacy issues at the initial stage when designing a new project or scheme.

Lastly, Mr. Wong said, “Looking ahead, HA expects that it can instill the
value of privacy protection in its work culture and establish a comprehensive
data protection system with technological advancement.”
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“Protecting Online Privacy —

Use Social Networking Sites Smartly
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Leaflet:“Making an Opt-out Request
from Direct Marketing Activities under
the Personal Data (Privacy) Ordinance”
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Booklet:”Protecting Privacy — Using
Computers and the Internet Wisely”



