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Guidance Note

EREAEHNILBEELE
Office of the Privacy Commissioner
for Personal Data, Hong Kong

Guidance for Schools on the Collection and Use of Personal Data
of Teachers, Staff and Students during COVID-19 Pandemic

Introduction

Although the COVID-19 epidemic in Hong Kong has abated,
it is not totally under control yet. As kindergartens, primary
and secondary schools will resume classes in phases from
23 September 2020, it is necessary for schools to implement
appropriate epidemic prevention measures, which may
involve the collection of personal data of teachers, staff and
students, including the more sensitive health data. In this
regard, the Office of the Privacy Commissioner for Personal
Data (PCPD) reminds schools to strike a reasonable balance
between safeguarding public health and protecting personal
data privacy, and provides the following guidance.

1. Can schools collect temperature
measurements, travel histories and
other health data of teachers, staff

and students?

Collection of temperature measurements, travel histories and
other health data of teachers, staff and students assists schools
to assess the risk of transmission in schools and safeguard
the health of teachers, staff and students. Hence, generally
speaking it is a reasonable epidemic prevention measure.

However, the PCPD recommends that schools should
only collect necessary and appropriate data which is
proportional to the collection purposes when they consider
collecting personal data of teachers, staff and students.
Personal data irrelevant to and unnecessary for the prevention
of COVID-19 should not be collected. Schools should also
consider adopting a self-reporting system and collecting
personal data through questionnaires which provide multiple-
choice answers. Open-ended questions should be avoided
lest unnecessary personal data are collected inadvertently.

Unless teachers, staff or students have symptoms of COVID-19
(such as fever and dry cough); have just returned to Hong
Kong from abroad (especially high-risk places); have visited
premises with a high risk of infection (such as hospitals); have
close contacts with infected persons; or have other indications
of being high risk, schools should delete the data within a
reasonable period and should not retain the data to minimise
the personal data collected and reduce the risk of data leakage.
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Moreover, under Data Protection Principle (DPP) 1(3)(b)(i) of
Schedule 1 to the Personal Data (Privacy) Ordinance (Cap.
486 of the Laws of Hong Kong, PDPO), on or before collecting
personal data, schools shall take practicable steps (such
as by way of notice) to provide teachers, staff, students
and parents with the Personal Information Collection
Statement (PICS), stating the kinds of personal data to be
collected, the purposes of collection (such as safeguarding
the health of teachers, staff and students), and the classes of
persons (such as public health authorities) to whom the data
may be transferred. It is also a good practice for schools to
inform teachers, staff, students and parents of the retention
period of the data in the PICS.

2. Can schools use personal data of
teachers, staff and students for other
purposes or disclose the data to other

parties?

Personal data collected from teachers, staff and students
by schools should only be used for the original purposes
that the relevant parties were informed of (such as
safeguarding the health of teachers, staff and students)
or directly related purposes. Under DPP 3, schools must
obtain the “prescribed consent” (i.e. voluntary and express
consent) of teachers, staff, students or their parents before
using the relevant data for a new purpose or disclosing the
data to other parties for a new purpose.

If the data subject (i.e. student) is a minor, the PDPO allows
a “relevant person” to provide the “prescribed consent” on
behalf of the data subject under specified conditions. In
general, a “relevant person” is a person who has parental
responsibility for the minor or the guardian of the minor.

The PDPO allows certain situations under which the
use and disclosure of personal data may be exempted
from seeking the data subject’s prescribed consent.
The situations include, for example, (1) the disclosure of
the identity, health and location data of students to public
health authorities for tracing and treating persons infected
with COVID-19 and safeguarding public health (see sections
59(1)(b) and (2) of the PDPO); and (2) the use or disclosure of
students’personal data for compliance with the requirements
of laws (such as the Prevention and Control of Disease
(Disclosure of Information) Regulation, Cap. 599D of the Laws
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of Hong Kong) (see section 60B(a) of the PDPO).

If a teacher, staff or student is unfortunately diagnosed with
COVID-19, the school may notify other teachers, staff, students
and parents of the same without disclosing the identity of
the infected person, such as disclosing the classrooms visited
and group activities participated by the infected person.
Under most circumstances, disclosure of the name and other
personal particulars of an infected person in the notification
will be considered as unnecessary or disproportionate.

3. How long can schools retain the
personal data collected?

When the purpose of collection is fulfilled, such as after a
reasonable period since the date of collection, there is no
evidence showing that the teachers, staff and students
have been infected with COVID-19, the school should
permanently destroy the personal data collected for
combatting COVID-19. As to what constitutes “a reasonable
period”, schools may refer to information provided by the
public health authorities, including the common incubation
period for COVID-19. In most cases, schools should not retain
the personal data for a long period.

4, What should schools be mindful of in
relation to data security?

As most students are minors, from a personal data privacy
protection perspective, they need more protection. In
particular, students’ health data and information relating to
COVID-19 infection are very sensitive. If the data is leaked, it

may cause significant harm (including psychological harm)
to the relevant persons. Hence, data security is of particular
importance in this context.

Under DPP 4(1), schools should adopt all practicable
steps to protect the personal data collected against
unauthorised or accidental access, processing, erasure,
loss or use, such as storing the data in a locked cabinet;
encrypting digital data; using passwords to protect electronic
devices which contain personal data and only allowing
authorised personnel to have access to the data on a need-
to-know basis.

In case a data leakage occurs, the school should notify the
teachers, staff, students, parents and the PCPD, or even the
Police, as soon as possible.

5. What are the rights of teachers, staff
and students in relation to their

personal data?

As personal data belongs to the data subjects, schools
should handle personal data of teachers, staff and
students in a respectful and prudent manner. Generally
speaking, teachers, staff and students may request access
to and correction of their personal data. Under DPP 1(3)(b)
(i), schools should inform teachers, staff and students of their
rights on or before collecting their personal data, and provide
the name and contact information of the staff responsible for
handling such requests so that the teachers, staff, students
and parents can exercise their rights, and enquire about
personal data privacy related matters.
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The information and suggestions provided in this publication are for general reference only. They do not serve as an exhaustive guide to the application of
the law and do not constitute legal or other professional advice. The Privacy Commissioner makes no express or implied warranties of accuracy or fitness for a
particular purpose or use with respect to the information and suggestions set out in this publication. The information and suggestions provided will not affect
the functions and powers conferred upon the Privacy Commissioner under the Personal Date (Privacy) Ordinance.
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