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Figure 1 — Annual enquiry caseload

2,423

Operations

Enquiries received during
2001-2002

In the reporting period, the PCO handled a total of
20,531 enquiry cases. On average, some 75 cases were
received per working day. Compared with 21,174 enquiry
cases received in 2000-01, this represents a slight drop
of 3% in the enquiry caseload. (Figure 1)
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Figure 2 — Nature of enquiry cases
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Of the 20,531 enquiry cases handled in the period under
review, approximately 69% (13,923) were queries related
to privacy rights specific to an individual’s own situation.
A further 20% (4,204) were queries related to the
application of the requirements of the PD(P)O. Another
8% related to queries and requests about publications
issued by the PCO. The remaining 3% involved queries
concerning the functions of the PCO. (Figure 2)

)
8% 3%



EEN$RE — 178 [ | Report on Activities — Operations

HEARFRARN » AEZIBEEEE (BER
B : 2827 2827 ) L EE18,708 REH - HMA
99% B HAERIZEMTI S BIE L EIFESEM
HREZE -

NEFENERSHRUEN - BEETE
HIREW - ERFEHRPARN - AEHLERET
1,687 REMEE » HF91% 7E28 HREW
NENEBERE - (BR3)

BEl&R3 — RESHNER

Figure 3 — Means by which enquiries were made
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caseload
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In the reporting year, the PCO handled 18,708 calls on
the enquiry hotline (telephone number 2827 2827). Of
these, 99% received an immediate response or a callback
from PCO enquiry officers within 2 days.

Written enquiries are received by the PCO in the form of
letters, faxes or e-mail. In the reporting year, a total of
1,687 written enquiries were handled. Of these, 91%
received a substantive reply within 28 days. (Figure 3)

1%

Complaints received during
2001-02

In the reporting year, the PCO received 888 new
complaints of possible breaches of the PD(P)O.
Compared with 789 complaints received in 2000-01, this
represents a 12% year on year increase in the complaint
caseload. (Figure 4)
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HERABRANERPAEEN 888 RIRFER Of the 888 complaints received in the reporting period,
nzp ' 68% HIEZR(606 ) AL S » 68% of them (606) were complaints against private sector
T EEEAE ST EEEENS3S organizations. Compared with 535 cases received in

2000-01, this represents a 13% increase in this categor
LB SEERERNFHER 13% o s rep ° gory
of complaints.
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2Ah 0 15% BIEZR(135 &) KEFA ? 2t A further 15% (135) were complaints against public sector
ZERETHN7%(147 7R) ERARFEA - organizations. The remaining 17% (147) were complaints

(B5%5) lodged against a third party individual. (Figure 5)
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Of the 606 complaints against private sector organizations,
26% of them (157) involved allegations relating to the
practices of financial institutions. The majority of these
complaints related to the use and security of personal data
in recovery actions for overdue loan payments by appointed
debt collectors of these institutions.

A further 15% (90) were complaints against the
telecommunications industry, the majority of which related
to disputes over service payment and the activities of
those involved in debt recovery actions.

The following figure shows the number of complaints
received by the most significant industry sectors in the
year under review and the previous year. (Figure 6)
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Of the 135 complaints brought against public sector
organizations, 73% (98) were complaints against
government departments and 27% of them (37) were
complaints against non-government public sector
organizations. The majority of the 135 complaint cases
concerned alleged disclosure of personal data without
the consent of the individual (36%) and non-compliance
with data access requests (37%).

The following figure shows the number of complaints
against the most significant public sector organizations
in the year under review and the previous year.
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Figure 8 — Nature of complaints
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The 888 complaints received in 2001-02 involved a
total of 933 alleged breaches of the requirements of the
PD(P)O. Of these, 762 (82%) were alleged breaches of
the data protection principles and 171 (18%) were alleged
breaches of the main provisions of the PD(P)O.

Of the 762 alleged breaches of the data protection
principles, 53% (405) concerned the alleged use of
personal data of complainants without their consent for
a purpose other than the purpose for which the data were
collected. In this category, the majority of complaints
related to practices of financial institutions who were
alleged to have transferred customers’ personal data to
third parties for debt recovery purposes. Other complaints
in this category involved disputes between individuals in
which one party was alleged to have used the other party’s
personal data as referee in loan applications.

Another 21% (160) of the 762 alleged breaches of the data
protection principles concerned allegations of unfair and
excessive collection of personal data. Of these, 41 cases
related to the collection of identity card numbers and copies
of the identity card. A further 18% (137) of these complaints
concerned allegations of failures to ensure adequate
security in relation to personal data, of which 70 cases
related to the public display of personal data.

The 171 cases of alleged breaches of the main body of
the PD(P)O included 39 cases alleging non-compliance
with section 34 of the PD(P)O on the use of personal
data in direct marketing. The remaining 132 cases related
to alleged breaches of sections 19 and 23 of the PD(P)O
on compliance with data access and correction requests.
(Figure 8)
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At the beginning of the reporting year, 146 complaints
were being processed. Together with the 888 new
complaints received, the PCO handled a total of 1,034
complaints during the reporting period. Of these, 394
cases (38%) were declined for further action after
preliminary consideration on the basis that 381 of them
were found to have no prima facie case to support
allegations of breaches of the PD(P)O. A further 13 cases
were outside the Privacy Commissioner’s jurisdiction. The
remaining 640 cases (62%) were screened-in for further
consideration. Of these, 483 cases (75%) were resolved
during the reporting year and the remaining 157 cases
(25%) continued to be handled on 31 March 2002.
(Figure 9)

Figure 9 - Summary of complaints processed in 2001-02
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Complaint investigations
completed in 2001-02

Out of the 640 complaint cases screened-in for handling
during the reporting period, action in respect of 483 was
completed during the reporting year. Of these, 123 (25%)
cases were resolved through mediation, 48 (10%) cases
were resolved after formal investigations, 204 (43%) cases
were found to be unsubstantiated as a result of
investigation and 102 (21%) cases were withdrawn by
the complainants during investigation. The remaining
6 (1%) cases involved complaints which the complainants
had also referred to other authorities to follow up.
(Figure 10)

Of the 48 formal investigations completed during the
reporting period, the PCO found contravention of the
requirements of the PD(P)O in 26 (54%) cases. In 20 (42%)
cases, there was no contravention found or contravention
was not established due to lack of sufficient evidence.
Two cases were discontinued as the complainant could
not be traced during the investigation. (Figure 11)
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Figure 12 — Issues of contravention

Of the 26 cases where the requirements of the PD(P)O
were found to have been contravened, 22 cases involved
contravention of one or more of the data protection
principles. The remaining 4 cases involved contravention
of the requirements of the main body of the PD(P)O
relating to compliance with data access requests.
(Figure 12)
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Figure 13 — Enforcement actions
taken as a result of investigation
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In the 123 cases resolved through mediation, the PCO
provided advice and recommendations to 41
organizations on their practices and procedures in order
to assist them in complying with the data protection
principles. (Figure 13)

In the 26 cases in which requirements of the PD(P)O were
found to have been contravened, the PCO issued 12
warning notices to the organizations concerned requiring
written undertakings to implement measures to remedy
the contravention. In most of these cases, the
organizations gave the undertakings sought, and given
such undertakings, enforcement action through the issue
of an enforcement notice was not deemed to be
necessary. In 8 cases, enforcement notices were served
on the parties complained against to direct them to take
remedial action to prevent their continued or repeated
contravention of the PD(P)O.
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Non-compliance with an enforcement notice — section 64(7)
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Highlights of acts or practices
found in contravention of
the PD(P)O

Provided below are brief illustrations of some of the
acts or practices that were found to have contravened
the requirements of the PD(P)O in the complaint
investigations undertaken in 2001-02. They are
selected on the basis of subject matter and
demonstrate the wide variety of conduct that are
subject to the requirements of the PD(P)0O, including
those of the Data Protection Principles (“DPPs”).

In May 2001, the PCO referred a case to the Police for
possible prosecution proceedings as a result of the failure
by a person to comply with an enforcement notice
pursuant to section 64(7) of the PD(P)O. The case
originated with a complaint by a hotel’s customer against
the defendant who was a former hotel telesales staff
responsible for promoting the hotel’s membership
campaign. The defendant obtained the complainant’s
personal data during the marketing campaign. After
enrolment, the complainant discovered that the terms of
the scheme were totally different to that promised by the
defendant. She complained to the hotel about the matter.
Upon receiving further complaints against the defendant
the hotel dismissed him. Feeling aggrieved, the defendant
took into his possession records of the hotel’s customers’
details and used the data to send out numerous fax letters
to these customers accusing them of causing him to lose
the job. This was done contrary to the terms of
employment he had with the hotel. Furthermore, the hotel
had an internal policy that customers’ data should not
be used for purposes other than purposes related to its
membership services.

After investigation, the PCO found that the defendant had
collected personal data of the hotel’s customers in a
manner that was contrary to the requirements of DPP1(2).
An enforcement notice was served on him directing him
to return the customers’ information to the hotel. He failed
to comply with the directive. The case was then referred
to the police for possible prosecution proceedings
pursuant to section 64(7) of the PD(P)O. Section 64(7)
provides that a data user who contravenes an
enforcement notice served on him commits an offence
and is liable, on conviction, to a fine of $50,000 and to
imprisonment for two years and, in the case of a
continuing offence, to a daily penalty of $1,000.
(to be continued on next page)
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The defendant denied having received the enforcement
notice but during an identification parade he was positively
identified by the PCO officer who served the enforcement
notice on him at the material time. The defendant was
accordingly charged and convicted on his own plea. He
received a fine. This successful conviction has sent a clear
message to the public that the requirements of the
PD(P)O are not to be taken lightly.

DPP3

An insurance company engaged in a joint promotion
programme to market the credit card services of its
affiliated company. In doing so, the insurance company
transferred the policyholders’ data to its affiliated
company. The data included customers’ information such
as their name, address, telephone number, gender and
their Hong Kong Identity Card Number. Although the
insurance company had, at the time when customers
applied for insurance policies, informed them about the
use of their data for direct marketing purposes, the extent
of data used for marketing purposes was found to be
inconsistent with the requirements of DPP3. For marketing
purposes, location or contact data such as the customer’s
name, address and telephone number would be
adequate. There was no justification to transfer the
customer’s Hong Kong Identity Card Number because it
was collected for the purpose of managing the customer’s
insurance policy and account. Not being location or
contact data, it should not have been used or transferred
in the joint promotion programme.
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Loss of documents when subscribing to a mobile phone service — DPP4
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In subscribing to a mobile phone service, the complainant
submitted his mobile service application, an auto-payment
authorization form and a copy of his credit card at a sub-
dealer shop of a mobile service operator. He was told
that the documents would be delivered to the operator
for processing. Later, when he checked with the operator,
he was told that they had never received the documents.
Upon investigation, it was found that the document flow
involved the delivery of the documents from the sub-dealer
shop to the dealer shop, which would then forward the
documents to the operator. However, in the process,
(to be continued on next page)
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there was no proper verification to ensure that the number
of documents dispatched matched the number of
documents received by the operator. In the absence of
adequate document control procedures imposed on its
dealer, the operator was found liable for the act done by
its dealer by virtue of section 65(2) of the PD(P)O.

ERSHYPRTBDERE — REEHE R
Display of Identity Card Number in a newspaper article — DPP3

The complainant was a police undercover agent engaged
on a criminal investigation case. In an article published
by a newspaper on its web-site, the newspaper disclosed
a copy of the complainant’s witness statement in which
his Hong Kong Identity Card Number, Police Ul Number
and full Chinese Name were clearly shown. The
complainant had not consented to the public display of
his identifying particulars in the article. Neither would the
display of the complainant’s full identifiable particulars
serve any public interest in the circumstances of the case.
The publication by the newspaper of the personal data
was found to be in breach of DPP3. The publisher was
directed to delete the data from the article.

personal data by fax — DPP4

The complainant received by fax a large quantity of
documents consisting of service applications, copies of
Hong Kong Identity Cards and copies of credit cards that
were personal data of customers of a mobile service
operator. These documents originated from a retail outlet
of the operator. The normal process was that the staff at
the outlet would transmit the documents using a pre-
programmed fax number. On this occasion, a staff at the
outlet manually dialed the fax number. Due to a manual
error, the documents were sent to the wrong fax number.
No procedures had been implemented at the outlet that
required staff to check and ensure that the transmission
of documents was correctly carried out. The operator was
found to be in breach of DPP4 and was directed to
implement remedial measures to prevent any recurrence.
The appropriate procedure would be to check the fax
journal printout to ensure outgoing faxed documents had
been transmitted to the right destination.
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Collection of Hong Kong Identity Card copy by an employment agent — DPP1(1)
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The complainant was seeking a part-time tutorial job
through an employment agent. The agreement was that
if she were successfully employed, the employer would
pay a commission fee to the agent. Prior to referring the
complainant to the employer, the agent required the
complainant to deposit a copy of her Hong Kong Identity
card as a guarantee that if the employer failed to pay the
commission, she would pay the fee instead. The act of
the agent was contrary to DPP1(1) in that the collection
of the ID card copy amounted to an excessive collection
of the complainant’s personal data in the circumstances
of the case. There was no justification to require the
deposit of a copy of the ID card as the agent’s interests
would best be protected by including clear provisions in
the agreement with the complainant about the terms of
the engagement.
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Compliance Checks carried out
in 2001-02

A compliance check is undertaken when the PCO
identifies a practice in an organization that appears to be
inconsistent with the requirements of the PD(P)O. In such
circumstances, the PCO raises the matter in writing with
the organization concerned pointing out the apparent
inconsistency and inviting it, where appropriate, to take
remedial action. In many cases, the organization
concerned takes the initiative and responds by
undertaking immediate action to remedy the suspected
breach. In other cases, organizations seek advice from
the PCO on the improvement measures that should be
taken to avoid repetition of suspected breaches.

During the reporting year, the PCO conducted 41
compliance checks in relation to alleged practices of data
users that might be inconsistent with the requirements of
the PD(P)O. Of these, 5 compliance checks related to

BlR 14 — BERERTEFE RAREE

practices in government departments/statutory bodies.
The remaining 36 compliance checks related to practices
in private sector organizations.

Figure 14 — lllustrations of issues of compliance checks

L]

Issues

PR AR R IIRIRA S
AR A B BRI -

A circular accessible via the
departmental network disclosed the
full date of birth of retiring officers.

HERRABAERNWBRBREIEA
BEBN TRESEZEREMRA °
Application forms containing personal
data of claimants were found
unattended in the toilet.

RPN ERERERIKE V&
BENDBNEBSFR

A prize-winning announcement made
on an Internet web-site disclosed the
full name and HK Identity card
number of prizewinners.

BERFEIA N E BN

Improvement Measures Recommended

RAEEBHKBCRIKABNWHABRS - TIEEAERE » XA
ME N RS R BE AR KENERNERM - RERFaRT
BHRIER 7 AIARRR IR

There is no justifiable reason for the disclosure of the full date of
birth of staff members who have retired. When personal data
are published, special care should be taken in respect of the
sensitivity of the type of data that might be disclosed. Only limited
data necessary for the purpose of the display should be openly
published.

REFHREAEREXHRLAIVIMTSE » R NEEHIKE
TZEER - IEFERVMUERRE B S AR -

When disposing of old documents that contain personal data,
care should be taken to avoid inadvertent disclosure of the data.
A proper procedure would be to have the documents shredded.

EZOERBEARTIZESRELER » RTIBSRBENM A
BEREMEIRE - WARKTIZEMBEERIAYE - RIEERT
BRSO BNDERE ©

The organization was recommended to publish either the name
of winners or the HK Identity card number in its future prize-
winning announcements. Where both data are published,
it should avoid disclosing the full HK Identity card number of
prizewinners.
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Issues

BRI R S5 bt

Improvement Measures Recommended

SRESE KB = R R IR B PI S S
B EEIA

Job applicants were required to
provide a copy of their HK Identity
card when they attended a job
interview.

EREEEA P RS RBRAFE
WA - WIRGEEBEAL -
Application forms of mobile service
subscribers were re-used as draft
papers and distributed to unrelated
parties.

B35 B R RIS
REMPINE R S B RIBFC
i

Visitors to a building estate car park
were required to provide their HK
Identity card number for recording when
leaving the car park.

AN O NS TPE e SR I SN
RZRESRARBMOANETESHE
BN o

Owners of a newly occupied private
estate were required to provide copies
of their HK Identity card for the refund
of temporary water meter deposits.

B P 3 A AR 5 KR
BHEPIIREMA TR RS
Hodlk

Notices issued to registered
consumers responsible for repair of
building communal pipeworks listed
the names and mailing addresses of
other parties.

NRAEFHRBBPEEETEAET
BERTNERBEEES -

Outdated service orders of a utility
company were left unattended in a car
park.

HAEEEEEXERE S AJREMPNSHEEIZA - LEE
BECETANZGERED 1 7MERNAEE - AERZBEBARE
LIFEEIUE -

Copies of the HK Identity card should only be collected from
prospective employees after they have accepted employment,
as proof of compliance on the part of the employer with section
17J of the Immigration Ordinance. The company was
recommended to cease the practice.

FRIFEREEEE - AEERBBAAGIEIIES  REMA
BEEEBRAIEBEAERNARR DB ARKEHIKEZS
B} e

The company was recommended to implement guidelines to
remind all staff to avoid re-using papers that contain the personal
data of individuals unless appropriate measures are taken to
safeguard those data from inadvertent disclosure.

NERZRFESNEBRNRRA EFrEGE,  BDAEAL
TEBE N\ F 5 R B 07T Al B AT B B (F B I5 A5 22 -

The car park management was recommended to consider
adopting a “double permit system” in which an exit pass given
to the driver on entry to the car park must be surrendered upon
departure from the car park.

NERZZAEBEEANDELBEBEME  IXEARKBREE
HHVKERSWIRRFRERE -

The property management company was recommended to
cease the practice, as the water meter deposit receipts from
the Water Authority should be adequate to serve the purpose of
the refund applications.

NERZZBBEPIE] BBREERAS » BRIIHMASS
RA LRI R RS - 205 HPNE T BT REF
HILERR - RIFERIA R AR F & HEA B -

The department was recommended to revise the repair notice
so as to avoid the listing of the names and mailing addresses of
other responsible parties. When the mailing address of a
registered consumer differs from the address of the concerned
premises, a personal copy of the notice should be sent instead.

NERZBBRBREX I AMR AU SRR HNEFR
FrAE e -

The company was recommended to require its appointed
contractor to review its operational procedures regarding the
collection and disposal of confidential documents.
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Sample checks on “Blind”
recruitment advertisements

The Code of Practice on Human Resource Management
(“the Code”) was issued on 22 September 2000. It came
into effect on 1 April 2001. Under the Code, “blind”
recruitment advertisements that directly solicit personal
data from job applicants, and do not identify the parties
that have placed them, are not permitted. For example,
a recruitment advertisement that asks job applicants to
submit their résumés to a PO box number without
revealing the identity of the employer would be in breach
of the Code.

Prior to the commencement of the Code, the PCO
examined over 6,000 recruitment advertisements in
leading local newspapers. Of these, about 25% were
“blind” advertisements that directly solicited personal data
from job applicants. Over 1,500 reminder letters were sent
to them alerting them of the requirements of the Code.

After the Code came into effect on 1 April 2001, the PCO
continued to examine leading local newspapers and
recruitment supplements on a daily basis to identify “blind”
recruitment advertisements. Advertisers who directly
solicited the submission of personal data from job
applicants but did not reveal their identity were selected.
Advisory letters and copies of the Code and the
Compliance Guide for Employers and HRM Practitioners
were sent to them reminding them of the requirements of
the Code.

During the period from April 2001 to end June 2002, over
215,755 recruitment advertisements were randomly
checked. Of these, 12.3% (26,542) were non-compliant
recruitment advertisements in which advertisers were
found to have directly solicited personal data from job
applicants without revealing their identity to applicants.
A total of 13,734 warning notices were issued to these
advertisers. Formal investigations were carried out in two
cases in which the advertisers were found to be repeated
offenders and were issued with more than 10 warning
notices. (Figure 15)



EEN$RE — 178 | | Report on Activities — Operations

BFx15— ERBER.ES
=R
Figure 15 — Percentage of 18.11%
non-compliant “blind” 15.11%
advertisements 12.83%
10.53%
10.27%
9.80%
11.17%
12.04%
10.59%
10.74%
12.77%
14.88%
10.95%
11.47%
10.86%
10%

34



—EBE-FE_FEB_FHHE  Matching procedures approved
R ETE R in 2001-02

TEAREIRAAME » ABHIKRE 11 RFAIERE During the year, the PCO received 11 new applications
e » DI 37 s e T EF O E AN for consent to carry out matching procedures and 37

W ET S - 7511 SHMEESR - 9 requests for re-approval to continue matching procedures

7
o e o approved in previous years. Of these 11 new applications,
SHEASHE > MESTRACETHE o0 previois years o app
9 were requested by public sector organizations and the

° =l Y. AT+ =] AR — =
18 - AEFREIRMBIREIR HHIMRES remaining two applications were made by financial

ABEROERITIRNEHES - EREMIR institutions. Upon examination, the two applications made
FEREE 0 AR —RE/EE - HERSRAITE AR by financial institutions were found not to be matching
HHYE R N ESHE - procedures as defined under the PD(P)O. In respect of

the other 9 applications, one was withdrawn and the
remaining 8 were approved subject to certain conditions.

BlFR+75 — RIBRGISE 30 RERSETHRERER
Figure 16 — Matching procedures approved under section 30 of the PD(P)O

R ERE Eit kN BREHER

Requesting party Related matching procedures that were approved
HEBAE iR Et S REEE( B g BRANBAEREESE
Social Welfare Department EEESLEAEERSMHFENER AR - LULERE

EFREEAHEEBEMAEREERA o

To identify recipients of Comprehensive Social Security Assistance
who failed to report their tenancies in public housing units by
comparing their data held by the Hong Kong Housing Authority
and the Hong Kong Housing Society.

BASENER BB ENELE | ERHBENRXSNEAER - BEHSEF
Student Financial Assistance Agency EFMFENENOELLE » LIBHREL A TR BUESL R ER
B RAEL N EEEMERABNGE  BITTERERE

RBA BN ERAOERE

To prevent overpayment of financial assistance to students / their
dependent parents who might be ineligible to receive the
assistance if they are receiving Comprehensive Social Security
Assistance from the Social Welfare Department by comparing
their personal data held by the Social Welfare Department.

EREELZEE® T REESEUTE L BB ANEAERNEEMALEERF
Hong Kong Housing Authority HNEEEBASRAMANERMEL LR - DG RZst8 Tis

BARMEEREF -

To prevent double benefits from being granted to applicants under
the “Rental Allowance for Elderly Scheme” by comparing their
personal data held in the Integrated System for Housing
Management (“ISHM”) in respect of other public housing benefits.
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RHEERE

Requesting party

EitEnARRHER

Related matching procedures that were approved

EBEERES
Hong Kong Housing Authority

RYBRSERAE
Food and Environmental Hygiene
Department

EitE

Audit Commission

BT RERELETE PR ANEAEREEMARE BB
FEEEBGRSRAMANELMEHILER » LIRHRBEE2RBEA
HEEBUMEBEBA °

To identify applicants under the “Senior Citizen Residence
Scheme” who failed to report their tenancies in public housing
units by comparing their personal data held in ISHM in respect
of other public housing benefits.

RHRVESELEZEASTTHERTIBEEA SR NIRRT
RPN ER EMELE - LT ChERAID 5538 BRAVRE N
Pt R IR B & 7 B T2 /N BB (68 BR A5 R T AT RE S | BV A 22
ERER

To enforce the requirements of section 38 of the Hawker
Regulations and to identify potential cases of conflict of interest
of serving staff who might be holders of a fixed-pitch hawker
licence by comparing personal data of staff personnel records
with data held in the hawker licence records system.

HEBEEEZEGE NAHENERNEAELR » DINERE
BREERAZTEENEENEARNATENEAER
EMEEE - LIEBARENBER TR —REEZ BE — K
& B EFATEAMIERI AL °

To detect irregularities and identify individuals who might be
granted more than one Government subsidized residence benefit
at the same time by comparing personal data of public housing
estates residents of the Housing Authority, patients of the infirmaries
of the Hospital Authority and residents of the Social Welfare
Department’s subvented residential care homes for the elderly.
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