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Actively Participating in the Global
Privacy Protection Community

Data is borderless. Tackling the challenges surrounding the
protection of personal data privacy in our increasingly
interconnected world requires concerted global efforts. The
PCPD actively participated in the activities and work of the
privacy protection community at regional and international
levels throughout the reporting year, demonstrating its
unwavering commitment to, and participation in, the work
of the global community in the international arena. By
maintaining regular communications with data protection
authorities from around the globe and exchanging insights
and experiences on matters pertaining to the protection of
personal data privacy, the PCPD has established dialogues
and strengthened the collaborative relationships with
fellow data protection authorities. The expertise gained
from these exchanges also enables the PCPD to stay abreast
of the latest global trends in privacy protection.
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> Participated in the 45" GPA Conference

> Co-Chair of the International Enforcement
Cooperation Working Group

> Member of various working groups, including
Ethics and Data Protection in Artificial Intelligence
Working Group, Data Sharing Working Group,
Digital Citizen and Consumer Working Group, and
Digital Education Working Group

/
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> Participated in the 59" and the 60 APPA Forums

> Member of Technology Working Group and
Communications Working Group

/
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> Participated in periodic meetings for sharing
knowledge and experience, and discussing
enforcement issues

> Member of Executive Committee
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Global Privacy Assembly

Founded in 1979, the Global Privacy Assembly (GPA),
formerly known as the International Conference of Data
Protection and Privacy Commissioners, serves as the leading
international platform where over 130 data protection
authorities from across the world assemble to engage in
discussions and share perspectives on privacy issues and
the latest international developments.

The Privacy Commissioner and representatives of the PCPD
attended the 45" GPA Annual Conference from 15 to 20
October 2023. The hybrid conference, which was held in
Bermuda, featured discussions about privacy issues relating
to Artificial Intelligence (Al) and other novel technologies,
data scraping, cross-border data transfers and more.

In the Open Session, the Assistant Privacy Commissioner
for Personal Data (Legal, Global Affairs and Research),
Ms Cecilia SIU, spoke as a panellist at a side event entitled
“International Cooperation in Action: The Role of the GPA".
She discussed how the PCPD had engaged actively with
other data protection authorities in Asia and around the
world through execution of memoranda of understanding,
regular dialogues, and participation in various international
data protection networks.



ERMg=ET  ALEEEREE
THEERNBERAEZAETLE
DHERAAERXFERS - TIED
AR FANER TIEEEERS
BEAFIBES - MM ESHER
RE#RBERIRZEETERKL
Z M E - SRR - TED AT
REEKERBRERRIEERIN
BREBBRMNAEINIIEY - &
XTHEEENZFTRELERESR
FHHNR = E0m R N FE & B R
FUDRER - A S I MY BRRE It

E B E PR % FOSTERING INTERNATIONAL TIES

In the Closed Session, the GPA's International Enforcement
Cooperation Working Group (IEWG), co-chaired by the PCPD,
presented its annual report to the GPA. Some highlights of its
work in 2023 included conducting multiple closed-door
enforcement sessions to facilitate information sharing and
collaboration among data protection authorities on various
topics. In a capacity building workshop hosted by the IEWG
for GPA members on the topic of “Managing Breach
Notifications and Investigations”, Ms Siu shared with the
participants the challenges faced by the PCPD in managing
breach notifications and investigations, as well as the
corresponding solutions that addressed such challenges.
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PPA

Privacy Authorities

Asia Pacific
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Asia Pacific Privacy Authorities

Established in 1992, the Asia Pacific Privacy Authorities
(APPA) is the primary forum for privacy and data protection
authorities in the Asia Pacific region to foster collaboration,
exchange best practices, and promote the sharing of
information and experiences among members on privacy
regulations, emerging technologies and the handling of
privacy enquiries and complaints.

59th APPA Forum

The Privacy Commissioner and representatives of the PCPD
attended the 59" APPA Forum from 6 to 7 June 2023. The
forum was held in hybrid mode in Mexico City. Major
themes discussed at the forum included:

Employee surveillance;

The impact of Al on today’s society;

Biometrics and human rights; and

Cross-border transfer of personal data with trust.

vV V V V
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At the forum, the then Acting Chief Personal Data Officer
(Compliance and Enquiries), Mr Brad KWOK, shared with
APPA members the findings of an investigation by the
PCPD into a data breach incident involving a Hong Kong
professional association, in which servers containing
personal data were attacked by ransomware and
maliciously encrypted. The incident affected the personal
data of over 100,000 members and non-members.
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60th APPA Forum

The Privacy Commissioner and representatives of the PCPD
attended the 60™ APPA Forum from 30 November to
1 December 2023. The forum was held in hybrid mode in
Sydney, Australia. Major themes discussed at the forum
included:

Emerging technologies such as generative Al;
Promoting trust in cross-border data flows;
Safeguarding children’s privacy; and

Intersections between privacy and other regulatory
spheres.

vV V V V

At the forum, the Assistant Privacy Commissioner
for Personal Data (Legal, Global Affairs and Research),
Ms Cecilia SIU, shared with APPA members the findings
of the PCPD’s report on “Privacy Protection in the Digital
Age: A Comparison of the Privacy Settings of 10 Online
Shopping Platforms”. She also highlighted the PCPD’s
recommendations to operators of online shopping
platforms and summarised the tips to users of such
platforms.

(2
i Protecting Personal Data Privacy Vet
> Use

Previde the minkmum amount of personal dats

I Pay attertion to direct marketing settings
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Global Privacy Enforcement Network

Founded in 2010, the Global Privacy Enforcement Network
aims to foster cooperation among privacy enforcement
authorities across borders. During the reporting year, the
PCPD continued to be a committee member of the GPEN
and participated in periodic meetings to share knowledge
and experience and discuss enforcement issues with other
members.

Global Privacy
Enforcement Network
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Signing of MOU with the Philippines’
National Privacy Commission

In May 2023, the PCPD and the National Privacy
Commission of the Philippines signed a Memorandum of
Understanding (MoU) in Hong Kong to strengthen ties and
foster closer cooperation in the protection of personal data
privacy. Under the MoU, the scope of collaboration includes
the sharing of information involving investigations or any
other enforcement actions, providing mutual assistance in
joint investigations into cross-border personal data
incidents or breaches, and collaboration in training and
education on current and emerging data protection issues.
The MoU forms the basis of a closer relationship between
the two authorities on matters of mutual regulatory interest.
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Organising International Al Conference with
the University of Hong Kong

With a view to addressing the personal data privacy risks
brought by Al and facilitating exchanges among
stakeholders, the PCPD co-organised an international
conference on Al with the Programme on Artificial
Intelligence and the Law of the Faculty of Law and the Al &
Humanity Lab of the University of Hong Kong. The
conference, entitled “Enhancing Personal Data Protection in
the Age of Artificial Intelligence”, was held on 10 and 11
January 2024 and attracted over 330 participants. Privacy
commissioners, privacy experts, scholars and industry
representatives from around the world shared their insights
into the implications of Al on personal data protection.
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The Privacy Commissioner also participated in a panel
discussion during the conference. The discussion, titled
“Addressing the Risks of Al from the Regulatory Perspective”,
was joined by privacy commissioners, senior representatives
or privacy experts from California, Japan, Singapore and the
United Kingdom. The Privacy Commissioner gave an
account of the work of the PCPD in addressing the risks
posed by the rapid development of Al, including generative
Al, and explained to the participants the guidance materials
relating to Al published by the PCPD and the Government’s
Al initiatives.
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Joint Statement on Data Scraping

Data scraping from online platforms such as social media
platforms for Al development or illegal fraudulent activities
has drawn regulatory attention worldwide. In response to
the issue of mass data scraping from online platforms that
host publicly accessible personal data, the PCPD, as the
co-chair of the IEWG of GPA, joined hands with 11 privacy/
data protection authorities around the world to issue a joint
statement to these online platforms in August 2023. The
signatories promulgated global expectations and principles
on privacy protection to the platforms, with a view to
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highlighting the key privacy risks associated with data
scraping and reminding them of their responsibilities to
protect personal data from unlawful data scraping. A series
of measures were also recommended to the platforms to
mitigate the privacy risks of data scraping.

Sponsoring Two Resolutions on Al at the 45
GPA Annual Conference

The advancement of Al not only garners attention locally
but also sparks extensive discussions among privacy
regulators around the world. The PCPD, as a member of
the Ethics and Data Protection in Artificial Intelligence
Working Group of the GPA, co-sponsored two resolutions in
response to the privacy and ethical risks associated with the
emergence of Al, namely the “Resolution on Generative Al
Systems” and the “Resolution on Al and Employment”. Both
resolutions were adopted by GPA members by consensus at
the annual conference of the GPA in October 2023. The
“Resolution on Generative Al Systems” calls on Al developers,
providers and deployers to establish responsible and
trustworthy generative Al system, as well as calls on
GPA members to coordinate their enforcement efforts
on generative Al systems. The “Resolution on Al and
Employment” calls on organisations to adopt “Privacy by
Design” when they develop or use Al systems in the context
of employment, to ensure the explainability of the decisions
made by Al systems and to prevent employees and
candidates from being impacted by biases or discrimination
in the process.
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