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Welcome to the 2023-24 Annual Report of the Office of the Privacy Commissioner for
Personal Data (PCPD). This report unveils a remarkable year of action and growth for
my Office. As the drive towards the digital economy gains momentum, we have kept
our finger on the pulse of data security threats that loom on the horizon and taken
incisive actions to serve the public. Recognising the paramount importance of artificial
intelligence (Al) security, we have collaborated with our international counterparts to
tackle the thorniest privacy risks associated with Al. On the enforcement front, our
actions have continued to expand and grow, leading to a record-breaking surge in
compliance actions, criminal investigations and arrests. Within the Greater Bay Areg,
we have actively facilitated cross-boundary flow of personal data, contributing to the
continuous growth of a thriving digital economy in our Motherland. This report also
underscores the immense breadth and scale of action and growth undertaken by my

Office over the reporting year, as we left no stone unturned in our commitment to

safeguarding personal data privacy in the ever-evolving digital landscape

to promote a digital economy.
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The following performance figures showcase our
comprehensive efforts in safequarding personal data
privacy in the reporting year of 2023-24. We have
faithfully discharged our duties on all fronts with
highlights as follows:

> 3,600 RIEFER
Received 3,600 complaints;
> 631 R[RBE]FEZER :
Handled 631 doxxing cases;
> EH1BKAEL

Commenced 113 investigations;

> ZE169RERINEFHCRRR

Received 169 data breach notifications;

> EE16,034 R ARER
Received 16,034 public enquiries;

> HET410XEHRITE
Conducted 410 compliance actions;

> RH152 XM EASE
Initiated 152 criminal investigations;

> EKHN26 X TTE
Mounted 26 arrest operations;

67 mFTE T

Issued 67 media statements;

ClE172 REHEEH :
Responded to 172 media enquiries;

BIFREEN 72,6290 A EHEENE
TYEMERRETE

Noted 2,629 news reports relating to the
PCPD’s work across various media channels;

8155 AF¥19214,046 A X B EFLFESR
SN g

Logged an average of 214,046 visits to the
PCPD'’s website each month;

ARSI R 663 EE X &
Published 663 social media posts; and

$%1540,735 ANXR2 NALEBEERED
RERE - BHE MR TR o

Recorded 40,735 attendances at the PCPD’s
talks, seminars and workshops.
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Major Accomplishments in 2023-24

Enhancing Data Security

Enhancing data security is pivotal towards nurturing a
thriving society that upholds personal data privacy and
promoting digital economy. Recognising that data
encompasses personal data, safeguarding its privacy has
become the bedrock of ensuring and enhancing data
security. Throughout the reporting year, the PCPD
embarked on a multitude of initiatives aimed at bolstering
data security for all stakeholders, be they organisations or
members of the public. Our endeavours spanned a wide
spectrum of activities, including publishing comprehensive
guidance, releasing insightful surveys, organising impactful
promotional campaigns and issuing joint statements on a
global scale.

In response to the escalating cyberattacks targeting
organisations, we proactively issued a new guidance
publication titled “Guidance on Data Breach Handling
and Data Breach Notifications” in June 2023. This
guidance is intended to equip organisations with
practical recommendations on navigating both the
"BEFORE” and “AFTER” scenarios of a data breach. In
November 2023, we collaborated with the Hong Kong
Productivity Council to release the results of the “Hong
Kong Enterprise Cyber Security Readiness Index and
Privacy Awareness Survey 2023". That report shed light
on the prevailing state of cybersecurity preparedness
and privacy awareness within the enterprise landscape.
The findings left no room for complacency, prompting
us to swiftly roll out the “Data Security Trio”, which
comprised (i) a dedicated thematic webpage on data
security; (ii) the “Data Security Scanner” — a self-
assessment tool enabling organisations to evaluate the
adequacy of their data security measures; and (i) a “Data
Security Hotline” to aid organisations.
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Our commitment to action extends beyond mere implementation
of initiatives. We have actively collaborated with other law
enforcement agencies and industry partners by organising
a series of seminars, which served as a platform for fostering
a wider understanding of the risks and countermeasures
surrounding data security threats. Noteworthy security
threats discussed included phishing attempts and
ransomware.

Data transcends border, and so do data security issues. Data
scraping has emerged as a rising data security concern in
recent years. From a data security perspective, unauthorised
data scraping can lead to the exposure of sensitive personal
data. To address this problem, my Office joined hands with

1 other privacy or data protection authorities around the
globe to issue a joint statement to social media platforms
and other websites that host publicly accessible personal
data. The statement reminded these platforms and
websites of their responsibilities to protect personal data
from unlawful data scraping, and outlined the global
expectations and principles on privacy protection. As
stressed in our joint statement, “Data security is a dynamic
responsibility and vigilance is paramount.”
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Robust Enforcement and Compliance
Actions

Enforcement is one of the primary statutory functions of my
Office, and we spare no efforts in playing this key role. | am
delighted to report that our efforts to combat illegal doxxing
activities have yielded another year of success. Over the
reporting year, we instigated 152 criminal investigations,
nearly doubling the number of the previous year. We
mounted 26 arrest operations, resulting in the arrest of 27
individuals. For the second consecutive reporting year, we
achieved a high removal rate of over 95% of doxxing
messages, by serving cessation notices on online platforms
and removing as many as 9,227 doxxing messages.

Beyond combatting doxxing, my Office has witnessed a
notable increase in regulatory enforcement in other areas.
One of the significant undertakings involved extensive
compliance checks of all credit reference agencies in Hong
Kong. These checks, completed in January 2024, revealed
no violations of the Personal Data (Privacy) Ordinance
concerning security measures and retention periods of
borrowers’ data. My Office also successfully concluded
major investigations into various data breach incidents
during the reporting year.
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Facilitating Cross-boundary Flow of
Personal Data

Given the increasing integration of cities within the
Guangdong-Hong Kong-Macao Greater Bay Area, there is a
growing demand for data flow between Hong Kong and
other cities in the region. Recognising the significance of
cross-boundary data flows in driving the digital economy
within the area and thus establishing a “Digital Bay Area”,
the Cyberspace Administration of China (CAC), the
Innovation, Technology and Industry Bureau (ITIB) of the
Hong Kong SAR Government and my Office jointly
formulated the “Standard Contract for Cross-boundary Flow
of Personal Information Within the Guangdong-Hong
Kong-Macao Greater Bay Area (Mainland, Hong Kong)” in
December 2023. | am pleased to report that my Office
participated in the discussion and drafting process of the
Standard Contract, contributing to this significant milestone
in facilitating the orderly movement of personal data
between Hong Kong and nine other cities in the Greater
Bay Area.
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Al Beyond Borders

Al is a double-edged sword. My Office acknowledges the
“privacy paradox” presented by Al: users grapple with
privacy concerns when interacting with Al which, in turn,
relies on abundant data as its lifeblood. Mindful of this
delicate balance, we issued a leaflet titled “10 TIPS for Users
of Al Chatbots” in September 2023 to support chatbot users
in safeguarding their personal data privacy and provide
down-to-earth tips on the safe use of Al chatbots.

On the international arena, as a member of the Global
Privacy Assembly (GPA), the premier international forum for
over 130 data protection authorities worldwide, my Office
co-sponsored two groundbreaking resolutions at the GPA
annual conference in October 2023, namely, the “Resolution
on Generative Al Systems” and “Resolution on Al and
Employment”. Both resolutions received unanimous
support from other authorities.
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Empowering Privacy Protection through
Promotion and Public Education

As part of our promotion efforts, my Office also proactively
commends organisations that demonstrate a strong
commitment to safeguarding personal data privacy. In
August 2023, we organised the “Privacy-Friendly Awards
2023" Presentation Ceremony under the theme “Embrace
Privacy Management Programme to Gain Trust and
Benefits”. This flagship event served as a platform to
recognise and honour the efforts of 138 organisations,
including both public and private entities, as well as
government departments. We are excited to see that these
organisations made exemplary efforts and upheld very high
standards in safeguarding personal data privacy.

Our mission to safeguard personal data privacy extends
beyond the organisational level. We walk the extra mile,
empowering people from all walks of life to protect their
personal data privacy. To this end, we published a user-
friendly Chinese book titled “The Treasure-trove of Privacy —
Understanding Your Personal Data Privacy” during the
Hong Kong Book Fair in July 2023, aiming to raise awareness
and understanding of personal data privacy among
members of the public.
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The Journey Ahead

As we reflect on our achievements over the past year, we
must also prepare for the journey ahead, where new
challenges driven by technological advancements in the
digital economy abound. To stay on top of emerging
threats to privacy, we are committed to continuously
adapting our strategic priorities and remaining vigilant in
discharging our statutory roles. We are dedicated to
ensuring the protection of personal data privacy while
facilitating Hong Kong's evolution into an innovation and
technology hub and the development of a digital economy.

As | bring my remarks to a close, | feel compelled to express my
sincere gratitude to the Constitutional and Mainland Affairs
Bureau of the Hong Kong SAR Government, along with the
esteemed members of my Office’s two advisory committees,
the Personal Data (Privacy) Advisory Committee and the
Standing Committee on Technological Developments. Their
steadfast support has been instrumental in our progress and
achievements. | would also like to acknowledge and thank the
talented staff of my Office, as each of them approaches their
work with remarkable commitment and service. They have
done the public a great service through their expertise, high
ethical standards and tireless dedication to work.

Unleash the Power of Data, Together We Prosper in a
Data-Driven Digital Economy

Ada CHUNG Lai-Ling

Barrister

Privacy Commissioner for Personal Data
September 2024
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