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BEZERERAGTILEE Proactively Participating in
HEEEE International Privacy Community

HENRENZSFRELEEE In view of accelerated technological advancements
ANBEFLEBREELE RS and their inherent impacts on personal data privacy,
MERRERE BB HNEZH data protection authorities around the globe have
EHns& A A BB FLE B IREE o FLEE been ramping up efforts on various fronts in a bid
NEMRE  FRL2HBEBRERFLE to enhance the protection of personal data privacy.
HESES) - WD =FRESHNE We believe that participating in and leveraging the
HHE . BEHHERREFBAEZ expertise of the international privacy community is
BALE T EN SR BE - £k the key to keeping the PCPD abreast of the global
EFERN - LEABEEFEIRAHE trends in personal data privacy protection. During the
ZEBEEREME I FLE TS - reporting year, the PCPD remained active in various
international and regional privacy platforms.
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Global Privacy Assembly

The Global Privacy Assembly (GPA) is the leading
international forum for over 130 data protection
authorities from around the globe to discuss and
exchange views on privacy issues and the latest
international developments.

During the reporting year, the PCPD made contributions
as a member of the GPA to the international privacy
community in several areas, including, among
others, data protection in the COVID-19 pandemic,
safeguarding privacy in the field of VTC tools, and
international enforcement cooperation.
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vacy Assembly

43 Global Privacy Assembly

The PCPD participated in the 439 GPA Conference
held virtually from 18 to 21 October 2021. With its
theme “Privacy and Data Protection: A Human-centric
Approach”, the topics of discussions of the Conference
included privacy issues relating to Al, facial recognition,
smart cities, vaccine passports and cross-regional
enforcement.

In the light of the increasing number of personal data
breach incidents which involved infringements of privacy
laws in different jurisdictions, the Privacy Commissioner
joined her counterparts in other jurisdictions in a panel
discussion to share their international enforcement
collaboration experience. The Privacy Commissioner
appealed for greater cooperation among data
protection authorities on an international level to
address issues common to the authorities.
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Continuous Promotion of Best Privacy Practices
in Response to COVID-19

For the second year in a row, the PCPD took the lead,
under the GPA COVID-19 Taskforce and the COVID-19
Working Group, to conduct surveys on the relevant
experiences and recommended best practices of data
protection authorities of more than 30 jurisdictions
regarding data protection and privacy issues arising
from measures to combat the COVID-19 pandemic.

Following the publication of the Compendium of Best
Practices in Response to COVID-19 (the Compendium)
(Part I) in 2020, the PCPD compiled Part Il of the
Compendium in 2021, focusing on the survey results
as regards the experiences and best privacy practices
reported by 32 jurisdictions in four areas: health
passports, health monitoring of incoming travellers and
returning nationals, contact tracing apps and handling
of children’s or students’ data in e-learning technologies.

The 2021 survey found that health passports (also
known as vaccine passports, vaccine passes, health
codes, etc.) and contact tracing apps had been
commonly used internationally to fight the pandemic.
Many jurisdictions incorporated the protection of
privacy in the designs of the measures. These included,
for example, adherence to the data minimisation and
limitation of use principles in the design of health
passports; and the adoption of a decentralised approach
to data storage in the development of contact tracing
apps. One of the best practices adopted globally
was conducting of privacy impact assessments in the
development of health passports or contact tracing
apps, which illustrated a high awareness among
authorities to address privacy concerns arising from their
use.
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Both parts of the Compendium served as valuable
reference documents for data protection authorities,
governments, health authorities and other relevant
stakeholders, reminding them to continue to uphold
privacy protection. The Compendium (Part Il) was
presented by the PCPD at the GPA Conference in
October 2021 and was well received by the international
data protection community.
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APPA

Asia Pacific Privacy Authorities

Founded in 1992, the Asia Pacific Privacy Authorities
(APPA) is the principal forum for privacy and data
protection authorities in the Asia Pacific region to
strengthen cooperation, discuss best practices and share
information on privacy regulations, new technologies
and the handling of privacy enquiries and complaints.

Asia Pacific Privacy Authorities
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55t APPA Forum

The Privacy Commissioner and representatives of the
PCPD attended the 55" APPA Forum held virtually from
16 to 18 June 2021. Major themes discussed at the
forum included the following:

D Legislative developments in the protection of
personal data;

O Privacy issues in the new normal post COVID-19;

D Use of emerging technologies and engagement
with industries;

O Children’s and adolescents’ privacy; and

¥ Formulating global standards in data protection.

In the discussion session on legislative developments, the
Privacy Commissioner explained to APPA members the
elements of the proposed doxxing offence, and her new
criminal investigation, prosecution and enforcement
powers under the proposed amendments to the PDPO
to combat doxxing behaviour.
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56t APPA Forum

Later in the year, the PCPD attended the 56" APPA
Forum held virtually from 1 to 3 December 2021. Major
themes discussed at the forum included:

O Development and use of Al;

D Legislative developments in the protection of
privacy,

O Privacy issues arising from the COVID-19 pandemic
and virtual health care;

U Cross-border data flows; and

U Guidance and enforcement.

In the topical session, the Privacy Commissioner
delivered a presentation to advocate the principles and
good practices recommended in the “Guidance on the
Ethical Development and Use of Artificial Intelligence”
issued by the PCPD in August 2021.

In the discussion session on legislative developments,
the Privacy Commissioner explained the scope of the
Amendment Ordinance to APPA members, including
the two-tier structure of doxxing offences and the new
powers of the Privacy Commissioner to conduct criminal
investigation, institute prosecution for doxxing cases
and issue cessation notices to request the removal of
doxxing messages.




FLB3 2 EF R PCPD ANNUAL REPORT 2021-22

RERFRABEERERE
oh=gi

ERILBHERMME

ERLEBERBERERN 20105
IEFURAL - ARERL B A B
BIREIE - MEABRMEFEHE
BEZEREIRILBIAHEES
MR BENXE  WiHBHRIIEIR
M RENEERE -

FLEENER 2021 FELE 19E %K B
BOM ~ =M KJFEM - BN RARE
M ERMRIEMRE - 2E2IRALEH
FHERENRETE  TBA
[(FLEZEREBE20198REER
AT REIEH] c ZMETT
e T mEEAEITE219E
MEERARITHEBHTRKLE
FERFTAARNAEZE - REAE
EEENENREREBEETHNZ
HZE o HBEMEN 2021 FOH %
- WHHIE 7 2 ERHRERE
H [ fE o

RT —F—EomETEIN  LE
BEmEHes  HEEME8H
HormE N D ZHAER

bn 56 B2 L fih 35 5 4R PR R 4 D
BEaE

RECERT RO E T REEEH
R - KB R AIRINRFS IR M E
(BINMERIRKERFR) XEFLE
REBMMERBR EE]HE
R IME S - AL RE R ) R E A
AEEERNERRERBLE
BAEEET MR A E

Fostering Cross-jurisdictional
Collaboration

Global Privacy Enforcement Network

The Global Privacy Enforcement Network (GPEN) was
established in 2010 with a view to fostering cross-border
cooperation among privacy enforcement authorities.
The PCPD continued to be a committee member of the
GPEN during the reporting year and helped steer the
overall activities of GPEN.

The PCPD, together with 19 other data protection
authorities from Europe, the Americas, Oceania, Asia
and the Middle East, participated in the GPEN's Sweep
in 2021. Themed “Privacy Considerations and COVID-19
Related Solutions and Initiatives”, the event aimed to
find out how privacy considerations had been taken into
account by organisations for various COVID-19 solutions
and initiatives, and what level of engagement data
protection authorities had had with the organisations in
their jurisdictions. A report was published in September
2021 which summarised the responses from the
participating data protection authorities.

Apart from the annual Sweep exercise, the PCPD
continued to participate in GPEN’s periodic meetings
to discuss enforcement issues and share enforcement
experiences with other GPEN members.

Enhancing Enforcement Collaboration
with other Data Protection Authorities

In view of the Privacy Commissioner’s new powers under
the Amendment Ordinance, in particular the extra-
territorial power to serve cessation notices on non-Hong
Kong service providers (e.g. operators of overseas social
media platforms) to request the removal of doxxing
messages, the PCPD strove to foster collaboration with
data protection authorities of other jurisdictions on
privacy issues which involve cross-jurisdictional elements.
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To that end, the PCPD took up the co-chairmanship of
the International Enforcement Working Group (IEWG)
of the GPA in October 2021 with a view to playing
a more strategic role in international enforcement
initiatives and priorities, and reinforcing international
cooperation with other data protection authorities. As
a permanent working group of the GPA, the I[EWG
serves as a platform for members to discuss privacy
issues with cross-border implications, share experiences
in investigating multinational companies and explore
opportunities for joint enforcement. The other co-chairs
of the working group comprise the data protection
authorities of Canada, Colombia and Norway.

In October 2021, the PCPD, together with five data
protection authorities from Australia, Canada, Gibraltar,
Switzerland and the United Kingdom, published a
joint statement on the global privacy expectations
of video teleconferencing (VTC) companies as a
conclusion to a series of engagement activities with
major VTC companies. The joint statement highlighted
the good practices reported by the VTC companies
in safeguarding the personal data of their users. The
joint signatories also took the opportunity to remind
the VTC companies of the possible areas for further
improvement.

This series of engagement activities with the VTC
industry demonstrated how data protection authorities
could collaborate across borders to address privacy
issues of global concern.






