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Complaints Investigation

Overall trend of complaints

In the reporting year, the PCPD received 3,157 complaints, a drop
of 71% year-on-year. This was primarily attributable to a significant
reduction in the number of doxxing-related cases from 4,707 in
2019-20 to 957 in 2020-21.

The decrease in the number of doxxing-related cases in the reporting
year reflected the enforcement efforts made by the PCPD and the
Police, and the deterrent effect brought about by the convictions in
a number of court cases in 2020. That said, doxxing-related cases
still accounted for about 30% of the total number of complaints.
[t suggested that doxxing remained a problem.

Combatting doxxing continued to be a top priority of the PCPD.
The PCPD welcomed the Government’s amendment proposals to
make the PDPO more effective in combatting doxxing. The PCPD
continued to actively work with the Government to formulate the

proposals to the amendments.
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Number of complaints received

The PCPD received 3,157 complaints in the reporting year. Excluding
doxxing-related cases, the PCPD received 2,200 complaints, which
is 66% fewer than that in the last reporting year but 17% more
than that in 2018-19. (Figure 2.1)

Figure 2.1
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I
ated Omplajnts

A There were 2,665 complaints about two incidents of the Police’s displaying a reporter’s
HKID in live broadcasts or streaming, 669 complaints about suspected theft of
residents’ letters by a security guard, and 428 complaints about the disclosure of a list
of cabin crew by an artiste on her social media platform.

# 143 complaints were about an airline’s data leakage incident.

* For statistical purpose, 1,944 complaints about the loss of a government department’s
computer containing the personal data of registered electors were counted as one
complaint.
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Types of parties being complained against

Excluding doxxing-related cases, the types of parties being

complained against among the 2,200 complaints were:

e Private organisations (1,216 cases), with the majority being

banks, financial institutions, and property management

companies;

e Individuals (781 cases), with many of the cases involving

cyberbullying arising from domestic affairs, installation of CCTV

by neighbours and use of personal data in electioneering

activities; and

e Government departments and public organisations (203 cases),

with the majority being healthcare organisations, law enforcement

agencies, and education institutes. (Figure 2.2)

Figure 2.2
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Excluding doxxing-related cases, the 2,200 complaints involved a
total of 2,611 alleged breaches, as one complaint might involve
more than one allegation. The classification of the alleged breaches

BRSO BT : (B2.3) by nature is as follows: (Figure 2.3)

Figure 2.3
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AR SIS Subject matters of complaints

WK AR LBABRMEFER Excluding doxxing-related cases, the distribution of subject matters
HHIRFT AN T ESEhE F—FF of complaints received in the reporting year was similar to that of

HBE - (E2.4) last reporting year. (Figure 2.4)
EEANRIENEFES LR FaEE - The highest number of complaints was related to information

ER RO ZERE LR B REEETF technology, with the majority about online social networks and
HERAREN  HEEALREERBERE smartphone applications. This could be attributed to their popularity
RER - and daily use.

Figure 2.4
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Summary of complaints handled

In 2020-21, the PCPD handled a total of 4,627 complaints,
consisting of 3,157 newly received complaints and 1,470 complaints
carried forward from the last reporting year. Of these, 3,402 (73.5%)
were completed and 1,225 (26.5%) were in progress as at 31 March
2021.

Categorisation of completed complaints

Among the 3,402 completed cases, 524 were doxxing-related, in
which 59 complaints were suspected contravention of section 64 of
the PDPO and were referred to the Police for criminal investigation
and consideration of prosecution. 15 complaints involved suspected
violations of relevant court injunction orders and were referred to the
Department of Justice. In the remaining 450 doxxing-related cases,
the PCPD wrote to the operators of the online platforms and websites
concerned and urged them to delete the relevant web links.

In the 2,878 non-doxxing cases, 1,909 were concluded after
preliminary assessment and 969 were accepted for further handling.

Among the cases accepted for further handling, 887 of them (92%)

were successfully resolved by the PCPD by conciliation, and:

e Corresponding remedial actions were taken by parties being
complained against;

e Complaints were withdrawn after the PCPD had given further
information or explanation to the complainants; or

e Follow-up actions were taken by parties being complained against
to address the complainants’ concerns conveyed by the PCPD.

In 12 complaints, possible commission of criminal offences were
identified. After obtaining prima facie evidence of the contravention
of the relevant requirements under the PDPO, the PCPD referred
the cases to the Police for further investigation and consideration
of prosecution.

In the remaining 70 complaints, the PCPD carried out investigations.
Warning letters were issued to some of the parties being complained
against. The PCPD also urged them to take remedial actions as
appropriate. In the less serious cases, the PCPD provided advice or
recommendations to parties being complained against on good
practice in the protection of personal data.
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Appeals Lodged with the
Administrative Appeals Board

The Administrative Appeals Board (AAB), established under the
Administrative Appeals Board Ordinance (Chapter 442 of the Laws
of Hong Kong), is the statutory body that hears and determines
appeals against the Privacy Commissioner’s decisions under the
PDPO.

Statistics of AAB cases

A total of 20 appeal cases were concluded during the reporting
year: 17 were dismissed by the AAB or withdrawn by the appellants,
2 were allowed, and 1 was partly allowed. (Figure 2.5)

Figure 2.5
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Nature of AAB Cases Received and Provisions of
the PDPO Involved

All 20 appeal cases received in the reporting year appealed against

the Privacy Commissioner’s decision not to carry out or terminate

an investigation under section 39(2) of the PDPO. The Privacy

Commissioner made the decisions on the grounds that:

(i

(if)

(iif)

(iv)

there was no prima facie evidence to support the alleged
contravention;

the party being complained against had taken remedial action
to rectify the alleged contravention;

the primary subject matter of the complaint was not related to
personal data privacy;

the ulterior motive of the complaint did not concern privacy
and data protection; and/or

the complainant and party being complained against were able
or should be able to resolve the dispute between them without
intervention by the Privacy Commissioner.

Of the 20 appeal cases received, 11 cases involved alleged

contraventions of the DPPs, seven cases involved alleged non-

compliances with data access requests, and the remaining two cases

involved alleged non-compliances with data access requests, data

correction requests and other DPPs. (Figure 2.6)

Figure 2.6
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EEERREEHRA 1 ELFEZR Of the 11 appeal cases which involved alleged contraventions of

o EZEHHREERRAIMNSENT (— the DPPs, the distribution of the DPPs concerned is as follows (one
RARH R LN —IBREEREA]) : appeal might concern more than one DPP):
o F1RA (WEERERE]) : LFE e DPP 1 (Data Collection Principle) : nine cases
o ZFE2[RA (ARERRRERA : TR e DPP 2 (Accuracy & Retention Principle) : four cases
o FIFRBI(FEARERRA : N\R e DPP 3 (Data Use Principle) : eight cases
o FARBI(BRHMRELZRAI) : MR e DPP 4 (Data Security Principle) : two cases
o Fo6RAI(ERRKERA) : R e DPP 6 (Data Access & Correction Principle) : nine cases
Figure 2.7
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