MONITORING COMPLIANCE
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PCPD monitors and promotes data users’ compliance
with the provisions of the PDPO. In view of the privacy
risks brought about by the rapid advancement in
information and communications technology, we
encourage and facilitate organisations to adopt
ethical measures to ensure personal data protection

and respect consumers’ personal data privacy.
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COMPLIANCE ACTIONS

The Privacy Commissioner conducted compliance checks or
investigations into practices that he had sufficient grounds to
consider to be inconsistent with the requirements under the PDPO.
Upon completion of a compliance check or investigation, the
Privacy Commissioner alerted an organisation in writing, pointing
out the inconsistency or deficiency, and advising the organisation,
if necessary, to take remedial actions to correct any breaches and
prevent further breaches.

During the reporting year, the Privacy Commissioner carried
out 324 compliance checks and five compliance investigations,
as compared to 307 compliance checks and four compliance
investigations in 2018/19, representing 6% and 25% increases
respectively.
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Numbers of Compliance Checks and Compliance Investigations
during the reporting year from 2017/2018 to 2019/2020
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Below are the highlights of some of the compliance actions
conducted during the year.
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COMPLIANCE INVESTIGATION

Loss of a marked final register of electors by a
government department

On 9 April 2019, a government department submitted a data
breach notification to PCPD informing it that a marked final
register of electors used in the 2016 Legislative Council General
Election was lost. The marked final register of electors contained
the personal data of 8,136 registered electors assigned to a polling
station in Kwai Tsing District in the election, including name,
gender, address, Hong Kong Identity Card number, whether an
individual elector had collected ballot papers at the said polling
station and the number of ballot papers that he might be issued
with. Since the personal data contained in the marked final
register of electors included the unique and sensitive information
about electors’ identity card numbers and their election or polling
status as registered electors, the Privacy Commissioner initiated an
investigation. The investigation report was published on 29 August
2019.

Result of investigation

The investigation revealed the following issues in relation to the
data security practices of the government department:

Data security

. Failure to have in place clear and adequate policies and
handling practices, procedures and systems to protect
personal data of this unique and sensitive nature;

. Failure to assess and evaluate the security risks and the
potential impacts of the risks on the personal data handled in
relation to the multiple transfers and storage venues for large
number of documents, including the marked final register of
electors;

. Failure to maintain proper and adequate records of inventory
and retrieval systems by both internal and external staff
handling the data;

. Failure to consider formulating and implementing separate
and specific security measures for the unique and sensitive
data in the marked final register of electors especially where
it would not be required after the poll;

. Failure to assess the risk of inadvertent human error;

. Failure to communicate with all relevant persons and conduct
adequate training on the secure handling of the data; and

. Failure to have in place a data breach response plan.
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Data breach notification

There being no statutory requirements under the PDPO for a data
breach notification, whether to the Privacy Commissioner or the
affected electors, and whether within a particular period of time
or otherwise, the Privacy Commissioner found no contravention of
the PDPO in this connection. However, considering the unique and
sensitive nature of the personal data involved, the government
department should have given data breach notification earlier.

In light of the facts found and in all the circumstances of the
case, the Privacy Commissioner concluded that the government
department contravened Data Protection Principle (DPP) 4(1) of
Schedule 1 to the PDPO (Data Security Principle) by not taking all
reasonably practicable steps to ensure that the personal data of
the registered electors contained in the marked final register of
electors was protected against its loss, or not being located after
repeated searches over a period of 30 months.

Enforcement Notice

The Privacy Commissioner served an Enforcement Notice to direct
the government department to:

. Separate the handling and storage of the marked final
register of electors from other electoral documents including
separate packing and centralising storage of all marked final
registers of electors in designated and adequate storage
locations;

. Set up procedures governing properly and effectively the
logistical management of the marked final registers of
electors;

. Set up procedures in respect of proper recording of
movements of electoral documents, retrieval systems and
dossier reviews;

. Set up personal data audit directives to address, in particular,
the issue of loss of personal data and the associated
searching process; and

. Set up and implement effective and sufficient measures and
training to ensure compliance with the above procedures
and directives by staff of the government department itself,
polling station and other related staff.
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Lesson learnt

Nowadays, ethical data governance has become a worldwide
trend, in which the accountability principle, essentially putting in
place appropriate technical and organisational measures to ensure
and to demonstrate compliance with the data protection law, is
increasingly seen as an effective management tool to proactively
protect personal data privacy right and prevent data breaches.
Data users, including public organisations, are recommended
to make good reference to the accountability principle and
to develop their privacy management programmes to ensure
adequate security measures which are commensurate with the
sensitivity of the data being held are in place, in order to meet
the reasonable privacy expectation of data subjects who are the
owners of their personal data.
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Unauthorised online access to credit reports

On 28 November 2018, the Privacy Commissioner received a
data breach notification lodged by a credit reference agency
(Company) in respect of the suspected unauthorised access by a
third party passing through the online authentication procedures
of the Company and obtaining the credit reports of a number of
public figures (the Incident). The Privacy Commissioner initiated a
compliance investigation on 30 November 2018.

At the time of the Incident, online application for and access to
credit reports by individuals were available through the Company’s
website and its five partners’ websites/mobile application. The
Company set and verified the online authentication procedures for
application for and access to credit reports, and applied the same
procedures and standards across its own website and the five
partners’ websites/mobile application. It was the Company that
made the authentication decision.

The online authentication procedures covered (1) the matching of
the full name, date of birth and Hong Kong Identity Card number
input by the individual against the Company’s database; (2) the
assessment of the risk associated with the device used to access
the system; (3) a set of three or five multiple-choice knowledge-
based authentication questions; and (4) the sending of a one-time
password to the individual’s mobile number for high risk cases.

In the joint operation with the five partners, the Company used
the personal data it held to authenticate an individual’s identity
and display the credit data on the website(s)/mobile application
chosen by the individuals. The Company also transferred the
individuals’ personal data to three partners.

The legal issues involved focused on data use and data security set
out in Data Protection Principle (DPP) 3 (Data Use Principle) and
DPP 4 (Data Security Principle) of Schedule 1 to the PDPO.
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Result of investigation

Data use - data display and transfer of data to partners -
no contravention

The Privacy Commissioner considered that the use of personal
data for identity authentication and display of credit data to the
individual was a purpose consistent with the purpose for which
the data was collected. The purpose of transferring personal data
to some of the Company’s partners, on the other hand, did not fall
within the original purpose or a directly related purpose for which
the Company collected the concerned data, and such transfer
would therefore call for the individual’s prescribed consent as
required under DPP 3(1) of Schedule 1 to the PDPO (Data Use
Principle). The Privacy Commissioner went through the application
procedures step by step. No contravention of DPP3(1) was found
on such transfers.

Data security — vulnerabilities in online authentication
procedures — contravention

The Privacy Commissioner found that the Company contravened
DPP4(1) of Schedule 1 to the PDPO (Data Security Principle) in
respect of its online authentication procedures in that it failed to
take all practicable steps to ensure that the personal data held was
protected against unauthorised or accidental access or use, on the
grounds that:

. An exact match of the full name and date of birth input by
an individual against the records of the Company’s database
was not required;

. The knowledge-based authentication used (i) questions that
asked about the age range and Chinese zodiac sign of the
individuals instead of unique dealings with the Company,
and (ii) outdated answers that could be easily screened out;

. Access through other websites/mobile application was
not blocked after an individual failed the authentication

procedures on one website/mobile application; and

. Two-factor authentication was not applied to all applications.
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Enforcement Notice

The Privacy Commissioner served an Enforcement Notice on the
Company directing it to remedy and prevent any recurrence of the
contravention:

i. Cease to release any credit reports online through any
website/mobile application without one-time password
verification;

ii. Conduct in-person authentication for all online applications
of credit reports where one-time password verification is not
applicable; and

iii. Devise clear procedures to specify the steps, time limits and
monitoring measures to ensure the answers generated for
knowledge-based authentication questions are relevant,
functional and up-to-date.

Lesson learnt

In this age of rapid development of information and
communication technologies, online services have become
indispensable to business operations and our daily lives. Online
services offer convenience to individuals but at the same time
necessitate reliable and robust data security measures, including
online authentication procedures. It is legitimately expected
that a credit reference company which receives and processes
a considerable amount of credit information is duty bound
to continuously review and improve its online authentication
procedures in order to block fraudsters from accessing credit
data. In view of technology advancement, periodic reviews
with the aim of identifying and fixing loopholes as well as
improving the authentication procedures (including assessing
the appropriateness of using biometric authentication) should be
conducted.
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COMPLIANCE CHECK

Unauthorised access of personal data held by public
schools via a web-based application system

Four public schools reported to PCPD that a web-based application
system operated by them and developed by the government
bureau responsible for education (the System) was compromised
and the data contained therein were stolen. PCPD inquired the
four schools and the bureau regarding the incident.

The compliance actions revealed that the bureau was responsible
for providing technical support, guidelines and training to the
schools regarding the System, whereas the schools being the
System users were responsible for operating and maintaining the
Systems as well as handling students’ personal data contained
therein.

The bureau provided updated versions of the System from time
to time with additional functions addressing cybersecurity
issues. After detecting an unauthorised access into the System,
the bureau released an updated version of the System fixing the
security vulnerabilities, and requested the schools to update to the
latest version within two weeks. However, not all schools suffering
from the attack applied the update promptly.

In response to the incident, the bureau issued notices to schools
reminding them to regularly review the operation of the System
server and logs according to the applicable task list. The bureau
also committed to having more direct communication with
schools if a high risk situation arose and an immediate critical
security update was warranted. On the other hand, the bureau
confirmed that the System was gradually moving to a centralised
cloud platform so as to better monitor the suspicious activities and
apply protective measures or new versions in a timely manner.

Lesson learnt

No organisation could be completely immune from cyberattacks.
It is therefore important for data users to take all reasonable
precautions to protect their systems from cyberattacks. Although
the bureau is not the data user in this incident, being the System
provider as well as the supervisory body of public schools, the
bureau could adopt a more proactive approach to direct its users
to install all critical updates. On the other hand, the schools should
have acted promptly once they received any notice regarding the
update of the System from the bureau so as to safeguard data
integrity and security.
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A staff member transferred personal data held by
his employer to his personal computer without
authorisation

A financial institution reported to PCPD that an administrative
staff member copied more than 4,000 files from the office desktop
computer to his personal laptop via his own USB flash drive
without authorisation. Among those files, 51 of them contained
personal data of around 6,600 customers, 30 staff members and
unsuccessful job applicants. Personal data involved included
financial account details of customers, human resources data of
staff members and curricula vitae of unsuccessful job applicants.
On knowing the incident, PCPD initiated a compliance check.

In the compliance check process, PCPD found that the staff
member concerned was the only staff who was granted permission
to use USB flash drive with read-and-write functions in discharging
his duties. The files concerned, which were encrypted and
password-protected, were stored on the local drive of his office
desktop computer, which was not password-protected. The staff
member explained that he copied the files to his personal laptop
with a view to cleaning up the space of the hard disk of his office
computer which was running slow at the material time.



KBRIERAER  ZEREEBRAR/ZEET
REBRBEERESANBEAERIZBELES
HHRAREBSHEMEMARSESERYE
B WEHERESASZZSERMER
Ko EWAM  ZEETICHEEREWRR
RARBEMEMAE=ERBERTNER
I 2 BPEF R K A MHBRA AR S -

ENBRLER ZEREBROZEETIN
USBREIEREMII BAER o LbHh - ZHB I @
FFEETHREFHRNMUPIERBIEZEEN
ERMERFEENFIENERERE - UKk
ZHBE BT 2MEMRZERIZIERE

R

ETHGERBHEAUR R EBEAE
Ko —HBME > BEETHRAZEENET
EITEMEFTEEEAREHBRENEAE
B MBEERBEBEERAREERELEN
Xt BEZRER  #HEBLAERER
EESTEREAENNER  BREET
BRI AFENE | WRAEZEAER -

FAPEE S N B F R PCPD ANNUAL REPORT - 2019-20 37

>

After internal investigation, the financial institution considered
that the staff member concerned had not disclosed any personal
data of a data subject and that the staff member had no intent to
obtain gain in money or other property (for any person’s benefit)
or to cause loss in money or other property to any data subject
involved in this incident. In any event, the staff member concerned
signed a Non-Disclosure Agreement specifying that he had not
disclosed any data contained in the files to any third party and had
deleted the files immediately and permanently.

In the wake of the incident, the financial institution revoked
the USB write-access right of the staff member concerned. The
institution also sent an email to all staff members reminding
them of the institution’s global policy on secure use of removable
storage devices and arranged training for all staff members in
information security risk.

Lesson learnt

In business environment, it is inevitable that staff members have
access to personal data. In general, those who are responsible
for administrative and human resources-related matters have to
handle a large amount of sensitive personal data. Organisations
should attach great importance to data governance and the
culture of respecting and protecting privacy. To this end,
organisations should regularly review and monitor their staff
members’ access right to personal data to ensure that they would
handle personal data on a “need-to-know” basis.



38 ESETFIR BEEBEEL MONITORING COMPLIANCE EMBRACING CHALLENGES

BHINRBHE

BRNREH —REBERMEREFREFAN
BABRREZRE  UBUREER  SEHR
AR A RS R BB EER - E1E - i
BR - RRATEM - ERIINRBH AT EEBKE
RRFBERE4RA o o RCFLARBARA )AL
REREERERERERINRSHIFELE
o EAFNSHBERRE  LEBAE—H
SEERMERE —BBREERIINRER - A
BHASHENERESA LEEEMHEAM
TEBEA L ©

AELABEEEERNNRERER(TARQ
ENEERBRAEMAIXZ2R) & - SFTMH
BHEER  UEZEERETEHEBHRER
MEAES  LEEEHHEBERMEREE
TEAEER  SEHBAENTRZZE X
ERMFREREKERE  BILEERERE

:Eo

/122

F 19 Year

2019-20

2018-19

2017-18

0 45

DATA BREACH NOTIFICATIONS

Generally speaking, a data breach is a breach of security of
personal data held by a data user, which results in exposing the
data to the risk of unauthorised or accidental access, processing,
erasure, loss or use. The breach may amount to a contravention of
Data Protection Principle 4. Although the PDPO does not require
data users to give data breach notification (DBN), PCPD has always
encouraged data users, in line with data ethical standards, to
give such notification to the affected data subjects, the Privacy
Commissioner, and other relevant parties when a data breach has
occurred.

Upon receipt of a DBN from a data user (which could be
submitted through PCPD-designated DBN form or other means
of communication), PCPD would assess the information provided
in the DBN and decide whether a compliance check is warranted.
Upon completion of a compliance check, the Privacy Commissioner
would point out the obvious deficiency and suggest the data user
to take remedial actions to prevent recurrence of the incident.
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During the reporting year, PCPD received 150 DBNs (64 from the
public sector and 86 from the private sector), a 33% increase as
compared to last year (113 DBNs), involving personal data of about
2.9 million individuals. The data breach incidents involved hacking,
system misconfiguration, the loss of documents or portable
devices, inadvertent disclosure of personal data by fax, email or
post, etc. PCPD conducted compliance check in each of these 150
incidents.
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DATA MATCHING PROCEDURE

A data matching procedure is a process by which personal data
collected for one purpose is compared electronically with personal
data collected for other purposes with the aim of taking adverse
action against the data subjects concerned. A data user shall
not carry out a matching procedure unless it has obtained the
data subjects’ prescribed consent or the Privacy Commissioner’s
consent.

During the reporting year, the Privacy Commissioner received 49
applications from government departments and public sector
organisations for approval to carry out matching procedures,
representing a 29% increase when compared to 38 applications
received in the previous year. The increase was mainly attributable
to a number of relief measures and subsidised housing schemes
implemented by the Government and public bodies, which
needed to ascertain the applicants’ eligibility through procedures
for checking applications in order to ensure proper allocation of
public money to the target groups.

Upon examination, 47 applications were approved, subject to
conditions imposed by the Privacy Commissioner; one application
was found not to be matching procedure as defined under the
PDPO; and one application was withdrawn. Some of the examples
of matching procedures approved by the Privacy Commissioner
are as follows:



RHERE
Requesting Parties

HER

Education Bureau

EHRER
BLEERE
Working Family and
Student Financial
Assistance Agency

REBER
Registration and
Electoral Office

BEEEHS
Hong Kong Housing
Society
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Details of the Approved Data Matching Procedure

EHERRIBAERE | FTERBARENBAELR  EAKSEHEREREEFE - kKX
MHEREONFBREEZCHVRBFRENEAEREELER  UIZBERBANER
Comparing the personal data collected by the Education Bureau from applicants of the
Student Grant scheme with the personal data collected by the Immigration Department for
processing applications of visa, permanent identity card and birth registration, etc. in order
to ascertain the eligibility of the applicants.

EEBRERSEEDEHER [ EBREZM | ZBA (R EZSHZEEBRERN
RIMERE A NEHERES) WENEAER  EEEEMNEBR FEtSREEDTEZ
A (MEEMZERBREBRR) WENBAEREMELLE - RR2ETEEEND
—1E B #9328k -

Comparing the personal data collected by the Working Family and Student Financial
Assistance Agency from the recipients of Working Family Allowance (whose applications
were made within six calendar months immediately before the date on which funding
approval was given by the Legislative Council) with the personal data collected by the Social
Welfare Department from the recipients of Comprehensive Social Security Assistance (on
the date of funding approval obtained from the Legislative Council), in order to avoid paying
duplicate one-month extra allowance to the recipients.

BEEREKERERRENBEAESR  BERERHIOEXREDEEHFIEFNEA
ERIEALE  WRBIAEEANEREREFTREEHUNER o

Comparing the personal data collected by the Registration and Electoral Office from electors
with the personal data collected by the Housing Department from tenants and owners who
had taken up tenancy or ownership of the flats under subsidised housing schemes recently,
in order to identify electors who did not inform the Registration and Electoral Office of their
changes of residential addresses.

EEBEEHEXR [ REEEHHEEEHAEFTE W 2HEFAEFHE - HEIRBAR
HRBFBHPIBEANREXNERENBAEL  HEBEEZEEREMERAF - ¥P
REFBARENEAEREHELER  UBRIGRHEEEEEH -

Comparing the personal data collected by the Hong Kong Housing Society from the
applicants for “Certificate of Participation — Tenant” under the Letting Scheme for Subsidised
Sale Developments with Premium Unpaid and their family members listed on the
applications with the personal data collected by the Hong Kong Housing Authority from
tenants, owners and applicants of various subsidised housing schemes, in order to ensure no
duplication of subsidised housing benefits.



