8 EIEESE DATA STEWARDSHIP

2EER

BiiREmE
gite [BE| - [EE| &k [2F]
pYE R {E

HEREES - LEIEE

BEEERRE KBEBEIMRATEREDN
BURRB R BIBERENEE  ERMRETF
PR BRI - BRNERRERA (5
WERE - ERMERRS - ERE&RD)
PRI Z EEEE - FERMRESE - HE
ETBRERNEEBRBEEAERENHE
mEERYBERE -

NER2018F 2 AEEEMET T —HEER
[EEHBNVEEME | WK BREREH
BEENROEE - WHIE S AR BB
B EEEANERIRE - BB 20EKRAR
17~ R - B - BERBNRBERET
EMNBERBEAZEZMERRHER -
FERIF IR 2018F 10 AR LR T A
BIHPEEBAURANEEMEELR | AR
& BERRENEXARNAZTNAETH :

https://www.pcpd.org.hk/tc_chi/resources_
centre/publications/surveys/surveys.html

DATA STEWARDSHIP

DATA ETHICS

CULTIVATE TRUST BY EMBRACING THE ETHICAL
VALUES OF RESPECTFUL, BENEFICIAL AND FAIR,
AND IMPLEMENTING DATA STEWARDSHIP

Challenges to data protection are increasingly acute with the rise
of digital services and data technologies such as social media,
big data analytics and artificial intelligence. Effectiveness of the
conventional data protection principles (e.g. transparency, use
limitation of data, data minimisation) is beginning to be called
into question. Consumers are no longer content with mere legal
compliance by organisations in data protection, but are calling for
data ethics.

Against the background, the PCPD commissioned a consultancy
study known as the “Legitimacy of Data Processing Project” in
February 2018 with a view to identifying the core values of data
ethics and developing tools to assist organisations to put data
ethics into practice. More than 20 Hong Kong organisations from
banking, insurance, telecommunications, healthcare services,
transportation and other sectors participated in the study by
invitation to provide advice. The study was completed with the
consultancy report published in October 2018, titled “Ethical
Accountability Framework for Hong Kong, China” The full report
can be downloaded from the PCPD’s website:
https://www.pcpd.org.hk/english/resources_centre/publications/
surveys/surveys.html
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Three core values of data ethics

WEEE > EMBETEESEEEE  XE  The study recommended the following three core values of data
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CEENS] ethics that organisations should embrace when conducting

HIEEIEED - WHE L AT REEHE A VR - data processing activities that might have significant impact on
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SFUT= the rights, freedoms and interests of individuals, particularly in
advanced data processing activities such as big data analytics,
machine learning and artificial intelligence.

BEE Respectful
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Organisations should be accountable for conducting advanced data processing
activities with the interest of all stakeholders in mind.

Decisions made about individuals and the decision-making process should be
explainable and reasonable.

Individuals should be provided with appropriate and meaningful engagement
and control over advanced data processing activities that impact them.
Individuals should always be able to make inquiries, to obtain explanations
and, if necessary, to appeal against decisions made by advanced data
processing activities that impact them.

H = Beneficial
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Where advanced data processing activities may have impact on individuals, all
the benefits and risks of the activities should be identified and assessed.

Once all risks are identified, appropriate ways to mitigate those risks and to
balance the interests of different parties should be implemented.

A Fair
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Advanced data processing activities must avoid actions that seem
inappropriate or offensive.

Unfair discrimination should be prohibited.

The accuracy and relevancy of algorithms and models used in decision-making
should be regularly reviewed to remove errors, bias and discrimination.
Advanced data processing activities should be consistent with the ethical
values of the organisation.
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Data Stewardship Accountability Elements

The study outlined the Ethical Data Stewardship Accountability
Elements that call for organisations to:

1.

define data stewardship values, develop them into guiding
principles and then translate them into organisational policies
and practices for ethical data processing;

adopt “ethics by design” to ensure that all stakeholders (e.g.
individuals, groups of individuals and society as a whole) will
gain from the data processing activities;

conduct Ethical Data Impact Assessments (see below) when
advanced data processing activities may be impactful on
people in a significant manner and/or when data-enabled
decisions are being made solely by machines automatically;

conduct internal review to ensure that Data Stewardship
Accountability Elements and Ethical Data Impact Assessments
have been properly implemented;

be transparent about the data processing activities; and
stand ready to demonstrate the soundness of internal

processes to the regulators when data processing activities
may be impactful on people in a significant manner.

Assessment models

In order to assist organisations in implementing the Data
Stewardship Accountability Elements and the core values of
data ethics, two assessment models are recommended by the
consultancy report:

Ethical Data Impact Assessment — for assessing the impact of
an advanced data processing activity on all stakeholders; and

Process Oversight - for evaluating how an organisation
translates the ethical values into principles, policies and
practices.

The PCPD hopes that the recommendations of the consultancy
study will assist organisations in Hong Kong and beyond to
implement data ethics in their daily operations, and to fully reap
the benefits of the data-driven economy while protecting and
respecting the fundamental rights (including the right to privacy),
freedoms and interests of individuals.
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PRIVACY MANAGEMENT PROGRAMME

PRIVACY MANAGEMENT PROGRAMME (PMP) AND
DATA ETHICS

The PCPD has advocated since 2014 that organisations
should develop their own PMP. Oganisations should embrace
personal data protection as part of their corporate governance
responsibilities and apply them as a business imperative
throughout the organisation, starting from the boardroom.
Organisations/Enterprises that derive benefits from personal data
should ditch the mindset of conducting their operations to meet
the minimum regulatory requirements only. They should instead
be held to a higher ethical standard that meets the stakeholders’
expectations alongside the requirements of laws and regulations.
Data ethics can therefore bridge the gap between legal
requirements and the stakeholders’ expectations. In a data-driven
economy, organisations/enterprises will benefit by grasping and
implementing data ethics.

In this connection, organisations/enterprises should formulate
and maintain a comprehensive PMP as a best practice. Data
stewardship should cover the overall business practices,
operational processes, product and service design, physical
architectures and network infrastructure. The PMP, supported by
an effective ongoing review and monitoring process to facilitate its
compliance with the requirements under the Ordinance, serves as
a strategic framework to assist organisations in building a robust
privacy infrastructure and to share mutual fairness, respect and
benefit with their customers.

During the reporting year, the PCPD
« conducted PMP professional workshops;

« assisted three government bureau/departments selected for
developing and completing their PMP manuals;

« organised two training workshops for government bureau and
departments to highlight and elaborate the major aspects and
practical advice in developing PMP;

« assisted to develop a General Reference Guide for use by
other bureaux/departments in developing, implementing and
refining their PMPs;

« issued the revised Best Practice Guide on Privacy Management
Programme with more concrete examples, charts, templates of
questionnaire and checklist for reference; and

« conducted inspection by using PMP framework to assess
personal data handling process of organisations.
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FINTECH

PROTECT AND RESPECT PERSONAL DATA PRIVACY
IN FINTECH BOOM

Fintech refers to information and communications technology
used for the provision of financial services. Fintech is gaining
momentum in Hong Kong and beyond. It enables innovation
in financial services, and is transforming the operations of
the financial industry. According to the Financial Services
Development Council, development of Fintech is a logical next
step for Hong Kong in seeking innovation and securing a place in
the future of financial services.

In March 2016, the Hong Kong Monetary Authority (HKMA)
established its Fintech Facilitation Office to facilitate the healthy
development of the Fintech ecosystem in Hong Kong and to
promote Hong Kong as a Fintech hub in Asia. Subsequently, 13
licences for stored value facility (i.e. e-wallet) were issued by
the HKMA in 2016. An Open Application Programming Interface
Framework for the Hong Kong banking sector was published by
the HKMA in July 2018 to allow banks and their partners to work
closely and share data in order to develop innovative financial
services. The first batch of virtual banking licences was also
granted by the HKMA in March 2019.

Apart from the banking sector, the Insurance Authority also
launched an InsurTech Sandbox in September 2017 to facilitate
a pilot run of innovative technology by insurers in their business
operations. In December 2018, the Insurance Authority announced
that it had granted the first authorisation under the Fast Track of a
new insurer operating solely digital distribution channels, marking
a significant milestone of Insurtech development in Hong Kong.

There is no precise boundary of Fintech. The advancement
in computational powers, Internet connectivity and mobile
technologies, together with the strong demand for efficient, low-
cost and personalised financial services, have given a strong boost
to the proliferation of Fintech.

Fintech may come in different forms, and support different kinds
of financial services and operations, such as:

electronic payments and remittances (e.g. e-wallet);

financial investments (e.g. robo-advisors and algorithmic
trading);

peer-to-peer (P2P) financing (e.g. P2P lending and
crowdfunding);

data analytics that support the operations of financial
institutions (e.g. credit scoring);

information sharing (e.g. open Application Programme
Interface (API)); and

Distributed Ledger Technology (DLT) (a specific type of DLT
is blockchain technology; examples of uses of DLT include
cryptocurrency transactions and smart contract applications).
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Fintech development is ubiquitous and brings about tremendous
business opportunities and convenience. Yet the privacy impacts
of Fintech have to be addressed, such as:

« collection and use of personal data without notice or
meaningful consent of the users;

use of personal data in unfair or discriminatory ways;

« lack of effective means to erase or rectify obsolete or inaccurate
personal data;

data security risks; and
« obscurity of the identities of data users and data processors.
In light of the above privacy risks, the PCPD published the
information leaflet “Fintech”in March 2019 to remind consumers to
maintain vigilance when using Fintech, such as:

- carefully read the privacy policies;

« critically assess requests for personal data and review privacy
settings;

operate the application software of Fintech under a safe
environment; and

« monitor account activities regularly.

The information leaflet also recommends good practices for providers/
operators of Fintech for protecting consumers’ personal data, i.e.:

+ be transparent;
« minimise personal data collection and retention;

provide clear and genuine options to consumers;

« ensure accuracy of data and reliability of algorithms;
ensure data security;
« monitor data processors; and
« conduct privacy impact assessments and adopt privacy by design.

The PCPD firmly believes that personal data protection regulations
should not stand in the way of technological and economic
developments. Meanwhile, technology should be human-centric.
As a means to serve people, organisations employing Fintech
should protect and respect personal data and privacy rights of
consumers in order to achieve a win-win situation.



