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During the year under review (2018-19), the EU General Data
Protection Regulation (GDPR) came into effect, making quite
an impact not only on the EU, but the global privacy regulatory
frameworks and landscapes. It was indeed a trendsetter
and a catalyst for change, given its updated data protection
conventionally and the explicit requirement of compliance by
organisations established outside EU in specified circumstances.
In addition, a number of large-scale data breach incidents took
place both in Hong Kong and in international arena, indicating
that enhancing data security has now become a pressing task for
organisations. Public concerns about data governance were also
significantly heightened as a result.

LAW ENFORCEMENT

We received 1,878 complaints last year, a 16% increase from
the year before. Among the complaints received, 71.8%
were on private organisations (1,348 cases), the majority of
which included banking and finance institutions, property
management companies and transportation companies. The
government departments and public organisations accounted
for about 12% (225 cases), most of which included healthcare
services institutions, the Hong Kong Police Force and housing
organisations. The number of complaints received relating to
information technology has significantly increased by 102%.
Among these IT related complaints, those relating to disclosure
or leakage of personal data on the Internet has increased by more
than three times, while complaints involving social networking or
smartphone applications have also gone up significantly.

Last year, my office received 113 data breach notifications. While
the figure was comparable to that of the preceding year and
did not seem to show any alarming trend, it did not reflect the
complexity and severity of the nature of the incidents, or the large
number of individuals affected, not to mention the substantive
technical and legal issues advanced in defence by the professional
teams. As always, we worked hand in hand with the relevant
organisations and engaged them to take immediate remedial
actions to contain the possible damage to the attacked individuals.
We also put forward steps to re-establish their consumers’ trust
with a view to reducing their defection.

The fact that personal data is less tangible than other personalty
(e.g. bank notes) or realty does not absolve organisations of their
failures to keep it safely and to obliterate it when it is no longer
necessary for the fulfilment of the purpose for which the data is or
is to be used. Our Personal Data (Privacy) Ordinance (Ordinance)
provides that it is the responsibility of organisations to take all
practicable steps and measures to ensure, inter alia, the right
persons are engaged to protect the personal data privacy right
of consumers. To give effect to the legal requirements, there is
also an expectation of comprehensive, effective and evidenced
privacy compliance policies and programmes being put in place,
relevant and scalable for the businesses concerned, as well as
demonstrable internally and externally. The security required is not
merely system-centric but data-centric. This legitimate expectation
comes from both the consumers, who are the data subjects, and
the regulators.
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LEGITIMATE EXPECTATION

We as regulator have been stressing to all stakeholders, especially
organisations as data users, that personal data does not belong
to any organisations, but the individuals from whom the data is
collected. With that in mind, it is entirely legitimate for individuals
to expect that they are entitled to have control over it. Of course,
it would not be in the interest of the public to have data locked
up merely because of individuals’ data privacy. We see the
tremendous benefits brought about by scientific advancement
and social interactions in this data-driven economy that keeps
growing in parallel with Big Data and ICT developments. All we are
talking about is to strike a balance between data protection and a
variety of competing interests and rights.

Indeed, despite relentless attempts to revamp data protection
laws, the ICT developments invariably outpace the formulation
of regulatory framework. As a result, meeting regulatory
requirements alone would not be effective enough to adequately
protect data privacy, and live up to individuals’ expectations
of privacy protection. It is therefore widely believed that data
protection laws should embody privacy accountability.

DATA STEWARDSHIP

The idea of good data stewardship and governance, or
accountability has in many ways been reflected, if not incorporated,
in the new laws and regulations of many jurisdictions, to say the
least the EU GDPR. While similar principle of accountability is yet
to be provided for in our Ordinance, companies and organisations
in Hong Kong should be well poised to adopt proactive data
management as corporate digital values, ethics and responsibilities
in this era of data driven economy, translating legal requirements
into risk-based, verifiable and enforceable corporate practices
and controls, to address regulatory changes worldwide; enable
updated business models, digitalisation, globalisation and ensure
data protection, sustainability and trust.

Whilst resonance of accountability has started to tune up,
complementing compliance with the law by adopting data ethics
will form the bedrock for nurturing and flourishing data protection
in times of change. Data ethical values typically centre at fairness,
respect and mutual benefits. In practical terms, they involve
genuine choices, meaningful consent, transparency, no bias or
discrimination and fair negotiation or exchange on a level playing
field between organisations and individuals.

Given the privacy risks that may arise from the use of modern
ICT, organisations are reasonably expected to implement proper
policies and measures to identify, assess and mitigate privacy
and data security risks. By adopting an ethical data stewardship
framework, an organisation is expected to take into account the
rights, interests and freedoms of all stakeholders in planning and
conducting its data processing activities. The stakeholders do not
include only the clients and customers of the organisation, but also
other individuals that may be impacted by the data processing
activities, as well as society as a whole.
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During the report year, my office released the report of the
research “Legitimacy of Data Processing Project’, entitled “Ethical
Accountability Framework for Hong Kong, China”, advocating
Data Stewardship Accountability Elements and Values as the
solution in bridging the gap between legal requirements and the
stakeholders’ expectations. Meanwhile, since 2014, we have been
advocating a paradigm shift through the Privacy Management
Programme (PMP) by which law and good practices could be
entrenched, and compliance be transformed to accountability
alongside the commitment of the top management in better
corporate governance. We have revised the best practice guide
with more concrete examples, charts, templates of questionnaire
and checklist to assist organisations in constructing a
comprehensive PMP of their own.

At the 40% International Conference of Data Protection and Privacy
Commissioners held in Brussels in October 2018, a Declaration on
Ethics and Data Protection in Artificial Intelligence was passed, of
which my office was one of the co-sponsors. A new permanent
working group has been set up pursuant to the Declaration to
further promote and develop the guiding principles as illustrated
in the Declaration across the globe. Being one of the co-chairs of
the permanent working group, my office will continue to work
closely with stakeholders, both at home and abroad, to nourish a
culture and environment that respects privacy.

EXTERNAL CONNECTIONS

We continued to strengthen our cross-border/boundary ties and
interoperability with privacy landscape architects and designers
around the world via the established work relationship with
the relevant authorities and academia, not only overseas (nine
international conferences) but also in the mainland of China (ten
regional conferences and visits). In the pursuit of effective data
protection while facing the borderless/boundary-less nature
of digital data flow, regulators are widely expected to put their
heads together for an interoperable regulatory framework, if
not a harmonised one. Similarly, international Internet-related
organisations will have all the reasons to reach a consensus on
how best personal privacy and security with popular content and
services could be balanced.

PROMOTION AND EDUCATION

We spared no efforts in promotion and education. In addition to
201 lectures, talks, seminars, symposiums and training courses
customised for public organisations and 153 for private sectors, we
organised 70 training programmes for government departments,
being the major data users in Hong Kong. | personally made 228
speaking engagements. With the growing presence and impact
of Fintech, we issued guidance on Fintech for the operators
and users. In addition, during the reporting year, we issued
or revised the publications including the Guidance on Data
Breach Handling and the Giving of Breach Notifications, Privacy
Management Programme: A Best Practice Guide, Children Privacy
Extras: Personal Data Protection in Your Hands, as well as the
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Complaint Handling Policy. We drafted educational materials on
major personal data protection regulations in the mainland of
China, given its recent developments in this aspect, ready to be
issued. For public consumption, we also issued 30 press releases,
responded to media enquiries on 171 occasions, and attended 82
media interviews.

REVIEW OF THE ORDINANCE

It is said that data is the new gold or new oil of this era. Without
fully appraising the risks involved, organisations are attracted
to collect and amass personal data and the massive data
organisations retained as a result makes them prime targets for
cyber-attacks. In 2018, globally and even locally we witnessed that
airlines, hotels, social media platform have fallen prey of cyber-
attacks which made international headlines. The recent data
breach incidents, complied with the recent global transformation
of data protection regulation including the EU GDPR, and views
expressed in the media, society and Legislative Council (LegCo)
including the motion passed by the LegCo on 22 May 2019
seem to have made a comprehensive review of the Ordinance
indispensable.

Against this background, my office was in the process of
conducting a comprehensive review of the Ordinance, guided by a
consideration of factors including:

(@) the legitimate purpose of the reform;

b) the pressing need for the reform;

(c) the proportionality between the proposed change and the
pursuance of the legitimate purpose;

(d) whether there are any other practical and effective means to
address the problem (other than amending the Ordinance);

e) the global data privacy landscape;

f)  thelocal circumstances;

g) theinterest of all stakeholders; and

h) the interest of the community at large.

—

HONG KONG AS A REGIONAL DATA HUB

U

With the successful implementation of “One Country, Two Systems’
and capitalisation of Hong Kong’s unique and irreplaceable
attributes, | am confident that Hong Kong is able to strike a balance
between free flow of information and personal data privacy
protection without compromising economic and ICT development,
so as to facilitate Hong Kong to develop as a regional data hub,
as well as a key link and prime platform for economic, social and
cultural development particularly in the Belt and Road economies
and the Greater Bay Area.
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My office will continue to enforce the law fairly and step up its
educational and publicity efforts, and at the same time advocate
the introduction of privacy management accountability and data
ethical standards in organisations, complementing the regulatory
framework, so as to foster a culture of protect, respect privacy
and personal data control. In addition to our role as enforcer and
educator, we will facilitate organisations including the Government
on initiatives involving personal data privacy, including the Smart
City initiatives and making recommendations on the review of the
Ordinance.

THE CHALLENGES AHEAD

Essentially, individuals expect no surprises when they deal with
organisations in relation to their personal data. Individuals’
expectations, alongside their behavioural profiling, will become
a constant in the organisations’ demand function and the
equilibrium against their supply of products or services will need
to be adjusted from time to time.

One of the challenges that regulators have to continue to meet
will be how they could help unlock and share personal data within
the legal and ethical frameworks in the midst of widely applied
sensory ability, cognition, robotics, machine learning and cloud
services, etc., with a view to maximising the benefits of data in a
sustainable way, minimising the risks and harms, creating healthy
synergy with economic growth, identifying and securing the
innovative use of personal data in a post-data-driven economy. It
is almost inevitable that much of the information or behavior that
we consider private today will not be so as time goes on.

Data protection policies, regulations and practices are invariably
lagging behind ICT developments. Whilst privacy-protective
technology will continue to grow in power and magnitude, so
will privacy-intrusive technology. We have never had ubiquitous
surveillance before. Nor have we had Internet social platforms
or applications to achieve unexpected political results. That said,
individuals will tend to give up more and more of their personal
data than before for ease and convenience, if not for being trendy,
especially in the emerging economies. The balancing exercise,
whether on the part of regulators or organisations, that is working
today may not been seen as workable in 10 years’ time.

| look forward to continuing to work with all stakeholders,
public and private, local and inter-regional, as well as committee
members and colleagues in embracing further challenges and
opportunities.

Stephen Kai-yi WONG
Privacy Commissioner for Personal Data, Hong Kong



