STR
EXT
CON

NG T

JIIGERE S By

HENING

TIONS




[B] BE B5 i 1 = A 5 R

HEGHOAERERERE  0F
AEBEEABERMRENEERNZEE
EITHREREHRHER -

RIEFL BB TRENAEE - FRER T
SHEMFHEE - A BHEZHERYR
EREBENLBERRSBENT/E
BE  AEERABRENEREN
B o

RESPONDINGTO
CROSS-JURISDICTION ISSUES

The PCPD conducts research and
provides advice on policy issues relating
to personal data protection in the
light of latest local and international
developments.

Privacy protection has become a cross-
jurisdiction issue and thus calls for
an international response. The PCPD
liaises and works with data protection
authorities and privacy experts around
the world to keep abreast of global
development and trends in privacy
protection.
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ASIA-PACIFIC ECONOMIC COOPERATION (APEC)
ELECTRONIC COMMERCE STEERING GROUP DATA
PRIVACY SUBGROUP

The PCPD was represented at the 37th meeting of the APEC
Electronic Commerce Steering Group Data Privacy Subgroup,
which was held in Port Moresby, Papua New Guinea on 27
February 2018.

One of the key focuses of the meeting was the promotion of the
Cross-Border Privacy Rules (CBPR) System. Endorsed by APEC
Leaders in 2011, the CBPR System is a voluntary accountability-
based system to facilitate transfer of personal data among
businesses of the APEC economies, while at the same time ensure
adequate protection of personal data. As at 31 March 2018, there
were six participating economies in the CBPR System. Some other
economies such as the Philippines, Chinese Taipei and Australia
have also indicated their interest or were considering to participate
in the CBPR System. The Chair of the Joint Oversight Panel of the
CBPR System reported that enhancement of the CBPR website,
with the aim to raise consumers’ and businesses’ awareness of the
CBPR System, was underway.

The meeting also discussed a paper prepared by the Data
Portability Study Group of the Data Privacy Subgroup. The purpose
of the paper was to present background information to stimulate
discussion on data portability, a new data protection right of
individuals under the EU GDPR. The paper presented the potential
benefits and drawbacks of data portability, and the interoperability
of data portability across jurisdictions.
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ASIA PACIFIC PRIVACY AUTHORITIES (APPA)

APPA is the principal forum for privacy and data protection
authorities in the Asia Pacific region. Formed in 1992, it currently
has 20 members. The PCPD is a member of its Governance
Committee, which works closely with the Secretariat to support
the operation of APPA. The PCPD is also the Convener of APPA's
Technology Working Group, steering members to exploring
technology-related issues.

APPA members meet twice a year at the APPA Forum to exchange
ideas and practical experience in carrying out their regulatory
functions. The Privacy Commissioner attended the 47th and 48th
APPA Forums in 2017.

The 47th APPA Forum
(10-11 July 2017, Australia)

With the theme of “interoperability”, the objectives of the 47th
APPA Forum were to encourage partnership and collaboration
among data protection authorities, and to identify global and
domestic synergies for regulatory guidance and enforcement
activities in the Asia Pacific region.

The Comparative Privacy Statistics Working Group had been
reactivated, aiming at producing reliable statistical information to
assist data protection authorities in performing their regulatory
functions effectively.

A paper on de-identification was presented by Deborah Hurley,
Adjunct Professor at Brown University, during the Forum. The
paper explored the relative merits of these emerging techniques.

Other topics discussed included accountability tools, updates on
the EU GDPR, and data protection issues in relation to big data,
artificial intelligence and machine learning.

The Privacy Commissioner participated in a panel discussion titled,
“Identifying global and domestic synergies” during the Forum. He
pointed out the importance of international cooperation, which
enabled the protection of personal data privacy across border
amidst rapid technological development.
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The 48th APPA Forum
(15-17 November 2017, Canada)

The 48th APPA Forum kicked off by showcasing the results of
researches funded by the Canadian data protection authority,
highlighting the benefits of independent research in privacy
protection.

Four of the world’s largest technology companies — Apple,
Facebook, Google and Microsoft — were invited to a panel
discussion during the Forum, sharing their experience of
integrating privacy in technological development, and how
their internal mechanisms facilitated global privacy compliance
and enhancement of consumer trust. The Privacy Commissioner
participated on another panel, sharing the experience of engaging
small-and-medium-sized enterprises in privacy protection.

As the Convener of the Technological Working Group, the Privacy
Commissioner presented to APPA members a research paper of
the Working Group on de-identification, suggesting a risk-based
approach for de-identifying personal data.
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GLOBAL PRIVACY ENFORCEMENT NETWORK
(GPEN)

GPEN was established in 2010 to foster cross-border cooperation
among privacy enforcement authorities. As at the end of 2017, its
membership comprised 65 privacy enforcement authorities from
48 jurisdictions around the world.

GPEN primarily seeks to promote cooperation by:

1. Exchanging information on relevant issues, trends, and
experience;

2. Encouraging training opportunities and sharing of enforcement
know-how, expertise, and good practices;

3. Promoting dialogue among privacy enforcement authorities;
and

4. Creating, maintaining, and supporting processes or
mechanisms useful for bilateral or multilateral cooperation.

The PCPD joined GPEN as a member in 2014. In 2016, the PCPD
joined the five-member Executive Committee of GPEN (the other
members were the privacy enforcement authorities of Canada,
Israel, the United Kingdom and the United States) which provided
leadership for the network.

One of the major annual projects of GPEN is the Privacy Sweep,
in which its members join forces to examine the privacy practices
of organisations in selected sectors and to evaluate their level of
respect for personal data privacy and level of compliance with
data protection laws.
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In May 2017, the PCPD joined 23 privacy enforcement authorities
to examine the level of control by individuals over their own
personal data. Findings and recommendations arising from this
Privacy Sweep can be found in the “Monitoring Compliance,
Embracing Challenges” section of this report.

In June 2017, an Enforcement Practitioners’ Workshop was jointly
held by GPEN and the Information Commissioner’s Office of the
United Kingdom in Manchester. The workshop brought together
investigators from privacy, consumer protection and unsolicited
communications regulatory bodies to share and learn practical
experience, technical skills and strategies.

In August 2017, GPEN was granted an observer status by the
International Consumer Protection Enforcement Network (ICPEN).
This allowed GPEN and its member authorities to build on existing
cooperation with ICPEN.

During the reporting year, the PCPD attended regular telephone
conferences with other GPEN members to exchange views
on topical issues relating to personal data privacy, including
differential privacy, right to be forgotten, privacy by design,
blockchain, Internet of Things, etc.
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BB RN EEHRIERIERILEE EXCHANGES WITH OVERSEAS AND MAINLAND
E 3: 0k i DATA PROTECTION AUTHORITIES AND PRIVACY
EXPERTS

THREFERN  AEEEREBEBEFIR During the reporting year, the Privacy Commissioner and his team
A ERHRIEHE ERABRBEBIEN were engaged in the following exchanges with overseas and
TRR: mainland data protection authorities, practitioners and academia:

20.04.2017 ZEETEEEIERERMA 2017 EBRABEEASR
EX2RABESBRSENPEEE  FABER -
SREBE ML | DA R
Panel discussion on “Privacy Law, Social Norms and
Culture: East Meets West” at IAPP Global Privacy
Summit 2017 in Washington DC, the United States

04.05.2017 ZHEEZEANTERITVESEDIRIKE T EIRE
PRIBEEAEHBS ENNEHSEHZIRIKE 5 EIE
XEENE2YERNARBREFEEEERGFE
RIERBNEE | /NEFR
Panel discussion on “Privacy and Data Protection
Frameworks: The Regulatory and Policy-making
Perspective” at United Nations Global Pulse Expert
Meeting organised by United Nations Global Pulse
and International Association of Privacy Professionals
in New York City, the United States

15.05.2017 HEEBEMAMBITNELEBONERMRE AR E

BEEBAEE2018FERGDPRINVIIS T EHR - 5
ERNEBREERLBEINEZRE | EBER
28 [ GDPREHe f| B — F - BB E BRI AV SR E%
&1/
Presentation on “Observations on the GDPR 2018
from Hong Kong's Perspective — A Timely Opportunity
for Hong Kong to Review the Data Privacy
Protection Law” and panel discussion on “The Latest
Developments in International Data Protection — One
Year Before the GDPR will Apply” at 7th European
Data Protection Days in Berlin, Germany

27.06.2017 7EFEFE Barun B RIBBHE I RO IR 2017 SEMABBRAN R [ ERINRBHEBER KR
BIRE A E1E ] B R
Presentation on “Data Breach Notification and Cross-Border Enforcement Cooperation” at Asia
Privacy Bridge Forum 2017 organised by Barun ICT Research Centre in South Korea

12.07.2017 ZEREBEMEBRBITHWERABREAERIERFLBE R [ P8 2 IREEA 1 E1T B AV 155 B 18 % 4E A
NEETER
Panel discussion on “Identifying Global and Local Synergies for Regulatory Enforcement Activities” at
Data + Privacy Asia Pacific Conference in Sydney, Australia
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21.08.2017 HHFEAEHETRITHEIABRKESIFES - EFHEEEMIERNLEBIESEP B [LEE
ESRCELAEZE L (FARB) 15RBIEIT LB 5T - BER 1B A BUBIRFE %R M5 | 8 B
Presentation on “Privacy Commissioner’s Comparative Study on Personal Data (Privacy) Ordinance
- General Data Protection Regulation” at Asia-Pacific Economic Cooperation (APEC) Electronic
Commerce Steering Group — Data Privacy Sub-group Meeting in Ho Chi Minh City, Vietnam
14.09.2017 TERPIZET - AFEZZESHEPNENEREB R EZEMNSRR[BBEA—FT BNXER
IR OIS | BB
Presentation on “Opportunities Arising from Hong Kong as Data Centre of the Belt and Road
Initiative and the Bay Area” at 9th Mainland, Hong Kong and Macao Legal Seminar, organised by
China Law Society, Hong Kong Law Forum and Direccao dos Servicos de Assuntos de Justic in Macao
23.09.2017 HEREBESARTHDABEMHE - RIRWIE - BFSAXRBHERYERADDMNES R [RLEE
FBIER - RYBPEREFERELCESR
Presentation on “Security Standards and Privacy Frameworks — Paving the Way for Trust and
Confidence in loT” at Asia Pacific Telecommunity, Forum Global and ITU, The Internet of Things Asia
Summit 2017 in Bangkok, Thailand
15.10.2017 1EEFIEITIN2017 N - BERBRLZEWRERRIE ‘g'é-ha N — -
BEBEZ2REBEER | ESR i
Speech on “Data Security Protection Policies and ﬁd;} I]t Mu-u uu
Laws in Hong Kong” at Second HK-Mainland Cyber
Security Forum in Xiamen
21.10.2017 TEFRIIPEPHANSEER [ FBEANERMREEEMGIE | JEE
Presentation on “The Law and the System of Personal Data Protection in Hong Kong” in seminar
organised by Liaison Office of Central People’s Government in Shenzhen
08.11.2017 7EFI%EBarun EF R BB MAR A O R BEAE T2 FHEHM 2017 T2 ML BBRM = E Barun
EMRBABRMRESR [ BRERMABNRG ] LBRTBEEERIINRBRRBEFILBERR
EWFE
Presentation on “Handling of Data Breaches and Ways to Improve Effectiveness of the Privacy Law”
at Barun ICT Research Conference 2017: 4th Asia Privacy Bridge “Privacy by Design across Borders”
organised by Barun ICT Research Centre and Korea Internet & Security Agency in South Korea
14.11.2017 FENEXRRITHEBETABRFBEERETNEINEB PR [ EBBRREBDBEE | ESR

Presentation on “Demonstrating and Incentivising Accountability” at side event of 48th Asia Pacific
Privacy Authorities Forum in Canada
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16.11.2017 FEMEXRRITNE 48 ER A BILBHEBRIE PR [ EARBE LU AF F AR P/ N BEITEE |
JER
Presentation on “Innovative Ways to Communicate with SMEs on Privacy” at 48th Asia Pacific Privacy
Authorities Forum in Canada
27.02.2018 TEFEMEFEEMEIPEITH 2018 GSMAERBEI RS
(Mobile World Congress) FIEB R K EE LR FE
bEoE
Delivery of keynote speech at Ministerial Programme
of the GSMA Mobile World Congress 2018 in
Barcelona, Spain
28.03.2018 ZEEEXEEREELT  HEIRLBEXASHS

HEIH2018 2R BSIEE P [REDIRHBOR ¢
RE=ZKMAVEES | B9/ NEFT R

Panel discussion on “Regulating Global Data Flows:
The View from Three Continents” at IAPP Global
Summit 2018 organised by International Association
of Privacy Professionals in Washington DC, the
United States
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EFBIINRANEGGE RECEPTION OF OVERSEAS AND MAINLAND
DELEGATIONS

EHREFERN » AEBEFUTRXRE : During the reporting year, the PCPD received the following
delegations:

18.05.2017

EEREMEL2EHEE
Received a delegation from Korean Internet & Security Agency

14.07.2017

BEEPRBBUERE - HIARE - £
BEIMNEERBRERREERE
*

Received a delegation of law
students from China University of
Political Science and Law, Zhejiang
University, Shanghai University
of International Business and
Economics and Nanjing University

I — 23.10.2017
'\ m , BEBHTABTEREETR
AR Y PRI B FOEBRNE T —EPESEE
n N ¥ g S =P BHHMS VIR R [EA SR HRFE
\ SN ey e YR g o

Presentation on “Personal Data
Protection” at Hong Kong City
University’s 11th Advanced
Programme for Chinese Senior
Judges
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30.11.2017

AEEEPEIEITBEESHEIEINIERE [ EAERHIRE

Presentation on “Introduction on the PCPD and the Personal Data (Privacy) Ordinance” for the training course on
China - Hong Kong Judicial Administration Economic Affairs for officials from Qinghai Province

= e B |

08.12.2017 21.12.2017

ESRERECE G BEGHEE ESEEEE/IREZESHEE

Received a delegation from Korea Ministry of Strategy Received a delegation of U.S. Congressional Staff on
and Finance House Foreign Affairs Committee

21.03.2018

RAC AT AR B I8 [ BUB RIS | B &

Presentation on “Data Protection” organised by Beijing Normal University





