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EDUCATION AND
ENGAGEMENT

The PCPD promotes privacy and
data protection and respect through
the media, Internet, publications
and public education programmes;
organises and conducts training for
organisations and individuals on the
requirements under the Ordinance;
and manages work relationship with
stakeholders.
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HEESEMREMEE PROMOTING DATA PROTECTION AND RESPECT

AMPLIFYING MESSAGES THROUGH THE MEDIA

Media

The PCPD is committed to extending the office’s reach into all
sectors of the community to nurture the “protect, respect personal
data” culture. We use the media to highlight issues concerned and
make members of the public more aware of their personal data
privacy rights.

During the reporting year, the PCPD issued 33 media statements
(please refer to Appendix 2), and responded to 209 media
enquiries about topical issues on personal data privacy. In
responding to media enquiries and issuing media statements in
relation to incidents or topical issues of social concern, the PCPD
disseminated information and views on personal data protection
at opportune times, and thereby deepening understanding of the
provisions of the Ordinance by various sectors of society.

RTHK |
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The Privacy Commissioner and his staff gave 68 media interviews.
2,284 news stories covering the PCPD’s messages were published
online, on newspapers and magazines, or broadcast on television
and radio.

During the reporting year, the Privacy Commissioner responded
proactively to local and global privacy-related issues, including the
following:

Electioneering-related incidents

In April 2017, the Privacy Commissioner issued two media
statements in regards to the follow-up actions by the PCPD on the
loss of the Registration and Electoral Office (REO)’s two notebook
computers containing personal data of registered voters.

An investigation report was published on 12 June 2017. It stated
that the REO lacked the requisite awareness of personal data
protection. REO also failed to take all practicable steps to ensure
that the electors’ personal data was protected. The Privacy
Commissioner made a number of recommendations to REO for
improvement.

In the run-up to the 2018 Legislative Council By-election, the
Privacy Commissioner issued the revised Guidance on Election
Activities for Candidates, Government Departments, Public
Opinion Research Organisations and Members of the Public at the
end of 2017. The purpose was to remind stakeholders involved
in election activities to comply with the requirements under the
Ordinance in handling personal data at different stages of election
activities so as to avoid data leakage. The Privacy Commissioner
also provided advice on personal data protection to members of
the public.

Usage of CCTV and drones

The PCPD completed a compliance check on the data leakage
incident in early September 2017 regarding the screenshots of
CCTV footage of the Education University of Hong Kong (EdUHK).
Having considered the concern and expectation of the public, the
Privacy Commissioner issued a media statement on 20 September
2017 to provide a response to the incident. The compliance
check revealed that the EJUHK failed to take practicable steps to
safeguard the two suspects’ personal data, thereby contravening
the data security principle of the Ordinance. On the other
hand, the Privacy Commissioner emphasised the importance of
ensuring that the use of CCTV for the collection of evidence, or the
prevention or punishment of seriously improper conduct would
not be unduly compromised.
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In early December 2017, the PCPD noted media reports on the
issues of personal data privacy arising from the use of drones.
Enquiries, complaints and suggestions from members of the
public and District Council members had been received. Given
the general concern about the issue, the Privacy Commissioner
issued a statement on 4 December 2017 to provide comments: If
collection of personal data is involved in technology and products
for drone application, the requirements of the Ordinance as well
as the Data Protection Principles must be complied with. If the
filming place is private premises, such as the home of the affected
person, it may be intruding privacy of the affected person.

Other data security incidents

On entering 2018, a number of data security incidents happened
due to the hacking of computer systems of travel agents. The
Privacy Commissioner expressed his concern, and reminded the
travel agents as data users to take practicable security measures to
protect customers’ personal data. The PCPD approached relevant
travel agents and initiated compliance checks in the event of data
breaches.

In response to media reports on the suspected misuse of Facebook
users’ personal data in late March 2018, the Privacy Commissioner
issued a media statement: the PCPD had commenced a compliance
check on the incident, and would follow up on the matter in
accordance with the Ordinance and the established procedures.

Strengthening regulation of person-to-person
telemarketing calls

In the “Public Consultation Report on Strengthening Regulatory
Person-to-Person Telemarketing Calls” submitted by the Commerce
and Economic Development Bureau to the Legislative Council’s
Panel on Information and Broadcasting in late March 2018, it was
proposed to set up a statutory do-not-call register to enhance
regulation of person-to-person telemarketing calls. The Privacy
Commissioner considered this an effective and convenient
regulatory approach for consumers in the long run, reducing the
nuisance caused by person-to-person telemarketing calls to the
public.
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PR R Ity A ] Websites & social media

HREBEBER > ABRBUTHRAMR With the growing popularity of social media, the PCPD has
ERDZTFELIEBTRIMNEMDE - developed the following websites and information sharing
platforms to reach out to our stakeholders:

PCPD.org.hk PCPD.org.hk

EENEBH— LN AR B AREMHE Our main website, PCPD.org.hk, continues to be a one-stop
BEEAERMRENGRIEMNMNER » HPER portal for the members of the public to get the most up-to-date
ZABENABTBREIFER] [EEEHN information and resources related to personal data protection. The
B ] M [MESEER | o ARIFAIE B Rk most popular sections include “Media Statements”, “What’s On”
EANEHMBBAHUNEZIEE TS - and “Case Notes”. People can also get access to PCPD’s thematic
websites and social media platforms via this information portal.

F R AL $£15 1,065,629 BB AR » tbE During the reporting year, we had 1,065,629 visits to the website,

FH744135 AR EFH43% - SHIIBEEEIE representing an increase of 43% compared to 744,135 visits the

[BEEC B ABIBREGRGD) ] R [EEMEEZ  year before. New sections were introduced, including the “EU

SRS ] o General Data Protection Regulation” and the “Responses to Media
Enquiry or Report”.

L

AT b L B 1 S AL S

e ———

RTNECHERAS s |
Electronic Health Record
Sharing System.
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Be SMART Online

This thematic website together with its Facebook page serve as
resourceful platform to provide latest trends and practical tips for
members of the public to protect personal data on their smart
devices and the Internet so as to reduce the risks of online privacy
breach.

Given the occurences of invasion of the elderly’s privacy, the
PCPD has launched a mini-site “Elderly Corner” offering useful
tips for the elderly on keeping away from privacy invasion in
shopping, handling financial bills, using smart phones and sharing
information on social networks.

The “Be SMART Online Thematic Website Enhancement” project,
won the “Use of Online Tools” category award of the Global Privacy
and Data Protection Awards organised by International Conference
of Data Protection and Privacy Commissioners in September 2017.
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Children privacy

This thematic website is a one-stop portal for children to learn
and understand personal data privacy. It also provides useful tips
and resources for teachers and parents to help those under their
care to protect their personal data. Its Facebook page “Student
Ambassador for Privacy Protection Programme” is a social media
platform for the students and teachers to get the latest programme
updates as well as privacy-related news.
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YouTube i L F & YouTube channel

FERLETEMER A LEHEEBEEN The PCPD shares all its corporate videos, education videos and TV
BH - BEERURSHRBEEEHABTE  drama programmes in this digital information sharing media.
FHE o

2 YouTube" PCPDHKSAR a + B3

3 T -~x
PCPDHKSAR CEZm -

Home  Videon Playlists Channels Descussion About

(B AREEE)EN) T AR Related channels
© SLANE (AT ) T mEEEE

4346 views 1 yesr sgo l"—
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The 39th International Conference of Data Protection and Privacy Commissioners
(ICOPPC)
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Publications

During the reporting year, the Privacy Commissioner issued or
revised a wide range of useful guidance and advice on compliance
with the Ordinance for our stakeholders. These included three
guidance notes, one booklet, one information leaflet, one book
and two infographics.

The Privacy Commissioner published the “European Union General
Data Protection Regulation 2016 booklet”, to raise the awareness
amongst organisations/businesses in Hong Kong of the possible
impact of the new regulatory framework for data protection in the
GDPR and compare some of the major requirements with those set
out in the Ordinance.

A new guidance note tailored for the small and medium
enterprises (SMEs) was issued. It provides specific examples and
practical advice to help SMEs understand and comply with the
requirements of the Ordinance. The Privacy Commissioner also
issued a new information leaflet that highlights the possible risks
of personal data privacy associated with physical tracking or
monitoring through electronic devices.

The PCPD and the City University of Hong Kong Press jointly
published a book in Chinese titled “Watch out! This is my personal
data privacy”. A Book Launch event was held during the Book Fair
2017. The Privacy Commissioner spoke at the event and quoted
some cases from the book to address various privacy issues in daily
life.

HRENE

24/7/2017
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—ZIITFI AT A A B H L www.PCPD.org.hk  All publications are available on our website at www.PCPD.org.hk.
T e

BEFEALBEESH B RIEFT AT T Publications that were newly issued or revised during the

7/ reporting year are as follows:
fE51EH Guidance Notes
ERMEAENMIZEREBRIEERZER Guidance on the Proper Handling of Data Correction
(2017558 HE—1EETHR) Request by Data Users

(May 2017, First Revision)

ERHRE - AMEER - AP N EREERR Data Protection & Business Facilitation - Guiding
(2017512 A) Principles for Small and Medium Enterprises
(December 2017)

HIRBA - BUTEM - REFASHBR AR A TR Guidance on Election Activities for Candidates,

ESEEIS S| Government Departments, Public Opinion Research,

(20175128 ZERIEFTHR) Organisations and Members of the Public
(December 2017, Sixth Revision)

T Booklet

WM R CGR A BUBRFE R 2016 European Union General Data Protection Regulation
(720184 5 A 25 BAER) 2016
(201853 A) (Effective 25 May 2018)

(March 2018)
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Information Leaflet

i

BRETHBETERBEMNREL
(201755 8)

EE | ERAMEAERILE
(20177 R)

B &

B RIEESEEMEERMKENEAER —HS
FREZERVES
(201755 8)

Physical Tracking and Monitoring Through Electronic
Devices
(May 2017)

Book

Watch out! This is my personal data privacy
(July 2017)

Infographics

Infographic: Protect the Data Collected by Physical
Tracking or Monitoring: Recommendations for Device
Manufacturers

(May 2017)

B8 - FRIEESEENIES
(2017512 8)

Infographic: Electioneering Activities Guidance
(December 2017)
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ENGAGING ORGANISATIONS IN DATA PROTECTION
Speaking engagements

To foster the inculcation of a privacy-respectful culture in
organisations, the senior management staff of the PCPD
delivered 75 speeches during the year, engaging a broad range
of stakeholders, in particular senior executives, to encourage
them to incorporate a corporate-wide privacy strategy in their
organisations. The PCPD believes that data ethics is strategically
important for organisations, helping them to be truly customer-
centric, and to achieve an enduring and higher level of business
success.

07.04.2017
Er B

Presentation on “Respect, Protect Personal Data”
organised by Hong Kong Council of the Church

of Christ in China

08.04.2017

ATEEEHSETBESEIEEE - REHEA

REBHHABHEEEIRENBEBRR [ FBNEAAERRE ] TEER

Guest lecture on “Personal Data Protection in Hong Kong” organised by Juris Doctor Programme of

The City University of Hong Kong

26.04.2017

27.04.2017

ERABERNO T REIE - AT SRR | TS RRE

Presentation at the “Big Data, Artificial Intelligence and Privacy” Seminar organised by PCPD

BEREBHEEANRLERBTENNRAERAZIRE [ METBEAENLEBEE B RZRE

CEIAER (FAR) RE1) ] R2HE [{EAGFENEEZRELIRLZ2MIVE (BORERR) | el

Presentation on “Introduction on the PCPD and the Personal Data (Privacy) Ordinance” to Cyberspace
Administration of China and Office of the Government Chief Information Officer and discussion on
“Measures for Security Assessment of Cross-Border Transfer of Personal Information and Important

Data (Draft for Comment)”
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EEEMERIFENN 2017EERNS - IFERRNRKBRE B8 BRESKREERR
[EEEFLEEENBIR AR B | JEE

Presentation on “Stay Ahead of the Privacy Management Trends: Local and International
Perspectives” at Symposium 2017 — Governance, Risk and Compliance Management in the Era of
Sustainability organised by Hong Kong Quality Assurance Agency

AEBEEBSRR [ ENEERTLBRES B ]
Presentation on “A New Era for Data Protection in Asia” organised by Hong Kong General Chamber of
Commerce

EEBEARELTERNE 18EQAAIRER
MERMANSBRRIREAAERRERER
SREBASEIEEIE|EHR
Presentation on “Personal Data Protection and
Data Governance: Points to Note for Senior
Management” at 18th Annual Corporate and @
Regulatory Update 2017 organised by Hong
Kong Institute of Chartered Secretaries

HKICS ACRU 2017
Innual Corporate and Regulatory Update

?ﬁﬁ e TR W
RHEBANERPNMHE LR [ERT N QT NAREBEAER ]

Presentation on “How Employment Agencies for Domestic Helpers Protect Personal Data” organised
by Association of Hong Kong Manpower Agencies

REEEMBHNEAE R (FARR) 1&H1)
Briefing on “Introduction to the Personal Data (Privacy) Ordinance” organised by Social Welfare
Department

EERASTMA SRR EEESENEAER ] BE
Presentation on “Handling Employees’ Personal Data” at Hong Kong Institute of Certified Public
Accountants

B[R « BE | A KT SIBEDE

Welcome remarks for Life Buddies Programme

REEHBESARAADETERE - TREAER | BE

Presentation on “Protect, be aware of Personal Data” at Legal Education Trust Fund Limited

EREXZHESHERAIARNERNV RESHELCR 20 FFEES | HFIRH
Speech at “A Walk Through the Last 20 Years — Concert in Celebration of the 20th Anniversary of the
Establishment of the HKSAR” organised by Eastern District Arts Council Limited

RRYKBLERETHNEFRELHESBEREMNN [ERE  H8LE WBRERRZBHNER
HatE | RIS T A ZEREBEAERRERERINRB I | BRE

Presentation on “How to Protect Personal Data and Handle Data Breach Properly” at Seminar on
Cyber Security, Data Privacy and IT Security Incident Management in the eHRSS organised by eHR
Office, Food and Health Bureau

REBREESNETB[BEBERAMEAERLBRENRIIRE | BE
Presentation on “Recent Development in the Data Protection Landscapes in Hong Kong and
Mainland of China” organised by Hong Kong Investment Funds Association
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08.08.2017

15.08.2017

08.09.2017

11.09.2017
and
20.10.2017

25.09.2017

25.09.2017

26.09.2017

27.09.2017

27.09.2017

ABEBMELEEMBEIE [RELRBREERDINER | BE
Presentation on “Privacy Protection as Key to Business Success” at Business Leader Forum organised
by Hong Kong Airlines

AEKRZEMBAILEEHREZaKs RVATION SECURITY SUWVIMIT 2
2017 BB R [ BIES MERBHRECR | B Viss
BEEE - o CIF &5 S

Opening Address on “Privacy Implications
for the Use of Data Analytics” at Information
Security Summit 2017 organised by Hong
Kong Computer Emergency Response Team = <
Coordination Centre

REBEMCAREEBE [ A TERFRNERURE | B
Presentation on “Data Protection in Your Hand in this Artificial Intelligence Age” organised by
Shue Yan University

ARZBRBAEARFAERAZTERN 2017 BFERAZEMNEEB EAERILBHEX
Eh | B

Presentation on “Effective Governance to Personal Data Privacy” at 2017 Government Information
Security Seminar organised by Security Bureau and Office of the Government Chief Information
Officer

EHEE - HFDNARAMNBONBISREZEEZENE 39E B ERMRERIBESMN S | 2
HAHLBE  2IRTE  RRUERFMRELBHRREEREINETBPRR [RRZIRALE
B LATRE ERTALBRY Y | )58

Presentation on “Exploring trends in privacy across the world to determine the current status of
privacy” at side event organised by United Nations, Digital Asia Hub and European Data Protection
Supervisor — Thinking Local, Acting Global: Exploring Common Values that Underpin Privacy Around
the World in 39th International Conference of Data Protection and Privacy Commissioners

SEBEMBERBERORNE39E [BERERMRERIBEESMNE | PREBPNELHMRERE M
EEEEMANERNERTRARZAKNVEE - 2EMBB/NEF®

Panel Discussion on “How Can DPAs Maximise Effectiveness, Engagement and Leadership within
the Context of Increased Responsibilities and Limited Resources?” at side event organised by Centre
for Information Policy Leadership in 39th International Conference of Data Protection and Privacy
Commissioners

EHE39E R ERMRERILBESHNE | WEAPIEHRBEEA
Welcome remarks for Closed Session at 39th International Conference of Data Protection and Privacy
Commissioners

¥ 39E [ERERMRERLBEESHNS | WEPISHRBEIER
Closing remarks for Closed Session at 39th International Conference of Data Protection and Privacy
Commissioners

HEBEEHE ABRNE 9 E [BRERMRERILBESHFS | BRNERIGEMEE EENE
BREEENSNESASENEDPRR [ ERARRES, B EBRETELIEENTR - “ARE"
BRI ER

Presentation on “Vision on Internet development; comments on Internet Universality Indicators —
“Human Rights” Indicators” at side event organised by UNESCO - Multi-stakeholder Consultation on
UNESCO Project Defining Internet Indicators in 39th International Conference of Data Protection
and Privacy Commissioners
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1% Facebook #p BB & - 3% 3R E5F
Speech at Facebook Night Dinner

EE39ETERERNMRERLBEEMNE | WAMSRNABARSHE [ RAEE | MR
Open remarks for Open Session and Panel discussion on “West Meets East” in 39th International
Conference of Data Protection and Privacy Commissioners

EHEBNTEREHBEREHR

Speech at Microsoft’s Lunch

R BEEASHENFERSPBRREH

Speech at International Association of Privacy Professionals’ Lunch

EHE39E EREMRERLBEESHNES | WAHSHRIEIER
Closing remarks for Open Session at 39th International Conference of Data Protection and Privacy
Commissioners

REAHERZERAZNHEELE - 22 - BRREFLBHARNMMAEBERIRES - B
ERBEEBREERR - ﬁﬂﬁﬂiﬂﬁﬁ (REERE  MEMEBEESANBERSR) - BFN
MEAREBREBIHEFLE SAERMERARE - RBERAZIRARNINR A | B
Presentation on “Privacy, Personallty and Flows of Information — Asian Perspectives for Privacy as
a Global Human Right” organised by United Nations Special Rapporteur on the Right to Privacy,
the Security, Technology & e-Privacy Research Group (SteP) of the University of Groningen in the
Netherlands, the Department of Information Policy and Governance of the University of Malta, and
the MAPPING Project (Managing Alternatives for Privacy, Property and Internet Governance), Digital
Asia Hub and The University of Hong Kong

TRt AEESTEETERERNREESS
”é}ﬁIﬁI{’EiJﬁé% [BUETARBEERES =

AE/EI I'ﬂ:J /,\n

Speech on “Data Privacy and Governance of MPF

Trustees” at Workshop on Governance of MPF

Trustee organised by Mandatory Provident Fund

Schemes Authority

ABBBRABR[FEBNEAERMRE - EEN
HIE | ER

Presentation on “Personal Data Protection in
Hong Kong - Law and System” organised by Hong
Kong Customs and Excise Department

BEGAEEMITIR 2017 ¥ L ZERRIEBEEE l'/ifiJ?EZZDHEEA*—Hiﬁé - BB BEENRITEES
B 1BE

Presentation on “How the Law is keeping up with Technology - Latest legal issues in Cyberspace” at In-
House Corporate Counsel Forum 2017 organised by Deacons
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26.10.2017

26.10.2017

06.11.2017

08.11.2017

15.11.2017

20.11.2017

23.11.2017

30.11.2017

01.12.2017

EHRERBERARE HERERPOLEETBREEZRRBE P0G PFABH KRR D BFAHFE
SRRRBEBAEF 2018 FEENGDPR] WWER (LABREEEBNAE  MERT —5RE
EEZ—)

Presentation on “Observations on the GDPR 2018 from Hong Kong's Perspective” at a public
symposium on “The Future of Privacy” jointly organised by Center for Information Technology, Society,
and Law of the University of Zurich and the Law and Technology Centre of The University of Hong
Kong under the “Zurich Meets Hong Kong — A Festival Of Two Cities” Events

REBTFERIHSSTERE LR [EHBF
BI-—F-BIMIRER] EF2 (B Ao0
BB | EE

Presentation on “Opportunities for Hong Kong as
the Data Centre for the Belt and Road Initiative
and the Greater Bay Area” at General Committee
Members’ dinner of Chinese Manufacturers’
Association of Hong Kong '

EEBEHBHEENNE LA BB RS ER [ BEECEARBRERS) - BEZ0MER ]
EE

Presentation on “The EU GDPR: Hong Kong's Road to Compliance” to the Online Privacy Workshop
Series organised by Internet Society The Hong Kong Chapter

1E FinanceAsia BV B X B M S R mIBE P B3R [ FTEERE MBS | ER
Presentation on “Building a More Robust Organisation” at 6th Compliance Summit Asia organised by
FinanceAsia

1E Asia Legal Business N 5 7R B 3B 22 iV ALB & /B 5 BHMRFE 5018 2017 253k [ BiBE 2018 i@ A BUERFE
REIEEBERMREEE - BARBEEANMEREFRENSZERNTE | ER
Presentation on “The Influence of EUGDPR 2018 on Hong Kong Data Privacy Landscape, Challenges of
Notice & Consent Model & Smart Regulation in Digital Economy” at ALB Hong Kong Data Protection
Forum 2017 organised by Asian Legal Business and Thomson Reuters

EEBPXRBEMPN2017-185REBAETHERETIREREB LB R ABEERER IR
-

Presentation on “Privacy and Business Development” at EMBA Forum 2017-18 organised by The
Chinese University of Hong Kong

ESEMAEMTERN [CBRABREERADG A EMRNEEREADERERE S HEHWEE
B AR AR [E A E R (FARR) 1561 ) EACGE A BB RIE R G LB 5T | B8

Presentation on “Comparison between Personal Data (Privacy) Ordinance and General Data
Protection Regulation” at “How Will Your Employees and HR Practices Be Impacted by the General
Data Protection Regulation?” Seminar organised by Clifford Chance

RPZ OB B [EATLBEREEEE ]
Presentation on “Personal Data Privacy and Handling of Loans” to Caritas Family Crisis Support
Centre

EEBLEENRERBEPNERERREAGAKZEMNEPRR [RELBEEBREYERANER
B | RSEP)EFW

Presentation on “Privacy Protection and Data Governance in the Internet of Medical Things” and
panel discussion at Symposium on Cyber Security on Medical and Healthcare System organised by
Hong Kong Productivity Council



06.12.2017,
10.01.2018,

31.01.2018
and
14.03.2018

11.12.2017

22.12.2017

11.01.2018

17.01.2018

27.01.2018

29.01.2018

29.01.2018

02.02.2018
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REBEBRERER [ERASEKEAER (B FRADRBESENT RERE | &R
Presentation on “Frequently Asked Questions on the Personal Data (Privacy) Ordinance by the Police
Officers” organised by Hong Kong Police Force

REBEHENEHE  EAREAZEFHR
[ it BE RN BRFA B IR B ¥ EX R | R 78
Presentation on “Recent Developments of
Privacy Laws in the Mainland of China and EU” to
the Digital, Information and Telecommunications
Committee of Hong Kong General Chamber of
Commerce

HEBERERERRRAERAESEZLER
Experience sharing with officers of Commercial Crime Bureau, Hong Kong Police Force

RBEBZERSENNEMTFESEHRE
Speech at closed-door roundtable luncheon organised by American Chamber of Commerce in Hong
Kong

RRREEERBRREBAAENRERER ] ES

Presentation on “Personal Data Protection and Data Governance” organised by Insurance Authority

EERBSEASERNEMANBEIHNSTRR [ FEEEENAE ERAR) 158
Presentation on “Human (Data Privacy) Right for Intersexuality in Hong Kong” at the “Is it a boy
or a girl?” The Limit of the Male-Female Binary: Hong Kong First Interdisciplinary Symposium on
Intersexuality organised by Hong Kong Baptist University

%é;&ﬁﬁ?&%%%?&% [ Bt 352 3£ 57 an AT 4R R LA
ERIFLRE | ER

Presentation on “Protecting Personal Data Privacy
from Travel Industry’s Perspective” organised by
Travel Industry Council

AHEBEFTEEH SRR ABERAIEREERNERTABR EXES | EHE
Presentation on “Data Privacy and Corporate Governance in the Era of Big Data and Artificial
Intelligence” organised by Association of Hong Kong Accountants

T A D E IR 8 B 0 5 BIEH - '
2017 [E1 A K% 2018 7 22 48 FE o 3 3% [ H RFA B 4R "L

BHHHERRADEREBTREB/AELR @
EEM%@J /,\nﬁ """
Presentation on “PCPD updates on global privacy
landscape and HR's Role to Protect Personal
Data” at the Looking back 2017, Looking Forward
2018 - Legal and Compliance Updates Seminar =
organised by Hong Kong Institute of Human

Resource Management
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EBEE)E BEMR L FHRIRIFIEE 2018 B H 8118 A BE
Speech at the Opening Ceremony of “Phoenix Cup” Hong Kong International Women'’s Baseball
Tournament 2018

SHEDUNBEEREM R ARV IS BRIE PN ERB R NMABEERRE - #E - BEAIH
MEIMRE Z < BES T ERR

Panel discussion on “How Asian legal systems can strike the balance between privacy, law
enforcement, business innovation and international trade” at Data Privacy Forum organised by Asian
Business Law Institute

EERBECES SR 2018 B ASHER [JIMAKKE | EHE
Presentation on “Anatomy of a Cyber Attach” at 2018 International Asia-Pacific Conference organised
by International Technology Law Association

# WebOrganic [ 22 E B B Eaem A AT | HRBEHBRER
Opening speech for WebOrganic Award Ceremony for the Smart Video Contest for Safe Internet Day

03.02.2018

07.02.2018

08.03.2018

10.03.2018

14.03.2018

Chamber of Commerce

REBEBEPNACEZSERR[ERAE
REBENBRFBRE - AP/ N EEENEF ] E: '
Presentation on “Data Privacy Updates for SME”
to the SME Committee of Hong Kong General
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In-house seminars

The PCPD conducted 120 tailor-made training sessions for 90
organisations to explain the requirements of the Ordinance. (See
Appendix 3 for details)

“Big Data, Artificial Intelligence and Privacy” seminar

The emergence of big data, artificial intelligence and machine
learning (collectively, BDAIML) has promoted efficiency and
created business opportunities, but has posed challenges to
personal data privacy at the same time. The PCPD hosted a
seminar on “Big Data, Artificial Intelligence and Privacy” on 26
April 2017, attracting more than 300 participants from various
industries and professions. The half-day seminar was one of the
events of the “International IT Fest 2017” organised by the Office of
the Government Chief Information Officer.

Other seminars

The PCPD organised 28 seminars to raise public awareness and
their understanding of the Ordinance. One of them was organised
for the HR Managers’ Club of the Hong Kong Social Services
Council.
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Professional workshops

During the reporting year, we held 32 workshops with 1,184
participants. The workshops, which were supported by 27
professional organisations and trade associations, covered the
following topics:

Legal Workshop on Data Protection

Data Protection and Data Access Requests

Data Protection in Banking/Financial Services
Data Protection in Direct Marketing Activities
Data Protection in Human Resource Management
Data Protection in Insurance

Privacy Management Programme

Meeting with stakeholders

In order to understand stakeholders’ concerns about personal data
protection, the PCPD held meetings with various government
departments, organisations and groups.

Asia Pacific Privacy Authorities — Technology Working Group
Asian Academy of International Law

Asia-Pacific Economic Cooperation - Electronic Commerce
Steering Group Data Privacy Subgroup

Brookings Institution

Cathay Pacific Airways

Central Policy Unit, HKSAR

Chief Secretary for Administration’s Office
Chinese Manufacturers’ Association of Hong Kong
Cloud Expo Asia

Commerce and Economic Development Bureau
Commission Nationale de I'Informatique et des Libertés
Constitutional and Mainland Affairs Bureau
Consumer Council

Counsellor’s Office of the State Council

Cullen International

DLA Piper

Dmitri Hubbard of Blue Dragon Asia Limited
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EFRBRLCHEREBE Electronic Health Record Office

FTEHEEEE Equal Opportunities Commission

Facebook Facebook

XEHMHBEZEES Federal Trade Commission, USA

MREBEBREKR Financial Services and the Treasury Bureau
BYREER Food and Health Bureau

Google Google

FEEHEE New iMedia

GSMA GSMA

BABIRITAE Hong Kong Association of Banks

EBRMEBRE Hong Kong Federation of Insurers

BBIRITES Hong Kong Institute of Bankers

EEBTHEER Hong Kong Monetary Authority

BBE SR 1 R IE 3D Hong Kong Police Force — Technical Services Division
BEABBZERAT Hong Kong Science and Technology Parks Corporation
EBEZERER Hong Kong Trade Development Council

BEBNBRARETIHERERSREEAER

Hong Kong University of Science and Technology Business

FRAZH School Executive Education Office

BEREER Hospital Authority

BIFRFAREE (A B International Association of Privacy Professionals

B ERHRIERIBEESMNEIHITEES International Conference of Data Protection and Privacy
Commissioner Executive Committee

REBEEEREBRIHERS Invest Hong Kong and Hong Kong Association of the
Pharmaceutical Industry

SREHEEFRA A Joint Electronic Teller Services Limited

52 [ B X 5T bR Korea Development Institute

BEMEZER Korean Internet & Security Agency

MESE Legislative Council

VEEREHEE (FES) Legislative Council Member Hon HUI Chi-fung (Hong Kong
Island)

UEEREERZR(FHBER) LEEEEHKMN  Legislative Council Member Hon IP Kin-yuen (Education),

RELREER Legislative Council Member Dr Hon YIU Chung-yim and
Education Bureau

VEERESEE (MERBER) Legislative Council Member Hon Frankie YICK Chi-ming
(Transportation)

EBYIR R RS T O Logistics and Supply Chain MultiTech R&D Centre

BEEATEESTEIEER Mandatory Provident Fund Schemes Authority

Rk Microsoft
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AWARENESS WEEK

Ministry of Strategy and Finance of Republic of Korea

Nielsen Company (US), LLC.

Office of the Government Chief Information Officer

Our Hong Kong Foundation

Standard Chartered Bank Hong Kong

Thomson Reuters

University of Padjadjaran, Indonesia

US Congressional Staff on the House Foreign Affairs Committee

VISA Hong Kong

Data Protection Officers’ Club (DPOC)

The PCPD established the DPOC in 2000 to provide practising data
protection officers with a platform for advancing their knowledge
and practice of data privacy compliance through experience
sharing and training. DPOC membership stood at 577 by the end
of March 2018. The individual and organisational members come
from a wide range of background, including compliance, legal
affairs, regulatory affairs, law enforcement and customer relations,
in both the public and private sectors.

During the reporting year, the PCPD held four briefing sessions
and talks for DPOC members, on smart use of portable storage
devices and data breach handling, and the Ordinance with special
emphasis on case studies. The PCPD organised two seminars for
DPOC members to guide them through the new requirements in
the European Union General Data Protection Regulation.

RESREMREEAELAREENTAHSEEHE
BB ABIBRERGDVRE -

PCPD Senior Legal Counsel and guest speaker shared
with DPOC members on the GDPR requirements.

The Privacy Commissioner gave opening remarks at the

welcome reception for DPOC.
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[Data Protection & Business Facilitation
Guiding Principles for Small and Medium Enterprises

HEESEMREMEE PROMOTING DATA PROTECTION AND RESPECT

Industry-specific Privacy Campaign

Technological advancement has brought about drastic changes in
the business environment and opened up new opportunities for
small and medium enterprises (SMEs). Frequent business activities
have made the handling of personal data of customers and staff
members a daily routine of SMEs. However, with limited resources,
SMEs in general find it difficult to comply with the Ordinance.
In view of this, the PCPD has allocated more resources to assist
especially SMEs in strengthening personal data protection, so as
to nurture an organisational culture of “respecting” personal data
privacy and gaining customers’ trust.

To strengthen communication and cooperation with SMEs, the
PCPD organised the SME Privacy Protection Campaign. The PCPD
issued the “Data Protection & Business Facilitation - Guiding
Principles for Small and Medium Enterprises” Guidance Note
in January 2018 to help SMEs understand and comply with the
requirements of the Ordinance by providing specific examples and
practical advice according to their different business functions.

In addition, the PCPD launched a dedicated hotline and email
service providing SMEs with a readily available channel to make
enquiries about how to ensure compliance with the Ordinance.

The SME Hotline 2110 1155 operates during the PCPD office hours
(Monday to Friday from 8:45am to 12:45pm and 1:50pm to 5:40pm,
except public holiday). SMEs can also make email enquiries to
sme@pcpd.org.hk.
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Privacy Campaign for SME
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Dedicated Enquiry Services for SME

% 21101155
© sme@pcpd.org.hk
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PROMOTING AWARENESS IN THE COMMUNITY

Privacy Awareness Week

The PCPD continued to promote privacy awareness in the region,
together with Asia Pacific Privacy Authorities members, by
organising Privacy Awareness Week 2017 (PAW 2017) between 8
and 14 May 2017 with the theme “Share Personal Data with Care".
Members of the public were reminded to be vigilant and think
twice before sharing their own and others’ personal data.

The PAW 2017 was supported by 132 partnering secondary schools
and over 400 members of the Data Protection Officers’ Club
from various trades. A series of promotion and public education
activities were organised during the week at schools and in the
community, having engaged over 50,000 people.

To put across this year’s theme, the PCPD specially designed four
posters with topics on mobile apps, managing online accounts
and passwords, webcams and social media, featuring lively comic
characters to promote online privacy protection.

| WOFEAABERSTH XA
FEE ) 20171 83K

Four posters designed by the
PCPD for the PAW 2017.

Public education exhibition on personal data protection

An exhibition was held at the Admiralty MTR station during the
week to provide passers-by with practical tips on four aspects,
including mobile apps, managing online accounts and passwords,
webcams and social media.
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FREFTHETEHRS DR EEE DPOC welcoming reception cum lunch talk

FEEERDHE LENREERFEBE  The Privacy Commissioner welcomed DPOC members at the
BE MABRETHREENNAEHES reception. A talk was held to share with members the smart use
ESPERPFAEERAEEEREEER of portable storage devices from data protection perspective and
INBEWFEERNEIE © how a data breach should be handled.

BREBEERSMBRPREIRE BEME Award Presentation Ceremony for Student Ambassador for
ABEH | ERXEREAE Privacy Protection Programme 2017

EREMEBEBERCEFTEIT  AFBEMPTZE A recognition scheme on promoting privacy protection and a
REMRTFEIRZEBTRELRE - BE short video competition were held under the Student Ambassador
BAER I EHRKRE - RAERFLUMEEEIEIE  for Privacy Protection Programme 2017. Partnering schools and
BIEEFBEF2017] WEREIESR) - W& finalists of the competition were invited to the award presentation
ERHEPERERAKEANERD L EERE A ceremony as the finale of the PAW 2017.

.
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Educational talks to senior citizens

To help senior citizens recognise potential data privacy risks
and prevent them from falling victim to crime and financial
exploitation, 15 educational talks in collaboration with various
social services organisations were held. Speakers shared tips with
the elderly on how to protect their personal data in daily life. Over
1,000 senior citizens have attended the talks.

Student Ambassador for Privacy Protection Programme

The PCPD has run the Student Ambassador for Privacy Protection
Programme for seven consecutive years. Under the Programme,
secondary school students are encouraged to learn the
importance of protecting personal data privacy and to share the
knowledge with peers through organising interactive inter-school
competitions and on-campus promotion.
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The Programme for 2017 consisted of a Partnering Schools
Recognition Scheme, an inter-school short video competition
and a school roadshow. The Partnering Schools Recognition
Scheme offered gold, silver and bronze awards to commend and
publicly recognise the achievements of secondary schools that
demonstrate good practice in promoting personal data privacy
protection on campuses. In total, 132 secondary schools took part
in the Scheme (see Appendix 4).

About 500 students from 49 secondary schools took part in the
short video competition. The award presentation ceremony for
the Partnering Schools Recognition Scheme and short video
competition was held on 13 May 2017.

NEZPRBREERITERE - BEZREMEHREBAELREL -

The PCPD arranged an exhibition truck visiting secondary schools to disseminate the message of
protecting personal data to students and teachers.
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A 4-week school roadshow was held in April and May 2017 with
an exhibition truck shuttling among 43 partnering schools during
the period. Practical tips were provided through the display panels
inside the truck to show teachers and students how to protect
personal data in daily life. Latest publications were distributed and
educational videos were shown in the truck.





