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Responding to Borderless Issues

Policy and Research Division conducts research and provides advice on
policy issues relating to personal data protection in light of latest local and
international developments.

Privacy protection has become a borderless issue and thus calls for an
international response. We liaise and work with overseas data protection
authorities and privacy experts to keep abreast of international developments
and trends in privacy protection.
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The PCPD was represented at the 35th meeting of the APEC
Electronic Commerce Steering Group Data Privacy Subgroup,
which was held in Nha Trang, Vietnam on 23 February 2017.

Endorsed by APEC Leaders in 2011, the Cross-Border Privacy Rules (CBPR)
System is a voluntary accountability-based system to facilitate
privacy-respecting data flows among APEC economies. There
are currently four participating economies, namely, USA, Mexico,
Japan and Canada. The Joint Oversight Panel of the CBPR System
reported that it was reviewing the application made by the
Republic of Korea to participate in the CBPR System. The meeting
also noted that the Philippines, Singapore, and Chinese Taipei
were at different stages of consideration to participate in the
CBPR System.

The meeting also discussed the promotion plan for the launch
of the revised APEC Privacy Framework (2016). The APEC
Privacy Framework comprises a set of nine guiding principles
and guidance on implementation to assist APEC economies
in developing consistent domestic approaches to personal
information privacy protection. It also forms the basis for the
development of a regional approach to promote accountable
and responsible transfers of personal information among
APEC economies.

The meeting further agreed to continue information sharing on
breach notification and privacy management programmes, as well
as explore developing privacy metrics in collaboration with the
Organisation for Economic Co-operation and Development (OECD).
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APPA is the principal forum for privacy and data protection
authorities in the Asia Pacific region. Formed in 1992, it currently has
20 members. The PCPD is a member of its Governance Committee,
which works closely with the Secretariat to support the operation
of APPA. There are also two working groups in APPA, namely the
Technology Working Group and the Communications Working
Group. The PCPD is the chair of the Technology Working Group,
which collaborates on and explores common technology-related
issues experienced by members.

APPA members meet twice a year at the APPA Forum to exchange
ideas and practical experience in carrying out their regulatory
functions. The APPA Forum comoprises the closed session and the
open session. The closed session is restricted to APPA members
and invited observers. Members present their jurisdiction reports
at the closed session, which usually cover significant compliance
issues, legislative reforms, education campaigns, and technological
developments. The open session of the APPA Forum is open to
academia, civil societies, non-government organisations and
commercial organisations. A wide variety of topics relating to
personal data protection are covered in presentations and panel
discussions at the open session.

The Commissioner attended the 45th and 46th APPA Forum in 2016.

At the closed session, the Commissioner, representing the
Technology Working Group, presented the Group’s study on
establishing common baseline security measures, which might
be used by APPA members to advise data users on reasonable
protection measures for electronically stored information.
The Commissioner also presented a separate study on current
legislation and regulation on de-identification as an appropriate
means of protecting personal information. Other discussions at
the closed session included how jurisdictions could balance data
sharing and data protection; updates on the EU General Data
Protection Regulation; and the growing challenges of obtaining
meaningful consent on data processing from individuals in the
age of Big Data.

At the open session, topics discussed included the mechanisms for
international transfer of personal data (like the EU-US Privacy Shield,
APEC CBPR System), data portability, future of privacy regulation,
and calibrating privacy principles to a Big Data and digital society.
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The open session featured a keynote speech by Professor Joseph
Cannataci, UN Special Rapporteur on the right to privacy, i.e. privacy
is a universal and fundamental human right. There were also panel
discussions on international cooperation in enforcement of data
protection laws, and resolution of disputes between data users
and data subjects by regulators. In the panel on self-regulation, the
Commissioner acted as the moderator and shared his insights and
the PCPD’s experience in promoting self-regulation of organisations
and businesses.

Discussions in the closed session focused on various topics: national
security, surveillance by and disclosures to law enforcement; legal
reforms; digital disruption; stakeholder engagement and privacy
awareness and compliance; and innovative education and outreach
strategies. As the Chair of the Technology Working Group, the
Commissioner reported on the results of the Group in identifying
the possible baseline security measures for handling of payment
card data and safeguarding the security of websites.
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On 2 November 2016, the PCPD signed the Asia Privacy Bridge
Forum Joint Declaration 2016 with the Korea Internet & Security
Agency (KISA), Barun ICT Research Center and privacy experts and
academia from the mainland of China, South Korea and Japan, to
strengthen privacy research, privacy education, and policy
co-operation in Asia.

The signing ceremony took place at Barun ICT Research Conference
2016 & Asia Privacy Bridge Forum in Seoul, South Korea. The Asia
Privacy Bridge Forum was set up to identify practical steps for
bridging the gaps among Asian economies about their approaches
to data privacy protection. The joint declaration covered the
co-operation initiatives on the following areas:

Deepening international research relations: promote collaboration
and co-operation in research agenda, policy development and
enforcement regarding personal data protection;

Collaborating on privacy research programmes: participate in
joint research programmes to find solutions to help bridge the
gaps among different personal data protection systems;

Strengthening policy cooperation: organise the Asia Privacy
Bridge Forum annually to deliberate regional and international
laws, policies and other controversial issues on personal data
protection, and promote co-operation and communication with
other regional fora.
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GPEN was established in 2010 to foster cross-border cooperation
among privacy enforcement authorities. At the end of 2016, its
membership comprised 64 privacy enforcement authorities from
47 countries and regions around the world.

GPEN primarily seeks to promote cooperation by:

1. Exchanging information about relevant issues, trends, and
experiences;

2. Encouraging training opportunities and sharing of enforcement
know-how, expertise, and good practice;

3. Promoting dialogue with organisations that play a role in
privacy enforcement; and

4. Creating, maintaining, and supporting processes or mechanisms
useful to bilateral or multilateral cooperation.

The PCPD joined GPEN as a member in 2014. In 2016, the PCPD
joined the five-member Executive Committee of GPEN (the other
members are Canada, Israel, the UK and the US) and contributed to
leadership for the network.

One of the major annual projects of GPEN is the Privacy Sweep,
in which its members join forces to examine the privacy practices
of organisations in selected sectors and evaluate their level of
respect to personal data privacy and level of compliance with
data protection laws. The focuses of the Privacy Sweeps in
previous years include the openness and transparency of mobile
applications and websites in respect of their privacy policies.

In 2016, the PCPD joined 24 privacy enforcement authorities
to examine the Internet of Things (loT) devices. Findings and
recommendations arising from this Privacy Sweep can be found in
the section of “Monitoring Compliance, Embracing Challenges” in
this report.

During the year, the PCPD also attended regular telephone
conferences with other GPEN members to exchanges views on
topical issues relating to personal data privacy.
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The ICDPPC, which was first convened in 1979, is the premier forum
for Privacy Commissioners from around the world. Its membership
comprises over 110 privacy enforcement and data protection
authorities from over 70 countries. The ICDPPC is convened once a
year in a member’s jurisdiction.

The Commissioner attended the 38th ICDPPC in Marrakesh,
Morocco in October 2016. The Conference lasted for four days, with
the first two days conducted in a closed session and the last two
days in an open session.

The closed session was attended by around 200 delegates from the
accredited members and observers of the ICDPPC. Invited academics,
experts, and specialists held in-depth discussions with conference
members on topics of artificial intelligence, robotics, and encryption,
with a focus on their implications on privacy and personal data
protection. Several resolutions were passed by the members during
the closed session, which included the resolutions to adopt a privacy
education framework and to promote international cooperation for
privacy enforcement. Hong Kong was confirmed to be the host of
the 39th ICDPPC. As the host of the next ICDPPC, the PCPD was also
admitted to the Executive Committee of the ICDPPC with immediate
effect, for a term of two years.

The open session was attended by representatives from the
accredited members and observers of the ICDPPC, civil societies,
non-governmental organisations, think tanks, and commercial
organisations. A number of presentations and panel discussions
were conducted during the open session to discuss privacy
implications of data-driven economies and government
surveillance, and to explore the effective means of public education
in personal data protection.

A number of civil societies, non-governmental organisations, and
commercial organisations also held their own meetings on the
fringe of the ICDPPC to discuss topical issues relating to personal
data protection, such as the Privacy Shield scheme between the US
and the European Union for the facilitation of trans-Atlantic data
flow, and the privacy implications of DNA databases.
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The Commissioner was invited to give speeches on several
occasions during the ICDPPC. He shared the experience of privacy
education of the PCPD at the open session and offered his views
on how international privary enforcement cooperation could be
facilitated. The Commissioner also took opportunities at both the
closed and open sessions to promote the 39th ICDPPC to be held in
Hong Kong in September 2017.

The Commissioner and his team were engaged in the following
exchanges with overseas data protection authorities, practitioners
and the academia:
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Privacy Commissioner met the representatives of Future of Privacy Forum, DLA Piper, Hunton &
Williams LLP, Centre for Information Policy Leadership, Brookings Institution and Allen & Overy
during the Global Privacy Summit 2016 held in Washington, DC organised by the International
Association of Privacy Professionals (IAPP).
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BRMRESRERE —HAXNAE | 0VEHR -

Privacy Commissioner delivered a presentation on “Hong Kong Personal Data Protection
Regulatory Framework - An Approach to Consultative Regulation” at the Global Privacy Summit
2016 hosted by the IAPP in Washington, DC.

NEEEEXEBAHAZEERENRERE R EBEAELRRERERE —BANR
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Privacy Commissioner delivered a presentation on “Hong Kong Personal Data Protection
Regulatory Framework - An Approach to Consultative Regulation” at McDonough School of
Business of Georgetown University in Washington DC.
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Deputy Privacy Commissioner exchanged views with participants at “Asia Privacy Bridge Forum”

organised by the Korea Internet and Security Agency, Korea Communications Commission and

Ministry of the Interior in Korea.
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Head of Policy and Research Division joined a panel discussion on “National Law and Policy on
Cloud Computing” organised by the Korea University and Keio University in Korea.
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Privacy Commissioner joined the “Getting to Accountability” and “The Regulators’ View” panel
discussions at IAPP Asia Privacy Forum 2016 in Singapore.
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Privacy Commissioner joined the “Accountability: Trust and Innovation in Data Driven World”
panel discussion at PDP Seminar 2016 - Bridging Innovation and Trust organised by the
Personal Data Protection Commission Singapore.

FLAEBE S 1EFTINIE AFacebookEiE [ BEBEAERFBEENE -
Privacy Commissioner gave a “Remarks from the Hong Kong Privacy Commissioner for Personal
Data” organised by Facebook in Singapore.
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Head of Policy and Research Division gave a presentation on “Privacy and Security Challenges
in Mobile, Cloud and loT” at ASEAN Strategy Forum Executive IT in Singapore.
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Senior Personal Data Officer delivered a presentation on “Introduction of the PD(P)O and
PCPD’s Privacy Management Programme” at 7th APT Cybersecurity Forum, organised by the
Asia-Pacific Telecommunity in Cambodia.
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Privacy Commissioner delivered a presentation on “An overview of Personal Data Privacy
Rights Protection in Hong Kong Special Administrative Region” at the 5th US-China Intellectual
Property Conference: Intellectual Property and Economic Transformation in Shenzhen.
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Head of Compliance Division and Head of Complaints Division delivered a presentation on
“Social Media and Personal Data Privacy Protection” at Workshop on Social Media, Policy and
Regulation: A Network Governance Perspective co-organised by Hong Kong Baptist University
and Tsinghua University in Beijing.
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Privacy Commissioner gave a video presentation in Hong Kong as an opening speech for the
panel discussion titled “Al & GDPR: Concretely, what are the obligations & steps to take?” during
the Computers, Privacy and Data Protection Conference held in Brussels.
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08.06.2016 — FLABEE R HEEMIESH BRI RERE -
08.06.2016 - Privacy Commissioner and Chief Legal Counsel received delegates from Zhejiang University.
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I 482 B Y TAE R FARBAR A © HRIMRE - SEFEAER | HVERS ©
11.07.2016 — PCPD staff gave a briefing on the PCPD’s work and the ~ 27.07.2016 — The Privacy Commissioner received a group of law
Ordinance to a group of law students from Shantou University. school students from the mainland of China and gave a speech

on “Protect, Respect Personal Data”
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19.10.2016 —EIFABEE - EEEMRSAEAERNEZAEFESHALIEEHL D Z [ EBNWEAERFBRE]
19.10.2016 — Deputy Privacy Commissioner, Chief Legal Counsel and Senior Personal Data Officer met Chinese Senior Judges and
shared “Protection of Personal Data Privacy in Hong Kong”.

28.10.2016 — FABEHEER AESABEHS NAERAMAEEEH AL HREA S EEEE/ BEESMERNRRERR
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28.10.2016 - The Privacy Commissioner and senior staff exchanged views with a delegation of officials from the mainland of China from
various Justice Departments / Bureaux who joined an attachment programme arranged by the Department of Justice.




