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Fairness and Equity

The Legal Division provides legal advice on all aspects of the work
of the PCPD, and reviews existing and proposed legislation and
government policies that may affect the privacy of individuals
with respect to personal data. We also monitor developments in
overseas data protection laws that are relevant to the PCPD’s work.
The Division also administers the Legal Assistance Scheme, and
represents the Commissioner at hearings before the courts or the
Administrative Appeals Board.
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PUBLICATION OF “PERSONAL DATA (PRIVACY) LAW IN
HONG KONG - A PRACTICAL GUIDE ON COMPLIANCE”

As one of the activities to mark its 20th anniversary of establishment,
the PCPD jointly published with the City University of Hong Kong
Press an English Guide Book entitled “Personal Data (Privacy) Law
in Hong Kong - A Practical Guide on Compliance”. This Guide
Book, which was officially released at the Hong Kong Book Fair in
July 2016, explains the conceptual, legal, and practical frameworks
of the personal data privacy protection in Hong Kong. It offers a
practical guide on compliance for all stakeholders, as well as
those who are interested in the personal data privacy landscape
in Hong Kong. Expanding on the PCPD’s handbook entitled “Data
Protection Principles in the Personal Data (Privacy) Ordinance -
from the Privacy Commissioner’s perspective” (2nd Edition, 2010),
this Guide Book has incorporated the 2012 legislative amendments,
recent court cases, the Administrative Appeals Board decisions,
and the three Codes of Practice issued by the PCPD.

The PCPD has collaborated with the City University of Hong Kong
Press on various promotional activities of this Guide Book, including
the pre-launch campaign and shooting of a short promotional
film for broadcasting at the Book Fair and other platforms. The
Commissioner also attended a Book Talk on the topic of “Managing
your Personal Data - Now and in the Future” in September 2016.
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I would like to express my gratitude to you for your efforts in publishing
the book which provides a useful comprehensive review of the personal
data privacy landscape in Hong Kong. | am sure that the book will assist the
work of the practitioners and stakeholders, as well as enhance the public’s
understanding on the matter. It will also be an indispensable addition to the
bookshelf of everyone interested in this area of the law.

BHA R R RERERAEEM

(2016 5F8H22H)

Mr Rimsky YUEN, SC, Secretary for Justice
(22 August 2016)
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I am most pleased that this handy and useful reference, peppered with
live cases which are not otherwise reported, has finally gone to print. It is
also much of a delight to find that the intricate issues are dealt with in so
compendious a manner for those who wish to see that the regime protecting
such an important part of our lives is complied with.

BHAPER R EEEE P ERKEA

(2016 E8H18H)

Mr Wesley W.C. WONG, SC, Solicitor General, Department of Justice
(18 August 2016)

( )

= &F Commendations

BRESEEHMMABENLEAZRESETBESE  CHRIEFFTHEEN
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I have already consulted the book on a few topics that have arisen this week
and it can assure you it is a very valuable resource.

Messrs Hogan Lovells &% A Mr Mark PARSONS
(2016 8 H19H)

Mr Mark PARSONS, Partner, Messrs Hogan Lovells
(19 August 2016)
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When the Ordinance was enacted in 1995, reference was made to
the Organisation for Economic Co-operation and Development
(OECD) Privacy Guidelines and the European Union Directive 1995
on protection of personal data. Free flow of information to facilitate
trade was one of the underlying factors triggering the enactment of
the Ordinance.

Following its adoption of the General Data Protection Regulations
(to be effective in May 2018), the European Union has announced
that it would actively engage with key trading partners in Asia
in 2017 to establish frameworks to determine whether the data
protection legal regime of a particular jurisdiction offers adequate
protection to personal data privacy. Ensuring adequate protection
for personal data transferred outside European Union member
states is required under both the Directive 1995 and the new
General Data Protection Regulations. Similar requirements are
commonly found in many overseas data protection regimes.

Section 33 of the Ordinance stringently and comprehensively
regulates the transfer of data outside Hong Kong. It expressly
prohibits all transfers of personal data “to a place outside Hong
Kong” except in specified circumstances. However, section 33 has
not been brought into force since its enactment in 1995.

To encourage the Government to have a renewed focus on section
33 of the Ordinance, the PCPD has undertaken the necessary
preparatory work, including the preparation of a “White List” of
jurisdictions with privacy standards comparable to that of Hong
Kong and published in 2014 a “Guidance on Personal Data Protection
in Cross-border Data Transfer” with a set of Recommended Model
Clauses for data users to adopt in their data transfer agreement. The
White List report was provided to the Constitutional and Mainland
Affairs Bureau for consideration.

Subsequently, the Government has engaged a consultant to
conduct a business impact assessment for the implementation of
section 33 of the Ordinance. During the report period, the PCPD has
rendered comments to the Government’s consultant concerning
the interpretation, application, and compliance issues of the
relevant legal requirements under the Ordinance.
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No reasonable explanation for the delay of almost 5 years in
making the application for leave for judicial review — section 39(3)
of the Ordinance operates where the PCPD decides to refuse to
investigate a complaint - the 45-day statutory time limit should
start to run from the date of last receipt of the evidence in
support submitted by the Appellant — there was a lack of legal
basis to show the PCPD’s decision was unlawful or unreasonable -
No reasonable prospect of success of the Appellant’s intended
judicial review application

The Honourable Mr Justice Lam, VP
The Honourable Ms Justice Chu, JA
The Honourable Mr Justice Pang, JA

Coram:

Date of Judgment: 26 October 2016

In October 2010, the Appellant lodged a complaint to the PCPD
with 10 allegations against certain sizable companies and their staff
in Hong Kong for unfair collection of her personal data (including
her bank accounts information) and disclosure of the same without
her consent to various people and/or organisations. The Appellant
continued to supply further information to the PCPD (in two more
letters in January and May 2011 respectively) whilst admitted
in writing that she had no concrete evidence in support of her
allegations. On 24 May 2011, the PCPD informed the Appellant
of the decision not to carry out an investigation of her complaint
because there was a lack of evidence to substantiate a prima facie
case of contravention. Instead of lodging an appeal in a prescribed
form pursuant to the Administrative Appeals Board Ordinance,
the Appellant merely sent a letter dated 18 June 2011 to the
Administrative Appeals Board without leaving any correspondence
address or contact number.

In March 2016, almost five years after the PCPD’s decision, the
Appellant applied to the Court of First Instance for leave to
commence judicial review proceedings against the PCPD'’s decision
not to investigate her complaint (under HCAL No.36 of 2016). After
considering the merits of the application, the Court of First Instance
dismissed the application in April 2016.

The Appellant then appealed to the Court of Appeal.
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The Court of Appeal considered that the Appellant had not
provided any reasonable explanation for the delay of almost
five years in making the application. The Appellant’s sending of
complaint letters to various government departments and bureaux
was not to be construed as lodging any “appeal”. In particular,
the Court of Appeal condemned the Appellant’s allegation that
the Administrative Appeals Board should have taken the initiative
to contact her and considered such argument as vexatious. The
Court of Appeal found that there had been undue delay on the
part of the Appellant.

Furthermore, the Court of Appeal held that the PCPD had not failed
to comply with the 45-day statutory time limit under section 39(3) of
the Ordinance. Although the complaint was made by the Appellant
to the PCPD in October 2010, the PCPD continued to receive further
evidence from the Appellant until 11 May 2011. Until then, but not
earlier, the PCPD was in a position to decide to refuse to carry out
or terminate an investigation of her complaint. The PCPD reached
the decision on 24 May 2011 after considering all the information.
The Court of Appeal was of the view that the 45-day statutory time
limit should start to run from the date of last receipt of the evidence
submitted by the Appellant in support of her complaint. Therefore,
the PCPD had informed the Appellant of the decision within the
45-day statutory time limit.

Besides, the Court of Appeal considered that the Appellant’s
intended judicial review application had no reasonable prospect of
success. The Appellant had failed to provide any evidence to show
that the PCPD’s decision was unlawful or unreasonable.

In dismissing the appeal, the Court of Appeal ordered the Appellant
to pay the costs of the PCPD.

The Appellant acting in person (absent)

Ms Ebony Ling,

Barrister-at-law

for the Respondent (Privacy Commissioner for Personal Data,
Hong Kong)



1RPIZE 365G IR B (R SRR SR1T — BARE
#EME EREAEARZEABRLERERS
F35G(B)IRERAIE—HRER
#E—TZNRM BFRHISRERHNE
B —HEHEARBUTREREEFSOE
SR — ESRAKRERACKRIAESHE
B i A — U EAERY 55 0 BURE S TRTESE
FERRFEER

FEEE =S AR REAERE

= N
EEREEEE

FIZRHE - 2017%1H26H

LR ABIERERIGHIE 335G - BIERIES
AERENMFEAEFLEEBEAERARE
R MERMERAELB/MEEHEER
FIRARBERNBIBBER BRI » HESRK
30,0007T © FERATARESE » 2 E5F ©

FIRABEHRRIEHER  —BLFADN
HEEF ([ZEF]) R2011F12 BFE®KA
FHALERANRYE  &WHA248A - =%
HFER2013F 4B LLERH X » ER LR
AFILEEEERERERFEAMNEAER - &
FRABZEFNESE UL EEE » BRI
B|bAIR HEREE ©

BH5817H » LSRAN—BEFHEER
B ([ZHE]) BMEZEFFNFIRERE &
BEFEARBER -ZBEREZTHESAL
RTZEFANNE TS - M6 AMBKE
ARBHER  BEEZFFNSANETY
AREER  TEXINENLE  ZWE
WEE TR MERZIRE - UEZFFO
BRI ©

EIRAEZBEEERE / BEFNERRE
REHETR REFFENREEZNRE
B [EEEH | REBRR - LSRAMETR
HINERMEBFIFR - BRETEFFRMHEE
BEM - FEAETRMEIRER @ SHHTE
BEAREEAERMEFEREHENTFENZ
A EEBENES AR REERAR - AT

LEBEESQLE2016-17F ]
PCPD ANNUAL REPORT 2016-17

Direct marketing offence under section 35G - strict liability - the
prosecution needs not prove mens rea — the only available defence
is found in section 35G(5) - “offering” includes the meaning of
offering to provide - content of voice message exceeded the realm
of reminding existing customer that his contract would soon expire
- the Appellant failed to prove that it had taken all reasonable
precautions and exercised all due diligence to avoid non-compliance
with the opt-out request

Coram: The Honourable Mr Justice Wong,
Judge of the Court of

First Instance of the High Court
Date of Judgment: 26 January 2017

The Appellant was charged with the offence under section 35G of
the Ordinance for failing to comply with a data subject’s request
to cease using his personal data in direct marketing. The Appellant
was convicted after trial and fined $30,000. The Appellant appealed
against the conviction.

The Appellant was an internet service provider. One of the
Appellant’s existing customers (the Customer) had subscribed for
the Appellant’s service in December 2011 for a term of 24 month:s.
In April 2013, the Customer emailed an opt-out request requiring
the Appellant to cease using his personal data in direct marketing.
The Appellant acknowledged receipt of the Customer’'s opt-out
request by sending a reply to his email address.

On 17 May 2013, a telemarketing staff member of the Appellant
(the Staff) called the Customer at his mobile phone, but the call
was not answered. The Staff then left a voice message reminding
the Customer that his service contract was due to expire. The
Staff also mentioned that the service charge would be revised
in June, but the Customer would be granted a concession to pay
the current service charge if he chose to renew his contract by
May. The Staff also left her surname and phone number for the
Customer to revert.

The Appellant argued that its Staff was only providing “after
sale service” to existing customers and reminding them of the
approaching of the expiry of their contracts. The Appellant hence
submitted that reminding its customers to renew their contracts
was an essential service, and had nothing to do with “direct
marketing”. The Appellant did provide training and departmental
guidelines to its employees to ensure that they would convey
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accurate information to its customers, and also provided a training
script to its employees for customers who had opted out from
using their personal data in direct marketing. However, the voice
message of the Staff deviated from the said script by adding that
the service charge would be revised for contracts to be renewed
in June and that concessionary service charge would be granted
for renewal in May. The quality assurance department of the
Appellant would choose one to two phone calls each week for the
purpose of monitoring the conversation between its employees
and customers.

(a) The Magistrate noted that the Appellant required its employees
including the Staff to communicate with the Customer
by different means, including by phone, email, and SMS,
notwithstanding that there was still a long period of time (i.e.
more than 6 months) before the expiry date of the Customer’s
contract. While these communications purported to remind the
Customer of the soon expiry of his contract, they in substance
aimed to obtain a renewal of his contract. The voice message
was sent to a specific person, i.e. the Customer, for the purpose
of providing information in offering the Appellant’s service on
contract renewal, and thus amounted to “direct marketing”.

(b) The Magistrate did not accept the call made to the Customer
aimed at reminding him that his contract was due to expire.
Nor did the Magistrate agree that the renewal of contract was
not a “new purpose”.

(c) The Magistrate considered that the Appellant had not taken
all reasonable precautions and exercised all due diligence to
avoid the commission of the offence. On the contrary, the
script reflected that the Appellant had neglected the will of its
customer not to use his personal data in direct marketing. The
Magistrate found that the Appellant had disquised the direct
marketing of its service to an existing customer in the name
of reminding him the imminent expiry of his contract, and
convicted the Appellant.

Ground of Appeal (1)

The Appellant submitted that regarding the elements of the
offence under section 35G of the Ordinance, it is incumbent on
the prosecution to prove mens rea of the accused, i.e. the intent
to commit the direct marketing offence, but the Magistrate had
failed to set out properly the elements of the offence, in particular
the mens rea, and had failed to adequately consider, analyse and
adjudicate the evidence on this issue.

Relying on HKSAR v Hin Lin Yee (2010) 13 HKCFAR 142 and
Kulemesin v HKSAR(2013) 16 HKCFAR 195, the Judge considered
that section 35G is a regulatory offence in nature. Though the
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penalty can be substantial depending on the facts of the case, the
culpability of the offence is far less than those offences which are
truly criminal in nature. The language of the statute and the defence
provided therein also indicate that the legislature intends the proof
of mens rea is unnecessary. In practice, many data users are
organisations and not individuals. Those who carried out the acts
that contravened the requirement are usually employees of these
organisations, not employers or persons-in-charge. The effect of
the Ordinance will be greatly undermined if mens rea must be
proved. On the contrary, displacing the requirement of proving
mens rea will enhance the implementation of the legislative intent
and compliance of the Ordinance by the public at large.

The Judge ruled that the offence was one of strict liability. The
prosecution must prove beyond all reasonable doubt the following
elements of the offence:

(1) a data subject required a data user to cease using his personal
data in direct marketing;

(2) the data user received such requirement from the data
subject; and

(3) the data user failed to comply with the requirement.

Once all these 3 elements are proved, the accused will be
convicted unless he can rely on the defence under section 35G(5).
In the present case, the prosecution had proved all the necessary
elements of the offence beyond doubt, and was not required to
prove the mens rea.

This ground of appeal could not be sustained.
Ground of Appeal (2)
“Direct Marketing” and “Advertising”

The Appellant submitted that when interpreting the term “direct
marketing” in section 35G, the word “offering” should be given its
meaning in contract law. As regards “advertising”, it refers to the
sending of information to the public at large.

In reliance of section 19 of the Interpretation and General Clauses
Ordinance, the Judge adopted a purposive interpretation of
the relevant provision. The interpretation would be too narrow,
if applying the concept of “offer” in contract law to this criminal
case. A person importunes with the obvious intention of marketing
goods or services, but owing to rejection of the target customer
or absence of a positive response, may be unable to convey the
terms of sale in details. This cannot constitute an “offer” in contract
law. It is certainly not the legislative intent that such act does not
amount to direct marketing, and therefore not to be governed
by the Ordinance. “Offering” includes the meaning of offering to
provide. The Chinese term should embody the meaning of offering
to provide as well. Section 10B of the Interpretation and General
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Clauses Ordinance provides that if a comparison of the English and
Chinese language texts discloses a difference of meaning, having
regard to the object and purposes of the Ordinance, the meaning
which best reconciles the texts shall be adopted. The Judge took the
view that adopting the approach in section 10B actually came to
the same conclusion.

As regards the meaning of “advertising”, the Judge considered
that the effect of section 35G would be greatly undermined, if it
only applied to sending information to the public at large, thus
excepting the making of telephone call to an individual. In addition,
the evidence of the case showed that the Appellant’s act of
reminding its customers was not only targeted at the complainant
of this case, but also all customers within the same category.
Thus, the Judge considered that the Appellant’s act amounted to
advertising of the availability of services.

Data Protection Principle 3: New Purpose

The Appellant submitted that the purpose of section 35G of the
Ordinance is consistent with that of DPP3. The law aims to strike
a balance between ensuring business efficacy and protecting
personal privacy. The act of the company should not be regulated
by section 35G, if it is not intended for a new purpose. The Ordinance
aims to prevent cold calls from being made.

The Judge agreed with the Magistrate’s ruling that in this case,
the Staff's reminder of the expiry of contract was just a pretext
to start the dialogue. Upon scrutinising the entire message, one
would notice that the Staff was offering the availability of services,
i.e. offering a concession to the customer in enjoying the same
service at a rate which would otherwise be different, or advertising
the availability of such services. Reminding customers that their
contracts will soon expire is a good service. But what the Staff had
done and said exceeded the realm of a reminder, and fell within
the ambit of direct marketing.

Hence, the Judge held that this ground of appeal failed.
Ground of Appeal (3)

The Appellant submitted that the Magistrate had taken into

account considerations irrelevant to the charge, and/or failed to

consider issues that were relevant to the charge, such as:

(1) starting to remind customers the soon expiry of their contracts
as early as 6 months ahead;

(2) whether the means used for reminding customers was appropriate;

(3) reminder of expiry of contract was just a pretext to start the
dialogue; and

(4) the content of the script adduced by the Appellant during the trial.
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The Magistrate had not explicitly stated her reasons for taking these
issues into account. However, it seemed that she was examining
the genuine purpose or intention of the Appellant’s leaving of the
voice message. Having already ruled that the prosecution need not
prove the purpose or intention of the Appellant’s leaving of the
voice message, the Judge considered that the Magistrate was not
required to take these issues into account but having done so did
not mean the conviction was unsafe. This was especially the case
given the Magistrate had made her finding of facts on all matters
that the prosecution was incumbent to prove, and whether the
defence could invoke the statutory defence.

Therefore, the Judge held that this ground of appeal was unsubstantiated.
Ground of Appeal (4)

The Appellant argued that when the Magistrate made the adverse
finding of facts against the Appellant, she had considered those
parts of the testimony relating to the offences not charged against
it which included the number of times the Appellant’'s employee(s)
had called the Customer, whether the Appellant had used other
means to contact customers, and why the Appellant’s employees
had not sent letters to customers, etc.

Offences not charged has a designated meaning, which originated
from a series of judgments subsequent to the Court of Final Appeal
judgment in Chim Hon Man v HKSAR (1999) 2 HKCFAR 145. The
Judge considered that the above issues did not amount to offences
not charged as decided by the Court of Final Appeal.

The Appellant had adduced evidence to prove that guidance and
training were provided to its employees, but offered no further
details. According to the script provided by the Appellant, its
content included taking the initiative to introduce the terms of the
contract renewal which the Judge considered as direct marketing.
Even if the customer did not give a positive response, the employee
might attempt to ask the customer if he could make a call later.
These measures could hardly be regarded as satisfying the
requirements of the statutory defence. The Judge considered that
one desirable means of reminding the customers was informing
them in writing that they might face a higher rate of service charge
after expiry of their contracts. This method has the advantage of
achieving the desired purpose effectively, avoiding human errors
given clear language is used, and satisfying the requirements of
the statutory defence. The method adopted by the Appellant on
the one hand amounted to direct marketing, and on the other
hand could not avoid its employees crossing the line. The measure
taken by the Appellant at that time was to record the telephone
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{FIEE AV EAE R A B EIES » FTEKR conversation between its employees and customers. However,

BERTH AR EERERE © such measure could not ensure the content of its employees’
conversations was not violating the law. Hence, the Judge
considered that the Appellant could hardly be said to have taken
all reasonable precautions and exercised all due diligence to avoid
non-compliance with the Customer’s request, i.e. to cease using
his personal data in direct marketing. The Appellant could not
successfully invoke the statutory defence.

ZEBUBEERRRBEN > TURE The Judge therefore considered the conviction was safe and dismissed
5o the appeal.

AR EMITEIK Mr Selwyn Yu, SC and Mr Tony Li instructed by

FAEAEERKERM R ZEAKER Messrs. Woo, Kwan, Lee & Lo, for the Appellant

REEFA

FERASRPERNEREEEEFER Mr Eddie Sean,

RERBFRBRA (BEBFENITHERE) Senior Assistant Director of Public Prosecutions of the

Department of Justice
for the Respondent (Hong Kong Special Administrative Region)
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Data privacy protection is one of the most dynamic areas of law, and a change of the privacy

law is sometimes driven by “incidents” and the need to keep up with rapid technological
advances. Therefore, working as a legal counsel in the PCPD would never be boring.

| joined the PCPD in 2010 when the widely publicised investigation report on the “Octopus
incident” had just been released, and the community’s awareness of personal data privacy
had reached an all-time high at that time since the enactment of the Ordinance. This
also prompted a complete revamp of the regulatory regime for direct marketing. My first
project in the PCPD was the 2012 Ordinance review exercise.

The PCPD is now comparing the current legislation protection under the Ordinance with
the newly released EU General Data Protection Regulation. The PCPD is again taking a
great leap forward in keeping abreast of the global trend in data privacy protection. | am
delighted to be a part of the professional and forward-looking team in the PCPD.

I am always learning in the PCPD.
2R
Catherine CHING
Legal Counsel
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APPEALS LODGED WITH THE ADMINISTRATIVE
APPEALS BOARD

The Administrative Appeals Board (AAB), established under
the Administrative Appeals Board Ordinance (Cap 442), is the
statutory body that hears and determines appeals against the
Commissioner’s decisions by a complainant, or by the relevant data
user complained of.

Statistics of AAB cases concluded / received in the year
2016-2017

A total of 28 appeals were concluded and 34 new appeal cases were
received during the report year.

Most of the appeals were eventually dismissed by the AAB or
withdrawn by the appellants.

61%
(17 >R{EIZR cases)

28%
(8 R1EZE cases)

.

e 28 RAER
Total: 28 cases

11%
(3 R1EZE cases)




B & ERE UPHOLDING LEGAL PROTECTION

EXRFEZEENIARTLFERS 31 Of the 34 new appeal cases received in the year, 31 appealed against

RRLFIABEETETHLLEERXRA the Commissioner's decision not to carry out or terminate a formal
EWNARAE - REEEEHEHZERER investigation. The Commissioner made these decisions considering: (i)
R RFWRBTRBEHMEL 5 (DR the complaints were not considered to have been made in good
MW EEEIEEEAGR A EERS ; (i) g faith; (i) the primary subject matter of the complaint was considered

BEXRAREIFEBOERTS (V)R not to be related to personal data privacy; (iii) there was no prima
RAESRREERRR - EBEREBAE facie evidence to support the alleged contravention; (iv) the DPPs
B/ (v) HIRFE S ERBERAITEI A E were considered not to be engaged at all, in that there had been no
FTiEBmERITR collection of personal data and / or (v) the party complained against
had taken remedial action to rectify the alleged contraventions.

—ReEtLtRIBEEEELHRERTREH One appeal was against the Commissioner’s decision not to serve
ITBERVRE ° an enforcement notice after the investigation.

BRTHMRE LFABEESEFHAETRE The remaining two appeals were against the Commissioner’s decision
EHATBHRDRE - to serve an enforcement notice after the investigation.

LERFAPEOME
Nature of the appeals

B LB EERETNEITAS
WA IEFAER LR
Appeals against the 3%
Commissioner’s decjsion not (1 =B case)
to carry out or terminate a
formal investigation 91%

== M2
B SHEAEESREERE R (31 *R1EIZ cases)
EATEAM LR
Appeals against the
Commissioner’s decision

not to serve an enforcement
notice after the investigation

B YL EEERERRERE
HATBAIH L3R 6%
Appeals against the (2 SR1EZE cases)
Commissioner’s decision to

serve an enforcement notice
after the investigation

e 34ARER
Total: 34 cases
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Of the 34 new appeal cases, 27 cases involved complaints concerning
breaches of the DPPs, six cases involved non-compliance with data
access requests, and one case concerned about the “Code of Practice
on Consumer Credit Data”.

The provisions of the Ordinance involved in the appeals

B ExErRERA

Contraventions of DPPs

B rEfEREEEsR
Non-compliance with
data access request

N FEf (EAEEEREHTAD

Non-compliance with

“Code of Practice on Consumer

Credit Data”

BHERFERREERRYMN27R LR
F(—RERTESZR-EREEHR
A ERIRBFEER/RTDFRE
BAER S MRS REAERVERMER
REHE  20”RFRAREERNESZTARR
TEAR/IRBEHBEAER  RARSIR
BABERNRE °

o
|

(27 *R1E 2R cases) 30

(1 SR{E 2R case)

e 34ARER
Total: 34 cases

18%
(6 SR1EZE cases)

Of those 27 appeal cases involving the complaints concerning
contraventions of the DPPs, seven cases involved excessive and / or
unfair collection of personal data; two cases involved accuracy and
duration of retention of personal data; 20 cases involved the use
and / or disclosure of personal data without the data subject’s prior
consent, and six cases involved security of personal data.
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When the 40-day period under section 19(1) should start to
run — whether a doctor passing his patient’s personal data to
his solicitors for seeking legal advice can invoke the exemption
under section 60B(c)

Coram: Mr Alan Ng Man-sang (Presiding Chairman)

Mr Philip Chan Kai-shing
(Member)

Mr Nelson Cheng Wai-hung (Member)

Date of Decision: 30 June 2016

The Appellant was a patient of a doctor from December 2008
to December 2011 for treatment of her knee pain and other
problems. On 2 June 2012, the doctor through his solicitors issued
a letter to the Appellant informing her the termination of their
doctor-and-patient relationship. Dissatisfied with the doctor’s
decision, the Appellant made a number of data access requests to
the doctor. Subsequently, she complained to the Commissioner
against the doctor for his failure to comply with her data access
request (DAR) made on 24 February 2013 and the disclosure of
her medical information to his solicitors.

With respect to the compliance with the DAR, the Commissioner
was of the view that apart from the Appellant’s mere allegation,
there was no evidence to support that the doctor was
withholding any documents from the Appellant. As for the
disclosure of the Appellant’s medical information by the doctor
to his solicitors, the Commissioner found that the purpose of the
disclosure was for handling the Appellant’s DAR which sought
to obtain copies of her medical information. The Commissioner
considered that such use was directly related to the original
purpose of collection which was for handling matters relating
to her medical condition and treatment. In addition, such
disclosure fell squarely within section 60B(c) of the Ordinance
which exempted liability from the provisions of DPP3 where
the use of the data was required for establishing, exercising or
defending legal rights in Hong Kong.

At the hearing, the Appellant agreed that there was sufficient
compliance with the DAR. The remaining question was whether
the doctor had failed to comply with the DAR within 40 days after
receiving it.
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The AAB took the view that the DAR lacked clarity. The description of
the requested data was open to an interpretation that the Appellant
requested first from the doctor an index of all the documents
contained in the several inches thick multiple medical files, then
from the index supplied, worked out what documents she did
not have, and thereafter requested from the doctor for those
documents she did not have. However, the DAR might also mean
that the Appellant requested from the doctor all medical records
which she did not have, so that she could have a complete set of
all records. It was incumbent on the Appellant to clarify the scope
of the documents requested in the DAR before the 40-day period
started to run. Hence, it was only until the receipt of the amended
DAR on 27 April 2013 that the 40-day period commenced. Given
that the Appellant eventually received 281 pages of copy medical
records from the doctor’s solicitors and the Appellant’s concession
at the appeal hearing that there was no dispute as to the sufficiency
of compliance with the amended DAR, the AAB held that there
was no prima facie non-compliance under section 19(1)? of the
Ordinance or DPP6(b)(i).

The doctor’s purpose of collecting the Appellant’s personal data
was to handle matters relating to her medical condition and
treatment. It was plain that the purpose for which the doctor
disclosed the 281 pages of copy medical records to his solicitors
was in relation to the DAR, which in turn related to the doctor’s
purpose of collecting the Appellant’s personal data. The AAB
therefore agreed with the Commissioner that there was no prima
facie case of contravention of DPP3.

Even if there was a breach of DPP3, the AAB took the view that
the exemption provided under section 60B(c) of the Ordinance
would be applicable in this case. It would be artificial to suggest
that section 60B(c) should be restricted to situations where legal
proceedings, legal claims, or complaints have been commenced
or lodged against the relevant data user. There might be cases
where the relevant data user would like to obtain legal advice
on the appropriate prophylactic actions to be taken in a bid to
prevent the situation from ballooning into a formal dispute, or for
the purpose of defending his legal rights in the future potential
dispute. Therefore the AAB concluded that the Commissioner’s
decision in this aspect could not be faulted.

The AAB dismissed the appeal.

The Appellant acting in person

Miss Cindy Chan, Legal Counsel
for the Respondent (Privacy Commissioner for Personal Data,
Hong Kong)

Miss Catherine Yeung, Solicitor of Messrs. Mayer Brown JSM
for the Person Bound by the decision appealed against (Doctor)

2 Section 19(1) : A data user must comply with a data access request within 40
days after receiving the request.
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Whether an insurance company had taken all reasonably
practicable steps in safeguarding the security of its customers’
personal data — the Appellant had never received her insurance
policy — the Appellant’s signature on the acknowledgement
receipt of insurance policy was suspected of being forged - the
security measures adopted by the insurance company were
examined under the requirements of DPP4

Coram : Mr Liu Man-kin (Presiding Chairman)

Mr Kwok Sze-chung (Member)
Ms Yuen Miu-ling (Member)

Date of Decision: 13 September 2016

In August 2014, the Appellant took out an insurance policy
through an insurance agent of an insurance company. As the
Appellant had not received her insurance policy, she made
enquiries with the insurance company in 2015, and was informed
r that she had already signed the acknowledgement receipt
of the insurance policy on 22 September 2014. The Appellant
suspected that someone had forged her signature on the
acknowledgement receipt, and her personal data might have
been accessed by unauthorised persons due to the inadequacy
of security measures adopted by the insurance company. Hence,
she lodged a complaint with the Commissioner against the
insurance company.

The insurance company explained its usual practice to
the Commissioner :

(@) An insurance policy would be delivered to the relevant branch
office by internal mail after it was issued, and the secretary
or assistant of the branch office would then acknowledge
receipt before passing it to the relevant insurance agent. The
agent would deliver the insurance policy to the customer
by hand, by registered mail, or by courier, and request the
customer to acknowledge receipt of the insurance policy.

(b) At the same time, the insurance company would send a
notice to the customer by ordinary mail, informing him
that the insurance policy was issued and reminding him
to contact the Customer Service Hotline of the insurance
company if he did not receive it within nine days from the
issuance date of the notice.
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The Appellant stated that she had not received the said notice
from the insurance company.

The Commissioner found that the insurance company had taken
all reasonably practicable steps to ensure that its insurance
policies were properly delivered to its customers. According to
the procedures, an insurance agent was required to deliver the
insurance policy to his customer by hand, by registered mail, or
by courier and to request the customer to acknowledge receipt.
The additional step to send out the said notice to customers by
ordinary mail was a precautionary measure to ensure that the
customer would call the Customer Service Hotline for enquiries
if he did not receive the insurance policy. It was a very rare case
that (i) the Appellant received neither the insurance policy
nor the notice; (ii) someone had forged her signature on the
acknowledgement receipt; and (iii) the insurance company had
not realised this until the Appellant lodged the complaint. That
being the case, the insurance company had not contravened the
requirements of DPP4.

The AAB agreed that DPP4 requires data users to take only all
reasonably practicable steps to ensure (but not fully guarantee)
that personal data held by them are protected against
unauthorised or accidental access, processing, erasure, loss,
or use. Although the insurance company could not ascertain
who signed on the acknowledgment receipt and when it was
sighed, one could not then conclude that the insurance company
had contravened DPP4, without first examining its security
mechanism.

After examining the security mechanism of the insurance
company, the AAB was of the view that its procedures met
the requirement of “reasonably practicable” under DPP4. In
particular, the AAB had taken into account that steps (a) and
(b) above were handled by different staff of the insurance
company to ensure the delivering of insurance policies to
customers and allowing them to enquire their delivery at the
earliest possible time.

The AAB agreed with the Commissioner that based on the written
reply from the insurance company as well as its production of
the copy acknowledgement receipt and notice, on a balance of
probabilities, the insurance company did deliver the insurance
policy and notice in accordance with its established procedures.

The appeal was dismissed.

The Appellant acting in person

Miss Cindy Chan, Legal Counsel
for the Respondent (Privacy Commissioner for Personal Data,
Hong Kong)

The Person Bound by the decision appealed against (insurance
company) acting in person (absent)
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Identity theft in voter registration — collection of personal data
was not unlawful or unfair when collection was passive - all
reasonably practicable steps had been taken to ensure accuracy
of the register of voters — to balance between personal data
privacy rights and voting rights of individuals

Coram : Ms Cissy Lam King-sze (Presiding Chairman)

Mr Lam Wai-choi (Member)
Mr Law Chi-yuen (Member)

Date of Decision: 6 December 2016

Someone had forged the Appellant’s signature and submitted
a false voter registration form to the Registration and Electoral
Office (REO) using the personal particulars of the Appellant.
Subsequently, the Appellant’s personal particulars had been
included in the provisional register of voters. The Appellant
discovered the identity theft upon receiving the Notice of
Registration from the REO and had since complained to the REO
by telephone, email and fax but refused to provide a signed
written notice to REO for deletion of his personal particulars.
The Appellant lodged a complaint to the PCPD against REO for
“unlawfully obtaining” his personal particulars and for failing to
verify his identity before including his personal particulars in the
final register of voters.

The Commissioner found that there was no evidence to
substantiate that REO had unlawfully obtained the Appellant’s
personal data. The REO took a passive role in receiving the
application for voter registration which contained the Appellant’s
personal particulars. The Commissioner further found that the
REO had taken all reasonably practicable steps to ensure the
accuracy of the personal data in the final register of voters, in
particular, the Notice of Registration which was received by
the Appellant and which enabled the Appellant to find out the
fact that someone had impersonated him to submit a false
application. Having regard also to the fact that the Government
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had openly stated that it would take further measures to
enhance the verification of applicants’ identities and that
REO had already referred the case to the police for criminal
investigation, the Commissioner exercised his discretion not
to investigate the complaint further pursuant to section 39(2)(d)
of the Ordinance and paragraph 8(h) of the Commissioner’s
Complaint Handling Policy.

The AAB considered that the REO was not the party which
obtained the Appellant’s personal data illegally or submitted
the false voter registration form. Since REO was discharging its
statutory obligations by collecting the voter registration form
for purposes directly related to the statutory obligations of the
Electoral Registration Officer, there was nothing illegal or unfair
about it, and the personal data collected was not excessive.
Accordingly, the Electoral Registration Officer and the REO had
not breached DPP1.

The AAB also considered that the use of the Appellant’s
personal data in the voter registration form to issue the Notice
of Registration and the subsequent inclusion of the Appellant’s
particulars in the provisional and final registers of voters complied
with the statutory requirements and the relevant timelines.
Such use of the Appellant’s personal data by the REO did not
contravene the requirements of DPP3 as it was consistent with
the purpose of collection.

In respect of DPP2(1), the AAB considered that the personal
data of the Appellant stated on the false voter registration form
was basically not incorrect, and the REO had a mechanism to
enable voters to amend any incorrect data. It was stated clearly
in the Notice of Registration that the Appellant could amend his
personal data by notifying the Electoral Registration Officer on
or before 25 August 2015, and the voter registration form also
stated that it was an offence to provide false, incorrect or misleading
information. The AAB agreed with the Commissioner’s finding
that the REO had already taken reasonably practicable steps to
ensure the accuracy of the data and to prevent identity fraud in
submitting a false voter registration.

The AAB took the view that the REO had not contravened
DPP2(2) in respect of its retention of the Appellant’s personal data on
the final register of voters. On the ground that the Appellant only
lodged his complaint to the REO after the Appellant’s personal
data had been included in the provisional register of voters. The
Electoral Registration Officer had no power to amend or delete
entries in the register of voters unless in accordance with the
relevant legal requirements and prescribed time frame to put the
Appellant’s name and address in the omission lists, or with the
approval of the Revising Officer.
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The AAB agreed with the Commissioner’s view that a balance
must be struck between the personal data privacy rights and
the right to vote of individuals, both of which were important
rights. The AAB considered that REO’s declaration system based
on honesty of voters did not contravene the requirements of the
Ordinance as there was no restriction on the format or means
regarding the collection of personal data under the Ordinance.

The AAB was sympathetic with the Appellant but took the view
that REO had to follow the statutory requirements to register or
remove a voter and it would not be permissible to remove a
registration in response to a telephone enquiry or a letter from the
Commissioner. As the REO had already referred the Appellant’s
complaint to the police forinvestigation, the AAB agreed that further
investigation by the Commissioner would not bring about a more
satisfactory result. The AAB also requested the REO to inform
the Constitutional and Mainland Affairs Bureau about this case
for consideration in the review of the voter registration system
in future.

The AAB dismissed the appeal.

The Appellant acting in person

Miss Joyce Wong, Legal Counsel
for the Respondent (Privacy Commissioner for Personal Data,
Hong Kong)

Ms Yau Pui-yee
for the party bound by the decision appealed against (Registration
and Electoral Office)
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Photos of the balcony of a residence taken for the purpose
of investigating water seepage problem - not personal data
of the owner - showing only images such as slippers, rack
and unidentifiable objects - owner of the flat not identifiable
from the images - residential address alone constituted the
Appellant’s personal data — his identity could be ascertained
from the Land Registry

Coram: Mr Liu Man Kin (Presiding Chairman)

Mr Lau Kwai Hin (Member)
Mr Ling Ho Wan (Member)

Date of Decision: 4 October 2016

The Appellant lodged a complaint against the estate manager of
his residence who had, without giving prior notification to the
Appellant, entered his flat and taken 14 photos showing mainly
the balcony thereof and disclosed those photos together with the
Appellant’s name and residential address to the resident of the flat
on the floor below the Appellant’s.

The Commissioner found that the matters reported by the
Appellant did not involve his personal data because the identity
of the Appellant could not be ascertained from the photos and
the residential address only, and that the Appellant had failed
to provide sufficient information to show that the manager
had disclosed his name to the resident of the flat below. The
Commissioner concluded that the matters reported by the
Appellant did not qualify as a “complaint” under section 37 of the
Ordinance3and decided not to carry out an investigation.

The AAB first dealt with the question of whether the Commissioner
was correct to base his decision upon section 37(1) of the Ordinance

3 Section 37: (1) An individual, or a relevant person on behalf of an individual,
may make a complaint to the Commissioner about an act or practice (a)
specified in the complaint; and (b) that (i) has been done or engaged in, or
is being done or engaged in, as the case may be, by a data user specified in
the complaint; (ii) relates to personal data of which the individual is or, in any
case in which the data user is relying upon an exemption under Part 8, may be,
the data subject; and (iii) may be a contravention of a requirement under this
Ordinance (including section 28(4)).
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to refuse to investigate the case. The AAB stated that in determining
whether a complaint met the requirements set out in section
37(1)(b), namely, whether the act or practice specified therein
was done by a “data user”, relating to “personal data”, and
contravened the Ordinance, one would have to look at the act
or practice specified in the complaint by taking the complainant’s
case at its highest (i.e.,, assuming all the allegations in the
complaint were true) in order to determine whether there was
a case meeting the criteria in section 37(1)(b). If the answer was
“No”, no “complaint” had been made and the Commissioner
would have nothing to investigate. If the answer was “Yes”, the
complainant had made a “complaint” to the Commissioner. The
complainant then had to adduce evidence to show that he had
prima facie evidence, and if the complainant was unable to do
so, the Commissioner would be entitled to refuse to carry out
an investigation of the complaint pursuant to section 39(2)(d)
of the Ordinance.

The AAB agreed with the Commissioner that the photos did not
constitute “personal data” as the Appellant could not be identified
from the photos. The photos were taken for the purpose of
investigating the water seepage problem and only captured
images such as slippers, rack and unidentifiable objects. None
of the photos showed the appearance of the Appellant. The AAB
considered that even taking the Appellant’s case at its highest,
the Appellant’s complaint did not relate to “personal data”, and
the requirements in section 37(1)(b)(ii) of the Ordinance would
not be satisfied. Hence, there was no complaint as defined in
section 37 of the Ordinance in respect of the alleged personal
data in the photographs.

With regard to the residential address, the AAB was of the view
that the residential address alone would constitute “personal
data” in the context of this case, as the owner’s identity could be
ascertained directly or indirectly through the residential address
by conducting a land search. However, as there was no evidence
to show that the estate manager had disclosed the Appellent’s
address or his name to the resident of the lower flat, the
Commissioner was correct in not carrying out an investigation
but the basis to do so should have been section 39(2)(d) instead
of section 37(1) of the Ordinance.

The AAB dismissed the appeal.

The Appellant acting in person

Miss Joyce Wong, Legal Counsel
for the Respondent (Privacy Commissioner for Personal Data,
Hong Kong)
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LERLOBBAFRREHERE SUBMISSIONS MADE IN RESPECT OF
PUBLIC CONSULTATIONS

AEMRBEEFUT ARBHIEIRER/A During the report period, the Commissioner provided advice on

ERRENER: personal data privacy protection in response to the following
public consultations:

= RAYEBFT R RS
Consulting Organisation Consultation Paper

BITER CHEZEN BB A B

Labour Department Draft Code of Practice for Employment Agencies
EERRERR RABBARANERERENERE

Financial Services and the Treasury Bureau Enhancing Transparency of Beneficial Ownership of

Hong Kong Companies

I

. BENFARNBTAREEAERE - For detail submissions, please refer to the PCPD website.

dl
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During the year, the Commissioner provided comments on the
following proposed legislation and administrative measures:

Organisation

TARIRERREE
Civil Engineering and Development
Department

BEREBERD
Commerce and Economic Development
Bureau

BRE
Development Bureau

EEEEEFEE
Electoral Affairs Commission

HREBREKRR
Financial Services and the Treasury Bureau

BERE

Marine Department
HFHERPEEREREZES
Securities and Futures Commission

RERF
Security Bureau

BEaREER
Transport and Housing Bureau

BREYER / TR RE

Proposed legislation / administrative measures

ZERZARRDBEREARGH LB ETERILBE RS
FHBES R BT S B A R AR IS

Consultancy Services for Privacy Impact Assessment and Privacy
Compliance Audit for Proof of Concept Study for Multi-Link Free
Flow Toll Collection System

RN EE RER IR FREE R B R R EMGINLEEER
Proposed legislation for the establishment of a Travel Industry

Authority in place of the existing self-regulatory regime for the
tourism sector

BEFRNRRERD — ZRERER
Security of Payment Legislation for the Construction Industry -
Drafting Instructions

THREERETHESRES
Proposed Guidelines on Election-related Activities in respect of
the Chief Executive Election

SEEESE R EZEEL
Proposed Guidelines on Election-related Activities in respect of
the Legislative Council Election

(EIR1T (BB) BRA R (&6F) &6 HER
Draft provisions of Bank of Communications (Hong Kong)
Limited (Merger) Bill

REGG ESRBIN R BB EE R
Legislative Proposal on Safety Measures during Major Events
at Sea

HEHIRE BRI E R

Proposed implementation of investor identification regime

REREYRALEIERRBEERERDELRRFIE
Establishment of a Reporting System on the
Cross-boundary Movement of Physical Currency and Bearer
Negotiable Instruments

HEHERASEEEXEENEEN TTEINES
Proposed implementation of premium taxi scheme under a
franchise model
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Nature of alleged contraventions

B REERE1(2)FEA —

e PN
DPP1(2) - collection
of personal date

B REERE200EL —

BAER N ZER M
DPP2(1) - accuracy
of personal data

B REEREIRE —
EARKEEAER

DPP3 - use or disclosure

of personal date

B REERSE4IRY —
BAERHRE
DPP4 - security of
personal data

I ®EERIE6FREA
ERRBEERER
DPP6 - data access and
correction requests
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LEGAL ASSISTANCE SCHEME

The Legal Assistance Scheme commenced on 1 April 2013. Under
the scheme, the PCPD may provide assistance to a person who has
suffered damage by reason of a contravention under the Ordinance
and intends to institute proceedings to seek compensation from
the data user at fault. In the report year, the PCPD received 12 legal
assistance applications, all of which were preceded by complaints
lodged with the PCPD.

These applications involved contraventions of the Ordinance in
respect of: (i) the use or disclosure of personal data; (ii) security
of personal data; (iii) data access and correction requests; (iv)
collection of personal data; and (v) accuracy of personal data.

35%
(7 R1E2E cases)

30%
(6 R1E =R cases)

5%

(1 SR1EZR case) 15%
(3 SR{EZE cases)

15%
(3 REZE cases)

N.B.: One case may involve a contravention of more than one DPP.
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AEERNRAEBRETI4RHE (BFEEEX During the report year, the PCPD handled 14 applications (including
SERBIMIR) c TEELRFP » EEKMEA two brought down from last year). Of these applications, 12
BEE12R  HBAMRBEBEFERNEE applications were completed and two applications were still under

B o consideration as at the end of the report period.

EETHMN12RERD - WREHTE Of the 12 cases completed, four were granted legal assistance,
2% s Z=SHBBFARD - AREE - three were withdrawn by the applicants, and five were refused.
TEEREEBRBENER - RERIE The figure below shows the outcome of legal assistance applications.
NEEZEREEBREEREOFBEEFRERMK The main reasons for refusing applications included the absence
Bl RAEEEHEZBEEZHAESEE R of prima facie evidence of contravention of the Ordinance and the
RHIEREERES  AEEZEMEBZER failure to provide evidence to substantiate any damage suffered.
IHIERRIEAR o Of the five cases refused, the PCPD received two requests for review

which were underway.

ARG RBAHER
Outcome of legal assistance applications

W R4t

Assistance granted

B BB CRERERPERTIEE) 34%
Refused (No evidence to (4 :R{EIZR cases)
substantiate damage)
25%
B BB CRERERIEEFIER) (3 R{AZE cases)

Refused (No prima
facie contravention)

B B8 (REEBER)
Refused (Claim exceeded
limitation period)

e 25%
Withdrawn (3 ZR1{E =R cases)

8%
(1 SR{BE % case)

8%
(1 R1EZE case)

M 12RER
Total: 12 cases
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The assisted person was a teenager, who claimed for damages
against a tutorial centre in respect of the latter’s improper disclosure
of his personal data. The teenager’s mother was appointed as his
next friend in this claim.

The improper disclosure of the teenager's personal data arose
from a Small Claim Tribunal proceedings (“the Proceedings”), in
which the tutorial centre sued the teenager for unpaid tuition fees.
The parties argued over the tuition materials and the location
where the tutorial lessons were provided. In addition to sending
the Proceedings documents to the teenager at his residential
and school addresses, copies of the same documents were also
addressed and sent to the teenager’'s headmaster and head teacher
in school, who were unrelated to the Proceedings. All subsequent
documents relating to the Proceedings were similarly sent to both
the teenager and those unrelated parties, and the teenager was
called upon by his teacher to collect the documents which were
sent throughout the Proceedings.

Various pieces of personal data of the teenager, including his
school, grade, class, residential address, and contact phone number,
were collected by the tutorial centre originally for the purposes
of analysing his credentials and providing the appropriate tutorial
services to him. When the teenager’s personal data in the documents
of the Proceedings was disclosed to the headmaster and the head
teacher, such disclosure did not directly relate to the original
purpose of collecting such data by the tutorial center and thus
constituted a contravention of DPP3. As this contravention had
caused disturbance and stress to the teenager, the Commissioner
provided legal assistance to him for claiming compensation in
respect of the damage he suffered, including injury to his feelings.
On 10 June 2016, default judgment was entered against the tutorial
centre with damages to be assessed.

The PCPD has successfully assisted an applicant to obtain
compensation by way of settlement in the amount of HK$30,000
in damages (including his injury to feelings) as a result of the
contravention of the requirements under the DPP4 of the
Ordinance.Theassisted person wasa potential claimantina personal
injury case. The law firm (acting for the prospective defendant in the
personal injury case) sent a letter to the assisted person’s employer
requesting for his employment details including the income, and also
mentioned about the details of his personal injury claim. In breach
of DPP4, the law firm failed to take adequate measures to protect
the assisted person’s personal data (as contained in the said letter)
against unauthorised disclosure to his colleague causing distress to
the assisted person.



