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Thorough and Impartial Investigations

The Complaints Division and the Corporate Support and
Enquiries Division investigate and resolve complaints
and enquiries effectively in a manner that is fair to all
parties concerned, and proactively investigate areas
where privacy risks are significant.
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In 2016-2017, the PCPD received a total of 16,035 enquiries', 14.2%
less than the 18,690 enquiries received in 2015-2016.0n average, 64
enquiries were handled per working day. They mainly related to the
collection and use of personal data (e.g. Hong Kong Identity Card
numbers and copies, 14% and 13.9% respectively), employment
(9.7%), and use of personal data in direct marketing (7.8%).

There was an increase of 39.2% in internet-related enquiries,
from 730 cases in 2015-2016 to 1,016 cases in 2016-2017, mainly
concerning cyber-profiling, mobile apps and cyber-bullying. The
majority of the enquiries (83.2%) were made through the PCPD
hotline (2827 2827).

Moreover, the PCPD responded to 179 media enquiries, an increase
of 23.4%from 2015-2016’s 145 media enquiries. The PCPD organised
promotional and educational activities to cater for the needs of the
individuals and organisations, and promoted the importance of
personal data privacy protection.

1 An enquiry may cut across different categories.
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2FEEMMER
Annual enquiry caseload

F19 Year 2010-11 18,103
2011-12 19,094
2012-13 19,861
2013-14 23,459
2014-15 16,331
2015-16 18,690
2016-17 0000000000 0603

BERHERHE

Number of enquiries

= EAYEE
Means by which enquiries were made

B =Fa

Hotline
N =E
Written
. 83.2%
u ﬁgfﬁjﬁ] (13,334 R cases) 3.7%
Walk-in

(592 R cases)

(2,109 R cases)

HHERME
Number of enquiries 13.1%




HIEREE R ENFORCING DATA PROTECTION

EERONEE

Nature of enquiry cases

BAER B E
Collection of personal data

BAELHER
Use of personal data

ANBRERE
Human resources management

HiZfEsH
Direct marketing

EFRNEERER

Data access and correction requests
NEBEN/BHERABAE

Information about the PCPD / Contact PCPD staff

FEAERFHNLEEE
Privacy other than personal data privacy

FARREIR /MR / B E e
CCTV / Camera / Voice recording

EESOFRBREMS GRS
HKID card number and other personal identifiers

=G IS &Y 5T
Information and communication technology

BAERHRE

Security of personal data
e

Exemptions

BN B A MBIV RE
Questions unrelated to PCPD functions

B8 A E LAY ZERE 14 K 4R B8 2A
Accuracy & retention of personal data

EXETESED

Workplace surveillance

BRIRIRERIR
Complaint handling policy

REEE
Building management

1RGN —REH

General questions about the Ordinance
EVPHRERBR

Biometrics

FBBER R

Privacy policy statement

EIRERER

Transfer personal data outside Hong Kong
BREEE

Electioneering activities

BUWER

Debt collection

AHREEMER

Public register / information

BAEEER

Consumer credit data
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15 Year 2011-12
2012-13
2013-14
2014-15
2015-16

2016-17

COMPLAINT INVESTIGATION

Data Privacy Complaints Received

A total of 1,741 complaint cases were received in 2016-17, a 14%

decrease from last year.
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1233

1888

1690

0000000000000 4¢ 174

RIFEREE
Number of complaint cases
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FriEEm1,741 RIRFEREIE Of the 1,741 cases received :

° 72% (1,2525R) IRIFFEHE «  72% (1,252 cases) were against private-sector organisations;

° 17% (303 R) BFHRMBA ; & + 17% (303 cases) were against individuals; and

© 11% (1863R) IRIF DN E#E (BN EATEP +  11% (186 cases) were against public-sector organisations
PIRAHHE) - (i.e. government departments and public bodies).

I ERE XA B

Types of parties complained against

TS 0000000000000 (252
Private Sector 1456
BA OO ® (303
Individuals 345
BURFERPY ® 137
Government Departments 145
DR @49
Public Bodies 76
B EREE M 2016-17

Number of complaint cases 2015-16
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BERS RAE BN ETE Complaints against the private-sector organisations included :
29% (360:R) REAFIRIT I B FEHEAE 29% (360 cases) against the banking and financial sector;
17% (217 3R) IRFYIEEEEBEHEE . Kk 17% (217 cases) against the property management sector; and
6% (80:R) IREFEM QT © 6% (80 cases) against the telecommunications sector.

ST B RENMAAINERFER - K The majority of the complaints against companies in the financial

EB o # R H R UWEEAERFERIEGE and telecommunications sectors related to the collection of

FAEEREHENRX - RIFYESERBAER personal data and breaches of the direct marketing provisions of the

EBNWERZTERENEREAHKRIEEE Ordinance. Most of the complaint cases in the property management

BAERN X HRZHEFAKRSRIBE - sector concerned the posting up of notices containing personal data
in public areas and the installation of CCTV cameras.

RITRESTE 360
Banking & Finance 367

MEER 217
Property Management 199

=i 80
Telecommunications 101

REFERBE 2016-17
Number of complaint cases 2015-16
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BEIEE
Electioneering

=i

Police

B/ B8R

Hospital / Health Services

ER
Housing

KEE
Universities

BYREEHE
Food and Environmental Hygiene
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The majority of complaints against public-sector
organisations involved :

the lack of security measures to protect personal data (26%);

the use or disclosure of personal data beyond the scope
of the collection purpose and without the consent of the
individual (25%);

the excessive or unfair collection of personal data (20%); or

the non-compliance with data access or correction requests (19%).

Most of the complaints in the public sector came from the public
organisations involved in electioneering, health care services,
housing, and the police force.

29

24
27

22
48

RIFEREE 2016-17
Number of complaint cases 2015-16
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NEBR 2016 B17TFEEEN 1,741 RIREFFE
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REFIERAMEENT ¢

751 IHEEAANERERKEREZNERT
WERAERA

720 HENEERMNB R ENER ;
390IEEEH (R RS ;

228 THEEERNWRZHEE ;

150 IEEERN N ERMERRBHER

115 HEMREERMIREERERSE
B R

OIHEAH i+ EHE o

REERZFEH
Use without consent

g

Collection

HiEEH
Direct Marketing

RETE
Inadequate security

ZETEE R AR EE HR
Accuracy and retention

=R/ EER
Access / correction requests

Hib4 e
Other Nature

A total of 2,363 breaches of the requirements under the Ordinance
were alleged in the 1,741 complaints received in 2016-17 (there
may be more than one breach in a complaint).

1,855 (79%) breaches contravened the DPPs (not a criminal
offence per se); and

508 (21%) breaches contravened the provisions of the Ordinance
(a criminal offence).

Nature of the alleged breaches was as follows:

751 related to the use of personal data without the consent of
the individual concerned;

720 related to the purpose and manner of data collection;
390 related to direct marketing;

228 related to data security;

150 related to accuracy and period of retention;

115 related to compliance with data access or correction
requests; and

9 related to other nature.

751
835
720
862
390
321
228
237
150
149
115
165
9
16
BECE G IEREE 2016-17

Number of alleged breaches 2015-16
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HiEfEH
Direct Marketing

SOESRE /B R B0 BIF
ID Card Number / Copy & Other Personal Identifiers

BEEARBAREERE
ICT-related

YR
Property related
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The PCPD received a total of 88 electioneering-related complaints
in 2016-17, and the majority of these complaints related to the
2016 Legislative Council General Election. Most of those complaints
related to using personal data in electioneering activities without
consent. The PCPD also received 24 complaints against a government
department near the end of March 2017 in respect of the loss of
two notebook computers containing personal data of about 3.78
million registered voters, and the influx of complaints against that
government department concerned continued after 31 March 2017.
The PCPD commenced an investigation pursuant to section 38(b) of
the Ordinance to ascertain whether there was any contravention of a
requirement under the Ordinance.

The below figure shows the breakdown of complaints by subject.
Similar to the past few years, direct marketing-related complaints
outnumbered those of any other nature, and a substantial
portion of these complaints concerned the use of personal data
by organisations for direct marketing without obtaining the
complainants’ consent or ignoring their opt-out requests.

A total of 243 information and communication technology (ICT) -
related complaints in 2016-17 represented a 2% increase from last
year, and they comprised:

97 cases related specifically to social networks;

90 cases concerned disclosure or leakage of personal data on
the Internet;

60 cases about smartphone applications;
36 cases involved cyber-bullying; and
10 cases related to other subjects.

(There may be more than one subjects involved in a complaint).

381
320
259
281
243
239
224
185
171
219
88
127
RFEREE 2016-17
Number of complaint cases 2015-16
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TEAEE  AEEET2202REELFEDN In addition to the new complaints received, the PCPD handled 262
BRI OMEFIBENRF  SAREAE complaints brought down from the previous year, bringing the
2,003 RIRF - EEL@ZET+ > 1,810 total number of complaints handled during the year to 2,003. Of
R (90%) EAFHPRESKLTLHE » MERT these, 1,810 (90%) were completed during the report year, and
FI193R (10%) » BIZ2017F 3 A31H1D 193 (10%) were still in progress as of 31 March 2017.

TERES -

FERFRE

Summary of complaints handled in the year

A FERIRER

262 253 329 393
Complaints brought down
BN

EEH’H.X 7 . 1,741 2,022 1,690 1,888
Complaints received
4% = T P S
A EE’J&“& 2,003 2,275 2,019 2,281
Total complaints processed

':'it \) H
Bz E.’J&pﬁ: 1,810 2,013 1,766 1,952
Complaints completed

-—;—-2‘1: A >
i 193 262 253 329

Complaints outstanding




RIFEEEN
AEHRMASHTREERT,810RER -

© T49R (41%) HETHLZEMRETE
REMEESR Pl AERENARES
BIFOR - BIREFAEZERBPRF—F &
EHHEAEBHERT BETE  RE
REFBERPESR

¢ 4513R (25%) WAREREBARKFA
TR REESHIRFE - AELE
EEERRIFAMBLBAEERE - &R
RARBIEHEE ;

¢ 2043 (12%) BYIREF AR EIRER |

o 164K (9%) NMEMRBINEZEE |

© 13B3R(7%) EERBERTELHS &k

© 1095R (6%) XHESEMNEAE -

KREERN
Handling of complaints

0 wsEmEEsS
Completed after
preliminary enquiries

B e RHERHELHRE

Insufficient information

to follow up

N &=
Withdrawn

B seEEE
No jurisdiction
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Handling of complaints

1,810 cases were completed during the report period:

749 cases (41%) were completed after preliminary enquiries
on various basis, e.g. through conciliation or mediation, by
expressing the complainants’ concerns to the parties complained
against, on the ground that the cases were unsubstantiated,
or there were no prima facie case of contravention of the
Ordinance;

451 cases (25%) were closed because the complaints were
anonymous, the parties complained against were not traceable,
or the complainants did not respond to the Commissioner’s
enquiries after being invited to elaborate their allegations;

204 cases (12%) were withdrawn by the complainants;
164 cases (9%) were outside the jurisdiction of the Ordinance;

133 cases (7%) were completed after carrying out formal
investigations; and

109 cases (6%) were transferred to Hong Kong Police for
criminal investigations.
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EXFAENER

NREEAFRYPATKIIZIRERNAE -

B

Results of formal investigations

During the report period, the PCPD completed 133 formal

investigations, of which :

c 1R (1%) BERREE R AW 3G .

HITEA

© 43R (3%) B ERIRGIEMESLIL 38 HET .

BA

2R (1%) AR RHEHIEHL ‘

© 583 (44%) MIBIRERE EAEHBMRKE .
NEREZR - REVERNERIERE

© 655K (49%) BHET B EUREF AL .

MmALLAE s Rk

¢ 3R(Q2%)XHBESEMNEASE - .

EXAERR

Results of formal investigations

HETE

EREERFONREERFBHEZH
SRERT  RREEBMEFIRFER
HEATEE - ISP Lt IRV EERIT
B ZSRMBREYF - 1 RBEFAREERZEM
EREAER (REEREIFA) - 55
ARERBEMBEREREREE (IRFI%

19K 281%)

BRT mIRIRFERBBTEAIN 0 FAEE
SNFEFE 33 RAEER G HREHIRERE B

B o

N ERREERFREA
Contravention (DPPs)

B ERIEHIRZ
Contravention
(Provisions of the Ordinance)

W SEEREHIGR
No Contravention

B BIRRE RIS
Remedial actions taken

N BBEFEHRIEAS
Discontinued because of
insufficient evidence

B xBEESENERE
Transferred to
Hong Kong Police

1 case (1%) was found to have contravened DPPs with the
issuance of an enforcement notice;

4 cases (3%) were found to have contravened the provisions of
the Ordinance with the issuance of enforcement notices;

2 cases (1%) were found not to have contravened the provisions
of the Ordinance;

58 cases (44%) were discontinued on the ground that the
parties complained against followed the PCPD’s advice, and
did take the appropriate remedial actions in the course of the
investigation process;

65 cases (49%) were discontinued on the ground that there were
insufficient evidence to substantiate the allegations; and

3 cases (2%) were transferred to Hong Kong Police for criminal
investigations.

‘]
1%
(1 SR case)

o
2%
(3 R cases)

49%
(65 R cases)

449
(58 ZR cases)

*]
3% 1%
(4 5= cases)

(2 5= cases)

Enforcement Action

Of all the 5 cases found to involve contraventions of the DPPs or
provisions of the Ordinance, the Commissioner issued enforcement
notices to all of the parties complained against to stop or prevent
contraventions. Among the 5 cases, 1 case concerned the use of
personal data without consent (DPP3) and 4 cases related to the
compliance with data access requests (sections 19 and 28 of

the Ordinance).

Inadditiontotheissuance of enforcementnotices,the Commissioner
also issued warning notices to the parties complained against in 33

investigation cases.
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In addition to the issuance of enforcement notices and warning
notices to the parties complained against for contravention
cases, the PCPD also directed the parties complained against to
take remedial actions to rectify the problems during preliminary
enquiries or investigation processes. The remedial actions taken by
the parties complained against are categorised in the below figure
(more than one type of remedial action may have been taken by
the parties complained against in some cases):

Revision of operational practices to prevent a similar breach in
future (70 cases);

Proper guidance to be given to the staff concerned to ensure
compliance with the Ordinance (62 cases);

Supply / correction of the personal data in compliance with the
complainants’ data access / correction requests, or reduction in
the fee for complying with the data access requests (59 cases);

Deletion of personal data unnecessarily collected or disclosed
to third parties (58 cases);

Remedial actions which met the complainants’ privacy
expectations (31 cases); and

Undertakings to cease the malpractice leading to the
complaints (28 cases).

70

62

59

58

31

28

REFEREE
Number of complaint cases
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The Complainant hired a wedding photography company
for recording his wedding ceremony. To the Complainant’s
surprise, the video clip of his wedding ceremony, containing
his name and other personal data, was later broadcast publicly
at the shop of the company for advertising the service of the
company to other customers.

The PCPD drew the company’s attention to the requirements
of DPP3. The broadcast of the video clip by the company for
advertising purpose without the Complainant’s consent was
inconsistent with the original collection purpose of the data (i.e.
provision of recording service to the Complainant), and thus the
company had contravened DPP3. Upon the PCPD’s advice, the
company immediately ceased broadcasting the video clip and
destroyed the clip.

The Complainant was satisfied with the remedial actions taken
by the company, and further investigation of the case could not
reasonably be expected to bring about a more satisfactory result.
The Complainant agreed that it was not necessary for the PCPD
to investigate the case further.
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When the Complainant sought to check-in for a flight to Taiwan
at an airline’s counter, an airline staff member discovered some
tourist stamps on the inner pages of her passport. The airline
staff member captured the page containing the Complainant’s
particulars and the pages with the tourist stamps, and sent
the images to the Taiwanese immigration authority seeking
confirmation if the Complainant could enter Taiwan with her
passport. The Complainant complained to the PCPD that the
airline had collected her personal data in her passport without

her consent.

According to the airline, there was a duty to ensure that
its passengers’ travel documents were valid and met the
requirements of the immigration authorities of the destinations.
Given that the tourist stamps were not official records of
immigration authorities, the airline was concerned that the
Taiwanese immigration authority might consider the passport as
having been tampered with, and refuse the Complainant’s entry.
The airline hence decided to consult the Taiwanese immigration
authority before allowing the Complainant to check-in for the
flight. The airline stated that its staff had verbally explained the
situation to the Complainant and sought her consent before
its staff captured the images. The airline also stated that it had
deleted the images immediately after sending them to the

Taiwanese immigration authority.

It was obvious that the passport contained the Complainant’s
sensitive personal data, and whether the reasons for capturing
those passport images had been properly explained to the
Complainant beforehand became the determining issue of this
case, namely whether the airline staff had taken all reasonably
practicable steps to explicitly inform the Complainant that it was
obligatory or voluntary for her to allow the airline to capture the
information of her passport and transmit the data to the Taiwanese
immigration authority. However, this issue remained unresolved

on evidence.

To improve the ease of proof and to avoid miscommunication
with customers in the future, the airline revised its guidelines
and amended its “Personal Information Collection Statement”.
The airline staff are now required to inform their passengers
of the purpose of collection and use of their personal data
in writing before collecting and sending of the same to the

immigration authority of the destination.
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The Complainant was an ex-employee of a sports event organising
company. After the Complainant had left the company, she
received a telephone call from a government department, which
was responsible for sport facilities booking, stating she frequently
did not show up at the sports facilities that she had booked.
The Complainant denied having made such bookings. She later
discovered that her ex-employer had continued to use her
personal data (including Hong Kong Identity Card number) for
booking sports facilities even after she had left her ex-employer.
The Complainant felt that her personal data was misused and
lodged a complaint against her ex-employer with the PCPD.

Our investigation revealed that the Complainant had given her
written authorisation for her ex-employer to use her personal data
for booking sports facilities during her employment, which was part
of her duties at the time. Her ex-employer stated that its continued
use of the Complainant’s personal data for booking purposes was
permitted by the said authorisation, which prescribed no expiry
date and was not withdrawn by the Complainant.

An employer may collect personal data from an employee for
a lawful purpose directly related to his employment or the
business carried out by the employer. However, the employer
should limit its use of the employee’s personal data in relation
to the employment. In this case, the authorisation was given
by the Complainant in the capacity of an employee for a
job-related purpose, and there was no reason for that employer
to assume that the Complainant would agree to the continued
use of her personal data after she had left the job. As the
relevant conditions giving rise to the said authorisation ceased
to exist, the authorisation was considered null upon termination
of the employment. In the circumstances, the Complainant’s
ex-employer should have ceased using the Complainant’s personal
data for booking purpose. PCPD was of the view that such act of the
ex-employer amounted to a breach of the requirements of DPP3.

After the PCPD'’s intervention, the Complainant’s ex-employer
confirmed having ceased using the Complainant’s personal
data for booking sports facilities and revised the authorisation
letter template stating that the authorisation would end upon
termination of the employment. It also undertook to the PCPD
in writing not to use ex-employees’ personal data for the said
purpose in future.
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The Complainant was a customer of a bank. The bank required
the Complainant to provide supporting documents in relation
to some withdrawals and deposits of his account. Believing that
the bank had collected excessive personal data, the Complainant
lodged a complaint with the PCPD.

The bank explained that according to the Anti-Money Laundering
and Counter-Terrorist Financing (Financial Institutions) Ordinance
and the Guideline on Anti-Money Laundering and Counter-Terrorist
Financing issued by the Hong Kong Monetary Authority, it was
required to conduct due diligence procedures on its customers
when opening an account and when it is necessary (e.g.
unusual banking activities are spotted). Under the due diligence
procedures, a customer might be required to provide details of
the transactions to the bank for the purposes of enabling the
bank to detect suspected transactions and to report the same to
the relevant authority.

The bank stated that the number of the transactions and amounts
were not commensurate with the Complainant’s occupation,
so they were considered to be unusual banking activities. To
comply with the legal requirements for detecting and reporting
suspected transactions to the relevant authority, the bank must
request the Complainant’s details of the transactions for follow-
up and investigation.

As an authorised financial institution regulated by the Hong
Kong Monetary Authority, the bank was required to set up an
effective mechanism and control measures to prevent and
detect money laundering and terrorist financing activities. In this
case, the supporting documents collected by the bank from the
Complainant were relevant to those purposes. The collection was
therefore directly related to the bank’s functions and activities.
Hence the collection was not excessive and not in contravention
of DPP1(1).
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The Complainant lived on the ground floor flat with a garden.
For security reasons, the incorporated owners of the building
installed CCTV covering the common platform of the ground
floor. As the Complainant’s garden was adjacent to the common
platform on the ground floor, the Complainant considered that
the camera pointing to his garden was intruding his privacy.

The Ordinance does not prohibit incorporated owners of a
building from installing CCTV in the common areas for security
purposes. Generally speaking, the installation and operation of
CCTV for security purposes would not amount to a breach of the
requirements under the Ordinance, even though it may capture
the images of passers-by.

Afterreceiving the complaint,the PCPD enquired theincorporated
owners and examined the position of the camera and the images
captured by it. The incorporated owners confirmed that residents
of the building were explicitly informed that they were subject to
CCTV surveillance by a notice placed within the monitored areas.

Having considered that the camera covered only the common
areas outside the Complainant’s garden but not the interior of
it, the PCPD accepted that the camera was installed for security
purposes but not for the collection or compilation of information
about the Complainant or other individuals. As there has been
no collection of personal data, the DPPs would not be engaged.
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A teacher who was an ex-employee of a school sent a letter to
the principal of the school and complained that a number of
ex-colleagues treated her badly. The school later sent a reply
to the teacher informing her that the matter had already been
handled. Having received the letter from the school, the teacher
sent another letter to the school and asked for the identities
of the staff members who had seen her complaint letter. The
Complainant did not receive any response from the school. In
addition, the teacher noted that the principal had instructed
a staff member of the school to mail the earlier reply to the
Complainant. The Complainant was dissatisfied that another staff
member other than the school principal could access her address.

There is no requirement under the Ordinance requiring a data
user to inform a data subject of the identities of the persons
who were given access to his / her personal data. A data user is
only required to comply with the access and disclosure principles.
In this regard, the school’s non-response to the Complainant’s
enquiry was not a contravention under the Ordinance.

It is inevitable that organisations handle personal data in their
operations. The division of work, including assignment of staff
members to handle personal data, is the internal matter of an
organisation, and is not governed by the Ordinance, and the
school’s assigning of any staff member to handle the reply letter
with the teacher’s address is therefore not a contravention of any
requirement under the Ordinance.
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The Director and the Personnel Manager of the Complainant’s
employer both received a letter issued by the Complainant’s
landlord, stating that the Complainant had failed to pay rent
and the landlord had filed a claim against the Complainant at
the Lands Tribunal. Copies of the relevant legal documents and
tenancy agreement were attached to the letters. The landlord
requested both the Director and the Personnel Manager to pass
the letters to the Complainant.

The evidence showed that the letters and the attached legal
documents were sent by the landlord’s wife to the Director and
the Personnel Manager of the Complainant’s employer, with
intent to embarrass the Complainant and force him to settle the
tenancy dispute.

Hence, the letters were not sent for the purpose of complying
with the requirements for serving legal documents to the
Complainant under the Lands Tribunal Ordinance, and, the
exemption in connection with legal proceedings in Hong
Kong under section 60B(b) of the Ordinance did not apply
in this case. The action of the landlord’s wife therefore
constituted a contravention of DPP3.

While a party to a legal action may serve legal documents
on the other party by mailing them to the latter’'s company
address, such documents should be addressed to the recipient
party with the envelope clearly marked “pass it to [the name
of the recipient partyl”, “private and confidential”, or “to be
opened only by [the name of the recipient party]”. None of
these lines was marked on the envelope of the letters sent to

the Complainant’s employer.

An Enforcement Notice was served on the landlord’s wife
directing her to undertake the destruction of the letters and
not to disclose the tenant’s personal data to any irrelevant third
parties for future rent recovery actions.
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The Complainant was an ex-employee of a religious organisation.
He was assigned with a laptop computer while working
there for his daily use. The Complainant later discovered that
the organisation had engaged a consultant to investigate him
before he was summarily dismissed. Without the Complainant’s
knowledge, but with the permission of the organisation, the
consultant read and retrieved personal information stored in the
laptop computer that showed that the Complainant had engaged
in outside work without the organisation’s consent.

With the intention to clear the doubts of some of the members
of the organisation about the dismissal of the Complainant, the
organisation announced at a religious sharing session the reason
for dismissing the Complainant, i.e. he had engaged in outside
work without the organisation’s consent.

The Complainant felt that his privacy had been intruded and
lodged a complaint with the PCPD.

The PCPD considered the retrieval of the Complainant’s personal
data by the organisation through its consultant was unfair,
contravening DPP1(2), because:

the organisation failed to inform the Complainant that the
laptop computer was assigned to him for official use only;

the organisation failed to inform the Complainant that it
might access the information stored in the laptop computer
without his knowledge or consent; and

the retrieval of the Complainant’s personal data from the
laptop computer by the organisation was inconsistent with
the reasonable expectation of personal data privacy of the
Complainant when he was assigned with the laptop computer.

The PCPD also found that the disclosure of the reason for the
Complainant’s dismissal at the religious sharing session was
inconsistent with DPP3. This was because the purpose of
retrieving the information stored in the laptop computer was
to conduct a disciplinary investigation against the Complainant,
i.e. to investigate whether the Complainant had engaged in
any improper conduct. This was a matter concerning human
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resource management. The members attending the religious
sharing session were unrelated to the internal human resource
management of the organisation and the dismissal of the
Complainant. Furthermore, the disclosure of the reason for the
dismissal of the Complainant at the religious sharing session
was out of the Complainant’s reasonable expectation of the use
of his employment data.

Upon the PCPD’s intervention, the organisation devised a written
policy about the monitoring of its employees’ performance, to
clearly inform its staff members that in certain circumstances,
the organisation might access the personal information stored
in laptop computers assigned to them. The organisation also
agreed to delete the Complainant’s personal data retrieved from
the laptop computer and undertook to comply with DPP3 when
disclosing employee’s personal data in the future.

The Complainant was a member of a professional association.
The association created a WhatsApp group for the purpose of
disseminating activity information to its members. Against this
background, the Complainant joined the WhatsApp group. To
the Complainant’s surprise, he received via the WhatsApp group
canvassing messages for a candidate running in the functional
constituency election. These messages were sent out by some
officers of the association. The Complainant considered that the
act of canvassing for a candidate in an election was inconsistent
with the original purpose of setting up the WhatsApp group, and
the association should have prohibited its officer from doing so.

In response to the PCPD’s enquiry, the association confirmed that
the canvassing messages were sent out by individual officers in
their own capacity (not on behalf of the association).

The original purpose of collecting members’ personal data and
creating the group by the association was for disseminating
information on the association’s activities to its members. To
canvass electioneering activities in the WhatsApp group was
inconsistent with the original purpose of collecting the personal
data of members by the association, hence contravening DPP3.

After the PCPD’s intervention, the association reminded its officers
not to send out canvassing information in the WhatsApp group.
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In the report year, six cases have been prosecuted, among which
onerelated to section 64 (disclosing personal data obtained without
consent from data users) and the rest related to the use of personal
data in direct marketing. In the section 64 case, the prosecution
offered no evidence against the accused, as the primary witness
was found to be unfit to testify in court. The remaining five cases
resulted in conviction. It was the first case that the Police had, in
response to the Privacy Commissioner’s suggestion, laid additional
charges in relation to direct marketing against the accused of other
criminal cases, details of which are set out in Case 3 below.

The Complainant purchased an insurance policy at an insurance
company. Subsequently, an insurance agent working for another
insurance company sent a letter to the Complainant’s home
address. In the letter, the agent promoted financial services to
the Complainant after knowing about the suspension of service
of the first mentioned insurance company. The Complainant
complained that the agent had failed to take the specified action
before using his personal data in direct marketing and to notify
him of his opt-out right when using his personal data in direct
marketing for the first time.

The agent was charged with the offence of (1) using the personal
data of the Complainant in direct marketing without taking
specified actions, contrary to section 35C(2) of the Ordinance;
and (2) failing to inform the Complainant, when using his personal
data in direct marketing for the first time, of his right to request
not to use his personal data in direct marketing without charge,
contrary to section 35F(1) of the Ordinance. The agent pleaded
guilty to both charges. A Community Service Order of 80 hours
was imposed by the Court on him for each charge.
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The Complainant once made a reservation with a restaurant
of a hotel and provided his surname and mobile number for
that purpose. Since then, the Complainant had received calls
promoting the membership and services of the hotel. During
one of those promotion calls, the Complainant requested
the caller not to call him again and obtained the caller’s
acknowledgement of the request. However, the Complainant
still continued to receive another call from the same marketing
company promoting the membership of the hotel.

The marketing company was charged with the offence of (1)
using the personal data of the Complainant in direct marketing
without taking specified actions, contrary to section 35C(2) of
the Ordinance; and (2) failing to comply with the Complainant’s
request to cease using his personal data in direct marketing,
contrary to section 35G(1) of the Ordinance. The marketing
company pleaded guilty to both charges and was fined HK$8,000
for each charge.
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The Police received a series of complaints against two loan
referral service companies for charging unreasonably high
consultation fee as well as other suspected criminal offences such
as blackmail and unlawful detention. The Police subsequently
raided the offices of both companies and seized computers,
files, and documents. Having been aware of the aforementioned
raid, the Privacy Commissioner wrote to the Police requesting
an investigation into whether the companies had contravened
direct marketing related offences under the Ordinance. Evidence
suggested not only prima facie breaches of the same on the
part of the companies but also by their directors, as the breaches
appeared to be conducted under their connivance.

Both companies and the said directors were prosecuted, among
others, for a total of 66 charges in relation to the offence of
“using the personal data of the customers in direct marketing
without taking specified actions”, contrary to section 35C(2)
of the Ordinance. One of the companies was fined a total of
HKS$105,000 for seven convictions, while the other was fined
HK$60,000 for four convictions. The Magistrate found insufficient
evidence to prove that the offending acts were conducted under
the connivance of the said directors, and as a result, the directors
were acquitted.
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ELECTRONIC HEALTH RECORD SHARING SYSTEM

After the launch of the Electronic Health Record Sharing System
(the eHRSS) in March 2016, the PCPD not only dealt with enquiries
and complaints related to the eHRSS, but also continued to provide
advice on personal data privacy-related issues in relation to the
eHRSS to the government.

On 14 March 2017, the PCPD was invited by the Hospital Authority
to be a speaker in a seminar on “Understanding Privacy in the
eHRSS - The Proper Handling of Personal Data” targeting at the
frontline staff responsible for processing registration for the eHRSS.
In addition to a walk-through of the Ordinance and the data breach
notification mechanism, the PCPD also shared the take-aways of
cases handled with the participants. The audience was also briefed
on a series of privacy-related policy documents, and offered
practical privacy tips from the operational perspective.

The seminar was well received. The PCPD, the Electronic Health
Record Office and the Hospital Authority are contemplating to
launch a similar event again next year, and hopefully to expand the
scope of targeted participants to cover healthcare providers.
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| joined the PCPD about three and a half years ago. | am grateful for the
opportunities offered by the PCPD and its trust in me, | was recently
promoted to Assistant Personal Data Officer. | started as an administrative
assistant working backstage. The PCPD soon gave me the opportunity
to perform under the spotlight, learning how to handle public enquiries
received through telephone calls, emails, letters, and meeting enquirers
face-to-face. During the process, | have improved my understanding of the
Ordinance and | also learnt the skill of listening!

Like other members of the enquiry team, | listened to and read each
enquiry empathetically, and then clearly explained to the enquirer the
requirements of the Ordinance and his or her rights protected by them. We
believe that each enquirer comes to us with confidence in the PCPD. We
therefore should not take our job lightly, and must listen to and answer
each enquiry with our full dedication.

| am excited to continue my growth under the PCPD and serving the public
in my present position.
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Selene SUEN

Assistant Personal Data Officer
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