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The Compliance Division monitors and promotes compliance with
the provisions of the Ordinance. In view of the privacy risks brought
about by the rapid advances in information and communication
technology, we encourage and facilitate organisations to apply all
means to ensure personal data protection and respect consumers’
personal data privacy.
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In May 2016, the Commissioner joined forces with 24 other privacy
enforcement authorities around the globe to conduct the Privacy
Sweep exercise coordinated by the Global Privacy Enforcement
Network (GPEN). The targets of this year’s Privacy Sweep were
loT devices. loT is the network of physical objects embedded
with electronic sensors and software that enables the physical
objects to exchange data with one another via the Internet. The
purpose was to examine the adequacy of privacy protection in the
communications through the devices. A total of 314 loT devices
were examined by the privacy enforcement authorities.

Both the local and the global results of the Privacy Sweep showed
that the privacy communications undertaken by the manufacturers
of loT devices to end users was generally unsatisfactory.

The Privacy Sweep 2016 revealed that the majority of manufacturers
did not provide sufficient information to their customers about the
exact personal data collected by the devices and how the collected
data would be processed. Below are some of the significant findings
of the Privacy Sweep by the 25 privacy enforcement authorities
engaged in the Privacy Sweep 2016:

59% of the manufacturers failed to adequately explain to users
how their personal data would be collected, used and disclosed;

68% of the manufacturers failed to properly explain to users
how their personal data would be stored;

49% of the manufacturers failed to inform users about how
their personal data would be safeguarded against unauthorised
access or processing;

72% of the manufacturers did not provide clear instructions to
users on how to delete their personal data from the devices or
the related mobile apps; and

38% of the manufacturers failed to provide easily identifiable
contact details should the users have any privacy concerns.
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Local findings

In Hong Kong, the PCPD examined five locally manufactured loT
devices, i.e. fitness bands, during the Privacy Sweep 2016. A fitness
band is an electronic sensor worn on the wrist of a user for tracking
his daily activities and physiological signals, e.g., distance walked,
calories burnt, and heart rate. The loT devices examined by other
privacy enforcement authorities included smart meters, connected
toys, and connected cars. Very often, these loT devices were used in
conjunction with supporting mobile applications (apps).

The Privacy Sweep revealed that more than half of the loT devices
did not provide users with privacy policies that adequately
explained collection and use of personal data. The table below
summarises the major findings of the Privacy Sweep and compares
the Hong Kong results with the global results.

&
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2
(314 EMBHARE)

Global
(314 loT devices)

Hong Kong
(five fithness bands)
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Observations and recommendations

loT devices may collect a lot of our intimate information, such as our
location data and health conditions, and these intimate information
can be transmitted, and may even be shared through the Internet.
The inherent privacy risks of loT devices being high, it is crucial for
manufacturers of loT devices to provide sufficient information for
users to evaluate the privacy risks. The manufacturers should also
adopt privacy-friendly designs in the devices, and take sufficient
steps to safeguard personal data collected by the devices against
unauthorised access and processing.
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provide privacy policy in simple language to users, and help
users locate important information in the privacy policy easily
(e.g., by dividing privacy policy into different sections and
adding headings to each section);

clearly state the types of personal data to be collected, the
purposes of collection, the would-be transferees of the personal
data, and the security measures adopted for protecting the data;
adopt “Privacy by Design” by, for example, minimising data
collection, incorporating sufficient security safeguards for
personal data in transmission and in storage, and adopting the
least privacy intrusive settings as default on the devices and the
mobile apps;

offer opt-out choice to users if the supporting mobile apps would
access data in smartphones that is not directly relevant to the
main purpose of the device (e.g., location and contact list);

provide clear instructions to users for erasing their personal data
stored in the devices, smartphones and remote storage (e.g., the
backend servers of the manufacturers and sports-related social
networks where appropriate); and

provide contact information (e.g., contact person, telephone
number, email address, and office address) for users to pursue
privacy-related matters, and respond promptly to users and
address their privacy concerns.
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Users of fitness bands and other loT devices should also play a role
in protecting their personal data privacy. The PCPD recommends
that users should:
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carry out research on personal data privacy impact before
purchase, ascertaining the types and extent of personal data to
be collected by the devices and the supporting mobile apps, the
intended use of the personal data collected, and the safeguards
in place;

use pseudonyms for account registration whenever possible;

set up dedicated accounts (e.g., dedicated email accounts) for
the devices, and avoid linking the device accounts with social
media accounts whenever possible;

review the default settings of the devices and the mobile apps,
and turn off unnecessary functions (e.g., location data access)
where possible;

set strong and complex password by themselves, and never use
default usernames and passwords provided by the devices;

update device and mobile app software whenever possible to
enhance security; and

purge the data in the devices before disposal or resale.
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The Commissioner conducts compliance checks or investigations
of practices that he has sufficient grounds to take the view
that they may be inconsistent with the requirements under the
Ordinance (see Appendix 1). Upon completion of a compliance
check or investigation, whether on receipt of reports or at his
own initiative, the Commissioner alerts an organisation in writing,
pointing out the apparent inconsistency or deficiency, and advising
the organisation, if necessary, to take remedial actions to correct
any breaches and prevent further breaches.

During the report year, the Commissioner carried out 256 compliance
checks. Of these, 78% were conducted on private sector organisations,
while the remaining 22% were on government departments and
statutory bodies, non-government organisations, and government-
funded educational institutions.

Below are the highlights of some of the compliance checks conducted
during the year.

The Fifth Term Chief Executive Election of Hong Kong was held
on 26 March 2017. One month prior to the election, a civilian
group organised a “civil referendum” activity in which any
Hong Kong citizens aged 18 or above could cast their votes
for or against a list of Chief Executive candidates prepared
by the group in both the “nomination stage” and the “civil
referendum stage” through a voting system operated by the
group. About 19,000 and 65,000 participants cast their votes
in the two stages.

The voting system used an instant communication application
called Telegram for the voting process, which collected
participants’ Hong Kong Identity Card numbers, mobile phone
numbers and Telegram IDs. Based on the information obtained,
the Commissioner took the view that (i) there was no explanation
on the purposes and lawful basis of personal data collection;
(i) the identity of the data users / controllers (organisers) was
unclear; and (iii) the reliability of the de-identification technology
adopted in the voting system was questionable.
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On 8 February 2017, the PCPD commenced a compliance check
against the group, calling for the immediate suspension of the
activity and the “Telegram” communication application.

In response to the PCPD’s request, the group took remedial
actions to enhance the transparency and accountability of
the “civil referendum” activity. It also suspended the voting
system and replaced it with new data security measures. After
completion of the activity, the group provided the PCPD with an
independent certification of the erasure of personal data.

A government department reported to the PCPD that its IT system
had been hacked. The intruded server contained over 11,000
unencrypted temporary files, which included patients’ personal
data like their names, Hong Kong Identity Card numbers, gender,
clinical histories and assessments. The department suspended
the serverimmediately, and its subsequent investigation revealed
that less than 4% of the temporary files might have been accessed
or downloaded by the hacker.

The department’s investigation also revealed that the temporary
files were generated by an Application Programming Interface
which was not deleted immediately after use, owing to a
programming bug. Although the programming bug had already
come to the department’s knowledge several months before
and the department had since conducted the first batch
deletion, the remaining files were still susceptible to hacking.

The department identified the security vulnerability during the
investigation and subsequently rectified the programming bug.
It also conducted a comprehensive security risk assessment
and privacy impact assessment before the resumption of its IT
system. The following long-term measures were recommended
and devised to prevent recurrence of similar incidents:

Migrate the IT system to the e-Government Infrastructure
Service provided by the Office of the Government Chief
Information Officer in one year with a view to enhancing
system security;

Acquire an IT security consultancy service to enhance system
security and monitoring; and

Acquire resources to strengthen the in-house support team
and minimise the reliance on its contractors.
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On the day following the 2017 Chief Executive Election (namely
27 March 2017), the office concerned (office) found the loss of
two notebook computers kept in Asia World-Expo, the fallback
venue of the 2017 Chief Executive Election. The first notebook
computer contained the names of about 1,200 Election
Committee members, and the second notebook computer
contained the names, Hong Kong Identity Card numbers, the
constituencies in which they were registered, and the addresses
of about 3.78 million Geographical Constituencies Electors,
including Election Committee members.

In light of the voluminous personal data involved and the
wide attention of the community, the Commissioner initiated
an investigation’.

To ensure the accuracy and thoroughness of the investigation
and impartial enforcement of the law, PCPD collected detailed
factual information from the office, and sought advice of
experts from Hong Kong Computer Emergency Response Team
Coordination Centre, Cyber Security and Technology Crime
Bureau of Hong Kong Police Force, and the overseas data
protection authorities (including Federal Trade Commission,
the Israeli Law, Information and Technology Authority (ILITA),
the Office of the Privacy Commissioner of Canada, the Office
of the Privacy Commissioner of New Zealand, the Information
Commissioner’s Office in the United Kingdom, and the Office
of the Australian Information Commissioner) for verifying and
examining the factual and legal issues involved.

The investigation revealed that the office (i) did not fully review
and evaluate the necessity and privacy risk of continuing to use
and store all Electors’ data in portable storage devices (including
notebook computers) for the Chief Executive Election; (ii) did
not set out clear policies or internal guidelines regarding the
storage of Electors’ personal data in portable storage devices
(including notebook computers); (iii) did not provide all staff
with detailed guidelines to protect Electors’ personal data

1 The investigation report was published on 12 June 2017. The Commissioner also

attended the meeting of the Panel on Mainland Affairs of the Legislative Council
held on 19 June 2017.
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for the Chief Executive Elections; (iv) allowed staff to share
passwords for activating the encrypted Voter Information
Enquiry System and handle passwords without extreme care;
and (v) had deficiencies in its physical security measures at the
fallback venue.

The first notebook computer contained the names of Election
Committee membersonly. Suchinformation was available to the
public in the Election Committee Final Register, and could also
be viewed online. As an Election Committee member’s name
was public data, and given that a name initself is not considered
sensitive personal data, the Commissioner took the view that
even if the names of Election Committee members were leaked
as a result of the loss of the first notebook computer, harm
would unlikely be done to the Election Committee members.

Moreover, as the Election Committee members could vote at
the Chief Executive Election, the Commissioner considered it
acceptable for the office to download the names of the Election
Committee members to the first notebook computer for the
purpose of recording re-issuance of name badges. The security
measures (including using passwords to protect the data and
storing the computer concerned in a locked room) taken by
the office to protect the personal data (Election Committee
members’ names) stored in the first notebook computer were
also considered adequate in the circumstances. Therefore,
the Commissioner concluded that the office did not contravene
DPP 4(1) (Data Security Principle) for the loss of the first
notebook computer.

The second notebook computer however contained, in addition
to the name and address available to the public in the Final
Register of Electors, the Hong Kong Identity Card numbers of
all Electors, which are considered sensitive personal data and
not accessible by members of the public. After considering all
the facts and circumstances of the case and experts’ opinions,
the Commissioner found that the circumstances relating to
the loss of the second notebook computer are unique and
unprecedented. Although the personal data of the Electors
involved had already undergone multiple layers of encryption
and the chance of leakage was low, the loss of the second
notebook computer containing the personal data of all Electors
could have been avoided. Hence, the privacy concerns arising
therefrom were understandable.
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The Commissioner was of the view that the assessment and
approval of the use of the enquiry system containing the
Electors’ data, which included personal data not being open
to the public and sensitive, was especially not well thought
out or adaptive to the circumstances of the case. The office
simply followed past practices and failed to review, update or
appraise the existing mechanism in a timely manner and in light
of the circumstances. The claimed effectiveness of the need for
storing personal data of all Electors was not proportional to the
associated risks. The security measures adopted by the office
were not proportional to the degree of sensitivity of the dataand
the harm that might result from a data security incident either.
The result of the investigation showed that the office lacked the
requisite awareness and vigilance expected of it in protecting
personal data, rules of application and implementation of
various guidelines were not clearly set out or followed, internal
communication was less than effective, and hence failed to take
all reasonably practicable steps in consideration of the actual
circumstances and needs to ensure that the Electors’ personal
data was protected from accidental loss, thereby contravened
Data Protection Principle (DPP) 4(1) under the Ordinance.

The Commissioner served an Enforcement Notice on the office
directing it to (i) prohibit the download or use of Geographical
Constituencies Electors’ personal data (except their names
and addresses) for the purpose of handling enquiries in Chief
Executive Elections and issue notice on this to the relevant staff
members on a regular basis; (ii) set internal guidelines for the
processing of personal data in all election-related activities
(including technical and physical security measures, and
administrative measures on the use of notebook computers and
other portable storage devices); and (iii) implement effective
measures to ensure staff members’ compliance with the above
policies and guidelines.

The Commissioner also recommended that the office should
use only “necessary” personal data in different elections; strictly
review, approve, and monitor the download and copying of
systems containing Electors’ personal data; adopt effective
technical security measures when storing Electors’ personal
data; formulate, systematically review, and update personal data
security policy; conduct Privacy Impact Assessment in a timely
fashion; and adopt the Privacy Management Programme as a
top-down organisational imperative to regain the confidence
and trust of the Electors.
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The customer databases and servers of a toy maker were
hacked, leading to the leak of the personal data of about
5 million parents and 6.6 million related children. The data
included parents’ names, email addresses, mailing addresses,
IP addresses, passwords, secret questions and answers for
retrieving the passwords, and download history; children’s
names, gender, and full dates of birth; and chat and voice
messages, photos, and bulletin board postings.

As the incident involved a large number of data subjects
including children and the company was based in Hong Kong,
the Commissioner initiated an investigation into the incident
to ascertain whether the company had contravened the data
security principle and data collection principle. In accordance
with the international practice and cooperation arrangement,
PCPD kept privacy enforcement authorities in other jurisdictions
informed of the investigation progress.

The investigation showed that no Hong Kong customers
were involved in the incident. In respect of data security, the
investigation revealed that the systems under attack were
not protected by new security measures. The company’s IT
security policies and guidelines did not retroact upon systems
that had existed before those policies and guidelines were
introduced. Moreover, the company failed to monitor the
implementation of its IT security policies and guidelines and
did not regularly review and update them in light of the latest
technology development. The company also did not take
certain basic security measures, including countermeasures
to prevent SQL injections, installing web application firewalls,
and encrypting personal data such as names, email addresses,
mailing addresses, and dates of birth, etc.

The Commissioner therefore determined that the company had
contravened DPP 4(1) under the Ordinance for failing to take all
reasonably practicable steps to ensure that the personal data
was protected against unauthorised access.

Regarding data collection, the Commissioner questioned the
need to collect children’s full dates of birth for child account
registrations. The company explained that it required the
children’s age for grading their performance in certain games.
The Commissioner took the view that the company needed
only the children’s age or their years of birth for the purpose
of grading, and therefore determined that the company had
contravened DPP 1(1) (Data Collection Principle) by collecting
excessively the dates and months of birth of the children.



EHBRER > ZQREWT LT -3
R - BFE

hniEph B3 e L S B RHE TN E R EN
B HINERIBEENRRERE
i~ EMETRERRS
BIEH NV ERMR LR
RYIBEEEFERENERRZE
BREEE  BEFHABERRZR
RIVRE -~ BEEBERNEREAN EME
TR R
FLEEETRFRRERENHEAR
BRBAR -

MEREEZ QA CRIERIE M IE
BREERBIRE  BRARERZA T
REHTEA - ZEINEHAUEYHE
RESFALHEHRRETRKRENEES
g IABEECOZQRAMFEHES W
= E A RIERLERFIRB B TR
HARREIRE - BB SHRIFIETE

LEBEESQLE2016-17F ]
PCPD ANNUAL REPORT 2016-17

After the incident, the company took the following
remedial actions:

Enhanced its protective measures against unauthorised
data access by administering strict authentication controls,
conducting regular network scans, etc,;

Promulgated a new Data Security Policy;

Formed a Data Security Governance Board chaired by the
Group Chairman to decide on matters concerning the Data
Security Policy, oversee the Policy’s implementation, and
review it periodically; and

Stopped collecting the children’s dates and months of birth
during account registration.

The Commissioner was satisfied that the company’s
contraventions had been remedied and therefore no
enforcement notice was served to the company. Considering
that the incident could have far-reaching adverse impact
on the affected data subjects, the children in particular, the
Commissioner warned the company that enforcement action
against it would be considered should it fail to comply with the
Ordinance in similar circumstances in future.
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A data breach is a breach of security of personal data held by a data
user, which results in exposing the data to the risk of unauthorised
or accidental access, processing, erasure, loss or use. The breach
may amount to a contravention of DPP4. Data users are strongly
advised to give a formal data breach notification (DBN) to the
affected data subjects, the Commissioner, and other relevant
parties after a data breach has occurred.

Upon receipt of a DBN from a data user (which could be
submitted through the designated DBN form or other means
of communication), the PCPD would assess the information
provided in the DBN and decide whether or not a compliance
check is warranted. If a compliance check is to be conducted, the
Commissioner would alert the data user in writing, pointing out
the apparent deficiency and inviting him, where appropriate, to
take remedial actions to prevent a recurrence of the incident.

During the report year, the PCPD received 88 DBNs (37 from the
public sector and 51 from the private sector), affecting 3,859,338
individuals. The PCPD conducted a compliance check in each of
these 88 incidents.

A matching procedure is a process by which personal data
collected for one purpose is compared electronically with personal
data collected for other purposes with aim of taking adverse action
against the data subjects concerned. A data user shall not carry
out a matching procedure unless it has obtained the data subjects’
prescribed consent or the Commissioner’s consent.

During the report year, the Commissioner received a total of 20
applications for approval to carry out matching procedures. All
of the applications came from government departments and
public-sector organisations.
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Upon examination, all applications were approved, subject to
conditions imposed by the Commissioner. The followings are some
of the matching procedures approved by the Commissioner:

EmEEZREREPHEEEFTEININEBARENBBERYIHHX
EREWRENEAER  HEBEEZESRENEEXEFS - HF K
FAEABRENBAAEREELEE  UEBRAHEEREREZER -
Comparing the personal data collected by the Urban Renewal
Authority from the successful applicants and listed family members
of Subsidised Sale Flat Scheme with the personal data collected by
the Hong Kong Housing Authority from the owners, tenants and
applicants for subsidised housing, in order to prevent the abuse of
public housing resources.

EERRERSEEYSHEREEHRBESHFABRENEAE
B B EENERGEHEREEYFEZARENEAERE
MR URREREAESHREES -

Comparing the personal data collected by the Working Family and
Student Financial Assistance Agency from the applicants of Grantham
Maintenance Grants with the personal data collected by the Social
Welfare Department from the beneficiaries of Comprehensive Social
Security Assistance, in order to ensure proper spending of funds under
Grantham Maintenance Grants.

BHEEMNBRESHEREEYFERAXLEFNSFTEZBIAKE
HEAER - EARSHEERENEAERIEAELE - LGERIHLES
PWARBEMIREERNRETENERBBMERMWAH -
Comparing the personal data collected by the Social Welfare Department
from the beneficiaries of Comprehensive Social Security Assistance
and Social Security Allowance with the personal data collected by the
Immigration Department, in order to identify whether the beneficiaries
whose temporary absence from Hong Kong or Guangdong in a
payment year have exceeded the permissible limit.

EE R EREE SRR EEAEHEAREERHENEBRFBARK
EMEAER  HEERXZEEERFTEIFABRENEAEREMEL
B EERFBANELR -

Comparing the personal data collected by Housing Authority from
applicants of the Green Form Home Ownership Pilot Scheme and
Home Ownership Scheme with the personal data collected in Housing
Authority’s various subsidised housing schemes, in order to assess the
eligibility of the applicants.





