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The annual Privacy Awareness Week with the
theme “Data Protection in Your Hands”
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s SnBEAEABERER HERBEARER A marketing company being fined $16,000 for
FERFBFRZHRE | using personal data in direct marketing without
The “Mobile App Development Forum on Privacy customer’s consent and failing to comply with an
and Security” for mobile apps developers opt-out request
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REHFE BRI WAL S RES Producing the “Privacy Beyond Price 1I” TV
A Community Service Order being imposed on an Programme with Radio Television Hong Kong
insurance agent for using personal data in direct
marketing without consent




B17 E%E "Personal Data (Privacy) Law in

Hong Kong —A Practical- Guide on- Compliance”

Publishing “Personal-Data—(Privacy)-Law-in-Hong—

Kong - A Practical Guide on Compliance™
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Inter-regional assistance in relation to a case when
the images captured from unsecure Webcams in
Hong Kong sold at a UK art exhibition
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Publishing an information
leaflet “BYOD (Bring Your I
Own Device)”
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Publishing “Guidance on
the Proper Handling of
Customers’ Personal Data
for the Beauty Industry”

The fourth “Privacy Commissioner Prize in Privacy
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& Data Protection Law” scholarship, jointly set

up with the Faculty of Law, the University of
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C ABRY—+EE Signing the Joint Declaration with the Korea Internet
& Security Agency, Barun ICT Research Center, and
privacy experts-and-academia from the mainland of
China, South Korea and Japan, to strengthen privacy
research, privacy education, and policy co-operation
in Asian-region

Barun ICT Research Conference 2016
\sia Privacy Bridae Forum
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Jointly organising the Symposium—on “Data
Protection Law Development in the Information
Age” with the School of Law, the City University of
Hong Kong

PCPD’s 20th anniversary
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Attending the 46th APPA Forum in Manzanillo, Mexico
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Attending the 38th International Conference of

Data Protection and Privacy Commissioners, held
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A watch company being fined HK$ 16,000 for using
personal data obtained from public domains in
direct marketing without consent
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Delivering a Report on the Work of PCPD in 2016
at a meeting of Legislative Council Panel on
Constitutional Affairs
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A press conference on PCPD’s work in 2016
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Announcing the results of the international Privacy
Sweep exercise coordinated by the Global Privacy
Enforcement Network on the privacy transparency of
fitness bands in Hong Kong and the rest of the world
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April 2016 —March 2017:
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Carried out

256 compliance checks,
10.5% decrease

from last year
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-—_Responded to 179 media enquiries,
~23.4% increase from last year

~Issued 37 media statements,
9% increase from
~lastyear
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To secure the protection of privacy of individuals with respect to personal
data through promotion, monitoring and supervision of compliance with the
Personal Data (Privacy) Ordinance (Cap 486), Laws of Hong Kong
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Strategies and Key Goals
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Strategies Key Goals
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Enforcement c BY - MefE - BERERMITES - EEMAMR MO EEH
CRBINHEMRESE  BREMANEIERE C BEATEERARGAER MBI RE - R
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« To ensure equity, fairness and operational - Complaints are investigated and resolved
efficiency efficiently in a manner that is fair to all
« Toactindependently,impartiallyand without parties concerned
fear or favour « Enquiries are responded to professionally
+ To partner with other regulators, leveraging and efficiently
their legislative mandates, institutional » Meritorious  applications for legal
tools and enforcement powers assistance are entertained and aggrieved
- To partner with overseas data protection individuals compensated

authorities for handling cross-border privacy
issues and complaints

T EBRAEAEBRBERE R cREHBETREBAAERNEEMER
Monitoring CHERHMREE > BREMMNEERE MRIFNVRERBITELSX
and Supervising B BIENBERESD BITABNWER
Compliance CEDBINREEEREBSEREEIEN
FLBRERE R R
- To investigate proactively and fairly into areas - Organisational data users are facilitated
where the privacy risks are significant to meet their data protection obligations
- To partner with other regulators, leveraging and adopt good privacy practices

their legislative mandates, institutional
tools and enforcement powers

- To partner with overseas data protection
authorities for handling cross-border
privacy issues and complaints
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To seek proactively the holistic
engagement of stakeholders

To promote best practices among
organisational data users on top of
meeting minimum legal requirements

To maximise publicity and education
impact through websites, publications
and media exposure

To engage the community, in particular,
young people

To use lessons learnt from investigations
as a means of educating data users and
data subjects
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To adhere to the principles of transparency
and accountability

To maximise utilisation of resources to
achieve economy, efficiency and
effectiveness

To make continuous effort to streamline
work procedures

To apply a “selective in order to be
effective” approach in prioritising work,
with an emphasis on assignments that
will have the greatest impact

To build and maintain a loyal and
professional team
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To keep abreast of technological
development

To monitor international development
and trend

To keep track of evolving local privacy
expectation
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A better understanding of the laws and
principles in the community is articulated,
recognising not only the rights and
obligations but also expectations and
limitations in personal data protection
Organisations in public and private sector
understand their obligations as data users
under the Ordinance and the ways to
meet them

Individual and organisational data users
understand the role of the Privacy
Commissioner for Personal Data (PCPD)
and the assistance the PCPD may provide

High standard of corporate governance
is achieved
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Existing and proposed laws and regulatory
systems are relevant and effective
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Stephen Kai-yi WONG
Privacy Commissioner for Persona | Data, Hong Kong
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It was another solid year, in terms of both quantity and quality of
the work in protecting personal data privacy right.

While the figures show that privacy complaints appeared to stabilise
generally,therewasasignificantincreaseindirectmarketing-related
cases (381 cases) and ICT-related complaints remained at a high
level (243 cases). Last year, about 18,000 enquiries and complaints
were received (1,741 complaints and 16,035 enquiries), recording
a double-digit drop in percentage as compared to the year before
(14% for complaints and 14.2% for enquiries). The time required for
settling these complaints and enquiries was reduced markedly, too.
The drop, which is expected, seems to be continuing. We attribute
the drop to the efforts we have put in retraining our front line
staff, streamlining the procedures, promoting and educating all
stakeholders as well as engaging the organisations (data users) in
developing the culture of respecting other stakeholders’ data. As
foreshadowed by earlier surveys and experience, both individuals
(data subjects) and organisations were calling for understanding of
what and how data should be protected or otherwise.

Data breaches and cybersecurity became emerging concerns,
particularly in terms of the number of data subjects affected and
the different scenarios and methodologies in which the breaches
occurred. Borderless as they are, cyberattacks are becoming more
frequent and threatening as adversaries are more determined and
more sophisticated. The threat is not only to data but also to the
myriad digital systems we increasingly use to control important
infrastructure, such as autos, airplanes, utilities and supply chains.
The number of cybercrimes has risen from a few hundred per year
in the 1990s to about 6,000 in 2016.

Extensive collection, online and offline, of personal data, in
conjunction with sophisticated data mining and profiling
techniques, may expose one’s innermost secrets, or intimate space,
and the results of the analytics can be biased or embarrassing, and
often without one knowing it.

Whilst the era has evolved to one of digital technology, we have
marched into the age of big data (BD), artificial intelligence (Al) and
machine learning (ML). It is no exaggeration to say that nowadays
big data fuels the engine of the digital economy, including the recent
application of Behavioural Tracking, Blockchain and Fintech.
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One of the sources of BD is our digitalfootprintsleft with-ouronline
activities, like Internet searching, browsing websites, posting
messages at social platforms, online shopping. The rich source of BD
feeds the algorithmic analytics of Al and ML which turn correlations
into predictions, as well as automated decisions-andactions.

It is indisputable that BDAIML creates business opportunities-and
promotes efficiency in private and public sectors, from banking,
retail, insurance, education, transportation, government operations
to law enforcement. Nonetheless, BD is also stretching the limits of
some fundamental principles of personal data protection, such as
data minimisation, transparency and use limitation. Given the much
acclaimed value of BD, organisations tend to amass huge amount
of data from all possible sources. The ubiquity of data collection
and the unpredictability of data use make it very difficult, if not
impossible, to provide individuals with helpful notice, or obtain
their meaningful consent for the use of their personal data.

Much of the data nowadays (often in an unstructured form)-is-not
collected directly from individuals, but is generated, or derived
from their use of, or interaction with ICT and Internet of Things
(IoT) devices, or processing of BD. There are however-instances
where the observed data and inferred data, collectively known as
generated information, might not have been intended-as personal
data based on source and sensitivity of information as classified
under the current laws of many jurisdictions. Very oftenthe result
is that the processing of generated-information-is-out of the data
subject’s control and it is difficult for data user to anticipate the
outcome of generated information-processing-

Indeed, the global privacy landscape has changed phenomenally
since the implementationof the 1980-OECD Guidelines and the EU
Data Protection Directive 1995 which shaped many data protection
regimes, including the one in‘Hong Kong:.

Ourneighbouringjurisdictionslike Japan, Singapore, Korea, Macao
and_the mainland of China—are reforming and updating their
data protection and cybersecurity laws and regulations. So are
Columbia, Brazil-and-Mexico in Latin America. The European Union
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(EV) is undergoing a major reform of their data privacy law. The
EU’s General Data Protection Regulation (GDPR), which will come
into effect in May 2018, has introduced enhanced rights to protect
individuals’ data privacy through legal and pragmatic approaches
providing a new and unique model for data protection authorities.
The GDPR applies, inter alia, to the processing of personal data,
including the collection, use and disclosure of the data. It also
provides additional protection to the processing of special
categories of personal data, such as personal data revealing racial
or ethnic origin, political opinions, genetic and biometric data, and
data concerning health or a person’s sexual orientation.

In England, the 217-page Data Protection Bill is set to be introduced.
Itis quite clearthatthe scope of data protection has been broadened
by reinforcing current rights and creating new rights.

The direct impact of the GDPR relates to the territorial scope of the
GDPR in that it applies to data users (controllers and processors)
with an establishment in the EU, or with an establishment outside
the EU that targets individuals in the EU by offering goods and
services or that monitors the behaviour of individuals in the EU. It
appears that a Hong Kong organisation, offering products available
online in English with payments to be made in Euros, processing
multiple orders from individuals within the EU and shipping these
products tothem, should be compliant with the GDPR. Furthermore,
this organisation will generally have to appoint a representative
established in-an EU member state as the point of contact for all
data protection authorities and individuals in the EU on all issues
relating to data processing.

Cross-region interoperability and interconnectivity are also being
explored between the GDPR and the APEC Cross Border Privacy
Rules, in particular with respect to the certification system.

Inthe online environment, the UNESCO is exploring a new
approach to internet issues. Concretely, this means that UNESCO
stands for the concept of “internet universality” and the related
“ROAM principles” which refer to a Human-rights-based, Open
and Accessible internet that is governed by Multi-stakeholder
participation. In this context, the freedom of expression, the value
of transparency and the right to privacy are being addressed.
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The GDPR categorically places an emphasis on the accountability
obligations of data controllers (i.e. the organisations that define
the purposes and means of the processing). Not only do they
have to ensure compliance but also be able to demonstrate such
compliance. The ~data controllers generally must implement
appropriate technical -and organisational measures, including
data protection policies. In assessing which or how such measures
should be implemented, the data controllers should consider the
nature, scope, context and purposes of the processing as well as
the risks for the rights and freedoms of individuals.

The emergence of disruptive ICT and complex data uses have
also forced us, data subjects and users alike, to re-think how data
protection principles should be applied now, albeit they being
intended to be technology-neutral. It is quite understandable that
the consumers expect more than selling brand relationship — they
request security and trust. Given that data is a sustainable resource,
we need to have trust. If issues of BDAIML are not addressed
properly, they may well undermine data subjects’ trustin the data
users and processors. As a result, the fuel of the digital-economy
may be cut off as the quantity and quality of BDAIML may diminish.

Consumers would expect that their personal data privacy right-is
not only duly protected but also duly respected. Respect-probably
includes the elements like meaningful consent (so that thereare no
surprises) and due regard to the rights, interests and autonomy-or
control of the individual concerned. This requires the engagement
of all parties - the consumers (data subjects), organisations
(data controllers and processors) and the regulators. Building
transparency and control is at the heart of getting it right in that
data users/processors will enjoy the fruit of leveraging mutual
confidence, trust and respect, thereby meeting the expectation of
the data subjects and vitiating consumers’ defection. Furthermore,
satisfying the legal requirements of compliance and accountability
to recognise the intrinsic values of data privacy rights would be
improved by an ethical approach including a fair and ethical use
or processing of data. Data users need to add value beyond just
complying with regulations. To make accountability work, ethical
data standard and stewardship would be helpful.
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Given the irreplaceable attribute of Hong Kong in respect of the
free flow of information, which finds its enabling environment on
the protection of freedoms and human rights as guaranteed under
the Basic Law, including the working implementation of our data
protection law and framework, we are well poised to help make
Hong Kong the Belt and Road data centre within one country
but outside the jurisdiction of the mainland of China, facilitating
transfer and storage of data, connecting and converging ideas and
information among Hong Kong, the mainland of China and the
rest of the world. The opportunities arising from the Guangdong-
Hong Kong-Macao Bay Area development also help promote ICT
development, with large-scale data flows resulted, thus attracting
data centres to bring in advanced data technology, talents and
capital, and in turn fostering economic development on the
mainland of China and Hong Kong.

Like other regulators, we are faced with increasing responsibilities
and higher expectation but with meagre resources. As the cases
in this Report show, penalties on conviction of offences might
not have the deterrent effect one would expect. That said, we
will continue to enforce the law fairly without sparing the sticks.
At the same time, we would try to achieve effective regulation
through a result-based approach. We aim to take the lead in
providing timely guidance and support to the regulated, engaging
and incentivising them with appropriate carrots. Specifically, we
will continue to secure protection through public education and
provision of facilitating assistance and advice before a complaint
is lodged or a breach incident occurs. We will help organisations
build confidence and trust amongst their clients through a privacy
management programme; and try to establish in the long run a
culture of consciously keeping one’s personal data under one’s
own control, as well as a culture of respecting others’ personal data
by being more responsive to expectation; more transparent, more
forthcoming, more meaningful and user-friendly in expressing the
privacy policy and obtaining consent.

Stephen Kai-yi WONG
Privacy Commissioner for Personal Data,
Hong Kong
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BEREAERILEES
Privacy Commissioner

for Personal Data,

Hong Kong

The PCPD is headed by the Privacy Commissioner for PersonatData
(Commissioner), who has overall responsibilities for promoting,
monitoring and supervising compliance with_the Personal Data
(Privacy) Ordinance (Ordinance). (See Appendix 1 fordetails)

The PCPD had a total of 76 staff at the end of the report period
comprising six divisions. (See page 18to-25fordetails) ———

BERBEAENLERES

Deputy Privacy

Commissioner for

Personal Data,

Hong Kong

— o RERED EFER PR R it 2 &R ERED ERREAEER
— Legal Division — Complaints Division 2320 Policy & Research Compliance Communications &
— Corporate Support & Division Division Education Division

Enquiries Division
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SENIOR MANAGEMENT TEAM

1

2

Mr Stephen Kai-yi WONG

Privacy Commissioner for Personal Data, Hong Kong

Ms Fanny WONG

Deputy Privacy Commissioner for Personal Data, Hong Kong

Ms Brenda KWOK

Chief Legal Counsel, Head of Legal Division

Mr Daniel LEUNG
Chief Personal Data Officer,

Head of Corporate Support & Enquiries Division

Ms Joyce LAI

Chief Personal Data Officer, Head of Compliance Division

Ms Amy CHAN

Chief Personal Data Officer (Acting),
Head of Complaints Division

Mr Ivan CHAN

Senior Personal Data Officer,

Head of Communications & Education Division

Mr Aki CHEUNG

Senior Personal Data Officer (Acting),

Head of Policy & Research Division
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REFEEESRHNIRIFF — « To receive and handle complaints lodged with

- BPMEREEETHE the Commissioner
. ﬁﬁjﬁﬁﬁakﬁﬂﬂgﬁw@m“t investigations of suspected breaches

=R ~———————« Toprovide advice on matters that may affect the privacy
. EEEABREEEpEEEISRAaEY  ofindividualsin relation to personal data

XE ————« Toprovideothersupport to PCPD as and when required in

———relation tocomplaints
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To receive notifications and follow up data breaches —
incidents where appropriate 7

To carry out compliance checks and investigations

To process applications from data users for approval of
automated data matching procedures

To undertake inspections of personal data systemsand—————————
make recommendations to the data users concerned for —————————
improved compliance

To issue compliance and security related leaflets ————————
and guidance
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Legal wm
Division

« AREBRIFENIRMAEEER « Toprovide legal advice in respect of all aspects of the work

. BIEUSANERHREEERNRR nf the-PCPD

. BN EEEASELENIETRESN « Toreserach on developmentsin overseas data protection laws
JEABI + To review existing and proposed legislation relating to

. TEARE (EATR (RLEB) A1) personal data privacy

. RENEEEHEEERTRLIFES « To keep review of the Personal Data (Privacy) Ordinance
SHVERER « To represent the Commissioner in any relevant court and

. B TEEREEE Administrative Appeals Board hearings

o Toadminister the Legal Assistance Scheme
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Corporate
Support and Enquiries
Division & mmemm

. BREEREHNEEER « To ensure proper and adequate corporate governance
. FEXRBTEREEER  To provide strategic planning and management of resources
- EEBRAEREEF  Toundertake office day-to-day management and operation
. EZREETRREREBIRLENES  To receive and handle general enquiries from members of
. GEEIELR GLE) ZMEsSeels the public and organisations

Wi HWE X ERE « To coordinate and provide secretarial support to the
. BEHREEE  TE - KBRS/ Personal Data (Privacy) Advisory Committee

FRE R « To provide and maintain the accounting, payroll,

procurement and financial / budgeting systems
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Eommunications and
Education Division wmmzscs

. FHEBEMERBREBRRUHER « To advise on corporate communications strategies R —
. FEREEER  HENARBEED and practices =
. ESEEEHE TR Y + To develop and implement promotion, education and
. EEE > AN REMEEENEAS public relations programmes

BE WSS URE SR » To attend to media enquiries and arrange press conferences

« To maintain a website to provide comprehensive
information about the Ordinance, PCPD news and
activities and online resources
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Policy and
Research
* Division s xwrsei

. HERFHAHMEEERER » HEA « Toresearch and advise on policy issues (including responses

ERRENBRRRBEETHRERIE to stakeholders) relating to personal data protection in light
) H®ER of latest local and international developments
— . FEBEABNHY (HIMEK<FA - 53] « To provide input in the preparation of the PCPD
E— RERER) RHE publications, e.g. codes of practices, guidance notes and
. BEE - EARERARRELE information leaflets
. ZERNEREEEESSSE . WiEw » To provide support in investigations, compliance checks
WE T IERK and inspections
o B R R LA FA B S MBI T R A » To coordinate and provide secretarial support to the
T {ERsER Standing Committee on Technological Developments

o To establish and maintain working relationship with
international counterparts
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BAEE (/2 FMRE Y PERSONAL DATA (PRIVACY) ADVISORY COMMITTEE

BHHEESHKERBYREAMEREERESES The Advisory Committee members were appointed by the Secretary ———————————

1£ - EEMEAERFLABRENRAIEITH for Constitutional and Mainland Affairs to advise the Commissioner

HESEOLBEEEREER - on matters relevant to the privacy of individuals-in relation to
personal data and the implementation of the Ordinance. ————

1 WHEsEEE i-yi WONG
BERBAERIEES - Privacy Commissioner for Personal Data, Hong Kong
5 4=1 — MEMBERS —
2 ILEBER5EXE 2 MrBillyHing-chuen HUNG
BHRTHXARLTDES Director, Shiu Pong Enterprises Ltd

3 BRillRA%t 3 Ms Susanna Shuk-ching SHEN
) £3 i = AR Head, Information Technology,
The Hong Kong and China Gas Co Ltd

4 Mr Jimmy Chun-wah KWOK, BBS, MH, JP
Managing Director, Rambo Chemical (Hong Kong) Limited

5 Mr David Chuck-fan WAN
Regional Head, Compliance,
Greater China & North Asia,
Standard Chartered Bank (Hong Kong) Limited

6 Ms Winnie Cheung-wah YEUNG
R Rt S A SR (T5) B Director, Legal & Corporate Affairs, Microsoft Hong Kong Limited

8 BN 7 Ms Cordelia CHUNG
=S I R TR A ST e, Managing Director, Corporate Strategy, Asia, LIXIL Corporation

=E | it ® et brecutive Officer,
| i E| \\% !
——— IRMHEHREE R Digital Broadcasting Corporation Hong Kong Limited

S— LTk .

— N 9 Ms Rosanna Shuk-pui LAW, JP
A 2% D EEERNE ,
—— Rl Putts RERERRE Deputy Secretary for Constitutional and Mainland Affairs

10 Miss Phidias TAM
Principal Assistant Secretary for Constitutional and Mainland Affairs




HERREHBERS

NERIBMRBREKREZESS - EENER
BRERERBENERBLEEAERLE
VB MALBEESRMHER -

BaER

1 WigsEE
BEREAENLEES

2 ERExt
BEREAERALERIEZEES

54~}

3 aREHE
BERABHENEN R P OB

4 SRS
BEBRBHERMEBERFRR

5 mEsEL, P
EERRARER

6 @Ak
BERSERBTERM B RFBEIR

7 HHEREEE
ETRERMITEURA

LEBEESAE2016-17FK
PCPD ANNUAL REPORT 2016-17

STANDING COMMITTEE ON TECHNOLOGICAL DEVELOPMENTS

The Standing Committee was established to advise the
Commissioner on the impact of the developments in the processing
of data and computer technology on the privacy of individuals-in
relation to personal data.

CO=CHAIRPERSONS

1 Mr Stephen Kai-yi WONG
Privacy Commissioner for Personal Data, Hong Kong

2 Ms Fanny WONG
Deputy Privacy Commissioner for Personal Data, Hong Kong

MEMBERS

3 Professor John BACON-SHONE
Director, Social Sciences Research Centre,
University of Hong Kong

4 DrKPCHOW
Associate Professor, Department of Computer Science,
University of Hong Kong

5 Dr Samson Wai-ho TAM, JP
Chairman of Group Sense Ltd.

6 Professor YB YEUNG
Adjunct Professor, Department of Computer Science,
Hong Kong Baptist University

7 Mr Mark PARSONS
Partner, Hogan Lovells






