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APEC ELECTRONIC COMMERCE STEERING GROUP DATA
PRIVACY SUBGROUP

The Commissioner attended the 33rd meeting of the APEC
Data Privacy Subgroup, which was held in Lima, Peru on
25 February 2016.

One of the agenda items discussed at the meeting was the
proposed updates to the APEC Privacy Framework, which were
based on the OECD Privacy Guidelines revised in 2013. The APEC
Privacy Framework is comprised of a set of nine guiding principles
and guidance on implementation to assist APEC Economies
in developing consistent domestic approaches to personal
information privacy protections. It also forms the basis for the
development of a regional approach to promote accountable
and responsible transfers of personal information between APEC
Economies. The PCPD has provided comments on the proposed
updates to the APEC Privacy Framework during the report year.

Another matter discussed at the meeting was the proposed
changes to governance documents of the Cross Border Privacy
Rules (“CBPR”") System. Endorsed by APEC Leaders in 2011, the
CBPR System is a voluntary accountability-based system to
facilitate privacy-respecting data flows among APEC economies.
Under the CBPR System, the privacy policies and practices of
companies operating in the APEC region are assessed and certified
by a third party verifier (known as an “Accountability Agent”) and
follows a set of commonly agreed upon rules, based on the APEC
Privacy Framework. There are currently four participating APEC
CBPR system economies (USA, Mexico, Japan and Canada) and two
recognised Accountability Agents (TRUSTe and Japan Institute for
Promotion of Digital Economy and Community ).

During the report year, the PCPD has provided comments on the
following documents relating to the CBPR System:

* APEC Joint Oversight Panel’s Recommendation Report on APEC
Recognition of Japan Institute for Promotion of Digital Economy
and Community and the Addendum

* APEC Joint Oversight Panel's Recommendation Report on the
Continued APEC Recognition of TRUSTe

Apart from the aforesaid, the PCPD has also contributed to the
finalisation of various documents relating to the APEC Privacy
Recognition for Processors (“PRP”) System during the report year.
The PRP System is a recognition system for personal information
processors endorsed in the 2015 APEC Senior Official meeting.
It helps personal information processors demonstrate their ability
to provide effective implementation of a personal information
controller’s privacy obligations related to the processing of personal
information. It also helps personal information controllers identify
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qualified and accountable processors, including small and medium
enterprises not known outside of their economies to become part
of a global data processing network. The documents that PCPD has
contributed comments are:

» Template Notice of intent to participate in the APEC Privacy
Recognition for Processors System

« APEC Privacy Recognition for Processors System - Policies, Rules
and Guidelines

» APEC Accountability Agent Recognition Application for Privacy
Recognition for Processors System

* Protocols of the APEC Joint Oversight Panel with regard to the
Privacy Recognition for Processors System

TRIBRMADBELRMFT - REARBEEE  EXEL - EHESHHSEHHAIE &
AEABEABE —BRTE - AEFERBRIEET  RABRAINEAERILEBER
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AMAXZRREBERAESRFER - LRPESZEZFBROINFEE - BREEHBIIRFA
BRERE - RRFBARSE 5/ RARERRFHOEEBEREETELSR - BEBAAE
BIFLRE - TMERBRERNRZ - RIECEMFATNERRAE @ BREAARHZIEREDN !
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Timeflies. It has been two years since | joined the PCPD. | majored in accountancy in university,
and worked in an accounting firm all along after graduation. Hence, | was ignorant to privacy
law at the outset. Thanks to the PCPD’s intensive promotion campaigns in recent years, | set
to learn about personal data privacy, and became interested in the work of personal data
protection. Therefore, | resolutely quitted the accounting profession to join the PCPD two
years ago. This move surprised some of my friends.

Upon joining the PCPD, | was assigned to investigate complaints, from which | gradually
realised the essence of the Privacy Ordinance. | found it meaningful to be able to resolve the

problem of the complainants; it was also a greataccomplishment to me when the organisations
being investigated were willing to take remedial actions and to respect personal data privacy.

%%&ﬁkﬁiﬁfi Looking back, I still believe that my decision to join the PCPD two years ago was correct!
(B R#ZR) Recently, | was offered an opportunity to take up a new position by the PCPD. Now | am
Aki CHEUNG working in the Policy & Research Division. Apart from learning the privacy laws in various
Senior jurisdictions, | also need to keep abreast of current privacy-related affairs, and promptly
Personal Data Officer produce briefing notes on privacy hot-topics for the Commissioner’s reference. Again, this is
(Policy & Research) a great challenge to me!
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ASIA PACIFIC PRIVACY AUTHORITIES FORUM

APPA, formed in 1992, is the principal forum for privacy and data
protection authorities in the Asia Pacific region to form partnerships
and exchange ideas about privacy regulation, new technologies
and the management of privacy enquiries and complaints.
It currently has 18 members. There are two working groups in
APPA, namely the Technology Working Group and the
Communications Working Group. The Commissioner is the chair
of the Technology Working Group and the joint-chair of the
Communications Working Group.

The 43rd APPA Forum
(11-12 June 2015, Hong Kong)

The PCPD hosted the 43rd APPA Forum, which was attended by 13
APPA members (including the PCPD), observers from Japan, and
other guests and participants.

During the closed session, which was attended by APPA members
and invited observers, APPA members presented their jurisdiction
reports along common themes that had emerged across the region,
such as legal reforms, law enforcement, mandatory data breach
notification, privacy training as well as child and youth privacy
programmes. The members also shared a wide range of reports on
investigations and data breaches. The privacy implications of big
data and how regulators should respond to the challenge were
also considered by the members. Other issues discussed included
policy position on online behavioural advertising and related
investigations, regulation of public domain data, and accountability
as the basis for privacy compliance in technology innovations. The
meeting further discussed APPA’s future direction, and a revised
statement of objectives was agreed.

The open session was attended by government officials as well
as local and international privacy experts and practitioners. The
meeting was updated on the privacy laws in People’s Republic of
China and Chinese Taipei, and shared information and discussed
various privacy issues ranging from managing health and research
data, open data, big data, and smart city.

‘ [E1¥ Feedback
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Thanks so much for your kind note and
for being such a terrific host. You (the
Commissioner) and your team have once
again set an incredibly high standard for
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I wanted...... to convey my thanks and gratitude
for all your wonderful hospitality last week when
the APPA members descended upon Hong Kong.

the rest of us!

Ms Edith RAMIREZ
Chairwoman,

Federal Trade Commission, United States

| know that everyone appreciated your warmth
and generosity and the great efforts your office
made to make us all feel so welcome.

Ms Annabel FORDHAM
Public Affairs Manager,
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Office of the Privacy Commissioner, New Zealand

The 44th APPA Forum
(3-4 December 2015, Macao)

The Commissioner also attended the 44th APPA Forum in Macao,
which was hosted by the Office for Personal Data Protection, Macao.

During the closed session, APPA members discussed emerging
issues from across the Asia Pacific region, such as the practice of
transparency reporting on law enforcement access requests, health
information and biometrics, etc., in addition to the standing agenda
items from the members. Other matters discussed included the
US-EU Safe Harbour Agreement, public sector information sharing,
telephony fraud involving personal data, and privacy issues relating
to electoral processes and political parties.

Building on discussions from the 43rd APPA Forum, the members
continued to discuss APPA’s future direction, including APPA’s
governance framework and the future role of the APPA Secretariat.
The members also agreed to establish a governance committee,
and the PCPD became one of the committee members in 2016.

The open session of the forum was attended by government
officials, private sector participants and academics. During this
session, several privacy issues were discussed, ranging from the
installation of CCTV cameras by public security forces, to cyber
status and privacy concerns.
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GLOBAL PRIVACY ENFORCEMENT NETWORK

The Global Privacy Enforcement Network (“GPEN") was established in
2008 to foster cross-border cooperation among privacy enforcement
authorities. It primarily seeks to promote cooperation by:

« exchanging information about relevant issues, trends and
experiences;

¢ encouraging training opportunities and sharing of enforcement
know-how, expertise and good practice;

» promoting dialogue with organisations having a role in privacy
enforcement; and

e creating, maintaining and supporting processes or mechanisms
useful to bilateral or multilateral cooperation.

The PCPD joined GPEN as a member in 2014. By the end of
2015, GPEN comprised 59 privacy enforcement authorities in 43
jurisdictions around the world.

Since the beginning of 2016, the PCPD joined its colleagues
from Canada, Israel, the United Kingdom and the United States
to become the five-member GPEN Committee that provides
leadership for the network.

The 2015 Sweep

The PCPD took part in the GPEN Privacy Sweep (the “Sweep”)
to examine websites and mobile applications (“apps”) used by
youngsters. Results of the Sweep have raised concerns about the
personal data collected, in particular how much personal data was
collected and how it was then shared with third parties.

Twenty-nine privacy enforcement authorities from around the
world, including the PCPD, surveyed a total of 1,494 websites/apps
targeted at, or popular among, youngsters from 11 to 15 May 2015.
The PCPD conducted similar exercises in 2013 and 2014 to look at the
issues of privacy policy transparency associated with mobile apps.

Common Concerns
The 2015 Global Sweep highlights are:

* 67% of the websites/apps examined collected youngsters’
personal data. Of particular concern was the significant number
of websites/apps which collected potentially sensitive personal
data, such as name, date of birth, phone number, address and
photos or video;
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» 78% of the websites/apps failed to use simple language or to
present warnings that youngsters could easily read and understand;

» Only 31% of the websites/apps had effective controls in place to
limit the collection of personal data from youngsters. What was
particularly troubling was the fact that 58% of websites/apps
offered youngsters the opportunity to be redirected to a different
website, where they could be asked to disclose personal data;

* 51% of the websites/apps shared personal data with third parties,
in some cases for vague or unspecified purposes;

* Only 24% of the websites/apps encouraged parental involvement;
and

* 71% of the websites/apps did not offer an accessible means for
deleting account information.

Good Practice

The Global Sweep also found examples of good practice:

* Some websites/apps provided effective protective controls, such
as parental dashboards showing youngsters’ online activities, or
preset avatars to prevent youngsters excessively sharing their
own personal data;

» There were chat functions which only allowed youngsters to
select words and phrases from pre-approved lists instead of
typing freely, so that youngsters could not disclose their personal
data inadvertently;

* Some websites/apps use just-in-time warnings to deter
youngsters from unnecessarily entering personal data; and

* 15% of the websites/apps had age verification to bar younger
children from accessing the websites/apps.

The PCPD recognises that youngsters are the most active users of
computers, smartphones and social networks. Whether youngsters
are provided with an appropriate level of protection online remains
an ongoing issue for privacy enforcement authorities. Website/app
developers are expected, if not obliged, to develop and present a
user-friendly protective privacy environment for youngsters.

Youngsters are frequently identified as one of the most vulnerable
groups. Stepping up education efforts for youngsters will be one of
our strategic focuses in the near future. We will continue to develop
diversified programmes to draw the attention of youngsters and
parents to the importance of personal data protection. It has
become essential for them to fully understand the privacy risks
associated with online activities and take proactive vigilance and
security measures before providing any personal data.
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INTERNATIONAL CONFERENCE OF DATA PROTECTION
AND PRIVACY COMMISSIONERS

International Conference of Data Protection and Privacy
Commissioners  (26-29  October 2015, Amsterdam,
the Netherlands)

The International Conference of Data Protection and Privacy
Commissioners, which first met in 1979, is the premier forum
for Privacy Commissioners from around the world. It has a
representation of over 100 privacy enforcement and data protection
authorities, non-governmental organisations and observers from
over 60 countries.

The Commissioner and the Chief Personal Data Officer (Policy and
Research) attended the 37th International Conference in Amsterdam
in October 2015. The Conference lasted for four days with the first
two days conducted in a closed session between Commissioners
and the last two days in an open session. The Commissioner
was invited as a panel member at the closing discussion of the
conference, entitled “Tour du Monde: Looking Forward”.

The closed session of the Conference for privacy commissioners led
to the release of the “Amsterdam Declaration on Genetic and Health
Data, Challenges for Tomorrow and Data protection oversight of
security and intelligence: The role of Data Protection Authorities in
a changing society”.

The Declaration identifies the challenges arising from society’s
increasing ability to collect, analyse and use genetic information
and provides a few observations:

» Characterisation and identification of individuals
« Risks for data protection and privacy

¢ Necessity for greater communication with the scientific community
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The discussion on data protection and oversight of security and
intelligence highlights the issue data protection authorities are
facing because of the unprecedented level of public discussion
of the activities of intelligence and security agencies worldwide,
together with the changing security environment with potential
for terrorist activity in all countries.

Three resolutions were adopted by the Conference focusing on
the following:

« The practice of “transparency reporting” to promote accountability
in relation to government access to personal information held
by organisations;

 The issue of humanitarian crises and establishment of a working
group to help develop data protection guidance to assist
international humanitarian actors; and

« Calling upon governments and all relevant stakeholders to offer

any assistance and support to enable the UN Special Rapporteur
on the Right to Privacy to undertake his work.

MABE T Newcomer
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As a university student who had no prior working experience, my internship at the PCPD
was immensely fruitful, with a great mix of exposures and vibes every day. | felt a sense of
recognition throughout with opportunities to be involved in different substantive tasks.
From looking into local privacy issues to international legal reforms, from participating in
the Privacy Sweep exercise to publishing a book, the broad coverage of my work gives me
a clear picture of the operation of the PCPD, and no doubt keeps me constantly challenged
and engaged. The opportunity to work directly with the Commissioner and help prepare his
speeches was definitely a bonus to my rewarding experience.

While faced with challenging tasks, | found myself surrounded by supportive colleagues.
There were plenty of opportunities to interact with them, who warmly welcomed me to be
part of the team since day one. | was a plain paper when | joined as an intern but they have
certainly filled it up with colours!

Mz
BEEE 0 BERERWAEED
Joshua NGAI

Intern, Policy & Research Division
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INTERNATIONAL CONFERENCE
“PERSONAL DATA PROTECTION”

The International Conference “Personal Data Protection” is an
annual event held in Moscow, and organised by the Federal Service
for Supervision of Communications, Information Technology,
and Mass Media (“Roskomnadzor”). Roskomnadzor is a federal
executive authority of the Russian Federation, the responsibilities
of which include protecting the rights of personal data subjects.
Every year Roskomnadzor invites representatives from national and
international regulatory authorities responsible for personal data
protection in Europe, Asia, North America and Latin America, as well
as the personal data operators and industry experts to exchange
views and discuss matters of common interests.

The Commissioner attended the 6th International Conference
“Personal Data Protection” with the theme of “The Work of National
and International Competent Authorities in Personal Data” on 10
November 2015. The Conference consisted of a closed session in the
morning and an open session in the afternoon. During the closed
session, the Commissioner exchanged views and shared experience
with other representatives on the topics of Russia’s new “Data
Localisation Law”, cross-border data transfer, EU-US Safe Harbour
arrangement, “right to be forgotten” and protection of children’s
privacy right. The Commissioner also delivered a presentation at
the plenary session, entitled “Personal Data Protection and Free
Flow of Information in Hong Kong”.

The Commissioner met the Head and the Deputy Head of
Roskomnadzor on the following day and discussed the information
transparency and cross-border data flow. The Commissioner also
talked about the rapidly evolving privacy landscape in Hong Kong.
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INTERNATIONAL WORKING GROUP ON DATA PROTECTION
IN TELECOMMUNICATIONS

The International Working Group on Data Protection in
Telecommunications (also known as the Berlin Group) was
founded in 1983 in the framework of the International Conference
of Data Protection and Privacy Commissioners at the initiative
of the Berlin Commissioner for Data Protection, who has since
then been chairing the Group. The Group has since 1983
adopted numerous recommendations (“Common Positions” and
“Working Papers”) aimed at improving the protection of privacy
in telecommunications. Membership of the Group includes
representatives from Data Protection Authorities and other bodies
of national public administrations, international organisations and
scientists from all over the world. Since the beginning of the 1990s
the Group has in particular focused on the protection of privacy on
the Internet.

The Commissioner attended the 58th Berlin Group meeting held
in Berlin from 13 to 14 October 2015. During the meeting, the
Commissioner exchanged views with 54 expert members from
41 organisations on the topics of intelligent video analytics / face
recognition, customer tracking in retail stores, VolP security, the
use of biometrics in electronic authentication, privacy on e-learning
platforms, ICANN’s 2013 registrar accreditation agreement,
World Economic Forum’s “re-inventing personal data”, “right
to be forgotten”, web tracking, privacy issues in social networks,
Smart TVs, international standardisation, and accountability in the
context of software updates. The meeting agreed the release of
two Working Papers on Intelligent Video Analytics and Location
Tracking from Communications of Mobile Devices on the Berlin
Group website.
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AUTHORITIES AND PRIVACY EXPERTS

and the academia:

27-28.04.2015 MERBHEEZZERERMES7TXEMELMRER T/E/NEEZ AP B [ Android EFRE N #Y

R FE

Spoke at the 57th Meeting of the International Working Group on Data Protection in
Telecommunications hosted by the Korea Internet & Security Agency on “Privacy failure in the
Android permission model”

EXCHANGES WITH OVERSEAS DATA PROTECTION

The Commissioner and his team were engaged in the following
BAEREEZELUTRR exchanges with overseas data protection authorities, practitioners

08.06.2015

EELEBRENREREMREEZEZNERPER[BRENEBRERMREES : 2
AitEERMRERBR TN ETERERSHE |

Speech on “Cross-Border Data Transfer & Data Protection Laws: Key Issues & Concerns for
Data Protection Authorities in the Asia Pacific Region” at the 7th Annual Sedona Conference
International Programme on Cross-Border Discovery & Data Protection Laws

28.09.2015

EEBRERNRERBESNEEREREEMRE (A18) BERMBKEMS PRI =it
EEWIE (M IREFBHFRIERRIF) PR [MBEASSREEIELHIRIE EH
Presentation on “Personal Data Protection and Business-friendly Environment” at the Foreign
Commercial Investment Legal Issues Seminar, co-organised by the Hong Kong Economic and
Trade Office in Guangdong and A&T (Qianhai) JV Law Firm

27.10.2015

EFBEARBITHET OLERNTABEEEABBREESHNE (FREAAR) PER[HE
FBBEBI R E L5 | JHEHR

Presentation on “Privacy Legislation and the Regulatory Experience of Hong Kong” at the
Symposium on Credit Reporting in Asia-Pacific and Personal Data Protection , organised by
Credit Reference Center of the People’s Bank of China (Xian)
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28.10.2015 EEI7EERERMRERIEEEEZNEARTEH [ABEBREREERM  BAEREEHESFA
NERE P2 ERERFTFAERRNLE
Sharing of experience of PCPD in organising youth competitions in “Competitions and tutorial kits
on Privacy: Which best approach to efficiently target at young people?” of the 37th International
Privacy Conference

07.11.2015 EREMEERBRR [BESARRRE ] RRYIBTHEBLZERBANERIRER
Exchanged views with other representatives on the topic “Modern Governance of China” at the
Hong Kong statutory bodies seminar in Shenzhen

22.03.2016 EREENEEAZBERNBERIEEEEH 5 ZEBRIES R
Speech on “Experience sharing on International Enforcement Cooperation” at the
International Enforcement Cooperation Event - Moving On Up, organised by the UK Information
Commissioner’s Office

25-26.03.2016 HEHEDEEST - BREEWE - BPUEBEERNENE [MENMEEMNT | #R[—F
—EE Ui ARG E SRR | BN B BEERFEANERMRE |
Presentation on “Advantage of Legal Services under the One Belt One Road Initiative: Free Flow of
Information and Personal Data Protection in Hong Kong” at the 8th Cross Strait Four Regions Legal
Seminar, organised by the China Law Society, the Hong Kong Law Forum and the Direccdo dos
Servicos de Assuntos de Justica

EFBI I RBE RECEPTION OF OVERSEAS / MAINLAND DELEGATIONS
TE20152 16 FEE » AEBLGEFLUTREE In 2015-16, the PCPD received the following delegations:
2015F12A30A AE MU EFEAER EEOERAEZLE 2016 F2 A5 HEGHBIBUERBERRBL - AFAEM
BHRRDEZNEBNRELR - AP 4R A B Y TAE R FARBARAG ©

30 December 2015 - The PCPD’s Chief Personal Data Officers 25 February 2016 — PCPD staff gave a briefing on the PCPS’s
met delegates of the Korea Internet & Security Agency to work and the Ordinance to a group of law students from

share the PCPD’s regulatory experience. China University of Political Science and Law.





