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AMPLIFYING MESSAGES THROUGH THE MEDIA

Press Conferences and Interviews

AEERNEBHBEMTIMIETER (FEK During the year, the PCPD issued 34 media statements (see
8% 7) » BE T145EEEHIFEN ELFAE Appendix 2), and responded to 145 media enquiries about the

FEREEBENERES -

Ordinance and the current personal data privacy issues.

FAEEENMEBERKEERES 754 XEE The Commissioner and his team members gave 54 media interviews,
BIEEEy » WE(T 7T NEHBERHGE » AMMEE and hosted six press conferences to announce the results of
B PBAEMNAERER - BREEWEAER inspection, investigation and survey reports; and to provide

FEEREMERF A& THERS -

EEEMESTIRHAER S -
Image courtesy of Hong Kong Lawyer
at www.hk-lawyer.org.

briefings on topical privacy issues as well as presenting the
year-end work report.

FREHN  -BEE - EREML
HEEANZHBENRE - HEE

1,534 -
During the year, 1,534 news

stories covering the PCPD’s messages

were published in newspapers and
magazines, or broadcast on radio,

television and the Internet.

HERGE

Press Conferences

19.05.2015

NE—OBHERNEBRELBHNER
N ERER T RAAR o
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Released the results of a research on identifying major privacy
concerns and problems faced by children in Hong Kong.

21.07.2015

DR BRET A FWERBEAER
WERES  HRABEKEES R
ALUERSTZHHHBERTIQ
FUERERENERNAESER -

Released the results of two investigation reports on “blind”
recruitment advertisements in relation to the fairness
principle of personal data collection, and excessive and
unfair collection of employees’ fingerprint data by a fashion
trading company for monitoring staff attendance.

28.07.2015

N —IEAREEAERTLEBRRE
EREER  SBRR—DBEER
AHETHREABERMRENRS
B -

Released the results of two surveys: public attitudes
on personal data privacy, and personal data protection
in commonly-used public registers maintained by the
government and public bodies.

20.08.2015

#rEENLBES R R TARE
BRI o

New Commissioner Mr Stephen Kai-yi WONG met
the media.

01.12.2015

BR-—OABERLLRESTSLOFER
MHEREER WK [EE
BURME ER2LERE | HEEN
BEREER -

Released the results of a survey on online data collection
practices targeting youngsters. A TV Announcement in
the Public Interest entitled “Stay Smart. Mind Your Digital
Footprint” was also launched.

26.01.2016

BT ERETE  BREE20155F
NEREEI N NERERID
W REAEBNEERESETES
W WD Z2016FEMEBTIE ©

SBRREFRE - B—BRTHAR
RN ERREERIEHES X
HEESETLREERLS

Hosted a press conference to report the PCPD'’s achievements
in 2015. Major incidents such as data leakage, children
privacy and telephone deception as well as its strategic
focus for 2016 were highlighted.

Also published an inspection report about the personal
data protection measures taken by a travel agent.
Recommendations were made to its data protection
practice, and encourage the travel service industry to adopt
the privacy management programme.
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ERNECEFERE - BBERER

AFETREAREEER  UREREE
HARBAER » RER2015F12 B8K
UTEESRME S84 58E | HEHE
VERNREEEERERE ETNEREFH
DAEFENFTRIEETR L) ZEMERE
B REAREHIABRTBREEAER
MEFERE -

NEEERN2016 F3ARET —ENEN
BERF > FPEA TRESER] IR E
grEELN - FHEER AEAERNR
B UREBEMENMOT AR

NBRARANERMILL - FacebookEEE K
YouTubeF & LB EEBEMNERES -

TV and Radio API, Educational Videos

The PCPD launched a new TV and radio Announcement in the
Public Interest (“API") entitled “Stay Smart. Mind Your Digital
Footprint” in December 2015, calling on members of the public
to go online vigilantly, and protect, respect others’ personal data.
In a brisk and lively manner, this APl advised the general public to
share information online smartly and, to obtain others’ consent
before uploading others’ personal data or sharing photos online.

In addition, the PCPD produced a series of four educational videos
in March 2016. The videos featured a fictional character “Privacy
Detective” who explained the importance of respecting personal
data privacy of others and the privacy risks associated with digital
footprints in a humorous and lively way.

The above videos can be viewed at the PCPD’s website, Facebook
and YouTube channel.

AERSEZERAL B MAZENBEREEIREBEER -
Well-known media figure Ms Akina Fong was invited by the PCPD to

take part in the TV APl and educational videos.

NEMMKEZERIR
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PCPD’s Websites Won Recognition

NENHLZOARBEREREBAERLE
BEMMWERRE -

NEBHR2015F12AEREEH - BR
MESHNE REABEARIMIZE
FE I EEREEMNEFRI/E - [RLRE
EZER| EEMLIEHOMARER @A
ERMNENMEEL  BEALLEZER
HIEM - BEE [2016 EEIR A E =5t
Bl &8 (Fuk4dER) s m [ REMNE | =258
FILAAEZMERRIEH/H XV RERE
BAERNEATFHEER - ©IhEE
T EEFTEIMVIREE c ZRABMER
it (PCPD.org.hk) » BIE&E MW FEESZF
Bk 3% - B EXEE] Web Marketing
Association J82 192015 [ Government
Standard of Excellence | 818 o

The PCPD websites continue to be the important channels for the
PCPD to reach out to the community.

The PCPD completed revamping its main website and two thematic
websites, namely, “Be SMART Online” and “Children Privacy” in
December 2015. These websites won various awards in the “Web
Accessibility Recognition Scheme 2016”. “Be SMART Online”,
which provides information and practical tips for the general
public to protect personal data online and to reduce the risks of
online privacy breach, won the Gold Award. “Children Privacy” is a
one-stop portal to provide teachers and parents with practical tips
and teaching resources on personal data protection for children.
It received the Silver Award. As for the main website (PCPD.org.hk),
it was granted the Silver Award for the second consecutive year. It
was also awarded the United States Web Marketing Association’s
2015 Government Standard of Excellence Award.
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R4 Our Publications

REEHTRERBNSFHEERTIY - R > To provide our stakeholders with guidance and advice on
NEHBERIET T =HEKTH /151K compliance with the Ordinance, the PCPD published and revised
FBEEEEI T - WIS ER - — M E&R1EST a range of publications during the year, including three codes of
EHRRES - A ERERR EHUERE practice / guidelines and other related explanatory documents,
BEARHRMNER- four guidance notes, one best practice guide, four information
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DEHESASHZMNER Leaflets for Data Subjects

REEFARE — BAEFERHEREERE
(201578 » EE—1E5ThR)

Protect Privacy by Smart Use of Smartphones

(July 2015, First Revision)

BAERFEEREFAERAT D
(20155 8H » ZE—1E5ThR)

KRB

Personal Data is Essential - Protect Your Privacy — Job Seeking

(August 2015, First Revision)

EHTR /{551 R4AMMEE T

RIEEAERLEIES - BEEEFEST
YESEBIZAA (2015F108 » E—EFTR)

leaflets and seven leaflets for data subjects.

Codes of Practice /

Guideline & Other Related Explanatory Documents

Privacy Guidelines: Monitoring and Personal Data Privacy at Work
(October 2015, First Revision)

BEXEEFEETIHETEHEAN : XBEEXE
JERMIEIE (20155108 @ SE—185ThR)

Monitoring and Personal Data Privacy at Work: Points to Note for
Employers of Domestic Helpers (October 2015, First Revision)

wa (EAGEEENERTR) — HAR
BEMMEEEF N ERIRRE
(20155108 » SE—1&FTHR)

Understanding the Code of Practice on Consumer Credit Data -
Frequently Asked Questions On the Sharing of Mortgage Data for
Credit Assessment Purpose (October 2015, First Revision)

ESIEHE Guidance Notes

WEE R A PFRERIFES] (201557 R)

Guidance on Collection and Use of Biometric Data (July 2015)

BESEEIES| (20155 8 A - FHMEETIR)

Guidance on Electioneering Activities (August 2015, Fifth Revision)

BERINBEREE R BEHRIESI
(20154108 » FE—185ThR)

Guidance on Data Breach Handling and the Giving of Breach
Notifications (October 2015, First Revision)

KREBMERERERBAER  LRES
HENERMEAETEEIE (20155F 12 8)

RETEHXIES]

FMERBEARNRETEANIES
(20155108 S5 —1E7ThRR)

Collection and Use of Personal Data through the Internet - Points
to Note for Data Users Targeting at Children (December 2015)

Best Practice Guide

Best Practice Guide for Mobile App Development
(October 2015, First Revision)

BFEER Information Leaflets

EimEH (2015F 78 » E—1EFThR)

Cloud Computing (July 2015, First Revision)

BHREF - FEBE
(20155108  F—1&FThRR)

Matching Procedure: Some Common Questions
(October 2015, First Revision)

BRI EFIL (2015510 B - EE—EFThR)

Privacy Impact Assessments (October 2015, First Revision)

CEAZER (FAER) fRHI) BT 72 FEAC 8%
EERG (BEREHERBEZEXAEE
B%E1H) (20165F28)

Personal Data (Privacy) Ordinance and Electronic Health Record
Sharing System (Points to Note for Healthcare Providers and
Healthcare Professionals) (February 2016)

ERAEAERNLEESE AZSEHN
(201598 > SEIYIERTHR)

About the Office of the Privacy Commissioner for Personal Data,
Hong Kong (September 2015, Fourth Revision)

BIE (EAER (FABB) 1&61) 1T ELRE =
K4 B IR E BRI RER
(2015 9H » E—1E5ThR)

Exercising Your Right of Consent to and Opt-out from Direct
Marketing Activities under the Personal Data (Privacy) Ordinance
(September 2015, First Revision)

ERBEFRELRE —RRERAERHE
(20155108 » EF=1EFThR)

Protecting Online Privacy — Be Smart on Social Networks
(October 2015, Third Revision)

RERFLIE —HAXEREMNES
(2015%128)

Children Online Privacy - Practical Tips for Parents and Teachers
(December 2015)

BT RELCHREBRGEARIVEAERTLE
(10fERFEFLRERE 1) (2016 5F 28)

Electronic Health Record Sharing System and Your Personal Data
Privacy (10 Privacy Protection Tips) (February 2016)

BR AAERNFEERELBEFTTD
Leaflet: Personal Data is Essential - Protect Your
Privacy - Job Seeking

/~ N
\_ %
Bk EFRELHKEBRSHE BR AERLIAE —HRE
PREVE A E R FARE (101E4RFE FA R ERMBVEZR
REALt) Leaflet: Children Online Privacy -
Leaflet: Electronic Health Record Practical Tips for Parents
Sharing System and Your and Teachers

Personal Data Privacy (10 Privacy
Protection Tips)
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NEFEA

NEBHEFHE—BERFBEZHE - FB R
BEENEBBEHN) WIS > HEENEIEZR
FHEIM » RFERNBERER - E4AE
FEIEMEIRIARITE S 2,500 0 BEYN
2,900 AFTBA4E LA

ER2HDAEBEZE —PNERIABHR - &
PIR OB IFD E ZFURNZR - SEM
MTMELZNBNEIEEREN » BULE
ERBHRM LB - PCPD.org.hk °

NENEAFELHRT MBI AEBEN - E32HME
BARERRERLERRE] -

The PCPD published two “PCPD News” editions
this year. The cover story of Issue 32 was “Children
Online Privacy”.

Newsletter

The PCPD News is one of the channels that the PCPD communicates
with its stakeholders to keep them abreast of our news, up-to-date
reports and resources. The bilingual newsletter has a circulation of
2,500 in print and about 2,900 online subscribers.

Thanks to the continuous support of our stakeholders, Issue
32 is the last issue of the PCPD News in print. For more details
about our latest news and information, please visit our website
at PCPD.org.hk.

HABE T Newcomer

BEEEMNEZRE - ABRAZBERNBERE
BLERE  FSAEBELEBHNZIETRE S
B FRBLEHE - BE - REDETRAR -
HERAAFREEAAERNEE - FREMREH
BEHN—0F RN TAERBEHRQAZHT
W BERBERSEARBEEY - RRE
FRASHEELETIFE  BACRYRER/AE
BIFLRBHI S -

With extensive flow of information, people
can now communicate in a more convenient
and speedy way, which brings along growing
concern about different privacy issues.
Businesses, students, senior citizens and
everyone in the community should be aware
of the importance of personal data protection.
Being a member of the Communications and
Education Division, my duty is to assist in
preparation of the PCPD'’s publications, liaison
with the press and promotion of our public
education activities. | am glad to play a part
in raising public awareness of personal data
privacy protection.

BEKFR

ZARBHEBE AN E R EE (FF)

Connie SIN

Assistant Personal Data Officer Il (Communications)

HERIBEREETH
MEEERS

MEEERGELZERAVRIESR - H8
HBETEESENAERE 2B R
EERFT BYRENLEBREREE 1B
FERERMRIEMRAREER - RFSHRD
NERREAEZ[E -

RE—SHEILBEERARBBKESR
ERG AEBREBNEAZEE  EBFE
BIARTS - BV Do BAFRKR / MPIERE
RAEHLBEERL -

EEBEBAENEERBERENRE
B/ BPIRFRERE S FTENFABEER
B R REFTRITHALBEERGUE
REEER - WIBRARSEZRFTS AR
REMEIRE T HAREKR /5P - BARRMEN
BR#% /18 B BIEM&RENRER / 2R
HEEBPRER - RIFSEERRIBIIM
PHERZ AR - | THEHUS ZBREFFT
BB EE - URIEHEARE - B
RER / BPIERERRERLBEERS
W& o

EEFECER2015F11 AR - BFTR
12BARTXK - AHEETESHIEZHE
B ~ FAEHAE o

REBHBEANEVEENREAIE - 7
BEERAESRBEEAFERTENF
mE  BHRHRESBITHRAE » BRT32X
B WRERAESIET 2 E N RELERE
NEREERBEELRE A IHBHEE
B SEMEBHIIBEEURESAR  EKIT
BRI °

29.05.2015 AEBEKEIE[EARHE
RIERAE R e | B

AN
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ENGAGING ORGANISATIONS IN DATA PROTECTION
Privacy Management Programme

PMP is a strategic framework advocated by the PCPD to assist an
organisation in building a robust privacy infrastructure committed
by the top management and supported by an effective on-going
review and monitoring process to incorporate privacy and data
protection into corporate governance, shifting from compliance
with the requirements under the Ordinance to accountability.

In an attempt to further promote and assist organisations in
implementing PMP, the HKSAR Government and the PCPD have
collaborated to engage an external consultant to help a small
number of government bureaux / departments to develop or
improve their own PMPs.

The objectives of the consultancy project are to design and
implement tailor-made PMPs, or review and revise existing PMPs for
the selected bureaux / departments to be used as model cases and
to transfer the knowledge and experience gained from the model
cases to other bureaux / departments. The deliverables include
direct assistance and advice to the selected bureaux / departments,
production of toolkits and training materials for knowledge transfer,
conducting workshop to share the knowledge and experience
gained from the processes and provision of advisory service to
other bureaux / departments with regard to their enquiries on PMP
development and implementation.

The project started in November 2015 and was scheduled to take 12
months to complete. It is intended that the PMP will be extended to
other public and private organisations.

Speaking Engagements

To foster the inculcation of a privacy-respectful culture in
organisations, the Commissioner and the senior management staff
of the PCPD delivered 32 speeches during the year, engaging a
broad range of stakeholders, in particular senior executives, to
appeal to them to incorporate a corporate-wide privacy strategy in
their organisations. The PCPD believes that privacy-friendliness is
strategically important for organisations, helping them to be truly
customer-centric, and to achieve an enduring and higher level of
business success.

JT — Presentation titled “Case Referral — Criminal Investigation

and Prosecution” to the Hong Kong Police Force

09.06.2015 EBEBRBREBRAERRBIE A Presentation on “Privacy Ramifications of Big Data " at the
DB FARBEERIFTEZEHEFH ©  Conference on “Privacy & Innovation (In Pursuit of Right
BEEA [ REUSHERFLAEERE | Incentives)”, organised by the Law and Technology Centre,

Faculty of Law of the University of Hong Kong



RAERREFZEE RAISING DATA PROTECTION AND RESPECT

114

11.08.2015&
11.09.2015

ERZRARBFEARZAERQ
EEMPWH 2015 EMRZANE DB
W[ REE S MR RBEARERS
EIAEBIFLRBREE

Speech on “Protecting Personal Data Privacy in Big Data
Analytics and Mobile Apps” at the Information Security
Seminar 2015 organised by the Security Bureau and Office of
the Government Chief Information Officer

30.11.2015

RERBHIHE [RELBEEN
B
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Speech on “Privacy Protection and Free Flow of Information”
to the Hong Kong Strategy

24.08.2015

AEBEEBRNTERNTNS h R
& [MEAER (RLER) fRMB) ] &R

Speech on “Personal Data (Privacy) Ordinance” at a workshop
organised for the People’s Government of Hainan Province

11.09.2015

28 (ISC)2 - EEEHAHE - &
EEMREZHSE  EmTEZHBER
BRBEMAIEREEHIBEEES
FRASESHNZEEB20150[H
HESE | N ERT

Panel discussion on “Preparing for the unexpected” at
SecureHK 2015, co-organised by (ISC)2, Internet Society
Hong Kong, Professional Information Security Association,
Cloud Security Alliance Hong Kong and Macau Chapter and
Hong Kong Cyberport Management Company Limited

30.11.2015

EEBREBEEBREAERRBEAF
ORI Y R BAE ERFL RS T AE S o 2%
i’%ﬁfﬁ“ﬂ%%ﬁféjt%l?ﬁ o AT
HFARB R | HR

Presentation on “Privacy Risks of Big Data Analytics - From a
Regulator’s Point of View" at Big Data and Privacy Workshop,
organised by the Law and Technology Centre, Faculty of Law
of the University of Hong Kong

01.12.2015

REBBESUR [REBAEHR
BERATLREER

Presentation titled “Protecting Personal Data, Respecting
Patients’ Privacy” organised by the Hong Kong Medical
Association Council

07.10.2015

ERHIRAEEEEEPN ZTERE
F) i@%_ﬂ'l})’tguﬁﬂF‘ﬁéi@FE
E%A'laj/,\

Presentation on “Child Privacy” at the 24th Meeting of the
Children’s Right Forum arranged by the Constitutional and
Mainland Affairs Bureau

09.12.2015

EEBEIEBHENTFESEBE (T
BEABERLERENRFERE

Speech on “Recent Development of Hong Kong Personal
Data Privacy Protection” at a luncheon organised by the
American Chamber of Commerce in Hong Kong

23.10.2015

EEBEMESEROMF N EFF
REMRIE 2015 B R [ — % — % ¢
P P9 3t 5 SR 1R AT A SR PR |

Speech on “One Belt One Road: Opportunities for Young
Lawyers Cross Strait Four Regions” at the Cross Strait Four
Regions Young Lawyers Forum, organised by the Law Society
of Hong Kong

10.12.2015

REBEBEAEIRDOBREE
E{RRIRXAVRE

Presentation on “Direct Marketing ” to the Police Detective
Training Centre of the Hong Kong Police Force

12.12.2015

REBHEGZEBRR[BAAER
B (FLBR) 157011 EE

Presentation on “Personal Data (Privacy) Ordinance” to the
Hong Kong Chinese Women'’s Club

03.11.2015
24.11.2015

R REERRIEAEMNRE
EAR(EERIRIE | EE
EHESEEMTAERNOEIER
TENEHBHRRBE RO
BT ] mERIBEER [ FABR
F—?—/\I"ﬂj /,\nﬁ

Presentation on “Personal Data Protection and Business-friendly
Environment” organised by the Zonta Club of New Territories
Speech on “Privacy Protection Inclusion” at the Social Caring
Pledge Signature Ceremony & Employer’s Forum on Social
Responsibility and Disability Employment, organised by the
Social Enterprise Research Institute

14.12.2015

EYFEREEZENBERSE
ARG DD R B SR A B
®[RE - BERAER &

Speech on “Protect, Respect Personal Data” in a seminar
organised by the Office of the Hon Kenneth LEUNG
arranged for Members of Hong Kong Institute of Certified
Public Accountants

25.11.2015

EEBENBSHENN [2015FEF
BEREKEE| 8 [ REBEAN
B A & BMRFE EL{E A E R (FABR) 15
B (& Z=FFET) J

Presentation on “PD(P)O and Personal Data Privacy in a
Mobile Society — Case Studies” at the Hong Kong International
Computer Conference 2015, organised by the Hong Kong
Computer Society

18.12.2015

ATERBHERES (F8) 3
* [RALBEAENEE | ER

Speech on “Human Right and National Situation from a
Privacy Perspective” organised by the Association of China
Trend Studies (Hong Kong)

27.11.2015

EBNERARRBERAE - B8
ERRREEBMERZERIHAS
DEWN [ FABRZMEE/NT ] &
NEREE [ REREETLRE

Spoke at the Build a Secure Cyberspace 2015 - Cyber Security
is Everywhere on “Mobile and Privacy”, co-organised by the
Office of the Government Chief Information Officer, Hong
Kong Police Force and the Hong Kong Computer Emergency
Response Team Coordination Centre

23.01.2016

EBFERBRBER AN ZERN
2016 BB E R MBI EE) 3
* [ALBERERH | EE

Presentation on “Privacy and Innovation” at the Hong Kong
ICT Award 2016, organised by the Office of the Government
Chief Information Officer

11.02.2016

REFRELEZABEFER [ HE
HEEREERNRFREEEE 742
RAESKEBRASAENEERRF
BF]

Presentation on “Complaints in Relation to Health Data and
Electronic Health Record Sharing System Related Complaints
Handling Procedures” arranged by the Electronic Health
Record Office

27.11.2015

AEEEER TP ESFEER
EBENAE IR / B AT PEE R [ 1R H
Eﬁ@%)l %EIJ /,\ng

Presentation on “Introduction to the Ordinance and the
PCPD” to the 51st Training Course for Middle-aged and
Young Leading Cadres for officials from Qinghai Province

23.02.2016

# FinTech ConnectZRkEA [&FE
E’ﬂﬁkﬁﬂﬁéﬁﬂﬂﬁlkﬁﬂ (%L\K’f%‘t) 3
B R BIREAER =R | &

Speech on “Personal Data Protection in Hong Kong, Personal
Data (Privacy) Ordinance and Cross-border Data Transfer”,
organised by FinTech Connect

28.11.2015

2 ,\EEﬁlﬁéﬁﬂiQ%i#}#H’J = Teen
S EAE/DE

Panel discussion on “Decoding Privacy” at Teen Talk
organised by the Law Society of Hong Kong

08.03.2016

REBALERBLER [EAE
H—H%nzz \*U@Mﬁ;ﬁiﬁiﬂj /,\nﬁ

Speech on “Personal Data Protection and Business-friendly
Environment” organised by the Rotary Club of Hong Kong
North West



RAERREFZEE RAISING DATA PROTECTION AND RESPECT

116

17.03.2016

EEREERARENHE (PEE
BOE) 2016 BF2H | HEK
Z2 - FENKNERBRMLENS
HERBXR[VDREERSE —B
EIFRES | ER

Speech on “Privacy Management Programme - A pathway
to Privacy Governance” at the 2016 ISACA China Hong Kong
Chapter Annual Conference - Effective Governance to deal
with Cybersecurity, Emerging Technology Risks and Privacy,
organised by the ISACA China Hong Kong Chapter
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22.03.2016&
23.03.2016

1£ Facebook 23 i1y [ BiiE F BRI
BEREREE R TUNMAEE
EEHREBRREBEITERLETH
BAER

Speech on “How to Manage Personal Data in a Globally
Connected and Data-driven Economy?” at Facebook’s
Roundtables on the Future of the Data Driven Economy

PRHABEZES Committee on the Promotion of Civic Education
BEBEMEHS Communications Association of Hong Kong
B&IRAERE Constitutional and Mainland Affairs Bureau
BERBREBELEZER Faculty of Law, the University of Hong Kong

EREKEE

Hong Kong Computer Society

29.03.2016

A CAREFHEEBESE R H
& [FRERER | RE

Presentation on “Privacy Protection and Business
Environment” organised by the Department of Journalism &
Communication of the Hong Kong Shue Yan University

31.03.2016

EREIIRD E TR R BAFIR
ZEEERNEREFRILBRRE
W SR ERE [ERERES
BREFHILE]

Keynote speech on “Smartphone Privacy from a Regulator’s
Perspective” at the Technology and Application Seminar on
Smartphone Privacy and Security, organised by the Vocational
Training Council - Electronics and Telecommunications
Training Board

EBBMHITEDGS Hong Kong Software Industry Association
BB REERS Hong Kong Federation of Insurers

BEMERXHES

Hong Kong Information Technology Federation

Hong Kong Wireless Technology Industry Association

31.03.2016

EREIIRD E TR K B FR
ZEEERNEREFRILBRRE
WEEAT SRk DRBEAREN
HFLRBRE | JHE

Presentation on “Privacy Protection in Mobile App
Development” at the Technology and Application Seminar
on Smartphone Privacy and Security, organised by Electronics
and Telecommunications Training Board of the Vocational
Training Council

BEE IR
BBARERNEERER

Hong Kong In-media,
Hong Kong Human Rights Monitor and Keyboard Frontline

EERMEATS Hong Kong Insurance Practitioners General Union
BEEESHEER Hong Kong Monetary Authority

BBEKE Hong Kong Police Force

EBEENRERS Hong Kong Productivity Council

BB Hong Kong Strategy

BiREER Hospital Authority

BIREERRETHS (TRAEEIS)

Information Systems Audit and Control Association,
China Hong Kong Chapter

B EEE
BTEIRFNEHEAENLEBREN

Bx AEEEMAESEETEHE -
B BASPIEEMIIN

ERMZEBRAR

Meeting with Stakeholders
In order to understand concerns about personal data protection of

different stakeholders, the Commissioner and his senior staff met
with various organisations, groups and government departments.

Cathay Pacific Airways Ltd

TETEERAT Citibank
BABETARE City University of Hong Kong
FESHERAT CLP Power HK Ltd

FRARBATE
BREBRITHREB AN AR AR
BB R EEREEIREER
B RRE

Legal Division of the Liaison Office of the

Central People’s Government in the Hong Kong S.A.R.
Legislative Councilor (IT) Hon Charles Peter MOK and
delegation of IT industry

MARELEEREEERBL L
THERE TR LT RKBERTE

Legislative Councilor (NTW) Hon Alice MAK Mei-kuen; and
Yuen Long District Council members Ms LAU Kwai-yung and
Mr YIU Kwok-wai

BHEMENEESTEERR

Mandatory Provident Fund Schemes Authority

JUEBRBRAF

Octopus Cards Limited

BREABHRBERAE

Office of the Government Chief Information Officer

EEHEESBRAA The Legal Education Fund Limited
BEBHRFEELNE The Office of the Ombudsman, Hong Kong
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Data Protection Officers’ Club (“DPOC")

The PCPD established the DPOC in 2000 to provide practising data
protection officers with a platform for advancing their knowledge
and practice of data privacy compliance through experience sharing
and training. DPOC membership reached 539 by the end of March
2016. The individual and organisational members have backgrounds
in compliance, legal affairs, regulatory fields, law enforcement and
customer relations, in both the public and private sectors.

During the year, the PCPD held three briefing sessions and talks
for DPOC members. One of these was the first meeting with the
current Commissioner in November 2015. The Commissioner
shared his views on Protect, Respect Personal Data with members.
PricewaterhouseCoopers (“PwC"), one of organisational members, also
shared their insight into issues concerning information security and
data privacy following some major data leakage incidents in late 2015.

BOARKESTTMERMOZHEE EEXAHEEESEER  ABEEREAAER
AREZRERFLEERENERE - FE (HEEPAR) RREEEOS B
Representative of PwC shared their REIEEIREENWER -

views on information security and On the first meeting with the Commissioner,
data privacy. Mr Henry Chang, Chief Personal Data Officer

RTAEERE—AFRNFEEVRIFEN
BERRARERNVEN - XFR20155F7H
EHTEREErS88BH -

(Policy and Research) of the PCPD, briefed the
members about how the Ordinance applies to
cloud computing.

To provide an effective platform for keeping members abreast
of the PCPD’s news and compliance requirements, a bi-weekly
e-newsletter exclusively for DPOC members has been launched
since July 2015.

RABAERN RBEBEERS=
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International Conference on Big Data from a Privacy Perspective

R EEREER -
The Hon Nicholas W Yang officiated at the opening
of the Conference.

BRI RERS| 250 52 ME o
The Conference was a full house attracting
250 participants

To address various privacy issues associated with the use of big data,
the PCPD organised the “International Conference on Big Data from
a Privacy Perspective” on 10 June 2015. The conference attracted
250 local and overseas data privacy officers, ICT professionals, legal
experts and business leaders.

The Hon Nicholas W YANG, the then Advisor to the Chief Executive
on Innovation and Technology (the current Secretary for Innovation
and Technology) and Non-Official Member of the Executive Council
of the HKSAR Government officiated at the Conference.

The Conference presented an international panel of distinguished
speakers. They comprised privacy regulators from the United States
and Australia, academics and privacy professionals from think tanks
and multi-national corporations.

Various issues related to the use of big data were addressed,
ranging from legislative controls, innovative approaches based on
risk benefit analysis, to ethical information governance.
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Professional Compliance Workshops

During the year under review, we held 70 workshops with over
1,629 participants. The workshops, which were supported by 27
professional organisations and trade associations, covered the
following topics:

Legal Workshop on Data Protection

ERRIEEEHERER

Data Protection and Data Access Requests

RIT / BRI BB RHREE

Data Protection in Banking/Financial Services

BEEEHERNERMRIE

Data Protection in Direct Marketing Activities

AN EREENERMRE

Data Protection in Human Resource Management

R EHERMRIE

Data Protection in Insurance Industry

AFNEAR R EENERMRIE

Data Protection in Internal IT Management

BTV E R R B A B R E R MR R

The Latest ICT and Data Protection

YIS E IR Y E BHMRIE Data Protection in Property Management Practices
SEXERELBEEE Data Protection in Retail Operations
MEBEERS Privacy Management Programme

R2015%F98 » AEHWHTIHLEEF
Bl RENEAERHET —@AHFENEERE
TEFRPINRE - EPEARBENBEAEE
HRIEZSERS/EE 1,000 NXBE -

NE BN IREMBEEILEAERMFILE
REMALSTESRETTUTRRO—IR -
WHHEMTERMEEBHRIRIT  -FtkS
- ABR2016 F3FHEEETHWN [FLAEE
HRG | HBI - EHEMBM(FABERE
ARBRETEANIESDDNEZ - 2NMET
THRABEERANERFA R XEZHMY
IR i E IS R EE R ©

In September 2015, the PCPD launched an “Online Training
Platform” with a view to providing a convenient channel for data
users to get familiar with the requirements under the Ordinance.
ICT related courses were available at this platform and have
attracted over 1,000 views since the launch.

The PCPD has been advocating that organisations should make
personal data protection part of their corporate governance
responsibilities and implement it throughout their organisations.
To this end, the PCPD rolled out a new workshop on PMP in
March 2016. The course highlighted the key features of “Privacy
Management Programme — A Best Practice Guide”. Participants
would understand the baseline fundamentals and components of
a PMP and how to maintain and improve it on an ongoing basis.

HIE B BB TR (R R

NREAARFERT2EQAALERBREMRT
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R o (RIFHE

= 2

Bz

FAEBEE AEFH PCPD ANNUAL REPORT 2015-16

121

In-house Seminars

ZHitE=) (See Appendix 3 for details)

4

[E12E Feedback

BROUSHIFERF (SREAERZFE (EAREE) BB/ BRET - SHEEXERATHEELE
B - SRUAEEERENLBRANAE - MERFINATEE - SRBERERS -

| would like to express our heartfelt thanks to you (Senior Personal Data Officer (Communications &
Education) Miss Carol CHAN) on the very informative, well-prepared and nicely presented talk yesterday.
The talk is definitely useful for us to enhance our understanding on the Personal Data (Privacy) Ordinance.
Thanks to your profound knowledge in the Ordinance and the good presentation, the talk was well

The PCPD provided 96 tailor-made training sessions for 72
organisations to explain the requirements under the Ordinance.

received by our colleagues.
BEEE&*

Ms Connie WONG

o 3 FE R B3 B R K B R AR EE

Assistant Training and Development Manager, The Land Registry

[E1¥ Feedback
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" CBEAER (FAB) RO TENEEFE - BE ZENERARIEELEE  FHRTTHRLABESR

Thank you (Senior Legal Counsel Ms Sandra Liu) again for hosting the subject briefing (on the Guidance
on Personal Data Protection in Cross-border Data Transfer) exclusively for HKAB members today.

As informed by our Chairman of the PDPO Working Group...... the briefing was very informative and has
assisted banks’ understanding on the PCPD’s expectation regarding the issue.

The Hong Kong Association of Banks

H {th 78 BB

RESABALTHRGNRBMNIERE - 2F
HEWT 245N BE - LI BIHBIHE
1B A RBI5E 331 GREFE RER) WEIEIE
HHEE - NRBRENEBNLEBRE - 2
FEHE2014F12 A HT(REBAER :
BIRERERIES) T EAFEHEEXRH
EEREMR T ANEFNENBEIMRNE
REES2MERBIESINES -

Other Seminars

The PCPD organised 24 seminars to raise public awareness and
their understanding of the Ordinance. In addition, with a view
to assisting organisations to prepare for the implementation
of section 33 of the Ordinance (not yet in force) and enhancing
privacy protection for cross-border data transfer, the PCPD issued
“Guidance on Personal Data Protection in Cross-border Data
Transfer” in December 2014. During the report year, six briefings
were held in collaboration with professional/regulatory bodies to
give participants an introduction on the requirements of section
33 and highlight the key features of the Guidance.
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| am grateful for the PCPD’s support to the three talks on preventing loan service scams. |
would like to thank especially the Commissioner and Miss Carol Chan, Manager (Corporate
Communications), who spoke in the talks and reminded the public to beware of scams......
so the talks were well delivered.

#EXIBES, BBS, JP
The Hon Alice MAK Mei-kuen, BBS, JP

EFEEEREEAIE - AEH2015F8AEH
HEWT10SHBEHERE - BUna™m RERE
BCEAERER -

NESREMBUMRZ RN (IR EREERBIEE])

In response to the surge in phone scams, the PCPD has organised 10
educational talks since August 2015 to enhance the awareness of the
members of the public in safeguarding their own personal data.

AEBEABREZERB R LI REERLZL

Senior Legal Counsel Ms Sandra Liu briefed the participants on “Guidance on ETRSZEFEFERE L -

Personal Data Protection in Cross-boarder Data Transfer”.

/N E BRI

AWHBERBRF /N T BIRGIHIRE K&
R ABRAET-EMLBERE-ET
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LERRR (WMADER - EEEE - B
BERRZMIF / EREAAERTE=

%) o F/NETR AT B B By R E R S R 5I
HIRRAD o SERERIZR » PRI BITHIER
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Personal Data Officer, Ms Terri Wu and Ms
Ivy So, shared prevention tips on telephone
scams with citizens.

Online Training Module for SMEs

To help small- and medium-sized enterprises (“SMEs”), which are
often faced with resource constraints, learn how to interpret and
apply the Ordinance in a cost-effective manner, the PCPD has
developed an online self-training module. The tool provides SMEs
with general guidelines on the requirements under the Ordinance
in relation to different business functions and includes practical tips
on privacy compliance in their day-to-day operations (e.g. human
resources, direct marketing, information technology security and
outsourcing/transferring personal data to third parties, etc). The
kit also enables SMEs to test their knowledge of the Ordinance
through an interactive quiz. Upon completion of the course, SMEs
are expected to be able to build their own privacy plan. They would
also receive a report on how they are currently handling personal
data, with suggestions and recommendations for improvement.
The PCPD has organised seminars since April 2015 to give an
introductory briefing on the online training module, tailored to

HIXESE FREENERERND D
—IhE - BERESBRATNERBHOE
B SIFRIVEEBE -

PORREBAERLEES
FRAZ © FRIZ o
Self-training Module on Protection
of Personal Data for SMEs.

TERRELRED
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meet the needs of SMEs. The PCPD also collaborated with the Trade
and Industry Department, SME One of the Hong Kong Productivity
Council, the SME Centre of the Hong Kong Trade Development
Council, and others to organise these seminars.

NERTXEZEZAWHEE  Ahhhh
RERLEEREBMMTHRFTSHENN

Participants experienced the online HRIE
self-assessment tool at the seminar.

The PCPD in collaboration with the Trade and
Industry Department held an introductory
briefing on this online training module to
enhance SMEs’ knowledge on the compliance
with the Ordinance.

Industry-specific Privacy Campaign

In January 2015, the PCPD launched a 16-month privacy awareness
campaign (the “Campaign”) with the theme “Developing Mobile
Apps: Privacy Matters”. The PCPD was very encouraged by the
overwhelming support of the ICT industry, and shared the industry’s
vision that Hong Kong had to embrace the next wave of ICT
advancements to foster our economic and social development and
that in the process, consumer privacy and data security must remain
a priority. The Campaign was co-organised by 10 leading trade
associations and supported by 10 professional/academic institutions
in the ICT field.

Representatives from the co-organisers and the PCPD formed
a working group to canvass the privacy concerns among the
practitioners. In response to the suggestion raised by the working
group, the PCPD has developed the “Online Training Platform” to
provide a convenient channel for those practitioners who wish to
go through the requirements of the Ordinance online.

— X FEFERERET
EBY & BHE A E 2B ARG 1Y
ER -

A one-stop portal for data users
in different work context to get
familiar with the requirements
under the Ordinance.
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www.pcpd.org.hk/mobileapps °

A series of educational activities was rolled out to help mobile app
developers understand and comply with their legal obligations
under the Ordinance. The following activities took place from
1 April 2015 to 31 March 2016. More details of the Campaign are
available at www.pcpd.org.hk/mobileapps.

09-13.04.2015 MR2015E MR ITEFME SIS E FER B HENT

International IT Fest 2015 — Exhibition Booth Staged at Hong Kong Digital Life Carnival

15.04.2015

2015EIRITE — [ RABEAERX BERRERAER ] HBE
International IT Fest 2015 — Seminar on “Developing Mobile Apps with Privacy Protection in Mind”

17.04.2015

BBFEMBRAERNE EBEBENEBEMRZENHAT LS HAEE T
BRIRBEARXLBRE —RABRERERETA ] EE

Seminar on Personal Data Privacy for Mobile Apps Designers and Users

organised by the Office of the Government Chief Information Officer, Hong Kong Police Force
and Hong Kong Computer Emergency Response Team, Coordination Centre

20.04.2015

HEBEEHNALRERFHREMGERSHUREBEENERE
Talk to Higher Diploma students in Mobile Applications Development
Hong Kong Institution of Vocational Education

24.04.2015

EEBEESERNIESEE (HRERBEREXEFE]
Roundtable Luncheon Talk on Privacy Concern on Mobile App Development arranged by the
Hong Kong General Chamber of Commerce

28.05.2015

BB EMBHRAAERAEXE [EREXELRE AR EE]
Seminar on “Developing Mobile Apps: Privacy matters” arranged by the
IT Solution Centre of the Office of the Government Chief Information Officer

24.08.2015

CEAER (FLBR) IRGIIN) R

Introductory Seminar on the Personal Data (Privacy) Ordinance

16.10.2015

HERHEREBHN
Introductory Seminar on Direct Marketing Regime

21.11.2015

EEBEMRZBHRHAS L - BBEENRER - EXERARZHER (ISC)2 HK Chapter
EROANSER [ RBEAEXBARENARERFTARE ]

Seminar on “Personal Data Privacy for Mobile Apps Developers” organised by the Hong Kong
Computer Emergency Response Team Coordination Centre, Hong Kong Productivity Council ,
Professional Information Security Association and (ISC)2 HK Chapter

EERE
BIBBHEE
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PROMOTING AWARENESS IN THE COMMUNITY
Organisational Partnership

The PCPD participated in Teen Talk 2015 - “Decoding Privacy:
Respect and Inclusiveness” organised by the Law Society of Hong
Kong and discussed personal data privacy and relevant legal issues
with 126 teams of students from over 80 secondary schools. The
Commissioner gave a speech on 28 November 2015 reminding
students to beware of privacy traps.

FABEEE (ATHEA N) R 2015F 11 28T EHENKA
FAIR=RERELE, SC, P (FiHEA T REBEMSSRAE
FEREGHATZ)  BMRBERKREBHE [E Teeni&S
2015 — FLRRARTS | BRR T2

The Commissioner (9th right, front row), attended the opening
ceremony of the “Teen Talk 2015 - Decoding Privacy” on 28
November 2015, together with the officiating guests the Hon
Rimsky Kwok-keung Yuen, SC, JP, Secretary for Justice (14th
right, front row) and Mr Stephen Wan-shun Hung, President of
the Law Society of Hong Kong (13th right, front row) as well as
students and guests.

To mark the Data Protection Day 2016 on 28 January, Facebook
invited the Commissioner to share some tips for privacy protection
on social networks. The tips were available on video and shared
globally on Facebook.

BREACETEEART LEBEB RIS

JFIED -

Mr Stephen Kai-yi Wong reminded netizens
to stay smart online by taking care of their

digital footprints.
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B DMERBRERN LN BHSRIR [BOEFABER
2015 AMEN FERE -
Ms Wingki Kwok presented the creative idea for her four
hand-drawn illustrations specially for PAW2015 at the
inauguration ceremony.

Microsoft & BHR A A BEAHE RRBEPLELERREE
BEEHESEREMBRRRES  BRERHLEBHR
FHERRIEER -

Mr Alan Chan, National Technology Officer of Microsoft
Hong Kong, talked about Privacy by Design and Data
Protection to members of the DPOC and IT practitioners.

Privacy Awareness Week

The PCPD continued to promote privacy awareness in the region,
together with APPA members, by organising Privacy Awareness
Week 2015 (“PAW 2015") from 3 to 9 May 2015 with the theme
“Privacy Matters”. The PCPD specially invited a number of legislative
councillors, professionals and celebrities to support the campaign
and promote the message “Privacy Matters” through the newly
launched Facebook page “BeSmartOnline”.

A wide range of promotional and educational activities, including
campus promotions by student ambassadors, inter-school quiz
contests, street magic shows, exhibitions and forums, were held to
cater for the various needs of students, businesses and the general
public. Over 50,000 people were engaged during the week.

EEBTMEEREERSINBE  R2ERBREN
T RFBATHEEENM o

Magician Mr Louis Yan gave a special street performance
for visitors to the PCPD’s roadshow in Causeway Bay.

4

[Bl1¥ Feedback

HRIRHEBRTNER - EMREETLREDSH
BEXRMOALRERERBBRETRANSEE
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BARBRE  REAREM -

Thank you especially to Hong Kong for the APPA
posters. These have worked well on our website,
Twitter and Facebook channels as a way of signalling
Privacy Week. People really like the bright, colourful
design and the easily conveyed privacy messages.

Mr Charles MABBETT
Communications Adviser
Office of the Privacy Commissioner, New Zealand

RKETERBIMWAL  BEIZEEE
BETRESE - BERLZTIREZRE
. —EEETRE BRE!] -
People from different walks of life,
including legislative councillors Hon
Charles Mok, Hon Alice Mak Mei-kuen
and Hon Ip Kin-yuen, echoed the theme
“Privacy Matters”.
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[MREEFABEAE KEFTEI2015BH 2L [REBER]I TERBRRLEIAE
ROBEBHSRERRITEEED » RRESEFLBRE -

The finalists of the Student Ambassador for Privacy Protection Programme
2015 - TV News Feature on a Personal Data Protection Competition
promoted privacy protection through their work and various activities
on their campuses.

KREBRERST > RBREERNEZEHSSEH
HREEAERIFLLE -

The Hong Kong Economic Times published a special
supplement to recognise the effort made by DPOC
membuers in the protection of personal data privacy.
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Student Ambassador for Privacy Protection Programme

The PCPD has run the Student Ambassador for Privacy Protection
Programme for five consecutive years. Under the Programme, a TV
News Feature on Personal Data Protection Competition was held in
2015. Over 700 form one to six students from 69 secondary schools
took part in the competition in teams by looking into the privacy issues
they came across in everyday life and presenting their findings in the
form of a TV news feature. As of the end of 2015 Programme (May
2015), 111 partner secondary schools (see Appendix 4) participated
in the Student Ambassador for Privacy Protection Programme.

PEBFTERFTETE T ANET AERFEEREFNZESHNERHIRTIELHBHEE [T
SHHEEBEAERIERSBRILEED BER|IFERECERRAABEAETFIEEHELS
ZLHEREERBEFNOEREELE MR PENEE > ZBRMENEESHHETE -

I o Dr K P Chow, member of the PCPD’s Standing Committee
Mr Ryan Lau, host for TV news programme, on Technological Developments, presented the Best
and Mr Fong Hiu-shan, Executive Producer Creativity Award of the TV News Feature on Personal Data
of RTHK's TV Section were invited to share Protection Competition to a team from STFA Cheng Yu Tung
their experience of TV news reporting with Secondary School who was also the champion in the
students and judge the competition. senior section.

BESh - [RFEEFLABBER L R EFTE/2015] BIR
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BRIFER - BEBLSTFERRDER D 5
ES8 -n-FE-

The 2015 Programme also featured an inter-school quiz on online
privacy protection, which was rolled out by the PCPD for the first
time. Co-organised with the Hong Kong Federation of Youth
Groups Jockey Club Media 21 (“M21"), the final of the quiz took
place on 9 May 2015. Lok Sin Tong Leung Kau Kui College, Chiu Lut
Sau Memorial Secondary School and La Salle College became the
champion, first runner-up and second runner-up, respectively, after
a fierce contest.

EREANERTLBEENE -BES
FHE  EANEHEERHSE BB
B BREARSAERNE - G
#A1HE K Facebook R R IEEFTH -
EE#ZTRERHER [BXIABED
2015 ] EAR ST HYIRER -

Judges from the PCPD, M21, Association
of L.T. Leaders in Education, Education
Bureau, OGCIO, Internet Society Hong
Kong and Facebook attended the final
of the quiz with students from the 10
finalists in PAW2015.
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University Privacy Campaign

The University Privacy Campaign has taken place once a year since
2011. In August and September 2015, the PCPD sponsored selected
orientation camps in the 10 universities and held an interactive
game session in five orientation camps to deliver educational
messages about online privacy. Then the PCPD visited the
campuses of 10 local universities from October to November with
an interactive game booth to demonstrate privacy traps associated
with the use of Internet and smartphones.

In addition, the PCPD organised tailor-made seminars to explain
to university staff their obligations as a data user under the
Ordinance in the areas of administration and IT management.
About 40,000 students and staff members participated in
the campaign.

NENBOEEKET TRAE . REEARELE [HLIBERR] -
The PCPD toured 10 universities with an interactive game booth to

The PCPD held game sessions in orientation camps for remind students to “Be Smart Online”.

the first time to promote data protection to freshmen.

[RETHEMBREIRIE
AR ERNERMRE | BER
2016 F£1 H20H 17 - @38 220
BREBESM -

Two seminars on IT management
and university administration
were held on 20 January 2016
and attended by over 220
university staff members.
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Public Education Roadshow

The PCPD took part in the Sheung Wan Promenade, organised by
Central and Western District Council, on 13 and 20 December 2015.
About 4,000 members of public visited the booth.

BUNEBREEHREE LT ROE R B -
The booth featured a game of darts which explained
some common privacy traps online.

The PCPD staged a public education road show from
27 December 2015 to 9 January 2016, with an exhibition truck
visiting different districts of the city to enhance public awareness
of data privacy rights under the Ordinance, reaching out to
over 140,000 visitors. The road show was held in conjunction
with the newly launched TV APl. Well-known media figure
Ms Akina FONG, who was commissioned by the PCPD to take part
in the TV API, was featured on the exhibition vehicle to disseminate
the message about protecting personal data online. Display panels
inside the exhibition truck provided practical tips for protecting
personal data in daily life such as using smartphones and social
networks, and for protecting children’s privacy online.
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BASELINE SURVEY OF PUBLIC ATTITUDES ON
PRIVACY AND DATA PROTECTION

On 28 July 2015, a survey of public attitudes on personal data
privacy (the “Survey”) commissioned by the PCPD revealed that
awareness of privacy rights of individuals and public trust in the
PCPD were generally high.

The survey results were based on telephone interviews with 1,222
adults and focus group interviews with 36 participants from a
diverse background. It revealed that the public could often sacrifice
privacy for the sake of convenience. Few respondents were very
concerned about providing mobile phone number (even though
it would attract advertising calls), occupation or full date of birth
(even though it is often used for validation).

Nearly half of respondents had experienced misuse of their personal
data in the last 12 months and the most common source of the
problem was banks (57%), followed by telecom companies (32%),
fitness/beauty centres (26%) and money lenders (17%). Almost 11%
of those who experienced misuse had made a complaint, while
those who had not complained explained that the major reasons
were that friends had provided the information (35%), or they
were unwilling to involve the company staff (25%) responsible for
the misuse.

An overwhelming majority of respondents (86%) agreed or strongly
agreed that the PCPD has increased community awareness of
personal data privacy issues after a widely published incident in
2010. The Survey also assessed the perceived trustworthiness of
six statutory agencies in handling complaints and identified the
PCPD as the second most trusted agency, after the Independent
Commission Against Corruption.

An overwhelming majority (87%) of respondents used a smartphone
of whom 95% had an instant messaging app installed. 72% of
these respondents were aware that the app accesses all contact
information on their smartphones and a significant proportion
(33%) thought the law should prohibit this.

The full survey report (with executive summary):
www.pcpd.org.hk/english/resources_centre/publications/surveys/
files/baselinesurvey2014.pdf
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Professor John Bacon-Shone, Director, Social Sciences Research
Centre, the University of Hong Kong, was commissioned to conduct
the survey and presented the findings in the press conference.
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A press conference was held on 19 May 2015

to share the findings of the study.
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RESEARCH STUDY ON CHILD PRIVACY

In order to identify major privacy concerns and problems faced
by children in Hong Kong, the PCPD commissioned the Centre for
the Advancement of Social Sciences Research (“CASR”) of Hong
Kong Baptist University to carry out an exploratory study. The
results, which were released in May 2015, show that parents and
teachers seem to have little involvement in managing children’s
privacy issues and little awareness about children’s problems online,
a situation that was probably attributable to lack of knowledge
and support.

Focus group interviews were conducted to understand the views
of parents, secondary school students and teachers of primary and
secondary schools on child privacy issues. In-depth interviews were
also conducted with representatives from four non-governmental
organisations whose main focus is children. The study showed that
children were going online at a younger age than ever, and that the
lack of awareness among children and their parents or guardians
and teachers might pose a serious risk.

It also appeared that children did not have the capacity to engage
with the Internet in a safe manner in all circumstances. Children'’s
digital footprints were taking shape from a very young age. Some
parents might post photographs and videos of their children on
social media sites. These digital footprints were created for children
who were too young to understand or consent.

Schools always keep a wide range of personal data about their
students and their families which are all necessary for basic
administration and instruction. On the other hand, schools are also
increasingly storing electronic data associated with “connected
learning”, where online resources are used for academic instruction
and evaluation. While schools reap the benefits of information
technology, they must not lose sight of its attendant risks to privacy
and data protection especially that are of children.

ERRXE - MtEBANESERAEET
B U REAPIA A EFLEE - SRERHIFE A AT
DLEHZTFHNER - REEZECHERAF
REGOFLZER  LHAERERNERS
BERZRERRARE - KEEREELTE
AIHRIR=BLEBERN TERBTE
1 REWAREHEHE L - LREMZEHN

o

]
#

WMEFERT —L2% - ERWHEBEHER
£ BEEERREA - HINEMBER
2 BEREREENEEYA - AR
MEBERLBRENTSE | UREBGMN
AT/ BRINREE  HEEERENTLRE

IR o

REWE (P -
www.pcpd.org.hk/tc_chi/resources_centre/
publications/surveys/files/child_survey_c.pdf

FAEBEE AEFH PCPD ANNUAL REPORT 2015-16

133

As regards parents, they should understand and use the privacy
tools on any website or mobile applications that their children
use for school or at home to limit who can see their information.
They must understand and explain to their children that what
they post on social media could be far reaching and long lasting.
Children should also be given guidance about their privacy rights
and also responsibilities as “netizens” when dealing with hateful or
threatening messages on the Internet.

The focus group interviews with stakeholders generated some
insights which are useful in the follow up work. Some suggestions
include adding sections or topics related to privacy issues and
privacy protection measures to the curriculum in subjects such as
information technology, and liberal studies, and in project learning
activities; and strengthening communication between parents and
teachers/schools to address children’s privacy issues.

The executive summary of study report:
www.pcpd.org.hk/english/resources_centre/publications/surveys/
files/child_survey_e.pdf
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| have joined the Communications and Education Division for
around five years. | witness the growing personal data privacy
awareness among organisations and members of the public,
which | believe is the result of our initiatives in carrying out

BRiZ IS education and promotion. Apart from conventional education

SARBAEREE and promotion activities, we have been disseminating the

(EARHA) message of “Protect, Respect Personal Data” to the community

Carol CHAN on social media. We have also developed an “Online Training

Senior Platform” to provide a convenient channel for data users to

Personal Data Officer get familiar with the requirements under the Ordinance. These

(Communications & new initiatives offer great learning opportunities not only to the
Education) public but also to me.






