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The Commissioner published a report on 28 July 2015 in respect of
a survey of 10 commonly-used public registers maintained by the
government and public bodies, namely, Bankruptcy register, Births
register, Business register, Companies register, Land registers,
Marriage register, register of Notice of Intended Marriage, SFC
register of Licensed Persons, register of Vehicles and registers of
Electors. The protection of the personal data contained in these
registers was examined with reference to a set of guidelines on the
protection of personal data in relation to existing and new public
registers formulated by the government on 30 December 2000
(the “Guidelines”). In order to ascertain the extent of compliance
with the Guidelines in general, the Commissioner also examined
82 ordinances and related regulations enacted or amended during
the period from 1 January 2001 to 31 March 2014 which contain
provisions relating to public registers.

Personal data in the public registers is subject to the protection
under the Ordinance. In particular, the use of personal data collected
from the public registers is governed by DPP3 in Schedule 1 of the
Ordinance which limits the use of personal data for the purposes
for which it was collected or a directly related purpose, unless the
explicit and voluntary consent of the data subject is obtained. In
other words, the personal data collected from a public register can
generally be used only for purposes in line with or directly related
to the purpose(s) of setting up the public registers.

The Guidelines advise that the purposes of a public register
should be stated as specifically as practicable in the legislation
that establishes it. The Guidelines also advise provisions in the
legislation to include: (a) the sanctions imposed against the
improper use of the personal data; (b) the specified purposes for
which the data may be requested, and the class of persons entitled
to make requests; and (c) the requestors’ declaration in writing for
the intended use of the information requested.

The survey concluded with the following major observations:
Examination of ordinances and related regulations

Only 32 of the 82 public register-related legislation newly enacted
oramended from 1 January 2001 to 31 March 2014 spelled out the
purposes of the publication of the data and/or the permissible
use or secondary use of such data; and

Only five of these legislation contained explicit provisions
introducing measures to safeguard against possible misuse of the
personal data.
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Examination of the 10 commonly-used public registers

Only four out of the 10 registers had the purposes of the registers
specified in the respective legislation;

Only one out of the 10 registers had legislative safeguards against
misuse of data and only one out of the remaining nine registers
provides for administrative safeguards;

The lack of legislative or administrative safeguards against data
misuse was particularly worrying as most of the operators of the
registers have no discretion to reject a request for data access;

For two out of the three registers which the operators had
discretionary power to decide on the provision of specific kinds
of personal data upon request, there were no laid down policies
governing the exercise of the discretion;

While data subjects were informed by all 10 registers of the
purposes of the registers, the clarity and adequacy of the notification
given to data subjects and the public could be improved;

Forthe Bankruptcy register, the Business register and the Marriage
register, there was no specific mentioning that the data could be
made available to the public;

For the Marriage register, no reference was made to the purpose
of inspection of the notices throughout the process of inspection
which took place in the Marriage Registries by reviewing the
webpages of onsite computers; and

For online access to a public register, the Guidelines only required
the home page to include the specified purposes of the register
and the use limitations, thus falling short of ensuring that the
requestor did read and understand this home page message.

In general, the 10 commonly-used registers were administered in
accordance with the law and had personal information collection
statement and statement of purposes to be acknowledged by
searchers, but there was room for improvement.

The use of personal data collected from a public register should
comply with the stated purpose of the register. The lack of a
purpose specified in the establishing legislation for the public
registers posed an enforcement hurdle for the Commissioner.
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The Commissioner recommended the government should
establish a dedicated organisational structure and mechanism to
oversee and monitor compliance with the Guidelines by the various
government bureaux and departments, particularly in regard to the
required legislative enactment or amendment. The Commissioner
also recommended a “personal data clearance clause” in the law
drafting process, in line with the “human rights clearance clause”
and the “basic law clearance clause” be introduced, and the
Department of Justice be assigned to take up the gate-keeper
role to ensure that serious consideration would be given in future
legislative enactment or amendment processes to incorporate the
specific purposes of public registers.

The Commissioner forwarded the survey report to the relevant
government bureaux and departments, with recommendations
on compliance with the Guidelines. They were requested to
review the existing practices of the various registers in light of
the recommendations.

The full survey report:
www.pcpd.org.hk/english/resources_centre/publications/surveys/
files/survey_public_registers.pdf
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APPEALS LODGED WITH THE ADMINISTRATIVE
APPEALS BOARD

The Administrative Appeals Board (“AAB”), established under the
Administrative Appeals Board Ordinance (Cap 442), is the statutory
body that hears and determines appeals against the Commissioner’s
decisions by a complainant, or the relevant data user complained of.

Statistics of AAB Cases Concluded / Received in the Year
2015-2016

A total of 30 appeals were concluded and 35 new appeal cases were
received during the report year.

Most of the appeals were eventually dismissed by the AAB or
withdrawn by the appellants. (Figure 4.1)
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| joined the PCPD as Legal Counsel in 2008. The public awareness in relation to personal data
privacy has arisen since a widely reported incident involving the sale of customers’ data.
Thereafter, | was given the opportunities to participate in the review of the Ordinance, which
culminated in the enactment of the Personal Data (Privacy) (Amendment) Ordinance in 2012. In
recent years, | have also taken charge of some major projects and new initiatives including the
Guidance on Personal Data Protection in Cross-Border Data Transfer, the Survey Report of Public
Registers Maintained by Government and Public Bodies, and rendered submissions/comments to
the government and the Legislative Council Bills Committee in relation to the Electronic Health

e Records Sharing System Ordinance.

My career here is fruitful and satisfying. | now assist in leading a team of lawyers to provide

__@1’157\ legal advisory services to the PCPD as Senior Legal Counsel, handling litigation related work
= ARAEED and explaining our policies to stakeholders as well as elites with different expertise. Joining
Sandra LIU the PCPD has broadened my exposure and horizon. | am glad to be part of such a capable and

Senior Legal Counsel diverse team.
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Nature of the appeals

#B355R
Total 35 cases

O HHERBEERE
TETEXRAEN LR
Appeals against the
Commissioner’s decision not to carry
out a formal investigation

O HYULBEEREEBRE
TREFEMTEAN LR
Appeals against the
Commissioner’s decision not to
serve an enforcement notice after
the investigation

O HYUFBHEETEMR
BRBRF
Appeals against the
Commissioner’s decision not to
accept the relevant cases as
a complaint

Of the 35 new appeal cases received in the year, 30 of which appealed
against the Commissioner’s decision not to carry out a formal
investigation. The Commissioner made these decisions based on
the following: (i) the primary subject matter of the complaint was
considered not to be related to personal data privacy; (ii) there was
no prima facie evidence to support the alleged contravention; (iii)
the party complained against had taken remedial action to rectify
the alleged contraventions and/or (iv) the two-year statutory time
limit had lapsed when the relevant complaint was made.

Four appeals were against the Commissioner’s decision not to
accept the relevant cases as a “complaint” under section 37 of

the Ordinance.

The remaining appeal was against the Commissioner’s decision not
to serve an enforcement notice after the investigation. (Figure4.2)
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Of these 35 new appeal cases, 26 involved alleged breaches of the
DPPs of the Ordinance. Four cases involved alleged non-compliance
with data access request and/or data correction request, and the
remaining five cases concerned about whether or not personal
data was involved. (Figure 4.3)

The provisions of the Ordinance involved in the appeals

#B 355K
Total 35 cases

O EXRERURERA
Contraventions of DPPs
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Non-compliance with

data access request and /
or data correction request
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Whether personal data
was involved
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Of those 26 appeal cases involving the alleged contraventions of
DPPs, one appeal might involve more than one principle. Of these
appeals, eight cases involved excessive and/or unfair collection of
personal data; five involved the duration of retention of personal
data; 15 involved the use and/or disclosure of personal data
without the data subject’s prior consent; six involved security of
personal data and two involved the data user’s privacy policies
and practices.
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The complainant was a member of several statutory panels.
Three judgments were handed down in 2000, 2001 and 2002
concerning her divorce proceedings heard in open court, and
these judgments, which originally contained the names of the
complainant, her ex-husband and her children, were made
available by the Judiciary in the Legal Reference System (“LRS”").
However, in 2010 and 2012, the Judiciary replaced the three
judgments in the LRS with their names anonymised at the request
of the complainant.

In early 2013, the complainant found her name revealed on
three hyperlinks on “Who’s Who" of a website operated by the
Appellant, which were connected to the three anonymised
judgments in the LRS. If a user entered the complainant’s name in
the “search people” box of the Appellant’s website, the user would
be brought to the “Who's Who" page of the same website where
information about the complainant would be shown. However,
on this “Who's Who" page, the three hyperlinks were embedded
under the item “Articles”, and by clicking on “Articles”, the three
hyperlinks with the judgments’ titles (referring to the names of
the complainant and her former husband) would appear. This
search process effectively identified the complainant by name in
those three judgments, despite the anonymisation in them.

In March 2013, the complainant wrote to the Appellant for
deletion of the hyperlinks but her request was declined. She then
lodged a complaint with the Commissioner against the Appellant
in disclosing her personal data on the said website.

Upon completion of the investigation of the complaint, the
Commissioner concluded that the Appellant had contravened the

8H  ABEEM ELFAXEFEERR
BMATEA - BRI MBRZ = RE
i WIRREMERRFEEAMS K

IIN AL
W= °

ERATRILBEESNRE  ZEATHRE
REESERH LR -

BiE—

EFRRARBREEREIRAUFHNIE
Wl REEHKREENEN - HRLEHF
ARDECEENKREE | LR
=HFHREVEEAERNENBERE
HPuTIEREER - 5@ 8 EEM
Rt R ANE - LHRAESIITHRE
REEE LREMEE36/20075 2 FH
ARG

THREREZEERRAREEREIRE
4RV EWEZERSESZE
RARHWEN | EEAREZEREDN
BEY - EAER - RABNEESEE
WEBBEERENREHBINER -

THREFEESAETEAZLFALRR
RARNEAERN B/ (B —RIWER
HEAR)FEAEHBTIEHREAR
ENEM(NBHEHRETARIES
ERBE - FEBBNREFHEEL
Bl WEHBEFARAE AR - R
ERIBEEPLFANBENEEREERE -
MR EFALEBEAERHARIHE
W] AEEEHELFAERREER
FIE3RAIR ERER -

g —

IR AES| EFFEAEETETCWF v LKKS (B
= FEREMH2012F 56154 & 1665%) — ==
MHREEI0R 32 - BIBRIEEEE
BHBENESS  TBRWMFRELTHN
BEMEWAMN - TIEMFINESRIE T
Bk o

1T ESREEEEZF1E TCWF v LKKS
—RHRES 5 WER MR GIRIREE
BEREIRE > EERZERIHRERR
EEAERNREE RELFEEREZS

FEBEE AEFH PCPD ANNUAL REPORT 2015-16

requirement of DPP3. In August 2014, the Commissioner served
on the Appellant the result of investigation and an enforcement
notice directing him to remove the three hyperlinks from the
website and to confirm his compliance in writing together with
supporting evidence.

Dissatisfied with the Commissioner’'s decision, the Appellant
lodged an appeal to the AAB.

Ground One

The Appellant argued that the “purpose” in DPP3 referred to the
purpose of the data collector. As the Appellant regarded himself
as the “data collector”, his purpose of collecting personal data
from the three judgments included publication of the data
on his website. This purpose did not change at any time.
The Appellant cited AAB No.36/2007 in support of this ground.

The AAB considered that in subsection (4) of DPP3, the phrase
“the purpose for which the data was to be used at the time of
the collection of the data” referred to the purpose for which the
data was originally collected. In this case, such original purpose
referred to the purpose of the Judiciary being the person who
first collected the relevant data.

The AAB did not agree that the Appellant’s purpose of using
the complainant’s personal data (i.e. reporting and publication
for general use) could be said to be consistent with the Judiciary
purpose of publishing the judgments (i.e. to enable their
judgments to be utilised as “legal precedents on points of laws,
practice and procedure of the courts and of public interests”).
There was nothing to suggest that the Appellant’s purpose was
in any way related to the law. As the Appellant used the relevant
personal data for a “new purpose”, the Commissioner was
correct in concluding that the Appellant had contravened DPP3.

Ground Two

Relying on paragraphs 30 and 32 of the Court of Appeal’s
judgment in TCWF v LKKS (CACV 154 & 166/2012), the Appellant
contended that unless the court granted a specific injunction, it
would not be against the law to publish the names of the parties
in an action if their identities were known.

The AAB noted that there was no reference to the Ordinance
or DPP3 in TCWF v LKKS, which suggested that there was
no issue of personal data protection and that the Court
of Appeal was not concerned with the application of any
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provisions of the Ordinance in that case. The AAB did not
consider the relevant paragraphs in the judgment as providing
any defence or exemption to a contravention of DPP3.

Ground Three

The Appellant argued that if DPP3 restricted the repeated
use of public domain personal data, such restriction would be
unconstitutional, because it violated Article 27 of the Basic Law
and Article 16(2) of the Hong Kong Bill of Rights (i.e. freedom of
the press and expression).

The AAB believed that the Commissioner had carried out the
exercise of balancing the freedom of press and expression
against the personal data privacy of the complainant. The
AAB was of the view that the Commissioner’s conclusion, after
performing the relevant balancing exercise, of tipping in favour
of protecting the personal data of the complainant in the three
anoymised judgments was not unreasonable.

Ground Four

The Appellant submitted that the Commissioner had
erroneously interpreted the term “data user” to embrace
persons who merely read or collected and aggregate personal
information in and from the public domain.

Noting what the majority of the Court of Appeal held in Eastweek
Publisher Ltd v Privacy Commissioner for Personal Data [2000] 2
HKLRD 83, the AAB agreed with the Commissioner that in order
to amount to collection of personal data within the meaning
of the Ordinance, the collecting party must be compiling
information about an individual, and that a person who merely
read or collected and aggregated personal information in and
from the public domain was prima facie not considered as
compiling information about another individual, and the
provisions of the Ordinance did not come into play.

Further, the AAB held that DPP3 was directed against misuse
of personal data regardless of whether the relevant personal
data had been published elsewhere or was in the public domain,
following the Court of Appeal decision in Re Hui Kee Chun
(CACV 4/2012).

The appeal was dismissed.

FERABRBENBR AR ([REE]) 12
#t ﬁﬁﬁﬁ\ﬂﬂa#zowizﬁzﬁmﬁmﬁ
BEANZBHAEWEIZ » ERIREEMIERE
BEANCHEUEFHFEEERS - BRE
IEEMEREREANLSE » LRAZEED
EBRIFIRE ©

IPEBEENETRBEE ([EXETEAR
2/2/2015%E K | EIEER M A LFFAR
FELH > BB EAGEERNERST
A 55 3.6. 1 {FIEEMREIEE K EFAHNVAL
% o IR BT EEERNHBRBERE
AL RESHEEELALSEMET
EREE=EENHBPREEE  MABEER
ARBARE ERANEREALEEFTS
ZTRINEEREREEREFEZHER
IR RARDIFRE - FABEE R 2 MKIEME
BlZE 39 (2) (A) IRITHEEBIIERE » TE—
LTHAEEHEEE - LFFATRILBEEDN
RE o FETHEFZESIRE LR -

ESFARR - AAMER B ISAROR B #1542
2 AU EAAEEREANERERER
B AT MER - IR BALEBEERE
EBENARIE - B8F T MAEAR
w0 B QF - IR E T RIE
BAIRRAVSIEME -

THEREZESERLEBESNER - R
%%Z?EUE%TSF&I’A%NET%,E@@A%UE
MIEHRY - TR ERFREESE —DHEE

ZFRIRE fﬂﬂl@)ﬂ R BRI E
AT QFER - FREAE—EAN

FEBEE AEFH PCPD ANNUAL REPORT 2015-16

The Appellant provided TransUnion Limited (“TU”) with a copy
of a certificate showing completion of his individual voluntary
arrangement (“IVA”) on 2 February 2015 and requested TU to
update his credit report by deleting the IVA record. The Appellant
lodged a complaint with the PCPD against TU upon its refusal
to delete the IVA record.

The Commissioner noted that TU included the information “IVA
completed on 2/02/2015" in the Appellant’s credit record but
refused to delete the full IVA record in reliance of Clause 3.6.1
of the Code of Practice on Consumer Credit Data (“the Code”).
As the said clause permitted a credit reference agency to retain
the IVA record for seven years from the date of the event shown
in the official record, the Commissioner found that the retention
of the Appellant’s IVA record by TU was consistent with the said
requirement of the Code and there was no prima facie evidence
of contravention of the requirements under the Ordinance. The
Commissioner then exercised his discretion not to investigate
the matter further pursuant to section 39(2)(d) of the Ordinance.
Dissatisfied with the Commissioner’s decision, the Appellant
lodged an appeal to the AAB.

The Appellant argued that as he had become financially sound,
any reference to the IVA should be deleted from TU’s record.
He considered that the Commissioner’s claim of public interest
was promoted at the expense of his private interest and thus
was unfair to him. He also queried the rationality of the relevant
clauses of the Code.

The AAB agreed with the Commissioner that the Code was the
product of striking a balance between public interest and private
interest. The AAB further explained that the Code had general
application and there was no unfairness specifically directed to
the Appellant. The issue was only to what extent one’s credit



EERERAESOEEES - BR 0 17
B EREEERAERARN R T AL
TR ERES R ERAAMRRR
SRAE -

THREREESTERIZTRIAERE
AEETES| - WERERE T REZT
Al - {7858 B B AR GE R ST RUD =08
BERKPVRE - EEERMZE  EX
LHRINERT » ERMIEZST RS
RRERERENER - THRLEFEES
RRRASENEBERSRE REEZTA
BN EEREMREB EANL
% BRAFEELREENER  EEEH
REEFLERAEARREENERR -

AR ERERERALBEENREE
B OREHE -

EERHEE o

history should be contained in the credit report, and the AAB
found that it was not the function or jurisdiction of the AAB
to rewrite the Code or to review it and such relief had to be
sought elsewhere.

The AAB further noted that the Code laid down guidelines for
data users. If a data user did not follow the Code, he had to
justify that his departure from the Code was nonetheless not in
breach of the Ordinance. As a corollary, there might be exceptional
circumstances under which mere compliance with the Code might
not exonerate a data user. The AAB considered that there were
no valid grounds for TU to depart from the relevant clauses of
the Code and delete the IVA record from the credit report, as the
credit history was an essential element for a credit provider to
assess the risk of extending credit to an individual.

The AAB concluded that the decision of the Commissioner was
correct and could not be faulted.

The appeal was dismissed.
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The Appellant was a civil servant working in a government
department (“the Department”). He complained about the
Department’s abusive collection of his information in a criminal
case from the Daily Cause List of the Judiciary’s website and the
judgment of the relevant appeal and its subsequent use of such
information in its internal investigation and disciplinary action
against him. The Appellant also complained that the Department
had refused to provide him with information about the
anonymous report which led to the Department’s said internal
investigation against him.

As the Appellant was bound by the Department’s policy to report
criminal proceedings instituted against him, the Department’s
access to the Daily Cause List was for the purpose of verifying
the accuracy of any such criminal proceedings as alleged in
the anonymous report and determining if disciplinary action
should be taken against him. The subsequent downloading by
the Department of the judgment of the Appellant’s appeal case
was to monitor the development of the Appellant’s criminal
case and to consider necessary action to be taken against him.
Having regard to the aforesaid obligation of the Department, the
Commissioner was of the view that the Department’s collection
of the Appellant’s personal data contained in the Daily Cause
List and the judgment did not contravene the Data Collection
Principles of the Ordinance.

The Commissioner further decided that the Department’s
subsequent use of the Appellant’s data in the Daily Cause List
and the judgment in conducting disciplinary action against the
Appellant was directly related to the original collection purpose
of the personal data in question, i.e. for proceeding with actions
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against the Appellant in accordance with civil service guidelines
and regulations. The Commissioner therefore considered that the
Appellant’s complaint over the Department’s use of his personal
data was unsubstantiated.

The Commissioner considered that the Department was not
obliged under the Ordinance to provide the anonymous report
to the Appellant. The Appellant’s memos to the Department
enquiring on how the latter learned about his criminal case
and requesting for associated information or document did not
constitute data access requests under the Ordinance.

Lastly, it was noted that the Appellant had actual knowledge
of the acts complained of for more than two years by the time
the complaint was lodged. The Commissioner did not consider
that the delay in lodging the complaint was justified and hence
decided not to pursue the complaint further.

Dissatisfied with the Commissioner’s decision, the Appellant
lodged an appeal with the AAB.

The Appellant complained that (i) the Commissioner’s decision
was inconsistent with his investigation report in the “Do No
Evil” case (i.e. Report No.: R13-9744%) and (ii) the request for the
anonymous report was a data access request under section 18 of
the Ordinance.

The AAB ruled that the Commissioner was justified in refusing to
pursue the Appellant’s complaint further on the ground of delay
in lodging the complaint. The AAB was of the view that insofar as
the Department’s access to the Daily Cause List was concerned,
the Appellant had, at the time of lodging the complaint, actual
knowledge of the Department’s access to the List for more than
two years. Having considered the Appellant’s explanation for
delay and arguments, the AAB found that the Appellant had
failed to provide reasonable explanation for his delay, and the
matters arising out of the Appellant’s complaint were not those
that might have far-reaching implications beyond the immediate
parties themselves or that would generally affect others who
might be in similar situations.

With regard to the Department’s downloading of the judgment
and its subsequent use of the same in taking disciplinary action
against the Appellant, the AAB accepted the Commissioner’s
argument and held that the exemption under section 58(2)
of the Ordinance was applicable in that the data in question
had been used for the remedying (including punishment) of
seriously improper conduct by the Appellant. In particular, the
AAB found that the Department had satisfied the “prejudice
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test” under section 58(2) as compliance with the requirement of
seeking consent from the person sought to be disciplined (i.e.
the Appellant) for the use of his personal data in the disciplinary
action might impede or even undermine the effectiveness of the
disciplinary action.

The AAB was of the view that the Commissioner’s findings
in the “Do No Evil” case did not contradict or undermine the
Commissioner’s decision not to pursue the Appellant’s complaint
further. Unlike the present case in which the Daily Cause List
and the downloaded judgment were used by the Department
in taking disciplinary action against the Appellant, the “Do No
Evil” case involved the collection and collation of personal data
of numerous individuals from public registers by two companies
for commercial exploitation without the knowledge of the
individuals concerned. Applying the test set out in the “Do No
Evil” case, the AAB was satisfied that a reasonable person in the
Appellant’s situation (i.e. a civil servant bound by the relevant
rules to report criminal proceedings instituted against him) would
not find the re-use of the Daily Cause List and the judgment
by the Department unexpected, inappropriate or otherwise
objectionable, taking into account the sensitivity of the data and
the context of the data collection.

The AAB also considered the Appellant’s memos to the
Department not to have constituted data access requests under
the Ordinance, as those memos contained no reference to the
Ordinance, “personal data”, or “data access request”. The AAB
considered that there was nothing in the language of the memos
that suggested they were for the purpose(s) of ascertaining
whether the Department held personal data relating to the
Appellant and/or requesting for the supply of a copy of any
such personal data relating to the Appellant ascertained as
being held by the Department.

The appeal was dismissed.

* The investigation report can be downloaded from
www.pcpd.org.hk/english/enforcement/commissioners_findings/
investigation_reports/files/R13_9744_e.pdf



2015%6H » LR AIEMWE Yahoo &
Facebook #8uf 8430 —Le G0 B » iy
ERHEHEHEAER > XOFABEERF
BN HEEBAL] o LFRAERIES
ERAEREEEBBRETMNBEALTHNED °

FHRARTIRBETARER () EAE
FacebookWI [ AFEERE | (TEEHR) ;
% (i) —EASEHbit - EFARBZAR
1£ Ll R uhaR B S s sl S RBE A L o BR
ez EERANR B EAM A EFABES
REBPRFATHEREL (HlInEH -
L) o

FBEREE B ENR X - BB
LA R RIRIL T AR BI% 3T R T 18

] IRME - ZIRIRE —EREFAEIS
BIRRNERFERE o LR A RIREAE
FEEEHRE [ERAL] BHHER
Bl Yahoo } Facebook #8144 @ I RiF& £
AR TE ©

EHit - REBEERERBERGEI7HRT
BRIE FIRARIRER o ESRATWILABES
FIRE - ZETH EREESRE LR o

In June 2015, the Appellant alleged that certain defamatory
messages containing her personal data were found on the
websites of “Yahoo” and “Facebook” and lodged a complaint
with the Commissioner against the “person(s) behind the scene”.
He requested the Commissioner to investigate into and ascertain
the exact identity of the unnamed person(s).

The Appellant informed the Commissioner that she only
possessed (i) the Facebook “username” of a person (which was
not a full name); and (ii) an email address whom the Appellant
believed to be the person(s) who posted defamatory messages
on the said websites. The Appellant did not have any other
contact details (such as full name, address, etc.) which would
enable the Commissioner to identify the person(s) being
complained against.

Upon considering all the information and documents available, the
Commissioner took the view that the Appellant’s complaint did
not satisfy the requirement of a “complaint” under section 37 of the
Ordinance, which required a complainant to specify the data user
being complained against. The mere provision by the Appellant
of the means which might enable the Commissioner to locate the
identity of the “person(s) behind the scene”, i.e. the websites of
“Yahoo” and “Facebook”, was not considered sufficient to satisfy
the aforesaid requirement.

The Commissioner therefore decided not to process the
complaint under section 37 of the Ordinance. Dissatisfied with
the Commissioner’s decision, the Appellant lodged an appeal
with the AAB.

THEFEESSRILBEERIRE - R
B £ SR ANBVIRERIL AFF SR B SE37IRAVIR
E o THRERZEESSSIMEELFRGSE
32/2004 SRET{EHIRERVIESE - #ERD ¢

(i) RBIZE37(1)(b) (i) IRETIERY [ 45 B8
NWIEBEREBLAEE [ 7 &
Wl MERERE - Bt - ARREMH
REHERERESHNERE TR
RS SIRFIEITIRT B [ #RE5F | H9R
E R

HAFE LB ENIREF | ETH
L -AEEENAERNBEAELRA
EEHERN TR - EfEEEEE
TRE BMPELR/BILERITE
o

TR ELFREZEESE - SEBERENRILE
HERERBRDIZE 7R 385K T EEIE
ERRFV LS - REBITHREREES
WEEZERE  BER(ITHRLEREZEEHR
B> (5442F) FE3GERMRIIIBEF
HILBEERBZRPIZE 37 RNIBIRATIE
HRERH E5F - mRGISE 37 RN 384K
BRI A - AR BRI EBEERE MR H
W ERFRRITHREFEESHEE -

THLERESESERRZ AEEEEMmRE
E5Fe

FEBEE AEFH PCPD ANNUAL REPORT 2015-16

The AAB confirmed the Commissioner’s findings that the
Appellant’s complaint did not fulfil the requirement under
section 37 of the Ordinance. Stating the reasoning in its
previous decision (AAB No.32 of 2004), the AAB confirmed, among
others, that:

(i) The meaning of a “specified” data user as stipulated under
section 37(1)(b)(i) of the Ordinance was not equivalent to an
“identifiable” data user. Hence, the mere provision of the
means to locate the identity of the data user was not sufficient
to satisfy the requirement of a “complaint” under section 37 of
the Ordinance; and

(ii) The Commissioner was not empowered under sections 37 and
38 of the Ordinance to carry out investigation for a “complaint”
which fell short of the aforesaid requirement. The investigation
power of the Commissioner was different from that of the
Police and other law enforcement agencies whereby they were
empowered to carry out investigations to trace the culprit
and/or crime prevention, etc.

The AAB further agreed that it would be beyond the
AAB’s jurisdiction to determine an appeal concerning the
Commissioner’s decision not to process a complaint premised
upon sections 37 or 38 of the Ordinance, as section 3 and the
Schedule of the Administrative Appeals Board Ordinance (Cap
442) did not provide for an appeal against the Commissioner’s
decisions made under sections 37 or 38 of the Ordinance, while
the Ordinance was silent on whether an appeal in respect of such
decision was within the jurisdiction of the AAB.

The AAB dismissed the appeal for want of jurisdiction.
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SUBMISSIONS MADE IN RESPONSE TO PUBLIC
CONSULTATIONS

Electronic Road Pricing Pilot Scheme in Central and its
Adjacent Areas

The Transport and Housing Bureau commenced a three-month
public engagement exercise in December 2015 to gauge the
public’s view on the proposed Electronic Road Pricing Pilot Scheme
in Central and its Adjacent areas (the “Scheme”). In its Submission
to the government, the PCPD expressed general support for the
proposal and recommended that the government should adopt
a Privacy-by-design approach in harnessing any privacy risks from
development to implementation of the Scheme.

Charging mechanism

The PCPD considered that effectiveness, fairness and privacy-
friendliness were the relevant factors in considering which charging
mechanism, i.e. area-based or cordon-based approach, should be
preferred. From the data privacy perspective, the PCPD noted, in
particular, that the use of satellite technology in tracking vehicles
inside the charging area might enable the aggregation, matching
and further processing of vehicle owners’ personal data in the
public domain (i.e., the Register of Vehicles), thus creating travel
profiles of individuals and making surveillance possible. The PCPD
therefore urged the government to adopt the less privacy-intrusive
options when designing the Scheme.

Technology for the Scheme

Two commonly used technologies for the Scheme, the Automatic
Number Plate Recognition and the Dedicated Short-range Radio
Communications, were discussed in the consultation document. The
Automatic Number Plate Recognition technology would capture the
licence number plate of all vehicles entering or leaving the charging
area, and the vehicle registration marks, when combined with other
identifiable information of the individual owners obtained from the
Register of Vehicles, might enable the identities of the vehicle owners
to be ascertained and their travel profiles established. The PCPD was
concerned that the building up of travel profile would render an
individual more vulnerable to privacy risks and that the Automatic
Number Plate Recognition technology might be used as policing
tools by law enforcement agencies. On the other hand, the Dedicated
Short-range Radio Communications technology would require the
installation of an In-vehicle unit to enable instantaneous payment and
a vehicle would be captured only in case of unsuccessful payment.
It appeared to the PCPD that personal data privacy might be better
protected if payment under the Scheme was to be made via a pre-paid
anonymous card using Dedicated Short-range Radio Communications
technology. The Government was invited to provide more operational
details of this technology for further assessment of privacy risks.

Compliance with the Ordinance

The PCPD submitted that irrespective of the kinds of technology or
charging mechanism to be adopted in the Scheme, the operator
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of the Scheme must comply with the Ordinance in the collection
and subsequent handling of personal data. In particular, personal
data collected should be adequate, necessary but not excessive
for the purpose of the Scheme. The operator should also ensure
that, on or before collecting personal data, the individual would
be duly notified of the purposes of collection and the classes of
persons to whom his personal data might be transferred. Personal
data collected under the Scheme should not be kept for a period
longer than would be necessary. Use of the personal data must be
consistent with the original collection purpose or directly related
purpose unless with the prescribed consent of the individual
concerned or any exemption provision under the Ordinance would
apply. Reasonably practicable steps must be taken to safeguard the
personal data maintained under the Scheme. The Administration
was also reminded of data user’s obligations under the Ordinance
when outsourcing the processing of personal data to a contractor
or transferring the data outside Hong Kong.

Way forward

The government agreed to conduct a privacy impact assessment as
suggested by the PCPD to identify potential privacy risks involved
in the Scheme and would address the issues in the subsequent
feasibility study of the Scheme.

During the year, the Commissioner also made submissions in
response to the following public consultations :

FARSC

Consultation Paper

EB B EERELIREH
Consultation on Enactment of Apology Legislation in Hong Kong

MEEBREBR

Financial Services and the Treasury Bureau

BEERHBEEBBHRRSHRS ERAFEH
Consultation on Automatic Exchange of Financial Account
Information in Tax Matters in Hong Kong

(ABEHULENARBAMRINBERETRABRUEFENTH )
(The above submissions to Public Consultations by the PCPD can be read or downloaded from the PCPD’s website.)
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The Bill sought to introduce - (1) the collection of information by
the Securities and Futures Commission (“SFC") from the regulated
entities in Hong Kong (which were also regulated, or with related
corporation regulated by overseas regulator) for the purpose of
assisting overseas regulators on non-enforcement-related matters
upon request; and (2) the transfer of such information by the SFC to
overseas regulators.

To help understand the public interest for the provision of such
assistance by SFC, the Commissioner asked the government to
elaborate on how the overseas regulators’ performance of their
supervisory function related to the functions of the SFC in relation
to the regulated entities in Hong Kong.

The Commissioner also reminded the government that the
principle as enunciated under DPP1(1) in Schedule 1 of the
Ordinance (governing the collection of personal data) must be
observed by the SFC when exercising the power in collecting
information as proposed under the Bill. In view of the proposal, the
regulated entities were advised to review and revise (if necessary)
their Personal Information Collection Statement and Privacy Policy
as well as to give effective notice to individuals for the proposed
use and transfer of information (in accordance with DPP1(3) and
DPP5 in Schedule 1 of the Ordinance).

With regard to the written undertaking to be given by the
recipient authority or regulatory organisation in relation to the
requested information under the Bill, the Commissioner urged
the government to strengthen the scope of protection for the
requested information particularly with respect to the restriction
on the use of the information in any proceedings, the requirement
on confidentiality or non-disclosure to any person and the return
or erasure of the information once the purpose for using the same
has been fulfilled.

Lastly, the Commissioner advised the SFC to give due regard to the
meaning of “crime” under the Ordinance when determining whether
or not to grant any consent to overseas regulators for the secondary
use of the information for overseas offence(s). The Commissioner
explained that the exemption under section 58(2) of the Ordinance
for the use of personal data for the purpose of crime prevention or
detection was restricted to the defined meaning of “crime” under
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section 58(6) of the Ordinance which refers to (i) any offence under
the laws of Hong Kong or (ii) an offence under the laws of a place
outside Hong Kong with which Hong Kong has entered into mutual
legal assistance agreement or arrangement in criminal matters.

The government generally adopted the Commissioner’'s comments
in relation to the collection and transfer of personal data to overseas
regulators and made adjustments to the Bill accordingly. With
respect to the written undertaking to be provided by the recipient
authority, the government stated that only a small portion of
information exchanged would involve personal data and it would be
unnecessary to require the recipient authority to undertake to timely
return or erase the information received from SFC. In response, the
Commissioner reiterated his view that inclusion of the requirements
in the written undertaking would ensure that any personal data
to be transferred outside Hong Kong would be afforded a level of
protection comparable to that under the Ordinance.

The Securities and Futures (Amendment) Bill 2015 was introduced
to the Legislative Council on 12 June 2015 and was passed on
5 November 2015.

The Bill sought to introduce into Hong Kong the new standard
of Automatic Exchange of Financial Account Information in Tax
Matters (“AEOI”"). AEOl was a new standard promulgated by
the Organisation for Economic Cooperation and Development
whereby the government had already indicated its support for
implementing the new standard by way of local legislation.

The proposed legislative framework for AEOI was premised upon
the then regime for exchange of financial account information
consisting of the comprehensive avoidance of double taxation
agreements and tax information exchange agreement made
pursuant to section 49(1A) of the Inland Revenue Ordinance (Cap
112). In practice, the arrangement operated on a bilateral basis upon
request by overseas tax authorities based primarily on suspicion of
tax evasion.

In principle, the Commissioner supported the proposed legislative
framework which aimed at complying with the prevalent
international standard. Nevertheless, given that the scope of
reportable account information comprises a wide variety of
information concerning “personal data” *, it would be of paramount

* The scope of reportable account information includes the name, address,
jurisdiction(s) of residence, Tax Identification Number, date of birth of each
reportable person, the account number, the account balance or value, and
other relevant financial information of the account, etc.
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importance that the proposed legislative framework should be
consistent with the requirements under the Ordinance. A proper
balance must be struck between the public interest for the annual
exchange of financial account information and the privacy interest
of the non-Hong Kong tax resident-account holders concerned.

In fact, the Commissioner had previously rendered his comments in
response to the public consultation on the implementation of AEOI
in June 2015. Separately, the Commissioner had had a meeting
with the representatives of the Financial Services and the Treasury
Bureau and the Inland Revenue Department to facilitate exchange
of ideas.

In December 2015, the Commissioner was provided with the key
provisions concerning the proposed legislative framework of the
Bill. The proposed legislative framework for the Bill addressed
some of his prior concerns which included (i) to introduce the
statutory basis for collection of the relevant personal data by the
financial institutions and the Inland Revenue Department; and (ii)
to specify the retention period for the relevant personal data. The
Commissioner subsequently wrote to the government to reiterate
his concerns regarding the following two outstanding issues:

(i) The risk of excessive collection still remained because the
financial institutions were allowed to adopt a “wider approach”
(i.e. to identify and keep relevant information from all their
non-Hong Kong tax resident-account holders irrespective of
whether a particular jurisdiction was declared reportable or not at
the material time). The Commissioner stressed that the purpose
of collecting personal data for the discharge of a financial
institution’s reporting obligation concerning an individual
with residence falling under the reportable jurisdiction might
be different from the purpose of collecting personal data to
fulfil its due diligence obligation to identify reporting accounts.

(ii) The use of the information originally exchanged for tax
purpose might be subsequently used for “non-tax related
purposes”. Although the government explained that the scope
of “non-tax related purposes” would be limited to drug
trafficking, organised and serious crimes and terrorists acts, the
Commissioner reiterated the importance for the government
to take steps in restricting the scope of application of “non-tax
related purposes” in the bilateral arrangements to be entered
into with prospective AEOI partners.

The Bill was introduced to the Legislative Council on 8 January 2016,
followed by the examination of the Bills Committee.
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During the year, the Commissioner also provided comments on the
following proposed legislation and administrative measures :

C2015FEF ({&FT) RHGIEZRD
Patents (Amendment) Bill 2015

2015 FIREEP| (FIEIERT) (55258 IRHIER)
Electoral Legislation (Miscellaneous Amendments) (No.2) Bill 2015

2016 FIRB RS A H o HEBTEERIESI
Proposed Guidelines on Election-Related Activities in respect of
the 2016 Election Committee Subsector Election

THRREREEHEZS
Proposed Guidelines on Election-Related Activities in respect of
the Chief Executive Election

EBERESEREHERES
Proposed Guidelines on Election-Related Activities in respect of
the District Council Election

MEEEEEHEREC
Proposed Guidelines on Election-Related Activities in respect of
the Legislative Council Election

2015 F /= ({EF]) IRBIER)
Bankruptcy (Amendment) Bill 2015

2015 F A7) OB RMIAMRI) (1BET) RHBIEZR)
Companies (Winding Up and Miscellaneous Provisions)
(Amendment) Bill 2015

NEBERBREFRIER — A2REHIET
Regulation of Private Healthcare Facilities Bill —
Drafting Instructions

(RREBMZEMRHIER) ZESESRREEES
Proposed Committee Stage Amendments to the Private
Columbaria Bill

EeEERNLRESRFTBERN S FHERIENESR
Proposed Legislative Amendments relating to Non-Disclosure of
Solicitors’ Names in Disciplinary Proceedings in the High Court

BREAM AR HEMELTEMM B BB RFNILEER
Legislative Proposal for Requirement of Installation of Automatic
Identification System on Large Local Passenger Vessels
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Figure4 4 EREENMEE

LEGAL ASSISTANCE SCHEME

The Legal Assistance Scheme commenced on 1 April 2013. Under
the scheme, the PCPD may provide assistance to a person who has
suffered damage by reason of a contravention under the Ordinance
and intends to institute proceedings to seek compensation from
the data user at fault. In the report year, the PCPD received 15 legal
assistance applications, of which 93% (i.e.14 cases) were preceded
by a complaint lodged with the PCPD.

These applications involved alleged contraventions of the Ordinance
in respect of (i) the use or disclosure of personal data; (ii) data access
and correction requests; and (jii) security of personal data.

Nature of alleged contraventions

O REEREIFEL —
A EEAER
DPP3 - use or disclosure
of personal data

O REERE4FRA —
BABEBNRE
DPP4 - security of
personal data

0 REERFE6FEL
EERREERER
DPP6 - data access and
correction requests
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13%
(2 Rcases)
54% 33%
(8 Rcases) (5 Rcases)

During the report year, the PCPD handled 16 applications (including
one carried forward from last year). Of these applications, 14
applications were completed and two applications were still under
consideration as at the end of the report period.
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Of the 14 cases completed, one was granted legal assistance, four
were withdrawn by the applicants and nine were refused. Figure
4.5 below shows the outcome of legal assistance applications.
The main reasons for refusing applications included the absence
of prima facie evidence of contravention of the Ordinance and the

failure to provide evidence to substantiate any damage suffered.

Figure4 5 ERGBIRENGER

Outcome of legal assistance applications

@ RtiHRE
Assistance granted

O EE CRERBEESEE)
Refused (No evidence to
substantiate damage)

O EE CREXRERERHER)
Refused (No prima
facie contravention)

© EE (REBIBIFR)
Refused (claim exceeded
limitation period)

O BmE
Withdrawn 50% 6%
(8 ZRcases) (1 ZRcase)
6% 13% 25%
(1 *Rcase) (2 5Rcases) (4 *Rcases)

*FRREEENRE TSN —E - Bt - EENERABI A ERNAFES -
There may be more than one ground of refusal for an application. Hence, the total numerical number of cases in the above table
does not equal to the total number of applications.

DEEAFEANEZEE—REHERIERRFBNER  RBMNEZEEH -
One request for review of refusal was received during the year which was still under consideration.

EFEMERBN —RERSREZEERRF - XEERSEBIUEEHEBINEREENLRE  EEBRFDRER -
Court proceedings has been commenced for one legal assistance case granted last year. The remaining legal assistance case
granted during the report year is at the preliminary stage and legal proceedings has not yet been commenced.





