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STUDY OF WEBSITES AND MOBILE APPS TARGETING
AT CHILDREN

The PCPD conducted a study of 45 local websites and mobile
applications (“apps”) targeting at children in May 2015. The study
was part of the Global Privacy Enforcement Network (“GPEN”)
Sweep exercise, in which the PCPD joined forces with 28 other
privacy enforcement authorities around the globe to examine the
privacy protection of 1,494 websites and apps targeting at children.
The results showed that some local websites and apps applied
good privacy practice while others were not satisfactory.

The Findings of the Study

More than a third of the local websites and apps asked for children’s
HKID Card number. Almost half of the local websites and apps
indicated in their privacy policies that they might share the collected
personal data with third parties. The table below summarises the
major findings of the study, and a comparison between Hong
Kong's and global results.

i (4sAMBREX) 2 (1,494BEMBERERX)

Hong Kong (45 websites Global (1,494 websites
and apps) and apps)

WERFHNEBEHDEIRE 16 (36%) T A
Collect user’s HKID Card number 0 Not applicable
WERAPFPMEERNERE 14 (31%) AR E R
Collect name of school attending by the user Not available
WE A PR ELE
Collect user’'s home address 27 1%

e S 33 (73%) 22%
Collect user’s phone number

BRAEWRESE=FEH

Collect third parties’ information from user Jolzen) 1875
LSERES N REEELEBEE

Convey privacy policy in simple language 2 (4%) 22%
for children

BEEEEAFNEAERNERFE=

Indicate possible transfer of user’s personal 22 (49%) 51%

data to third parties

EHIREE I BR

RHRTEA P MIBRIR S 2 (4%) 29%

Provide means for user to delete his account

BREMS - WEASE14ER AL (31%)
BEEXRREWNILBEEE - RAEREER
MEEETBEORERE  URERZERMH
BEHRRAWEANERERE 77D R
BABRHELEATRTER - HLE2RAE

A% HEREREXZEEL
Bx -

Overall, concerns were expressed in 14 local websites (31%) over
the lack of visible privacy policy, the collection of HKID Card number
without obvious reasons, and the request for children to share the
personal data of friends or families without sufficient prompting
that they should consult those people first. In comparison, the
global Sweep exercise identified similar concerns in 41% of the
websites and apps studied.
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Examples of Good Practice

The global Sweep found some examples of good practice, with
some websites and apps providing effective protective measures
in the form of preset avatars or usernames to prevent children
from inadvertently sharing their personal data. In Hong Kong, we
found the transparent and fair collection statement of the Hong
Kong Girl Guides Association worthy of mentioning. The collection
statement sets out in a concise and simple manner the purposes
for which personal data is collected, and the contact details of the
Association’s Data Protection Officer.

Guidance Note for Data Users Targeting at Children

To follow up on the findings of the Sweep exercise, the PCPD
released a leaflet for data users entitled “Collection and Use of
Personal Data through the Internet - Points to Note for Data Users
Targeting at Children” to provide practical suggestions and good
practice, such as:

 Avoid the use of open-type questions to reduce and limit the
amount of personal data collected from children;

« Offer means for children to remove the accounts and all
associated personal data;

* Obtain the consent of children, and their parents or guardians
before using the collected personal data for a new purpose;

« Safeguard the personal data by encryption; and

» Offer easily-understood, user-friendly and age specific
information to children and their parents regarding privacy
policy and practice.

Practical Tips for Parents and Teachers

In May 2015, the PCPD released a separate report on an exploratory
study which had been carried out to identify major privacy concerns
and problems faced by children in Hong Kong. The results showed
that parents and teachers seemed to have insufficient awareness
about children’s privacy issues. Addressing these issues, the PCPD
published a leaflet entitled “Children Online Privacy - Practical Tips
for Parents and Teachers”. Recommendations include:

« Active Participation — Parents and teachers are encouraged to
engage with children in the online activities and understand the
operation of the online world;

« Basic Steps for Children Privacy - Suggestions are provided
on security measures, digital footprints, privacy settings and
respecting the privacy of family members and friends; and

« Setting a Good Example - Parents and teachers are role models
for children. They should set good examples by protecting their
own personal data and respecting others’ personal data privacy.
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Collection of third party’s personal data from young children may
in some circumstances amount to unfair collection contrary to
DPP1(2)(b) in Schedule 1 to the Ordinance.

On respecting the personal data privacy of others, parents and
teachers should set an example by consulting their friends or
third parties before sharing their personal data. In terms of
sharing children’s information (such as photographs, examination
results and participation in sporting events), parents and teachers
should invariably take into account the interest of the children,
including any harm and potential embarrassment in the future.
However, as children’s expectations on privacy and ability to make
decisions vary depending on individual maturity and intellectual
development, parents and teachers are encouraged to discuss with
them frequently and frankly on their online practices.

The PCPD has also revamped a thematic website entitled “Children
Privacy” (www.pcpd.org.hk/childrenprivacy), which is a one-stop
portal to provide teachers and parents with practical tips and
teaching resources on personal data protection for children.

EEEN
DNEBERFEHEIE18,690 REMMER

HEFEEAH14% ; FHEBEIHFERER
76 REH (B 2.1) °

FigureZ 2FEEHHEZR

. Annual enquiry caseload
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HANDLING ENQUIRIES

A total of 18,690 enquiries were handled during the year, up
14% from that of the previous year. On average, 76 enquiries were
handled per working day (Figure 2.1).

EHREREE S5
Number of Year
Enquiry Cases

18,103 2010-11
19,094 2011-12
19,861 2012-13
23,459 2013-14
16,331 2014-15
18,690 2015-16

SRIEER

SAREAEREE
(ERRER)

Brad KWOK

Senior Personal Data Officer
(Compliance & Enquiries)

R E Sharing

RELBERKIFETERE  RRERERAZ—ERE
—BRERSTRERNKE - R+ oMEHRARREEBE
EREAEHLRE  YEERNELBERAREDTREAER
FEBHTE - SHERMBORET RHEAERFEMRE
FREENDE - SF  RBEXBEEZESHEREHN TF
FLEREEERR AR R ST N B AR IEERS -
LU T — B+ F P RV HTBLE -

It is my pleasure that | grew and experienced with the PCPD
over the last 10 years. | am so pleased to see that the public
and organisations have given greater attention to the
personal data privacy, respected and appreciated what PCPD
does in protecting personal data privacy of the community.
This is the best reward for the commitment in our work. I have
returned to the Compliance and Enquiry Section this year
and would endeavour to assist the PCPD in enforcing and
promoting the Ordinance and to meet the new challenges
in the next decade.
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Figure 2 . 2 EHRERNEE

Nature of enquiries

RGN —RER
General questions about the Ordinance

ERRKNEERER
Data access and correction requests

ANBEREE
Human resource management

HEEH

Direct marketing

ANBENM/BEABAS
Information about the PCPD / Contacting the PCPD staff

PARK SR / ImaRis / B E %
CCTV / Camera / Voice recording

ERSMBRBREMS BRI
HKID Card number and other personal identifiers

B R EAREL
ICT

FEAERFTHEHNALEER
Privacy other than personal data privacy

R
Exemptions

BRIRIRERIR
Complaint-handling policy

BN EBBEE MBI REE
Questions unrelated to the PCPD functions

RBEEEREED

Workplace surveillance

REEE
Building management

VPR

Biometrics

BAEEER
Consumer credit data

31%

10%

9%

9%

8%

4%

5%

3%

4%

3%

3%

6%

2%

0.5%

1%

0.5%
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KED (85.9% ) BEHEHAEBMESSE The majority of the enquiries (85.9%) were made through the PCPD
43 (2827 2827) 12 (E2.3) hotline (2827 2827) (Figure 2.3).

Figure2 3 RHEERNER

Means by which enquiries were made

® =Fae
Hotline

® Em
Written

0 BHeEHN
Walk-in

®
11%
(2,053 ZRcases)
85.9% 3.1%
(16,059 Rcases) (578 ZRcases)

MABE T Newcomer

RENNREREEREANTREN - SEHERILES - ARESTRBENEEEN
HERHEER —ARE - A - ESEABFWROBERANT # - ERtbPIARERE
AERLBHSERE  EEETHRBETINMER  FTSRBZITFEERNEDR - &K
REFHNBHETHE  FRENSIPIWIRTE - BEATIHEZER - KSEES D - UHBE
BWEE  BTREHREERARRNRE -

My current duty is to handle enquiries from the public. Although it is a challenge for me to
answer hundreds of diversified enquiries every week, the job brings me enormous satisfaction
and makes me realise the mission of work when | can help the enquirers to have a better
understanding of the Ordinance and solve personal data privacy-related problems for them.
| feel truly grateful for the valuable opportunity to broaden my work experience through job
rotation amongst different divisions. | will continue to serve the public positively by providing
them with quality and efficient service.

SREAHR

— B EAERER (GHREEN)

Mavis CHEUNG

Assistant Personal Data Officer | (Compliance & Enquiries)
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COMPLIANCE CHECKS

The Commissioner conducts compliance checks of practices
that appear to be inconsistent with the requirements under
the Ordinance. Upon completion of a compliance check, the
Commissioner alerts an organisation in writing, pointing out the
apparent inconsistency or deficiency, and advising the organisation,
if necessary, to take remedial actions to correct any breaches and
prevent further breaches.

During the report year, the Commissioner carried out 286
compliance checks. Of these, 77% were conducted on private
sector organisations, while the remaining 23% were on government
departments and statutory bodies, non-government organisations
and government-funded educational institutions.

Below are highlights of some of the compliance checks conducted
during the year.

Credit Card Data of 11,655 Hong Kong Customers Hacked by
a Zero-day Malware

It was reported in local newspapers that the credit card systems of
an international hotel group were attacked by a zero-day malware
and, as a result, names and credit card numbers of its customers
who had used credit cards to purchase products and services were
suspected to have been leaked. The hotel group subsequently
reported to the PCPD that two of the group’s hotels in Hong Kong
were involved in the incident, affecting a total of 11,655 sets of
credit card data.

The hotel group explained that the group was first notified by its
card processing company in Switzerland of the possibility of the
malware attack on its information systems in February 2015. The
forensic investigations revealed that a hacker gained access to the
group’s network through a server in its hotel in Jakarta. He utilised
a system account with administrative privileges and planted the
malware in the systems worldwide in order to gain access to the
credit card data. The investigations suggested that there was no
evidence to show that the credit card data had been exfiltrated or
removed from its systems.

Immediately after the incident, the group notified all affected
customers (including Hong Kong customers) and engaged antivirus
solution providers to develop new virus signatures to remove the
malware. It also changed all the system passwords, blocked all
unnecessary network services and disconnected decommissioned
servers from its network.
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The hotel group had also taken the following remedial actions to
prevent similar incidents:

* Implementing a binary whitelist to prevent any unauthorised
code and/or software from being executed from its network;

» Conducting periodic audits of administrator and remote access
accounts to reduce the potential threat that could harm
its network;

* Improving logging record for all critical systems or systems with
privilege access to increase traceability and accountability; and

* Increasing restriction on outbound Internet connections to
protect against malicious traffic.

Unauthorised Download of 210,000 Customers’ Personal
Data by a Contractor

A bank informed the PCPD that its designated contractor had
downloaded 964 data files from the bank’s computer workstation
to his personal mobile device without authorisation, although he
was granted access to those raw data under the bank’s supervision
in a system development project. The personal data involved in
the incident included the HKID Card numbers, residential and
postal addresses, and fund investment details of approximately
210,000 customers.

The bank explained that the incident was caused by the
misconfiguration of its data loss prevention system, which was
set up to prevent unauthorised data transfer to external storage
devices but failed to block the transfer of data from computer
workstations to “Windows Portable Devices” such as smartphones
and tablets. The bank stated that the data files downloaded had
not been further disseminated or misused by the contractor.

The bank reported to the PCPD that it had taken the following
remedial actions to prevent similar incidents:

« Re-configuring the data loss prevention system controls to block
all data connection with Windows Portable Devices;

* Enhancing its inadvertent data disclosure tool and end-point
security tool on its computer workstations to prevent malicious or
unauthorised data transfer;

 Implementing an Internet cloud-monitoring capability tool to
monitor external data transfers through Internet services; and

* Revising its procedures that allow only dummy or masked
personal data to be used for the purposes of testing and system
development in future.
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Data Leakage via a Phishing Email Involving 6,131 Members
of an Institute

An institute reported to the PCPD that it had inadvertently
sent a list containing the name with suffix and email address of
6,131 members to a deceptive phishing email, which purported
to be the Chief Executive of the institute requesting for
members’ information.

The institute explained that the “phishing email” requested the
information to be sent to two specified email addresses, one
being the Chief Executive’s official email address while the other
purporting to be his personal email address. Since the staff
member who received the request believed that the information
was urgently required by the Chief Executive, he complied with
the request and hence caused the leakage. The institute further
explained that although its membership database was password
protected and encrypted, the list generated from the database in
the incident was not secured by any measures.

The institute subsequently took the following remedial actions to
prevent recurrence of the incident:

¢ Requiring all staff to protect files containing personal data by
password for email communications and restricting the use of
personal email accounts for business related matters;

¢ Reminding all staff to strictly adhere to the requirements
stipulated in its Information Security Policy and Acceptable
Use Policy;

* Providing training to enhance staff awareness of information-
technology security; and

e Engaging an external information technology consultant to
provide continuous security monitoring and consultation on
information technology and data protection matters.

Online Food Ordering Records Leaked to the Internet
Involving 62,539 Customers

A citizen reported to the PCPD that public were able to access
the food ordering records and personal data of customers of a
company, which provided food delivery services, by clicking the
hyperlink of the company’s hypertext preprocessor posted on
the Internet. The personal data involved in the incident included
the names, addresses, telephone numbers and email addresses of
62,539 customers.

The company explained that the incident was caused by the
incorrect setting of a folder’s access right stored in the server,
which allowed unintended parties access to its customers’ personal
data via the Internet. Immediately after the incident, the company

WHBRENARGREAEREN® AR
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= rectified the access right of the folder, renamed and enabled

T LB I B A LB BB E AR password protection of the relevant system programme files so

ABREFAHE XA TERIERS o

as to prevent unintended parties from accessing the company’s
hypertext preprocessor by using the said hyperlink.

ZATERERT THEITE c BFIEBEE The company also took the following remedial actions to prevent

BAEBEOISEMS

recurrence of the incident:

c EEALKBRAR AT TN EMIRSEUER * Appointing a system developer to regularly inspect the server to

BRANER R FEVEFR E#

ensure the correctness of the folder’s access right;

o R FRTIBAHNRFEHRAEEAZEES « Shortening the retention period of the food ordering records to
RERRET—X  WESHRESE 7 HERE LIE one day after the delivery, and compiling programmes to ensure

RERSRERMER &

that the ordering records would be erased timely; and

IR EMNENARG r ETERLDPMAR « Replacing the existing computer system - Authentication function
EINEE LR R EESENARERE was included in the new computer system so that only authorised

E U HER A AT LB RERANEZF

BAER -

BREMKR

BAERERE
(ERREA)

Ivy SO

Personal Data Officer
(Compliance & Enquiries)

IP addresses or computers could access customers’ personal data
stored in the new system.

E Sharing

ERBEREME  REEREFRES  EHFAZHREMAEEBE - 2EDE
REMTHARGEENRHRFIRBEEE - TREREARI =S REEF
T THBRMSEGEREBAAEHNLBHEREE - L DBRIREBR
(EMBORMEHFIREAABRNEI - KSE LA TEISRBELGE
EBHXARBERBELTRE

RRBABTIERETINHE - REUBHOBNERBDEIZEARBBEITN
B BREMETRERRSTENIELR ERELENSERELEES
HREENER -

REHMR - FAELBELBEENRETRAEELE [RE - BEREAE
BBt -

As a case officer, | handle a variety of cases that often involve complex legal issues.
To keep staff members abreast of the judgments and the latest technologies
relevant to the Ordinance, the PCPD organises internal case sharing and thematic
seminars from time to time, and encourages us to participate in international
conferences relating to personal data privacy. In addition, the PCPD invites
professional organisations to provide staff trainings on language and personal
development. With the support of my superiors, | further pursued my study for the
Master of Laws degree at the Chinese University of Hong Kong during my leisure.

The PCPD places a lot of value on staff development. | am thankful to be selected
for a secondment to the Communications and Education Division for nine months.
| have broadened my horizon and gained diversified work experiences through
this opportunity, and | found myself having a more comprehensive and versatile
development in the PCPD.

Looking forward, | believe that under the leadership of the Commissioner, the PCPD
will continue to strive to promote the culture of “Protect, Respect Personal Data”.
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PCPD-INITIATED INVESTIGATIONS

The Commissioner Revealed 58 Blind Recruitment
Advertisements for the Unfair Collection of Job Applicants’
Personal Data

A number of organisations were found to be in breach of DPP1(2)
of the Ordinance for placing 58 job advertisements without
disclosing their identities (“Blind Ads”), thus soliciting job
applicants’ personal data in an unfair manner.

In 2014, the PCPD reviewed 9,016 recruitment advertisements
on seven major recruitment media in Hong Kong, namely Career
Times, JobsDB, JobFinder, Recruit, Classified Post, Jiu Jik, and
JobMarket. 311 Blind Ads (3.45% of the total) were identified. Of
these, 71 Blind Ads selected on a random basis were investigated
and as a result, all 69 employers concerned were issued enforcement
notices. Further, six of the seven recruitment media responded to
the Commissioner’s appeal and pledged to take actions to deter
Blind Ads.

In 2015, the PCPD continued with similar investigations, and found
that the situation of Blind Ads has improved. The PCPD examined
12,849 advertisements placed in the same seven recruitment
media, and only 59 Blind Ads (0.46% of total) were identified. That
is, the proportion of Blind Ads has dropped from 3.45% in 2014
t0 0.46% in 2015.

Of the 59 Blind Ads, 58 were found to be in breach of DPP1(2) of
the Ordinance. In the remaining case, the employer was found to
have already issued guidelines on the prohibition of placement of
Blind Ads and trained its employees on those guidelines regularly.
As such, the company appeared to have already taken practicable
steps to prevent the placing of Blind Ads and satisfied the defence
provisions under section 65(3) of the Ordinance.

Enforcement Action

One of the employers in breach of DPP1(2) had proactively informed
the Commissioner that it had deleted all job applicants’ personal data
and provided a written undertaking to the Commissioner that it would
duly comply with the requirements under the Ordinance when placing
recruitment advertisements in future. All remaining employers were
issued an enforcement notice directing them to delete the personal
data collected (unless the job applicants choose to have their personal
data retained for a continuing recruitment process, etc).

The Commissioner’s Comments

The result of the survey in 2015 indicated clearly that the proportion
of Blind Ads has been reduced drastically compared with that of
2014. No doubt the recruitment media have played an instrumental
role in the improvement. The Commissioner appreciates greatly
their dedicated efforts and calls on the recruitment media to
continue to step up such efforts so that Blind Ads can eventually be
eliminated from the job market.
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INSPECTION

The PCPD inspected the personal data system of a travel agent
between March and October 2015 pursuant to section 36 of the
Ordinance, and published an inspection report in January 2016.

Reasons for Inspection

Vast amount of customers’ personal data including the name,
passport details, date of birth, contact information, and credit
card details are collected and retained by travel agents in Hong
Kong. The Commissioner considers that the inspection of a travel
agent’s personal data system can serve the purpose of promoting
compliance by other travel agents.

There are over 1,700 licensed travel agents in Hong Kong. The
particular travel agent was selected in the inspection because of
the vast number of customers it had and the channels of personal
data collection (namely branches, call centre and website) are
commonly used in the travel service industry. Hong Thai Travel
Services Limited was selected for the inspection.

Findings

The PCPD found some good practices adopted by the selected
travel agent which can be used as a frame of reference by
other agents. These practices include commitment to privacy
management by assigning a high-ranking management officer
to oversee privacy matters; only necessary data is collected from
a customer when tour services are booked at a branch; timely
destruction of documents containing personal data; and secure
handling of sensitive documents.

Recommendations

The PCPD also made some recommendations to this travel agent in
the following areas to improve its data protection practice.

« Collection principle of personal data: whether there is any need
to collect the address and HKID Card number from a tour customer
who books a tour online, and whether there is a need to collect
full date of birth from loyalty programme members in order to
process the membership application and the points redemption;

» Data use principle and the requirements of the use of personal
data in direct marketing: specify precisely in the registration
form the classes of persons to whom a tour customer’s personal
data may be transferred and the purposes of such transfer; state
in the terms and conditions of its loyalty programme that there
is no transfer of a loyalty programme member’s personal data to
any other parties, if this is the case; and relocate the tick box on
the paper registration form (for customers to indicate objection
to the use of their personal data in direct marketing) to a more
prominent place;
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 Data security measures: formally document the administrative
measures in safeguarding sensitive documents in transit in its
existing workflow or other procedural guidelines; fully enforce
the requirement of encryption when transmitting personal
data through the internet and spell out the consequence of
non-compliance; review and improve the existing IT security
policy and IT governance to ensure its comprehensiveness and
integrity; improve the data breach handling guideline; and

 Transparency of the privacy policy: devise a privacy policy
statement and make it available online.

DATA BREACH NOTIFICATION

A data breach is a breach of security of personal data held by a data
user, which results in exposing the data to the risk of unauthorised
or accidental access, processing, erasure, loss or use. The breach
may amount to a contravention of DPP4. Data users are strongly
advised to give a formal data breach notification (“DBN”) to the
affected data subjects, the Commissioner, and other relevant
parties after a data breach has occurred.

Upon receipt of the DBN from a data user (which could be
submitted through the designated DBN form or other means of
communication), the PCPD would assess the information provided
in the DBN and decide whether a compliance check is warranted. If
a compliance check is to be conducted, the Commissioner would
alert the data user in writing, pointing out the apparent deficiency
and inviting him, where appropriate, to take remedial actions to
prevent a recurrence of the incident.

During the year, the PCPD received 104 data breach notifications
(44 from the public sector and 60 from the private sector), affecting
854,476 individuals. The PCPD conducted a compliance check in
each of these 104 incidents.
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DATA MATCHING PROCEDURE

During the report year, the Commissioner received a total of
46 applications for approval to carry out matching procedures.
All of the applications came from government departments and
public-sector organisations.

Upon examination, 44 applications were approved, subject to
conditions imposed by the Commissioner, and the remaining two
applications were under consideration by the Commissioner as at
31 March 2016.

Some of the matching procedures approved by the Commissioner
are as follows:
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Details of the Approved Data Matching Procedures
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Comparing the personal data collected by the Registration
and Electoral Office from voter registration applicants with the
personal data collected by the Immigration Department, in order
to determine the applicants’ eligibility to vote.
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Inland Revenue Department
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Comparing the personal data collected by the Inland Revenue
Department under the Stamp Duty Ordinance and the Inland
Revenue Ordinance, in order to ensure all income from let
properties is properly assessed of tax.

B85

Customs and Excise Department
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Comparing the personal data collected by the Customs and
Excise Department from departmental quarters’ applicants /
occupants and their spouses with the personal data collected by
the Housing Department, in order to prevent the collection of
double housing benefits.
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Vocational Training Council
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Comparing the personal data collected by the Vocational Training
Council from the applicants of “Tuition Fee Remission and Flat
Rate Grant for Academic Expenses” with the personal data
collected by the Social Welfare Department from the beneficiaries
of Comprehensive Social Security Assistance, in order to prevent
the collection of double benefits





