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Launching the self-training module on protection of
personal data for SMEs

X

LLml

N7/
[

s NEHHILGE [2015BERMA T EZTETE R4E (i
#H51)
The PCPD’s main website being awarded the Silver Award
(Website Stream) in the “Web Accessibility Recognition
Scheme 2015”
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One Year at
A Glance

- BB 250 REERBZFMNFBREE « R
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Over 250 privacy regulators, policy makers,

government and business leaders, ICT

professionals as well as privacy advocates
and academics across the globe attending the

International Conference on Big Data from a

Privacy Perspective organised by the PCPD

 [BEXABER | B8F  TERFLE BERE!
Unveiling the annual Privacy Awareness Week
with the theme “Privacy Matters”

NBEFEAIE [ E K EFLAEMAE | miE
Hosting the 43rd APPA Forum

s MM -IEERETBSERBUSRBMARPLE
THRELBHARREER

Publishing a study report carried out by the Centre MEHE RN EESEEBHILERIES

for the Advancement of Social Sciences Research ERNARZBH] ABUTIRERERS
of Hong Kong Baptist University Making submission to the government in

response to Public Consultation on Automatic
Exchange of Financial Account Information in
Tax Matters in Hong Kong

HRHC(KRERFTAEYHBER
851
Issuing a guidance note “Guidance
on Collection and Use of Biometric
Data”

s BERFATHE 2N BESHBEBRENWEETAFE
W B SR B BB A & K
Publishing an investigation report revealing 42
employers to place blind recruitment advertisements
for the unfair collection of job applicants’ personal data

c BRPBERE  —AFRESARUERETZHE
B BERTAFRERERENEER
Publishing an investigation report on the excessive
and unfair collection of employees’ fingerprint data
by a fashion trading
company for monitoring
staff attendance

CEBR—MBMBEI0CEEAAHL
BMIRE
Publishing a report on a
survey of 10 commonly-used
public registers

s NI —HEHEABEBRBLEREMRPOLETHAR
HEAERDBEENRAEER
Publishing findings of a study of public attitudes on
personal data privacy carried out by the Social Sciences
Research Centre of the University of Hong Kong

AR [BRCEAIFBHANM | ABFRRERSE
Making submission to the government in response to
Public Consultation on Apology Legislation in Hong Kong

EEBRBEEBRMERSE

=i (AR A RHR AR

Ly

Presenting the third “Privacy

Commissioner Prize in Privacy

& Data Protection Law”

scholarship, jointly set up by the PCPD and Faculty
of Law of the University of Hong Kong

FAEBEE AEFH PCPD ANNUAL REPORT 2015-16

03

s BREAERLRBESEE R LB
Mr Stephen Kai-yi WONG assumed office as
the Privacy Commissioner for Personal Data,
Hong Kong.

c NEWILLE —FRESR
#2015
Winning the “Government
Standard of Excellence” in
the 2015 Web Awards

HH [HEEEEEE
Launching the “Online
Training Platform”

D [ 2RABHEHEBERSE | THRR
WIRE D FERANRERREEARERXATN
SEAEBRHERNWHMELR

Announcing the results of the international
Privacy Sweep exercise coordinated by
the Global Privacy Enforcement Network,
examining the concerns over personal data
collected by websites and mobile applications
used by youngsters

—BEEARBHETEE R EEREHIR
WHER=ZBT » REFIERX L ERERE
IS4-0ESES

A telecommunications service provider being
the first company convicted of an offence under
the new direct marketing regulatory regime
and fined HK$30,000




AFEST ABOUT US

04

CEEEEHABBEHEBITHHNIEEBNER
FEAREIMNBREAERNER

Responding to media enquiries about the
possible personal data leakage involving the
contactless credit cards issued by banks

HERERELRTEH » WAEABI10FMARERR
SEHERELBHHE

Launching the annual University Privacy
Campaign in 10 local universities to promote
personal data protection

FABEE B W FE T sl P IR Hr 45 - 22 1TV 58 37 /8
EFRE R IE R A EEE TS

The Commissioner attending the 37th
International Conference of Data Protection
and Privacy Commissioners, held in Amsterdam,
the Netherlands

cABEEHFETHRBREN
RBIETHENE REMBA
EX BEREE
The Commissioner attending the
6th International Conference
“Personal Data Protection” in
Moscow, Russia

HRCRERLEAE —BREREMB
D

Publishing a leaflet “Children Online Privacy -
Practical Tips for Parents and Teachers”

HhR (R EBRWER
FERAEAER  UR
EAHRNERER
EHEEHIE) ERER {
Publishing an information
leaflet “Collection and
Use of Personal Data
through the Internet -
Points to Note for
Data Users Targeting
at Children”

NHHEASE R EEREE  URESR
HEREERFHEXFAREBAERMS
M ELER

Announcing the study findings results of an
assessment of 45 local websites and mobile
applications targeting at children, examining
the concerns over personal data collected
by them

BHRENEREER — [EB B
MIED EEEFREE ]

Launching the new TV APl - “Stay Smart.
Mind Your Digital Footprint”

c KIEBNH R 20@ TR HHIELAREE

Staging a public education roadshow at 20
different locations throughout the city

s ABREEHFETRMBITNE44E [ X
EFLBHAS | SR8
The Commissioner attending the 44th APPA
Forum in Macao

c BREERE  ERRTHARNNE

BHURFE e

Publishing an inspection report on the
personal data protection measures taken
by Hong Thai Travel Services Limited
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BE—FITHE

The Commissioner delivering an annual
report at a meeting of the Legislative
Council Panel on Constitutional Affairs

HM(EFRRLHETBARAERN
BAERFE (10EREMBR L) )
Publishing a leaflet “Electronic Health
Record Sharing System and Your Personal
Data Privacy (10 Privacy Protection Tips)”

H AR KB AE R (FARE) R451) BHE 7/
RO BRRS (BERHEREESHE
AEZEESEIEH)) ERER

Publishing an information leaflet “Personal
Data (Privacy) Ordinance and Electronic
Health Record Sharing System (Points to
Note for Healthcare Providers and
Healthcare Professionals)”

- BB [HEREREMIMEES FERWE
SEFEATSH | OBFRERERS

05

Making submission to the government
in response to the Public Engagement
for Electronic Road Pricing Pilot Scheme
in Central and its Adjacent Areas
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April 2015 — March 2016: A Year in Numbers

AR
SN BHIEEE
B R TIEYS - T AR5
ER » LkEFIBR27%

19,671 people

attended our talks,
seminars and workshops
to learn about the
requirements under

the Ordinance, O
27% year-on-year
increase

42.

FEMARS
BREBMH
EEEFIERT70%

42 secondary schools
became our

school partners,

70% year-on-year
increase

@)

O

539..a

MARBEREEHS -
EEEFRD 13%

539 members joined the
Data Protection Officers’ Club,
13% year-on-year decrease

N
SHERERPERN
RIBEAEREREEE -
EEEFIER39%

56,145 people

participated in education
programmes for universities
and secondary schools,
39% year-on-year

increase

AR
ZENEBNARHABEKERE -
EEEFIER 2%

147,794 visitors
frequented

the public

education roadshows,

2% year-on-year

OO0O
increase QQQ

EE:Z’():Z:!%

REFEE
xa2s 20%

2,022 complaints
were received,
20% year-on-year
increase

BRI
REMERE

EEEFBE

18,690 enquiries
were handled,

14% year-on-year ‘
increase
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286

THRBENEREETE
EE EFIE R 26%

286 compliance checks
were carried out,

26% year-on-year
increase

BR¥EE

/N
BIENBEEMY 0 LkEF
WD 17%

An average of

46,049 visits to our

main website per month
were made,

17% year-on-year
decrease
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Mission Statement

REEETFEEE
Strategies and Key Goals

R Mg

Strategies
HoE « BRADIE ~ DFMERRNEF
Enforcement « BY - MrTfE - BERERIBITS

RBMHMRESE  BREMMANEIER
1~ HEMNBEED - BITAENEE
BB RIEE BB SFRIERIREM
FLEER AR ER

To ensure equity, fairness and operational
efficiency
Toactindependently,impartiallyand without
fear or favour

* To partner with other regulators, leveraging
their legislative mandates, institutional
tools and enforcement powers

To partner with overseas data protection
authorities for handling cross-border privacy
issues and complaints

FEHR
Key Goals

o HE R BRI it ARRIRERE SR

- EXMAMERLOEEN

c AT S ERIRMGAEEWBI RS - B
BFAERLBZELHARALES
a1

« Complaints are investigated and resolved
efficiently in a manner that is fair to all
parties concerned

Enquiries are responded to professionally
and efficiently

Meritorious  applications for legal
assistance are entertained and aggrieved
individuals compensated

FAEBEE AEFH PCPD ANNUAL REPORT 2015-16
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BN EERR FERAEAESTLEBEBEZ AR
Monitoring BAHMBEES  BEMANEEHE
and Supervising B BIENBERESD - BITABNEE
Compliance SN IRE E RSB S ERIEBIRN
LB RE B IR R

To investigate proactively and fairly into areas
where the privacy risks are significant

« To partner with other regulators, leveraging
their legislative mandates, institutional
tools and enforcement powers

To partner with overseas data protection
authorities for handling cross-border
privacy issues and complaints

- RERBEITREEAESNEEMER
MRIFHREEFLRBITSES X

« Organisational data users are facilitated
to meet their data protection obligations
and adopt good privacy practices

HEE  REAER AT ESHERETLRE cHMEEFEEMEAFEEFRD - FNMERE
Promotion s BERBIAELENEMNZEESR B BAELMRESENERMNEE mA
BETEARR - BAKFE HREREEHIER T 7R &
o MAMAYE - HRFER  BHERZNE s N AERBEIABERAENERER
BNHBERA EH TSR - EIEETT
- EEME  HRIZEBFESIA c BEANBBNEREREHIBLE
cHERAEBEEMEBHET  BEERER HNABRARHNXE
EMNERESA
« To seek proactively the holistic » A better understanding of the laws and
engagement of stakeholders principles in the community is articulated,
- To promote best practices among recognising not only the rights and
organisational data users on top of obligations but also expectations and
meeting minimum legal requirements limitations in personal data protection
« To maximise publicity and education «» Organisations in public and private sector
impact through websites, publications understand their obligations as data users
and media exposure under the Ordinance and the ways to
» To engage the community, in particular, meet them
young people « Individual and organisational data users
» To use lessons learnt from investigations understand the role of the PCPD and the
as a means of educating data users and assistance the PCPD may provide
data subjects
HEER - AT EBAE MBS EA  EHREKFHNESR
Corporate s EAERUERKEEN R - MERMA
Governance - FERE ITERF
o BRI TAEMBSEIRF A HE - BREX [ 212
MMARR NGt BEAEREXERE
2 TAE
o $EI I #EFE RO FIEE SE A9 (8] B
» To adhere to the principles of transparency » High standard of corporate governance
and accountability is achieved
» To maximise utilisation of resources to
achieve  economy, efficiency and
effectiveness
» To make continuous effort to streamline
work procedures
« To apply a “selective in order to be
effective” approach in prioritising work,
with an emphasis on assignments that
will have the greatest impact
» To build and maintain a loyal and
professional team
WEFREH - REBIRERE cBITREZBNEENAERGINESETE
Meeting o BEERERRERE R B EEX
Changing o BEARH T EELHFARBEIE
Needs

« To keep abreast of technological
development

« To monitor international development
and trend

» To keep track of evolving local privacy
expectation

« Existing and proposed laws and regulatory
systems are relevant and effective
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Privacy.

Commissioner’s

Message

EBBEAENILBES
Stephen Kai-yi WONG

Privacy Commissioner for Personal Data, Hong Kong

ERRThaRRRE

2016 FE 2 RNEBHRZ=1BF » M1995F#|
EB CEAER (FABE) &5 21996 F£4£
My o

HEFTRA R ERNLEER S EEBHE
BEEBHW EHEEFE - ETBENF - &
EHBMANEEHEH160EIZE4001= °
TEEE  TI0BALEEZR1,420ERE &M
BHEREEFMERNETE - BE8URERLE
EEL R FERREERATEREETT
EEFHMET - BERMALTEBE R TEE
DEMPVEREWRESER - BERBERE
EZFEARMEAENESEZREEETESR
B REXDREBRBERETHRBER
B c AMBEENEHEEE  EEREE
MEBREFZTRE - EAREBREEYHE
A URAKIE  ZALHEHREAER
BHMA - AR EBENENREREZAET

Data Protection in a Smart City

2016 marks the 20th anniversary of the set-up of this office (“PCPD")
and the 1995 Personal Data (Privacy) Ordinance was put in force
in 1996.

There is little dispute that the economy, whether local or global, is
now data driven. Over the last four years, the number of Internet
connected devices has increased from 16 billion to 40 billion. In
Hong Kong, 7.3 million people are currently enjoying the benefit
of actively using 14.2 million SIM cards. Hong Kong is probably one
of the few cities in the world where passengers using escalators
at the underground stations and conveyor belts at the airport
are reminded not to read their mobile devices. This development
inevitably calls for our personal data although we do not even
know or care about its being collected or used - from handing
in an application form for a kindergarten place to downloading
apps in our mobile devices. Topical issues like direct marketing
calls, telephone scams, mobile and e-payment services, the use
of biometrics like fingerprints and cyber-bullying somehow begin
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with personal data. Whilst the rapidly changing information
landscape creates more business opportunities, it also increases
risk throughout the data lifecycle. Indeed data protection is part
and parcel of the life of this smart city.

Respecting Data Privacy

Our principle-based and technology-neutral privacy regulations
and regime are crafted with flexibility to accommodate innovation.
Our enforcement work addresses the concerns of both the
individual data subjects and data users or controllers. We in the
PCPD have had full regard to the instrumentality of adequate and
sufficient promotion and education on the understanding, not just
awareness, of the law and the changing privacy landscape. We aim
to cultivate and nurture a culture whereby not only will everybody
be vigilant about providing his own personal data but also be
respectful of the others'.

Fair Enforcement

Our mission continues to be steadfastly and staunchly upheld by
each and every member of the PCPD in that we will continue to
spare no efforts to secure the protection of privacy of individuals
with respect to personal data through promotion, monitoring and
supervision of compliance with the Ordinance. During the year,
data leakage incidents reported to the PCPD involved the personal
data of over 854,000 individuals. These incidents included loss of
documents or devices, inadvertent disclosure by electronic means
or post, system failure, malware attack and hacking.

Last year, over 20,000 enquiries and complaints were received,
although the number of prosecutions was significantly lower.
Since the revised provisions on direct marketing had taken effect
on 1 April 2013, the first four conviction cases were determined
by the Magistrates Court last year. Many cases were disposed of
by way of mediation or conciliation. Other investigations were
terminated on the ground of no sufficient evidence or withdrawal
of the complainants. Before referring cases to prosecution in cases
relating to Data Protection Principles (“DPPs"), enforcement notices
continued to be served, all of which were duly complied with.
There were 35 appeals lodged against our decisions in relation
to complaints during the year. 90% of the 30 cases determined
by Administrative Appeals Board were dismissed by the Board or
withdrawn by the appellants.

A fair, not merely legal, enforcement of our laws will remain a
priority of our work. Certainly it is not the only effective means to
protect data privacy.

Transparency and Data Literacy

As revealed by a local survey released during the report period,
although data privacy awareness has been raised, most people
have little understanding of what and why personal data is
collected about them, how it is used, and what their legal rights
and limitations are. To be fair, how often do organisations provide
crisp, precise and comprehensive data policies and practices in
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simple language and in large print? How often do individuals
exercise their options offered by organisations to review their own
privacy settings? Whilst we in the PCPD will continue to promote
privacy statement transparency and data literacy, amongst the
young and the elderly in particular, we will try to canvass more
and better opportunities for both organisations and individuals
to develop knowledge, skills and confidence at a practical level
through day-to-day usage as opposed to institutional and formal
teaching only.

Paradigm Shift to “Accountability” and “Trust”

In addition to individuals, our stakeholders also include
organisations, public and private alike. Complying with the statutory
requirements has sometimes been taken as burdensome, if not a
cavalier job or a liability. We will advocate a paradigm shift through
a privacy management programme (“PMP") by which the law and
good practices could be entrenched, and compliance transforms to
accountability alongside the commitment of the top management
in corporate governance. Accountability is the mechanism for
assuring data stewardship and protection. Data privacy is no longer
a legal compliance concern only, but also a business concern
which should be addressed by CEOs in the board room rather than
the back room, linking internal policies to data protection law,
adopting the Privacy by Design approach by bringing privacy to
the foreground and embedding privacy from the outset. Businesses
should treat privacy as an asset rather than a liability; a competitive
edge that wins market reputation and trust of customers. Building
trust requires changes, whether in terms of mindset, expectations
or methodologies, in organisations which often are data users
or controllers, as well as amongst the ordinary men or women in
the streets of Wanchai. It is of paramount importance that both
individuals and organisations, the SMEs in particular, should be
engaged. Our efforts in this respect have been intensified since
last year.

Evolving Global Privacy Landscape

The global privacy landscape is changing too. Notably, the new EU
General Data Protection Regulation replacing the existing regime,
upon which our Ordinance was partially modelled 20 years ago,
will be effective in May 2018. It will bring substantial changes and
compliance challenges for organisations which collect, process,
store and transfer the personal data of individuals located in the EU.
The revised rules and regulations, as well as their increased scope,
including the extra-territorial reach, wider definitions, heavier
fines, mandatory notification of data leakages, obligations for data
processor and issues relating to pseudomised and anonymous
data, may serve as a continued good reference for our regulatory
framework. The UN is also emerging as an important voice in the
data protection debate, which is often perceived to be dominated
by issues in the EU and the US, by issuing timely statements and
reports, and in particular appointing a Special Rapporteur on the
Right to Privacy in 2015. Certainly we will also continue to keep
abreast of the personal data privacy development in OECD and
APEC, as well as our neighbouring jurisdictions. Amongst other
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comparative studies, a study of the recent development in the
international arena will be undertaken by our newly formed Policy
and Research Division tasked to conduct researches and analyses on
data related issues and development in Hong Kong and beyond.

Unlocking and Sharing Data Legitimately

It being our own data, we as individuals are entitled to have the
legitimate control, or self-determination, over it — “Personal Data
in Our Hands” as we put it. That is principally what is enshrined in
the DPPs and other provisions set out in our Ordinance. On the other
hand, in this data driven economy that keeps growing in parallel
with the big data and ICT developments from which we benefit
tremendously particularly in relation to scientific advancement and
social interactions, it would not be in the interest of the community
at large to lock up data. Personal data privacy should not be a barrier
to innovation or business. My job is necessarily to seek to, in the
interest of all stakeholders, balance data protection off against the
free flow of information, which is one of the irreplaceable attributes
of Hong Kong widely acclaimed as the most suitable location for
setting up data centres in the Asia Pacific region, as well as the
freest economy in the world.

Challenges and Opportunities

One of the challenges that we in the PCPD have to meet in this
Age of Artificial Intelligence, where sensory ability, cognition and
robotics etc. enabled by Cloud come in aid, would probably be
how we as regulator could help unlock and share personal data
within the existing protection framework, with a view to maximising
the benefits of data in a sustainable way, minimising risks and
harms, creating healthy synergy with economic growth, identifying
and securing the innovative use of personal data in this data
driven economy.

As data privacy is becoming more interdisciplinary and
cross-functional, new challenges would only be the expected.
Recently members of the Technology Working Group of Asia Pacific
Privacy Authorities (“APPA”) chaired by me made recommendations on
issues relating to de-identification or anonymisation as an alternative
to data destruction amongst the risk of re-identification, misuse and
leakage especially in the era of big data and Internet of Things.

| am most grateful to members of the Advisory Committee and
the Standing Committee on Technological Developments for
their wisdom and expertise in helping steer the boat. It is also
my real privilege to have a pool of talented colleagues and an
admirable wealth of know-how handed down from, and inroads
ardently made by my predecessors over the last two decades.
| am duty bound to ensure that we in the PCPD, together with all
stakeholders, would be well poised to embrace these challenges,
or opportunities to be exact, in the days to come.

Stephen Kai-yi WONG

Privacy Commissioner for Personal Data, Hong Kong
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20 Years On

1996-2005
FRFEEL IR 1 B B0 S R HE T

Education and Promotion of the Ordinance
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Hong Kong was the first jurisdiction in Asia to have a comprehensive
piece of legislation on personal data privacy and an independent
Privacy Commissioner for regulatory work. When the PCPD was
established in 1996, the public generally did not have much
knowledge, or even apathetic about personal data privacy
protection. Against this background, the PCPD endeavoured to
educate the public to understand the requirements under the
Ordinance and its application in our daily life. To provide practical
guidance on compliance with the Ordinance, the PCPD published
three Codes of Practice on the protection of identity card
numbers, consumer credit data and personal data in human
resource management respectively. The PCPD also established
the Data Protection Officers’ Club to provide practising data
protection officers of public and private organisations with a
platform for experience sharing and training. Moreover, messages
about personal data privacy were disseminated to the community
through the production of docu-dramas series “Privacy Special”
with Radio Television Hong Kong and the launch of the “Privacy
Week”. With the prevailing use of the Internet, personal data
could be transferred to jurisdictions overseas in a split second and
data protection became a global issue. The PCPD thus strived to
strengthen its liaison with other jurisdictions by various activities
to keep abreast of international developments in personal data
protection, e.g. hosting the first APPA Forum, the 21st International
Conference on Privacy and Personal Data Protection and Meeting
of the Data Protection Commissioners, the first APEC Electronic
Commerce Steering Group Technical Assistance Seminar, and signing
a “Memorandum of Understanding” with the Korea Information
Security Agency.

RABRBEAERLEBERES
nE

Establishing the Office of
the Privacy Commissioner for
Personal Data, Hong Kong

1995 (LA E R (FLBR) 1RHI) (58486 F ) HIE E 1R
NIERERH

Commencement of the core provisions of the 1995
Personal Data (Privacy) Ordinance (Cap 486)
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MEAREBEEAERFABNEE R
TIEERERAE

Conducting a baseline opinion survey on personal
data privacy attitudes and awareness among
individuals and organisations

B (S HERBREMEDRIE
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Issuing the “Code of Practice on
the Identity Card Number and
other Personal Identifiers”

BH(BEAGEEREBTAD
Issuing the “Code of Practice on
Consumer Credit Data”
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Hosting the first APPA Forum in Hong Kong,
bringing together the privacy commissioners
of New Zealand, Australia, Canada, as well as
government officials and representatives from the
United States, Japan, Singapore, South Korea and
Papua New Guinea
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HPE21EBEBFABREAERMREARATERE
HRIEEESEE  WALBRERA -—F—ENE
BRERE

Hosting the 21st International Conference on Privacy
and Personal Data Protection and Meeting of the
Data Protection Commissioners, an event universally
recognised as the most significant annual gathering
in the privacy world

BHAADEREEEHKE<FAD
Issuing the “Code of Practice on
Human Resource Management”

BAERIBEMBR LREER EEHE
Establishing the Data Protection Officers’ Club for
public and private organisations

HEBESESWHFE(LRES
HE) ERE - FRNWEME
BHES  NER IR0

1 A FARS T =R
Producing a TV docu-drama
series - “Privacy Special” in

partnership with Radio Television

Hong Kong, addressing issues

of personal data privacy concerning consumer,
technology and the workplace
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Hosting the “Privacy Week”, including activities like
the “E-Privacy in the New Economy” Conference,
and a live and entertaining television variety show
that attracted an audience of over 1.2 million

ERGEMANEREZ [ ANERGEH SRR ]
Being awarded the “Outstanding Contribution to
Human Resources” award at the Asian HR Awards

HEEBEHERZEREEF R E T 0 MEHEA
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Signing a “Memorandum of Understanding” with
the Korea Information Security Agency to foster
personal data privacy protection

EHBEZEE  RBEABRASHAEERES
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Issuing a joint “Code of Practice on the Protection
of Customer Information for Fixed and Mobile
Service Operators” with the Consumer Council, the
Independent Commission Against Corruption and
the Office of the Telecommunications Authority

s ZHDAXESHEBTIF - FIFT —ERLBRERA

REEZEE  FHASRN21EREKSBERLREST
Taking part in an APEC initiative to develop a
set of privacy principles and implementation
framework that could be subscribed to by all 21
member economies
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Making  submission to Office of the
Communications Authority’s, (formerly the Office
of the Telecommunications Authority) in response
to the “Consultation Paper on Proposals to Contain
the Problem of Unsolicited Electronic Messages”
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Issuing the “Privacy Guidelines: Monitoring and
Personal Data Privacy at Work” and “Points to Note
for Employers of Domestic Helpers”

HREELBNEBKERE — [ FEABES
PRA

Launching a privacy show entitled “Telling You My
Secret” amongst primary schools

HREEZARBSFEASETrHEET ER
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Hosting the first APEC Electronic Commerce
Steering Group technical assistance seminar

BRI RETFEUGABEHRETRESH
FAERE

Publishing an investigation report on a case
involving covert monitoring at work

2006-2015

EERBRER
Consolidation and Advancement
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With the rapid technological development and booming of
e-trade and e-commerce, comprehensive protection of personal
data privacy was called for globally. In 2006, the PCPD set up an
internal working group to carry out a comprehensive review of
the Ordinance to ensure that our law was well placed to safeguard
the personal data privacy right in the 21st Century and satisfy the
rising public expectations. In response to the PCPD's proposals, the
government carried out a public consultation. At the same time,
an incident involving the sale of a large number of customers’
personal data caused considerable public concerns about personal
data privacy right. The government accepted most of the PCPD's
proposed amendments to the Ordinance, and put forward a more
stringent regulatory regime on direct marketing. The amendment
provisions were enacted in two phases in 2012 and 2013.

With the pervasive use of new ICT, consumers were accustomed
to providing their personal data to different service providers on
the Internet, while organisations collected, stored and analysed
personal data by innovative means. In view of the impact on personal
data privacy brought by the application of ICT, the PCPD took the
initiative to educate organisations and consumers on the possible
privacy risks of e-commerce and using online service platforms. The
PCPD also provided practical guidelines, workshops, self-learning
materials to industries which handled large volume of personal data.
In addition, the PCPD publicly detailed its regulatory experience and
the Commissioner’s views in applying the DPPs of the Ordinance
through different promotion and education activities, online
platform, case notes, media statements, etc.

The PCPD continued to liaise with international privacy and
information commissioners, as well as privacy authorities to keep
abreast of developments in personal data protection work in
different parts of the world and share views and experience in
personal data privacy protection.

Starting from 2014, the PCPD vigorously promoted the PMP
amongst private and public organisations, advocating that
organisations should embrace personal data privacy protection
as part of their corporate governance responsibilities and apply it
as a top-down business imperative throughout the organisation
with a strategic shift from compliance to accountability in
privacy protection.
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o AR KEAER (FARR) 1R HIH B4R
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Publishing “Data Protection Principles
in the Personal Data (Privacy)
Ordinance - from the Privacy
Commissioner’s Perspective”

BRRERESBEVERZE SR IIMIEGBAE
IR E AN EAERNRAERSE

Publishing an investigation report regarding
the leakage of the personal data of 20,000
people on the Internet by the Independent Police
Complaints Council

EATn K E AL B HEAE S I
BB HEERE [ FAE
BE)XEEF 20071 LIRS

Organising its first international promotional
campaign, Privacy Awareness Week 2007, together
with APPA members which aimed at raising privacy
awareness in the region

MEBRAFRXEZR  ERBMEAER (L) &
By FEHE XIEF

Submitting a package of proposals to the government
recommending substantial amendments to the
Personal Data (Privacy) Ordinance

EBREFERBEBRFAERNNEHE  RBEER
RITEHREED  SRBREERNEAEA
The Commissioner exercising his inspection power
for the first time on the Hospital Authority’s
personal data system in respect of patients in the
wake of a spate of data loss incidents

o EBIRE (EAEER (FLAER) 15£461) HAREH
Carrying out public consultation on the review of
the Personal Data (Privacy) Ordinance

BRREBE[/EBHBHE]
EIWERERAEFEANELR

HRAEHRE

Publishing an investigation

report regarding the collection

and use of customers’ personal data under the
Octopus Rewards Programme

BROEEET R ARSNLBER LIRS
Publishing the Privacy Compliance Assessment
Report on the Smart Identity Card System

R C1EAE R (FARR) fRB1) B

KM EEZRMFM - HBHHEERH
EBLREBEAER

Publishing the Personal Data (Privacy)

Ordinance Liberal Studies Teaching

Kit to assist secondary school teachers

in teaching students how to protect personal data

BREEAMEMGSTME=2EREARBRENM
PEEHRS

Publishing two investigation reports on the
clandestine photo-taking of three TV artistes by
two magazines

BRI RELE 2EHE

BN E  RESRERE
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Organising the “Privacy by Design” Conference to
advocate embedding protection of personal
data privacy as the default mode in the design,
operation and management of information
and communication systems, across the entire
information life cycle

HEBESS HEE(RLE

AE) ERE - ZERE
EETEERHFEAMREREH

20127 B E U

Producing a docu-drama TV

series - “Privacy Beyond Price” in partnership with
Radio Television Hong Kong, ranked 10th in the
2012 TV Programme Appreciation Index Survey

2012 FFANE R (FLBB) (IEET) 1551 ) Bk
Commencement of the Personal Data (Privacy)
(Amendment) Ordinance 2012

o MEATHRE E R 8H RS Il 2 HE SRR B B a2
Implementing new direct marketing regulatory
regime and launching legal assistance scheme

EEER [ 2RI EBHEMERAR | WBHS1TE
HEARBENE e FHRERAEALBEER
Joining the first “Global Enforcement Network
Privacy Sweep” to assess the privacy policy of
local smartphone apps

BBRBEBRATEIERBRE

¥ SERHEMITENEE
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The HKSAR Government and 39

organisations from the insurance,
telecommunications and other sectors pledging to
implement PMP
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Launching an online assessment tool tailor-made
for the retail industry to train practitioners and
evaluate their understanding of the requirements
under the Ordinance

HEHBAFEMR AR
MAZRTEHRSEES

EE (2015 EERAEE
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Being awarded the Silver Award (Website Stream)
in the “Web Accessibility Recognition Scheme
2015", jointly organised by the Office of the
Government Chief Information Officer and the
Equal Opportunities Commission
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Launching a privacy campaign “Developing Mobile
Apps: Privacy Matters” with 10 leading professional
and trade associations in the field of information
and communication technology
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o DA REME N ERIFARBHY
RENRAESER - BEREA
HIBRERNNEHBR A RE
NENEEEERS
Releasing a survey of public
attitudes on personal data privacy which revealed
that awareness of privacy rights of individuals and
public trust in the PCPD were generally high

HFEBREBEME EW
H [ETeenz®3% 2015 — FA
REARES
Attending “Teen Talk 2015 -
Decoding Privacy” organised by the Law Society
of Hong Kong

s BBRTEREBHEXASTH  EFEEREERE
EHESRERERBEEES
Engaging the business sectors, including members
of the Data Protection Officers’ Club and IT
practitioners, through various channels

o — BB AR AL FER BHE I B B R IR SO A
SIM=B T RAEFIGRXILEERE RERNEHS
A telecommunications service provider being
the first conviction of an offence under the new
direct marketing regulatory regime with a fine
of HK$30,000

o R E T
Publishing a range of Guidance Notes and
Information Leaflets
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Our Organisation
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The PCPD is headed by the Commissioner, who has overall
responsibilities for promoting, monitoring and supervising
compliance with the Ordinance. (See Appendix 1 for details)

The PCPD had a total of 86 staff at the end of the report period
comprising six divisions. (See page 20 to 23 for details)

BEBAER
MEREE

Privacy Commissioner
for Personal Data, HK

BIEBEAER
FLEES

Deputy Privacy
Commissioner for
Personal Data, HK

AT EB
Operations
Division

ik =y JEERED
KRR k&E#HE Legal
Enforcement Compliance Division
& Complaints & Enquiries

Section Section

TR il == R
Administration Finance k#HBEE RHFZEED
Division Division Communications Policy
& Education & Research
Division Division

EEERREPMEE
1 WEiR%kE
BEREAERLEES
2 WBEXZL
BIEBEAERLREES
3 ®W=EBIZL
Elagel
4 HEEXELE
BEEAEREE (BERH)
5 REEXE
BEEAERER (BERRF)
6 REHXL
BEBEAEREE(ERREH)
7 HAXEBRL
BFEAEREE BERKRF)
8 RREANKE
BEEAEREE (BERHAR)
9 MERXL
SREAEREE THRREASE)
10 FZR XL
SREAEREE (ERRHEE)
11 FFfRERESE
BEAE R EE (B17)
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SENIOR MANAGEMENT TEAM AND DIVISION HEADS

1

2

3

8

9

Mr Stephen Kai-yi WONG

Privacy Commissioner for Personal Data, Hong Kong
Ms Fanny Kam-hing WONG

Deputy Privacy Commissioner for Personal Data, Hong Kong
Ms Brenda Mei-ling KWOK

Chief Legal Counsel

Mr Muller Hee-wah TANG

Chief Personal Data Officer (Corporate Services)

Mr Daniel Chin-wah LEUNG

Chief Personal Data Officer (Enforcement & Complaints)
Ms Joyce Chi-man LAI

Chief Personal Data Officer (Compliance & Enquiries)
Ms Vanessa Mei-lai WU

Chief Personal Data Officer (Enforcement & Complaints)
Mr Henry CHANG

Chief Personal Data Officer (Policy & Research)

Ms Janet Choi-ling HO
Senior Personal Data Officer (Admin. & Personnel)

10 Ms Carol Pui-ling CHAN

Senior Personal Data Officer (Communications & Education)

11 Mr Kenny Keen-chung HUI

Personal Data Officer (Finance)
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EBAEH (LB BRAERT

BHAZEEXNEHBFIRAMERRRRE
1 - EFERMEAZERFLRREFRGIFEITH
HESERALBEESRMER -

# R (2015510 A1 HE2017F9830RH)

3
1 WHlsikE
EREAENLBES

5 4=1

2 ILEBR%XE
BHLEERATES
(B2011€E10A18#)

3 BRllAXZE:
EBAPEHERERDITDENR L BE
(B2011510818#8)

4 BREEXL:
MMEBERIBEE R QA B EFEIEES
(EH2013%108H1H#B)

5 ZRMF|KE, P
BHEABEERRIWNER

6 EMMmxt
RN SRR CON) EBAKE

(H2015510H1R0E)

7 SBiERZFEScHE, BBS, MH, JP
KRIET (BFE) BRABDEZHKLE
(B2013F10818#8)

8 BEE%HE
BITERIT (FE) BRATE
AFPERIETNBESHEBEES
(E2013510H1H#B)

9 BR%kXE
ERBIEEEARABITEHEAR
(B2015%10A18#8)

10 EBiBR &+
BHRAEZEEFHENER

PERSONAL DATA (PRIVACY) ADVISORY COMMITTEE

The Advisory Committee members appointed by the Secretary for
Constitutional and Mainland Affairs advise the Commissioner on
matters relevant to the privacy of individuals in relation to personal
data or the implementation of the Ordinance.

Membership (from 1 October 2015 to 30 September 2017)

CHAIRMAN
1 Mr Stephen Kai-yi WONG
Privacy Commissioner for Personal Data, Hong Kong

MEMBERS

2 Mr Billy Hing-chuen HUNG
Director, Shiu Pong Enterprises Ltd
(since 1 October 2011)

3 Ms Susanna Shuk-ching SHEN
Head, Information Technology,
The Hong Kong and China Gas Co Ltd
(since 1 October 2011)
4 Ms Winnie Cheung-wah YEUNG
Director, Legal & Corporate Affairs, Microsoft Hong Kong Limited
(since 1 October 2013)
5 Mr Gordon LEUNG, JP
Deputy Secretary for Constitutional and Mainland Affairs
6 Ms Cordelia CHUNG
Managing Director, Corporate Strategy, Asia, LIXIL Corporation
(since 1 October 2015)
7 MrJimmy Chun-wah KWOK, BBS, MH, JP
Managing Director, Rambo Chemical (Hong Kong) Limited
(since 1 October 2013)
8 Mr David Chuck-fan WAN
Regional Head, Compliance, Greater China & North Asia,
Standard Chartered Bank (Hong Kong) Limited
(since 1 October 2013)
9 Mr Stephen Chan LOH
Chief Executive Officer,
Digital Broadcasting Corporation Hong Kong Limited
(since 1 October 2015)
10 Miss Phidias TAM
Principal Assistant Secretary for Constitutional and
Mainland Affairs
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STANDING COMMITTEE ON TECHNOLOGICAL DEVELOPMENTS

The Standing Committee was established to advise the
Commissioner on the impact of the developments in the processing
of data and computer technology on the privacy of individuals in
relation to personal data.

CO-CHAIRPERSONS
1 Mr Stephen Kai-yi WONG
Privacy Commissioner for Personal Data, Hong Kong
2 Ms Fanny Kam-hing WONG
Deputy Privacy Commissioner for Personal Data, Hong Kong

MEMBERS
3 Professor John BACON-SHONE
Director, Social Sciences Research Centre,
University of Hong Kong
4 Mr Mark PARSONS
Partner, Hogan Lovells
5 Dr Samson Wai-ho TAM, JP
Chairman of Group Sense (International) Ltd
6 DrKPCHOW
Associate Professor, Department of Computer Science,
University of Hong Kong
7 Professor YB YEUNG
Adjunct Professor, Department of Computer Science,
Hong Kong Baptist University





