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Thorough and Impartial Investigations

The Operations Division, comprising the Complaint Screening
Team and the Investigation Team, investigates and resolves
complaints efficiently and in a manner that is fair to all
parties concerned, and proactively investigate areas where
privacy risks are significant.
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Apart from criminal sanction that may be imposed on a data
user who has contravened a requirement under the Ordinance,
an individual who suffers damage, including injury to feelings,
by reason of such contravention, may seek compensation from
the data user through civil proceedings. The Commissioner
may, pursuant to section 66B of the Ordinance, grant legal
assistance to the aggrieved individual who intends to institute
proceedings to seek compensation.
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COMPLAINT INVESTIGATION

Data Privacy Complaints Received

A total of 1,690 complaint cases were received in 2014-15, a 10%
decrease from that of the previous year. Although there was a
rising trend in the number of complaints in relation to the use of
information and communication technology (“ICT"”), the number
of direct marketing-related complaints dropped as the public and
organisations became more familiar with the requirements under the
new direct marketing regime. (Figure 3.1)

Figure 3.1: Number of complaint cases received
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During the year, the majority (76%) of the complaints were against
private-sector organisations (1,279 cases); 14% were against individuals
(241 cases); and 10% were against public-sector organisations
(170 cases), including government departments and other public
bodies (Figure 3.2).

Figure 3.2: Types of parties complained against
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The private-sector organisations that generated the most complaints
were in the banking and financial sector, followed by the property
management and telecommunications sectors. The majority of the
complaints against companies in the telecommunications and financial
sectors were related to the collection of personal data and breaches
of the new direct marketing provisions of the Ordinance. (Figure 3.3)

0330000000000 Figure 3.3: Complaints against private-sector organisations
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00o0o0d0ooooooooooooo The majority of complaints against public-sector organisations

involved allegations of:

J DOOOOOOOOO0OOOO0OOOOO °
0000000000 32%

the use or disclosure of personal data beyond the scope of the
collection purpose and without the consent of the individual (32%);

o] JU0U000O000O0OONO23%0 e the excessive or unfair collection of personal data (23%);

] ODOOO0O0OODOOOOODOOOOm e non-compliance with data access or correction requests (22%); or
0O 022910

o] OJ00O0O0O0O0O0O0O0OOmO17%0 e lack of security measures to protect personal data (17%).

oboooooobobboooooboo
OoOooooooooooos4d

The police force, hospital/health service organisations and social
welfare/social work organisations generated the most complaints.
(Figure 3.4)

034000000000 Figure 3.4: Complaints against public-sector organisations
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OOoQg2014015000001,6900 000  The 1,690 complaints received in 2014-15 involved a total of 2,082

oooooe208200000000000 alleged breaches of the requirements under the Ordinance. Of these,
oooi1,6620080%00 000000 1,662 (80%) were alleged breaches of the data protection principles
0000000000000 DOD4200 (nota criminal offence) and 420 (20%) were alleged contraventions of
2000000000000 the provisions of the Ordinance.

00000000o0oOooooooooon The complaints involved mostly the use of personal data without the
oo0d0oooe8u IO OUOODOOO consent of the individual concerned (689 alleged breaches), followed
O000oOoO0OOooee6 0O ODOONO286 by complaints about the purpose and manner of data collection (666
00000001930 000000000 alleged breaches), direct marketing (286 alleged breaches), data
0000131000 01070000000 security (193 alleged breaches), compliance with data access or
Oo0ooomo3.50 correction requests (131 alleged breaches), and accuracy and period

of retention (107 alleged breaches) (Figure 3.5).

Jo00d0D00oD0ooDOoooooooood It is worth noting that the number of direct marketing-related privacy
020130140 0000005270000 complaints received dropped by 46%, from a record high 527 cases
0201401500 028600002860 00 in 2013-14 to 286 cases in 2014-15. Of those 286 complaints, 150
OOdis500052% 000000000000 (52%) concerned data users’ failure to comply with opt-out requests;
0000000009100 32% 00000 91 (32%) involved data users’ use of data subjects’ personal data for
O00o00oO0ooOoooooooooooo direct marketing without the data subjects’ consent; and 32 (11%)
00000000320011%000000 related to data users’ failure to take specified action before using their
00000000o0oO0ooOoooooooon data subjects’ personal data for direct marketing.

oooooooooboooa

035000000 Figure 3.5 Nature of complaints
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There has been a preponderance of telemarketing calls involving offers
of personal loans. The calls in question were purportedly made by a
bank, but uponinvestigation, the bank denied having authorised its staff
to make the calls. Instead, other lending institutions and intermediaries
were involved. The calls were often made outside Hong Kong but
using the 8-digit numbers assigned by local telecommunications
service providers. There were difficulties in tracing the Hong Kong
companies responsible for the marketing calls, compounded by the
callers’ practice to change their numbers regularly. The PCPD has
been working with the Department of Justice and the Police to address
these difficulties.

Figure 3.6 shows the breakdown of complaints by topic. The record
high 223 ICT-related complaints in 2014-15 represented an
89% year-on-year increase. Of these, 98 related specifically
to use of social networks, 79 were about use of smartphone
applications, 66 concerned disclosure or leakage of personal
data on the Internet, 34 involved cyber-bullying and 11
related to other sub-topics. The rising trend is principally
attributable to the increasing popularity of smartphones and
the Internet.

The “Occupy Movement” also contributed to the upward trend
of cyber-bullying, with reported cases involving participants in
the two opposing camps, as well as police officers and their
family members.

Figure 3.6: Complaints by topics
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O000oo0oOooooo3200o0o0oon In addition to the new complaints received, the PCPD handled 329
ooooooooooooooooon complaints carried forward from the previous year, bringing the total
0Oo2,019000000000001,7660 nhumber of complaints handled during the year to 2,019. Of these,
Ms7%0000000000O0O0O0O0 1,766 (87%) were completed during the reporting year, and 253 (13%)
025300 13%00 02015030 3100000  were in still progress on 31 March 2015.

oood

oooooo

Summary of complaints handled in the year

2014-15 2013-14 2012-13 2011-12
ooooooo
Complaints carried forward 329 393 381 376
Qoo .D H . 1,690 1,888 1,233 1,507
Complaints received
Joood D 2,019 2,281 1,614 1,883
Total complaints processed
oo D Jo 1,766 1,952 1,221 1,502
Complaints completed
Hooooo 253 329 393 381

Complaints outstanding

00 O [Compliment

ooobooooooooooobooooobooooobooooooooooobooonoo
oooo

I would like to take this opportunity to commend Mr Austin Wong of the PCPD for his outstanding
performance. He monitored my case closely and took quick action.

oo

god

Mrs CHAN
Complainant

0 O [Response

ogooooooooooooooooooooooooooooooooooooo
ooooooo0oofoooooooooooooooooooooooooooooo
gooooooooooooboooooboooooboooooboooooooooon

Although complaint cases involve complicated documents, | strongly believe that the
complainants will appreciate timely follow-up actions and our handling of the cases with empathy.
Every compliment is the drive and enthusiasm to my work. It is the result of collaboration of our
colleagues, as well as the recognition and trust of the complainant to the work of the PCPD on
protection of personal data privacy. Therefore, | treasure every compliment.

ood

ooooooon

Austin WONG

Assistant Personal Data Officer
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ooon Outcome of complaint handling

O00o0ooooooi1,76600 0002350  Of the 1,766 cases completed during the reporting period, 235 (14%)
0014%00 0000000000000 were resolved through conciliation during preliminary enquiries,
00000ooooooooooooon i.e. the problems raised by the complainants were remedied by the
00DO0o0oDDOo0oDOoD0OODoOaie4n parties complained against. The Commissioner gave advice and/

OO0O0O000DO0O0DO0O0OO0O0OoOo42000 @ or recommendations to 194 organisations involved in these cases;
00200000000 ooooooaono 42 (2%) were resolved after formal investigation, and of these,

220052%00 000000000000 22 cases (52%) were resolved through conciliation, (see “Results of
000000000000 01800 1%00 0 formal investigations” below). Eighteen cases (1%) were transferred
dooddoooooooomo3l.7d or reported to the other authorities e.g. Hong Kong Police (Figure 3.7).
03.110000000000000000 Figure 3.11 shows the breakdown and categorisation of remedial
ooooooag action taken by the parties complained against in conciliation.
dooooooooooa Among the other cases which were not investigated:

o[l 6480 37%00 0000 0O00ODOOO e 646 cases (37%) involved mostly complaints where the matter at

0o0o00oooooooooooooon issue had been dealt with by relaying the complainants’ concern
00ooooooooooooooo to the parties complained against, or the complainants did not
Oo0ooooooooooon respond to the Commissioner’s inquiries after being invited to
provide evidence to support their allegations;
o[] 260015%00 0000000000 e 269 cases (15%) were found to have no prima facie case
of contravention;
o] 230013%00 000000000 e 230 cases (13%) were outside the jurisdiction of the Ordinance;
0] 16309%00 00000000000 e 164 cases (9%) were found to be unsubstantiated after enquiries
oooooo with the parties complained against; and
o] 16209%00 00000000000 e 162 cases (9%) were withdrawn by the complainants during the
ooo preliminary enquiries.
03700000 Figure 3.7: Outcome of complaint handling
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RESULTS OF INVESTIGATIONS OF COMPLAINT CASES

Results of Formal Investigations

During the reporting period, the PCPD completed 42 formal
investigations and found seven cases (17%) involved contravention of
the requirements under the Ordinance (both the statutory provisions
and the Data Protection Principles).

Of the remaining cases, 22 (52%) were resolved through conciliation
during the investigation, while 12 (29%) were discontinued for
various reasons, and for one case (2%) there was no contravention.
So amongst these remaining cases, it was unnecessary for the
Commissioner to draw any conclusions as to whether or not there
were any contraventions. (Figure 3.8)

Figure 3.8: Results of formal investigations
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After handling many complaint cases against organisations in different
industries, | realise that there is growing privacy awareness among
the general public. It gives me great satisfaction to see cases resolved
successfully through conciliation, and to see the data users understand
and comply with the requirements under the Ordinance. This
provides me with the incentive to pursue the mission of enforcement
through education.

gooo
oooooo
Christine CHAN
Personal Data Officer

57.
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Nature of Remedial Action in Conciliated and Discontinued Cases

The nature of remedial action taken by the parties complained against
in the 22 cases resolved through conciliation are categorised in Figure
3.9. (note that more than one type of remedial action may have been
taken by the party complained against in some cases).

Figure 3.9: Nature of remedial action
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Of the 34 conciliated or discontinued cases, the Commissioner issued
warning notices to the parties complained against in 13 cases.
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Nature of Contravention

Among the seven cases where the requirements under the Ordinance
were found to have been contravened, six cases involved a
contravention of one of the Data Protection Principles; and one case
involved a contravention of the requirements of the main body of
the Ordinance relating to compliance with data access requests. The
classification of the nature of all the contraventions involved in these
seven cases can be found in Figure 3.10.

Figure 3.10: Nature of contravention
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Oo0ogo Enforcement Action

00000000 oOoooOooooOooooo  The PCPD takes enforcement action in cases of contravention of the
oo requirements under the Ordinance.

000000 00O0O0OooooOooon In the seven cases found to involve contraventions of the requirements
000000 000O0Oooooooon under the Ordinance, the Commissioner issued enforcement notices
ooooooooo to the parties complained about to stop or prevent contraventions.

0 O iCompliment

000000000000 00000000000000D000000000000
D0o00DO0oOoooooogd

My heartfelt thanks to you and the PCPD’s assistance and support. | feel that my case is treated
with respect and genuine empathy, although | am a stranger to you, and only a case number
in your filing.

ood
ood

Ms TSANG
Complainant

0O O [(Response

Oo0o0do0oooDoooooooooooooooooooooooooooonoann

O0o0dodoooDooooooooDooooooooooooooooooooOon

000000000000 o0o0oooooooooooooooooooooonn

gogg

The complainant sought help from the PCPD because she opined that her personal data was
unduly used. After completing her complaint case, | received her letter of thanks. This is a
recognition and encouragement of my work. Conciliation is always an effective option to deal
with the dispute between the complainant and the party complained against. | believe a great
empathy with the citizens will make my work more meaningful.

ood

Oooooooo

John LO

Assistant Personal Data Officer
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Nature of Remedial Action in Conciliated Cases

During the reporting period, 257 cases were resolved through
conciliation (235 during the preliminary enquiries and 22 during formal
investigations), i.e. the problems raised by the complainants were
remedied by the parties complained about. The remedial actions
taken by the parties complained against are categorised in Figure
3.11 (note that more than one type of remedial action may have been
taken by the party complained about in some cases) and are
summarised as follows:

Revision of operational practices by the party complained about to
prevent a similar breach in the future (113 cases);

Proper guidance given by the party complained about to the staff
concerned to ensure compliance with the Ordinance (99 cases);

Undertakings by the party complained about to cease the
malpractice leading to the complaint (93 cases),

Deletion of personal data unnecessarily collected by the party
complained about or disclosed to third parties (86 cases),

Supply / correction of the personal data by the party complained
about as per the complainants’ data access/correction requests,
or reduction in the fee for complying with the data-access
requests (50 cases),

Other remedial actions taken which met the complainants’
expectations (20 cases).

Figure 3.11: Nature of remedial action in conciliated cases
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Ooooooooooooooood CASE STUDY: GUIDING DATA USERS TOWARDS
oo COMPLIANCE
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The Commissioner may decline to investigate a complaint or terminate
an investigation under section 39 of the Ordinance. In such cases, the
Commissioner’s decision and recommendation can still have a positive
impact by helping data users understand in practice how to enhance
personal data protection in order to comply with the requirements
under the Ordinance.

dooodoooooooooooooa The following cases in the reporting year illustrate how data users
000000000000 DOoOooooo  complained about can improve their data protection practices by
oo taking appropriate measures under the Commissioner’s guidance.

goooboooobooooooan
gooobooooooogoooano
Oooodooooouoooood

ODo000D00 —O0000021()00

1(2)0 0

oooo
ooooooobooboooooooo
ogoobooboobooooooobooooon
ogooooooobooooomooo
ooobooooooooooooboooo
ooooooooooooobooooo
ooooooooooooooboooo
oooooooooooooobooon
oooooooooooooobooon
ooooooooooooooooon
ooooooooooboooooboooo
oooooooooooooooooo
oooooon

ogooboooooooooobooon
oobobooooooooooobooon
ooobooooooooooooboooo
oooooooooooooobooon
ooooooooooooooboooo
oooooooooooooobooon
oooooooooooooobooon
oooooooo

A vendor should not compulsorily require customers to
join its membership programme for registration of product
maintenance and repair, and should not collect the full date
of birth of individuals joining the programme — DPP 1(1)
and 1(2)

The Complaint

The Complainant purchased a printer and wanted to register for
the maintenance and repair service (“the Registration”) of the
Vendor (“the Vendor”) through the Vendor’'s webpage. However,
the Complainant found that she had to log into the webpage of
the Vendor’'s membership programme (“the Programme”) before
registering. As the Complainant was nota member of the Programme,
she was required to provide her personal data for membership
registration before applying for the maintenance and repair service.
The Complainant said that the Vendor had unnecessarily required
her to provide her personal data to join the Programme, including
her date of birth. Hence, she lodged a complaint with the PCPD.

The Vendor explained that all customers could generally get the
after-sale maintenance and repair service with their purchase invoice
and product record card. However, to get an extra three months’
maintenance and repair service, they had to join the Programme.
As the Registration extension was offered only to members of the
Programme, customers who wanted to get the extension had to
become Programme members first and then register by entering
their member account number and password on the Programme
webpage.
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Regarding the collection of the full date of birth of individuals joining
the Programme, the Vendor explained that the year of birth was
important for analysing market trends and customer consumption
habits, and the month of birth was collected to provide birthday
privileges or gifts to members.

Outcome

The Commissioner was of the view that registering for maintenance
and repair service for purchased products was a basic right of
customers. The right to receive after-sales service should not
depend on whether customers are members of the Programme.
Although the Vendor explained that its customers could get the
standard maintenance and repair service with their purchase invoice
and product record card, the Vendor accepted the Commissioner’s
recommendation by amending its webpage to specify that
customers could receive the standard maintenance and repair
service by producing their purchase invoice and product record
card, but that they could receive the three months’ extension only
by joining the Programme.

Regarding the collection of members’ full date of birth, the
Commissioner recommended that the Vendor inform the customers
joining the Programme of the purpose of collecting their personal
data (i.e. for analysis of market trends and consumption habits, and
for providing birthday privileges or gifts to members), and explain
that it would collect their year and month of birth only with their
voluntary consent. The Vendor stopped collecting the full date of
birth of members. Instead, it now collects only the month of birth.
It also undertook to destroy the records of year and date of birth of
members previously collected.
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Excessive collection of the personal data of applicants for a
monthly car park space — DPP1(1)

The Complaint

The Complainant lodged a complaint with the PCPD against a
government department (“the Department”) for the unnecessary
collection of his tenant identification document, driving licence and
third party insurance policy when processing his application for a
space in his public housing estate’s monthly car park.

The Department explained to the Commissioner that due to the
limited number of parking spaces and high demand, it was the
Department’s policy to give priority to tenants of the estate. Car park
applicants were required to provide tenant identification documents
for identity verification. To prove that applicants actually needed
the parking space for their own use and to prevent misuse, the
Department also needed to collect a copy of their driving licence.

As regards motor vehicle third party insurance, the Department
explained that it needed this information to ascertain whether
applicants met the requirements under the Motor Vehicle Insurance
(Third Party Risks) Ordinance, i.e. applicants must have valid
insurance for third party risks to protect the third party’s right in
case of accidents.

Outcome

With regard to the collection of copies of applicants’ tenant
identification document and driving licence, the Commissioner
was of the view that it was obvious that the Department collected
this information to confirm applicants’ eligibility and priority. The
Commissioners considered this to be directly related to the handling
of applications for monthly car park spaces and found the data
collected to be adequate and not excessive.

As for the motor vehicle third party insurance policy, however,
the Motor Vehicle Insurance (Third Party Risks) Ordinance did not
require the management company of a car park to ensure that car
park users had valid insurance for third party risks, and hence the
collection of this data was not directly related to the Department’s
consideration of the eligibility and priority of applicants. So the
Commissioner held the view that the Department had contravened
DPP1(1) in this respect.

As a result of this complaint case, the Department agreed to stop
collecting applicants” motor vehicle third party insurance policies
when handling applications for monthly car park spaces in future
and to destroy all the relevant records previously collected.

63.



00 000 0 CENFORCING DATA PROTECTION

gobooobooooooooood
gooooooooooooood
O—0o0o0o0o01@oo

ooooo
oooooooooooooooooo
Oooooooooooooooooo
oooooooooooooooooo
Oooooooooooon

ooooooooooooooooog
gooooobooobooboooooon

goooobooomobooooooo
oobooboooboooooooooo

ocoooooobooooooooooo
oobl1z00000000000000

O

OOo0ooDooooood

O0O0oOooogoao

O

ogoooobooooooooboooo

OO0Oo0oooooOoooOooaO

I o

O

O
0

ooooooooooooooon
ooooooooooooooon
ooooooooooooooon
oooooooooooooooa
oooooooooooooooa
ooooooobooooilz2o00O
oooooouoooooooooao
goooobooooboboooooad
ogoooooooobooboooooad
ogooooooooooooooa
oooooooooooooooan
ooobooooooooooon

O

ooooooooooooooon
oooooooooooooooa
oooooooooooooooa
oooooooooooooooa
ooooooooooooood
goooobooooboboooooad

01000000

oooooooooooooooboooo
Ooooboooboi12z00000000
oooooooooooooooooo

Oo0oo0oooooo1200000000

oooooooooooooooooo
ooo

Unnecessary collection of a copy of a cash cheque bearer’s
Hong Kong identity card (“HKID") for due diligence by a
bank — DPP1(1)

The Complaint

The Complainant cashed a cash cheque of about HK$20,000 at a
bank. As the bank recorded his hame and HKID card number, he
asked why it was necessary to take a copy of his HKID card.

The bank explained to the Commissioner that according to
the Guideline on Anti-Money Laundering and Counter-Terrorist
Financing issued by the Hong Kong Monetary Authority (“HKMA"),
authorised institutions (including banks) need to file copies of
identification documents of customers who are non-account
holders when handling cash transactions (including encashing cash
cheques) equal to or exceeding an aggregate value of HK$120,000
to conduct customer due diligence for the prevention of fraud and
money laundering. However, to cope with its daily business needs
and prevent evasion of the high threshold set by the HKMA by a
series of low-amount linked transactions, the bank set its own
aggregate amount far below HK$120,000 and required its staff to
collect copies of identification documents of cash cheque bearers
when transactions exceeded this amount. As the Complainant was
not an account holder of the bank and his transaction exceeded the
bank’s threshold, the bank collected a copy of the Complainant’s
HKID card for customer due diligence.

Outcome

In the Commissioner’'s view, as the HKMA had established an
industry standard for compliance with customer due diligence
requirements, the bank should not set its own amount lower
than that of the HKMA solely because it rarely had to handle cash
cheques worth HK$120,000 or more. Hence, the bank’s collection
of a copy of the cash cheque bearer’'s HKID card for amounts below
the HKMA's requirement was excessive and contravened DPP1(1).

After the PCPD’s intervention, the bank revised its practice by
raising the amount to HK$120,000 (i.e. the HKMA's requirement).
Moreover, the bank undertook to destroy all copies of identification
documents previously collected from bearers of cash cheques
under HK$120,000.
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An online shop should not disclose a customer’s personal
data to another customer for product exchange without
consent — DPP3

The Complaint

Customer A provided her personal data, including her name, mobile
phone number and delivery address, to an online Optical Company
(“the Company”) when she placed an order for contact lenses. She
was later informed by the Company'’s staff that they had mistakenly
delivered her contact lenses to Customer B and delivered Customer
B's lenses to her. The staff member suggested Customer A
exchange the contact lenses direct with Customer B. The Company
then disclosed Customer A's personal data without her consent
to Customer B, resulting in her receipt of an SMS message from
the latter to her mobile phone number asking her to exchange the
contact lenses. Customer A lodged a complaint to the PCPD about
the Company.

The Company explained that as Customer B needed the correct
contact lenses urgently, they sent an email to both Customer
A and Customer B suggesting they swap the contact lenses
between themselves and asking for their views on the suggestion.
The Company mistakenly recorded Customer A as having agreed
to the suggestion, so her contact details were wrongly passed
on to Customer B. In fact, it was Customer B who had agreed to
the suggestion.

Outcome

Given that the Company’s original purpose for collecting Customer
A’s personal data was to deliver her online order, the Commissioner
took the view that the inadvertent disclosure of Customer A’s
personal data to Customer B by the Company for the purpose
of product exchange, without Customer A’s prior consent,
violated DPP3.

The Company accepted the Commissioner’s recommendations
and wrote to Customer B to request the deletion of Customer A’s
personal data. They also issued guidelines to their staff reminding
them to keep customers’ personal data confidential and to obtain
their customers’ prior consent before disclosing their personal data
to a third party.
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A programme error in a computer application system led to
leakage of employees’ personal data — DPP4

The Complaint

When a colleague of the Complainant logged into a leave-application
system (“the System”) in the intranet of his employer, he was
mistakenly connected to the Complainant’s account, enabling
him to see the Complainant’s personal data in the System. The
Complainant therefore complained to the PCPD that his employer
had failed to safeguard his personal data.

The employer explained to the Commissioner that due to a
programming error in the System, the Complainant’s personal data
was disclosed to his colleague when they both logged into the
System at the same time. The employer stated that it conducted
vulnerability scans regularly and authentication of authorised user
accounts semi-annually to ensure that only authorised staff could
log into the System. However, as the programme error occurred
under specific conditions, it could not detect the error in the scans
or account checks mentioned above.

Outcome

The incident appears to have been an isolated one. The employer
rectified the error and conducted tests to ensure that when two
users log into the System at the same time in future, the same
incident will not occur.

In view of the great challenges brought by the rapid growth of
information technology to system security, the employer, on the
Commissioner’s recommendation, agreed to review and optimise
the security measures of its information system from time to time,
including checking other systems that use similar software, to
evaluate if they have similar programming errors and if so, to rectify
them. In the long run, the employer said it would also strengthen
its data security system to enhance the protection of its staff's
personal data.
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PROSECUTION AND CONVICTION CASES

In the reporting year, a former insurance agent was charged with the
offence under section 50B(1)(c)(i) of making a false statement to the
Commissioner during an investigation into his misleading a complainant
regarding the identity of the issuer of the insurance policy to be sold
to the complainant. The agent was also charged with other criminal
offences under the Theft Ordinance and the Crimes Ordinance.

At the hearing in December 2014 at the Tuen Mun Magistrates’ Court,
the agent pleaded guilty to the charges and was sentenced to four
weeks' imprisonment.

Since the Ordinance came into force in 1996, this was the first
conviction for misleading the Commissioner in discharging his
statutory functions and the first conviction with a custodial sentence.

0 0O 0O 0O O 0O mong Serving Staff
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How time flies! | have been working with the PCPD for over 15 years. In
the past, few people were concerned about personal data protection. But
nowadays, we can read privacy-related stories in local or overseas news
media almost every day. The job of personal data protection has become
very diverse, interesting and challenging. | feel proud to be a part of the PCPD
and greatly appreciate the determination and selfless devotion to protecting
personal data privacy by the current commissioner and his predecessors.

oooo
oo0ooooono

Amy CHAN

Senior Personal Data Officer
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LESSONS LEARNT FROM COMPLAINTS

Complaint Case 1

A solicitor and a law firm failed to take adequate measures
to safeguard personal data in legal documents against
unauthorised access when sending the documents by
fax — DPP4

The Complaint

The Complainant was an employee of an insurance company, and he
separately owned a business with a solicitor. The Complainant and the
solicitor subsequently had a dispute over the business. The solicitor
instructed the law firm for which she worked as a consultant to act
as her legal representative to handle the dispute. One day, without
the Complainant’s consent, the law firm faxed to a fax number of the
Complainant’s employer some legal documents in connection with
the disputed business which contained the Complainant’s personal
data. The fax machine at the insurance company was accessible to
other users, and the documents were faxed without any encryption.

The law firm admitted that faxing the legal documents to the
Complainant to the fax number of the Complainant’s employer
contravened its policy, but the solicitor claimed that the Complainant
had refused to accept the documents that were served on him
personally at the insurance company’s address or the office address
of their disputed business. She claimed to have no alternative but to
instruct the law firm to fax the documents to the fax number of the
Complainant’s employer.

Outcome

Who was the data user when sending the unencrypted legal
documents which contained the Complainant’s personal data to a
fax number of his employer?

The investigation showed that the solicitor, after referring her
business dispute to the law firm to deal with and pursue the
Complainant, also worked as the law firm’s consultant to handle
this business dispute on behalf of the law firm. In fact, she was
the one who faxed the unencrypted document in question. The firm
therefore tried to distance itself by claiming that only the solicitor,
not the firm, was the data user.

In referring her business dispute to the law firm and instructing the
law firm to pursue the Complainant, the solicitor was a client of
the law firm. When the solicitor instructed the law firm to fax the
unencrypted documents to the Complainant’s employer, she had
control of the Complainant’s personal data and was the data user.

But the law firm was also the data user in this case, as it was
the solicitor's legal representative after having received and
subsequently executed the instructions from the solicitor to fax the
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000000000 0O0oooOooon documents to the Complainant’s employer. There was proof of this
D0000o0oOoooDooooooooo relationship in the service charges billed by the firm to the company
d00o00o0oo0ooooooooao co-owned by the solicitor and the Complainant; and in its admission

in its reply letter to the PCPD.

O00000O00oOoes5()000oon The PCPD was of the view that the law firm was responsible for
O000O0O0oOoOooOoOoOoOoooooo the offending acts of its consultant, under section 65(2) of the
dddooooooooooooooo Ordinance, irrespective of whether the faxing was actually done by
00000000 OoOoooooooaon the solicitor or by other consultants of the firm. If the faxing was
OO0O0DO0O0O0oooooooooooao done by the law firm’s other solicitors or employees, the law firm
65(1) 00 0000000000000 would still be held responsible as the data user under section 65(1).
ooooono

0 O [Compliment

ooooooooobooooooooooooobbooboooooobobooo
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Hong Kong has the longest-established comprehensive data privacy law in
Asia... To make an overall assessment of its privacy standards, enforcement
structures and their use, and transparency, Hong Kong compares well with
other jurisdictions.

Professor Graham Greenleaf
Author of Asian Data Privacy Laws (OUP) 2014
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Complaint Case 2

A private hospital charged an excessive fee for complying
with a patient’s data-access request — Section 28(3)

The Complaint

The Complainant was a patient in a private hospital for minor
surgery. He was dissatisfied with the service at the hospital, so he
lodged a complaint to the hospital and made a data-access request
(“DAR”) for his medical records.

The hospital charged the Complainant over HK$3,000 for a document
of nine pages. The Complainant considered the fee to be excessive.

Outcome

According to the principle laid down in the decision of the case
of Administrative Appeal No. 37/2009, a data user is allowed to
charge the requester only for costs which are “directly related to
and necessary for” complying with a data-access request. A data
user should not charge a fee on a commercial basis. Any fee that
exceeds the costs of compliance would be considered excessive.

As the charge of over HK$3,000 for nine pages appeared, on the face
of it, to be exorbitant, the burden was on the hospital to prove that
the fee it had charged was not excessive. However, in the course
of the investigation, the hospital refused to account for or estimate
the hourly rate of its staff and the time spent by each staff member
concerned in processing the DAR. In the absence of policies or
procedures that specifically address its obligation under section 28(3)
of the Ordinance, the hospital attempted to justify the fee on the basis
of the “substantial” staff costs incurred in tracing and retrieving the
Complainant’s medical records among the vast number of medical
records held by the hospital, and in verifying the medical records with
extra care and attention. However, taking into account the fact that
the documents only concerned the Complainant’s records over a very
short period of time (two days) and that the hospital should have a
proper indexing system for its medical records, the Commissioner did
not accept that an extensive search over a long period of time was
required to locate the documents concerned.

As the hospital failed to provide a breakdown of the labour costs
incurred in complying with the DAR and its policies and procedure
governing how fees should be calculated, the Commissioner
took the view that the hospital had failed to prove that the fee of
HK$3,000 for the DAR was not excessive and that the hospital had
thus contravened section 28(3) of the Ordinance.

The hospital refunded the fee to the Complainant during the
investigation. The Commissioner served an enforcement notice
on the hospital, directing it to review its current charging scale for
complying with DARs with reference to the test of “minimum direct
and necessary costs” in accordance with the principle laid down in
the decision of Administrative Appeal No. 37/2009.
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Complaint Case 3

The Commissioner served an enforcement notice on
the incorporated owners of a building after repeated
contraventions of DPP3

The Complaint

A resident of a building defaulted on the management fees after he
had a dispute with the Incorporated Owners of the building (“IO0")
over the repair and maintenance of his flat. The 10 engaged a solicitor
to issue the resident with a letter to recover the outstanding fees.
The letter stated that the 10 intended to take legal action against the
resident, and it also contained the resident’s full name and address,
and the details of the outstanding management fees. The 10 posted
a copy of the letter in the lobby of the building. The |10 stated that
the letter was displayed in order to remind the resident to pay the
outstanding fees.

The 10 had previously been the subject of a complaint by another
resident for displaying personal data unnecessarily without the data
subject’s consent. In the previous complaint, the |0 undertook to
remove information that might identify a resident before displaying
any documents in the public area, and the Commissioner then gave
the 10 a warning.

Outcome

As the original letter issued by the solicitor had already been mailed
to the resident, it was unnecessary for the |10 to display the letter as
a reminder. If the 10 really wished to remind the resident, it could
have done so in a less privacy-intrusive manner, such as by putting
a copy of the letter in the resident’s mailbox. By displaying the letter
in public, the 10 caused great embarrassment to the resident. The
Commissioner opined that the 10 had contravened DPP3, as the
aim of embarrassing the resident was not related to the original
purpose of collecting the resident's personal data. In addition,
it was a repeated contravention of DPP3 by the 10, despite the
Commissioner’s previous warning in similar circumstances. In view
of this, the Commissioner served an enforcement notice on the 10
directing it to formulate a policy and procedure to prevent a similar
contravention in the future.
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Complaint Case 4

Excessive collection of customers’ personal data by a
veterinary clinic when selling pet food — DPP1(1)

The Complaint

A cat owner was requested to provide his full name, telephone
number and Hong Kong Identity Card (HKID) Card Number when
he purchased cat food from a veterinary clinic. He had bought cat
food from the clinic before, but he was not required to provide any
personal data on previous occasions. The owner’s cat was not a
patient of the clinic either. The owner felt that the collection of his
personal data, in particular his HKID Card Number, was excessive
for the sole purpose of purchasing cat food.

Although the cat food bought by the owner was not special diet
pet food that required a prescription from a veterinarian, the clinic
stated that it wished to be able to identify the cat owner and follow
up with him on the health condition of the cat in the future.

Outcome

As a HKID Card Number is a sensitive piece of personal data, it
should not be collected lightly. A data user may only collect a HKID
Card Number from an individual in the circumstances permitted
under the Code of Practice on the Identity Card Number and
other Personal Identifiers prescribed by the Commissioner. As
the clinic could not justify its collection of the complainant’s HKID
Card Number under the Code of Practice, the Commissioner held
that the clinic had contravened DPP1(1). During the investigation,
the clinic ceased the practice of collecting customers’ HKID Card
number and destroyed the records that it had previously collected
from pet owners. Hence, the Commissioner decided not to serve
an enforcement notice, but issued a warning to the clinic reminding
it to comply with the Ordinance in the collection of personal data.
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PUBLICATION OF
SECTION 438(2)

INVESTIGATION REPORT UNDER

Investigation Report: Excessive Collection and Online Disclosure
of Personal Data by Recruitment Agencies Placing for Foreign
Domestic Helpers

The Commissioner initiated formal investigations against 10
employment agencies for foreign domestic helpers (the “Employment
Agencies”) to ascertain whether the collection of personal data
from foreign domestic helper applicants (the “Applicants”) and the
disclosure of such personal data on their websites was necessary and
not excessive. The employment agencies were registered under the
Employment Ordinance, and their business was to recruit overseas
job seekers for placement as domestic helpers with employers in
Hong Kong.

The investigations stemmed from the Commissioner’'s observation
that a number of employment agencies were unnecessarily displaying
on their websites extensive personal data provided by the Applicants
for the purpose of introducing the Applicants to prospective
employers. This included the personal data of the Applicants, their
family members and their former employers.

Table below lists the personal data of the Applicants collected and
partially disclosed online by the Employment Agencies.

Identification and contact information of the Applicants

The Applicant’'s name, passport number, Hong Kong Identity
Card (“HKID") number (if the Applicant has worked in Hong Kong)
and address

Information to facilitate the selection of suitable foreign
domestic helpers by prospective employers

The Applicant’'s photo, nationality, height, weight, age, work
experience, education level, personal habits (e.g. smoking), religion,
marital status, number of children, and number of siblings, and the
Applicant’s ranking of the Applicants

Personal data of family members
The name, age and occupation of the Applicant’s family members

Personal data of former employers

The name of Applicant’s former employer(s), along with their
nationality, occupation, address, telephone number, number of
family members and age of children
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The PCPD’s investigation revealed that the Employment Agencies
collected in prescribed forms the personal data of the Applicants,
members of their families and former employers. To enable successful
job placement and to meet the procedural requirements imposed
by the Labour Department and the Immigration Department, the
collection of some of the data was necessary, but not the personal
data (name, age and occupation) of the Applicants’ family members.
Conceivably, after a placement is confirmed, the Employment Agency
or employer might wish to obtain from the selected employee a named
member of her family as an emergency contact. In the circumstances,
the selected employee might provide the requested data on a
voluntary basis. But there should be no obligation for her to provide
such data at the outset. The Commissioner therefore concluded that
the Employment Agencies’ collection of the personal data of family
members was unnecessary and amounted to excessive collection of
personal data, thus contravening DPP1(1) on data collection.

The main problem revealed in the investigation was Employment
Agencies’ posting on their websites the personal data provided by the
Applicants, which related to the Applicants themselves, their family
members and their past employers, including Hong Kong employers.

One of the unique aspects of being a domestic helper in Hong Kong is
that they live with the family of their employer and are often treated
as a member of the family, interacting intimately with all family
members day in and day out. The Commissioner therefore accepted
that posting most of the personal data provided by the Applicants
on the Employment Agencies’ websites, including their photos,
helped prospective employers screen helpers. However, posting the
Applicants’ names, addresses and passport and/or HKID Card numbers
was not acceptable because it was inconceivable that this data was
instrumental in the prospective employer’s initial selection process.
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For the same reason, displaying the personal data (e.g. name, age and
occupation) of the Applicants’ family members and past employers’
names and addresses on the websites was not acceptable. The
Commissioner therefore found the Employment Agencies’ in
contravention of DPP3 on data use.

Enforcement notice and advice

An enforcement notice was served on each of the Employment
Agencies directing them to stop collecting and disclosing the personal
data concerned. The Employment Agencies subsequently complied
with the enforcement notice.

Establishing industry practice

There were a total of about 330,000 foreign domestic helpers in
Hong Kong. Through publication of the investigation report, the
Commissioner has in effect provided guidelines to all Employment
Agencies in respect of their collection and online disclosure of
personal data. This approach was favourably received by the industry.
Subsequently, in conjunction with related trade associations, the
PCPD held three educational seminars for all operators of employment
agencies for foreign domestic helpers. They served to explain in detail
the requirements under the Ordinance and the implications of the
investigation report.

Investigation Report:
www.pcpd.org.hk/english/enforcement/commissioners_findings/
investigation_reports/files/R14_1382_e.pdf
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Investigation Report: Excessive Online Collection of Private
Tutors’ Personal Data of Tutorial Service Agency Websites

The Commissioner initiated formal investigations of six tutorial service
agency websites (the “Websites”) operated by five website operators
for the unnecessary collection of Hong Kong Identity Card (“HKID Card”)
numbers of private tutors and the personal particulars of their contact
persons in the Websites’ online registration systems. The Websites
collected information online from both private tutors seeking private
tutor jobs and parents and students looking for private tutors. They
provided a matching service and received a commission equivalent to
two weeks’ tuition fees for successfully matching a tutor and student.

The investigations stemmed from a complaint against one of the six
Websites, which collected the Hong Kong Identity Card (“HKID Card")
numbers of the private tutors, and details of the tutor's contact
person, including the contact person’s name, telephone number
and relationship with the tutor. During the investigation, the PCPD
also randomly reviewed five other tutorial service agency websites
to better understand the scope of their collection of personal data
from private tutors. The PCPD found that all five websites collected
the HKID Card numbers of the private tutors, and four of them also
collected the personal details of the tutor’s contact person, including
the person’s name, telephone number and relationship with the tutor.

Findings of the investigation

HKID Card Number

The Websites argued that collection of the HKID Card numbers was
necessary to authenticate the identity of the private tutors so as to
prevent impersonation or other improper or fraudulent activities which
could be committed by the job seekers to the detriment of the Websites
and/or the parents and students. In fact, the Website operators are not
employment agencies regulated under the Employment Ordinance; if
they were, they would have a legal obligation to collect job seekers’
HKID Card numbers. However, operating on a low-investment model,
they did not interview the private tutors in person for employment
checking and identity verification. The online collection of the private
tutors’ HKID Card numbers for identification was therefore a farce.

The Website operators routinely liaised with the private tutors and
parents, and checked information with them by phone, mail, email
or SMS. The use of these confirmed communication channels should
suffice for reporting to the police any problem in case of need, and for
lodging a claim with the Small Claims Tribunal in the event of failure to
collect the commission from the job seeker after successful placement.
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Contact person’s information

The Website operators also explained that they required the name and
telephone number of the private tutor’s contact person as a fall-back
or emergency contact in the event that the private tutor could not be
reached. While these explanations might make sense in some cases
for some private tutors, the private tutor must be given the option
of whether to provide the name and telephone number of a contact
person. It should not be a prerequisite for service enrolment.

The Commissioner concluded that the collection of the private
tutors’ HKID Card numbers and their contact person’s information
by the Websites was excessive, thereby contravening DPP1(1) of
the Ordinance.

Enforcement notice and advice

An enforcement notice was served on the operators of the Websites
directing them to take steps to remedy the contravention and prevent
its recurrence. One website operator lodged an appeal against the
enforcement notice with the Administrative Appeals Board; a hearing
is pending. The remaining four website operators complied with the
enforcement notice.

Establishing industry practice

The case involved six tutorial service agency websites and the
personal data of about 520,000 persons. The investigation report
served to set a standard for the tutorial service industry in respect of
online collection of personal data from clients.

The report also emphasises that organisations and consumers that
engage in e-commerce and other online services must be aware of
the associated privacy risks such as data breach and unanticipated
secondary use of the data by unknown third parties including
unwanted communication and identity theft. Website operators must
ensure that they are capturing and using personal data for reasonable
business purposes. Web consumers accustomed to submitting
personal information to various service providers in order to obtain
desired services must be more vigilant about the release of such
information. The personal data excessively collected in the case in
point is HKID Card number. This is a unique personal identifier which
cannot be altered throughout one’s life. It should be treated as highly
personal and sensitive data, and should be well protected.

Investigation Report:
www.pcpd.org.hk/english/enforcement/commissioners_findings/
investigation_reports/files/R14_19675_e.pdf






