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The Compliance and Policy Division monitors and promotes
compliance with the provisions of the Ordinance. Due to
the privacy risks brought about by the rapid advances in
information and communication technology, we specially
encourage organisations to apply all means to ensure
personal data protection and respect consumer and
user privacy.
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2014000 000b0oooboooooo 2014 MOBILE APP SURVEY AND FOLLOW-UP

000000000 000O0ooOoo0ooO  PrivacyPolicy Transparency Needed in Local Mobile Applications

ogoooo

ogogdzo140s5000e600 0000000 In May 2014, the PCPD conducted a survey of 60 popular mobile
Joodoooooooooomooogd applications (“apps”) developed by Hong Kong companies and found
Oo00ooOoooooooooooooono that their transparency in terms of privacy policy statements (“PPSs”)
000020130 00000000000 was clearly inadequate, and there was no noticeable improvement
oooa compared with the results of a similar survey conducted in 2013.
201400000 2014 survey findings

0000000 o0oooooooooooo Less than half of the apps assessed did not provide any form of PPS.
000000 oDooooOooooooag Most of the PPSs that were provided were inadequate in terms of
o000 000o0oOooDooooOoooo relevance, readability and accessibility. Furthermore, most of the apps
0000000 0o0oOooDooooOoooo seemed to have sought permissions for data access beyond what the
Ooddooooooooooooon testers expected based on the app’s functionality.

20140 0000006000 00O 20130 0 0000Oe0n O
2014 Survey (total = 60 apps) 2013 Survey (total = 60 apps)

goooooooooooOon
Apps that did not provide PPSs

0000O0ooooooooooooo
PPSs that were not tailored to apps

gooooooooooooooono

goooono

PPSs that were written in a language 2/33 (6%) 4/36 (11%)
different from the app or not easily

accessible

00000000000 OO0OO0On
OoOooooO

Contact details (email, phone, address,
etc.) not provided or ascertained

27 (45%) 24 (40%)

28/33 (85%) 33/36 (92%)

5 (8%) 24 (40%)

goooooooooooonon
gooOo;000oooooonod

Unclear or missing information as regards 43 (72%)
whether data would be accessed, and if

so, what data and why

oooog
Not surveyed

goooooooooooonon
gooooooooo

Permission for data access beyond 51 (85%)
users’ expectations based on the app’s

functionality

ooog
Not surveyed
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Privacy-friendly apps viable

Despite the prevalence of disappointing privacy features, the PCPD
was impressed by the app MyObservatory, as it featured an easily
understandable and specific PPS. Furthermore, the Android version
allowed users to allow or disallow location information to be read by
the app. This demonstrates that it is possible to develop an app that is
popular, functional and privacy-friendly.

The Commissioner's Comments

“Mobile devices are ubiquitous and have transformed business
operations and our lives. For many people, they hold the
privacies of life. With just a few clicks, the intimate details held
in phones - photos, past locations, political opinions expressed
in emails — may be transmitted to, and forever preserved on,
the Internet. Safeguarding privacy in the use of these devices
is therefore imperative and one major player who must live up
to this responsibility is the mobile app developer.”

Best practice guide for mobile app development

As a result of the survey revealing the lack of privacy transparency
among apps, the PCPD published the “Best Practice Guide for Mobile
App Development” (“the Guide”) in November 2014 to assist mobile
app developers in building privacy-friendly apps.

The Guide is especially tailored for small-to-medium enterprises
which may not have sufficient resources to establish their own
comprehensive app-development guide. It provides an easy-to-
understand overview of the legal requirements and the Privacy by
Design approach in developing apps. Adopting a comprehensive
checklist approach, it draws the attention of app developers to all the
factors that need to be considered in building a privacy-friendly app. It
also recommends a set of best practices that enable app developers
to distinguish themselves from the crowd by gaining enhanced trust

from end-users.
7 .
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The Guide should be read by app developers and those who
commission their work, as well as those who provide codes for app
developers for added features, including advertising networks and
analytics tool providers.

Privacy failure in Android’s permission model

During the app survey, the PCPD discovered that it would be possible
for an Android app to read the shared memory in a mobile device
running on Android 4.3 or earlier versions without the need to make a
prior permission declaration.

Android had all along claimed that, prior to app installation, all
intended access to data stored in an Android device would be fully
disclosed on the Permission Page'. However, the PCPD’s tests
revealed that it would be possible to develop an app that read the
memory of Android devices, including photos, files, and any data
other apps choose to store in the devices, without the need to
inform app users on the Permission Page. Although the flaw was
corrected for Android 4.4 for access to the shared memory, it could
still be a cause for grave concern, as partial access to the internal
memory was still possible for Android 4.4. Furthermore, at the time
that the flaw was discovered, two-thirds of Android users were still
using devices running on earlier versions of the platform, and many
of them would never be upgraded to Android 4.4 due to the lack of
support from their manufacturers.

The Commissioner's Comments

“As technology evolves, consumers are giving up more and
more of their personal data, often without even knowing it.
It is increasingly incumbent upon all stakeholders responsible
for the collection and use of personal data to take greater

care and responsibility to safeguard the privacy of consumers.
They include not only the organisations collecting data
directly, such as app developers and software companies,
but also the infrastructure companies and device or operating
system manufacturers.”

The table summarises the flaw uncovered by using a test app
developed by the PCPD which does not declare its access to the
device's memory:

oobooooooooao
oooooooao goooooooooao

Versions on devices Permission shown under ooag ooao

Permission Page

Android 4.30 O O O
Android 4.3 or earlier No
Android 4.4 0
Android 4.4 No

1 developer.android.com/guide/topics/security/permissions.html

.30

Access to shared memory Partial access to internal
containing photos, files or memory containing
other app data potentially sensitive data
about the device

O O

Yes Yes

0 0

No Yes
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O0O0O0OO0OGoogleDDOOOoOOoOOO The PCPD contacted Google Inc. and confirmed the flaw. Google
00 020140110270 0 0 GoogleO O O was requested on 27 November 2014 to take corrective action
JdddooooDooo0ooooooo and/or warn the end-users concerned that they are subject to
0000oooooooooooooon the risk of data access by malicious apps without their knowledge
ODooooooooooao and permission.

00 O iCompliment

0000000000000 00000000000ooooooo0000000o0ooooooooooo
000000000000 0000000o0o0oOooooon

The Commissioner stated clearly the situation (privacy policy transparency of apps in Hong Kong was inadequate) was far
from ideal. In addition to investigating the complaint cases, the PCPD also initiated an investigation and took enforcement
action against flawed apps. This proactive approach deserves public support.

oooggg
Editorial, Headline Daily
(2014.12.16)
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Even though privacy law has been in place in Hong Kong for the better
part of nearly 20 years, personal data privacy is today one of the fastest
evolving legal and policy areas — not least because of the rapid advances
in digital technology and explosion of smart gadgets that transfer personal
data via the Internet. For these reasons, it is of paramount importance
for the PCPD to keep tabs on the privacy impact of advancing technology,
as well as to maintain an effective working relationship with overseas
regulators in sharing insights on enforcement and policy developments.
My new role in international relations and policy research is an exciting
and highly dynamic one that constantly brings fresh challenges.

oooo

Oo0o0oooOoooooond

Michael CHAU

Assistant Personal Data Officer (Research)
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CONSULTATION

During the year, the Hong Kong Police Force (the “Police”) sought
our views on the proposed implementation of Electronic Ticketing
(“E-Ticketing”) for Traffic Fixed Penalty Tickets.

The E-Ticketing solution comprises a personal digital assistant, a portable
printer and a supporting network system. When issuing E-Tickets,
ticketing officers would need only to key in a minimum amount of
data in the personal digital assistant, such as vehicle registration mark
and contravention code, before printing out an E-Ticket on the spot.
E-Ticketing is identified as a way to enhance frontline officers’ efficiency
and to reduce their reliance on paper-based processes.

The PCPD appreciated the initiative as a positive step in response
to the Commissioner’s recommendation in the Investigation Report
entitled “Hong Kong Police Force's Repeated Loss of Documents
Containing Personal Data”, dated 24 October 2013, that a review of
equipment used for holding police documentation containing personal
data be undertaken to enhance data security.

Given the limited information available to the PCPD, the PCPD highlighted
general comments and areas of concern for the Police’s consideration.

The PCPD advised the Police to undertake a Privacy Impact Assessment,
which should be conducted by an independent professional party
before implementing E-Ticketing.

The PCPD also recommended the Police conduct an Information
Technology Security Risk Assessment in respect of the technical
measures to be adopted.

The Police may also consider providing the PCPD with further details
of: (a) a "time-bomb” measure for data destruction in the personal
digital assistant in the event of device loss; and (b) measures on the
confidentiality and integrity of the E-Ticketing solution in respect of
data security, device security, network/connectivity security and
application security.

Given the new approach to collecting and processing personal data for
enforcement work against traffic offences, the Police should review the
existing measures for staff training, guidance and management control
to ensure the integrity, prudence and competence of police officers who
have access to the E-Ticketing solution. A clear policy and guidelines
should be set up to avoid the excessive collection of personal data, and
to prevent movement tracking and information compilation of the activity
profile of individuals for purposes other than those related to traffic
offences. The retention period of the personal data collected should also
be evaluated as and when required by the Police, for example, in the
event of an extension of the time bar for prosecution.

The PCPD also suggested that the Police should review its existing
personal information collection statement and privacy policy
statement to determine whether amendments are required for the
purpose of transparency.
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ooond HANDLING ENQUIRIES
Jdoo0ob0O0OoOooDi1e3310 000000 A total of 16,331 enquiry cases were handled during the year, down
0000030% 0000000000660 30% from that of the previous year. On average, 66 enquiry cases
0ooog2.am were handled per working day (Figure 2.1).
0210000000 Figure 2.1: Annual enquiry caseload
F4 Year

2014-15 I 16,331

2013-14 23,459

2012-13 19,861

201112 19,094

2010-11 18,103

HHREZREE Number of enquiry cases

0 O [Compliment

gooooodoooogoooooooogooooooooogoo
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Thank you very much for your (Ms Loreen KAN, Personal Data Officer) quick
and informative response. Even from the first brief look at your answers, | can
see that there are a number of interesting points that will be very useful for our
comparative overview.

Mr ILYUK

RESPECT (“Rules, Expectations &
Security through Privacy-Enhanced
Convenient Technologies”)
research project

0 O [Response

O0O0OO0OO0OO0OORESPECTOO0O0OO0OO0OOOOOOODOOOOOOOOOO
Ooo0booo0o0oooooDoooobooooooooooooonoooo
Oo0boo0ooo0oooooooobooo0ooooonooooooooooon
ooo0oooo0oooo0ooooooooooooooooooooooo

On receiving an enquiry from the research project RESPECT, which is supported by
the European Commission to study the role of national data protection authorities
in safeguarding core privacy interests from official surveillance, we felt duty bound
to provide useful information which might have an impact on the development of
privacy protection on a global platform. With the support of my superiors, | was able
to answer their enquiries in half the time pledged by the Office and was delighted to
receive a compliment from the professor in charge of the project.

Ooooono
oooood

Ms Loreen KAN
Personal Data Officer
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02200000000 Figure 2.2: Nature of enquiry cases
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000083.3% 00000000 OOO The majority of the enquiries (83.3%) were made via the PCPD hotline

0 00 28270 28270 0O O 2.3

p23000ooogo

B oooo
Hotline

Boo
Written

B oooo
Walk-in

(2827 2827) (Figure 2.3).

Figure 2.3: Means by which enquiries were made

3.5%
(567 *Rcases)

13.2%
(2,148 ZRcases)

83.3%

(13,616 *Rcases)

00000 INewcomer
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My duty is to answer enquiries from the public and explain the provisions
of the Ordinance. | am relatively a new member of the team. | feel
truly grateful for the opportunity to learn from my colleagues in the
Compliance and Policy Division that | can deal with a wide range of
telephone and written enquiries.

oooo
Dooo00ooooo
Jenny CHAN

Administrative Assistant, Compliance & Policy Division
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COMPLIANCE CHECKS

The Commissioner conducts compliance checks of practices that
appear to be inconsistent with the requirements of the Ordinance.
Upon completion of a compliance check, the Commissioner alerts
the organisation in writing, pointing out any apparent inconsistencies
or deficiencies, and advising the organisation, if necessary, to take
remedial action to correct any suspected breaches and prevent any
further breaches.

During the year, the Commissioner carried out 227 compliance checks.
Of these, 74% were conducted on private sector organisations, while
the remaining 26% were on public sector organisations, including
government departments, statutory bodies, non-government
organisations and government-funded educational institutions.

Below are highlights of some of the compliance checks conducted
during the year.

Customers’ Personal Data Posted on a Blog

A bank reported to the PCPD that the personal data, including
name, Hong Kong Identity Card number, date of birth, office and
residential address, telephone number and email address, of three
of its customers (all Hong Kong celebrities) was posted on a Chinese
blog by an ex-employee of the bank’s contracted call centre in
Guangzhou, China.

In response to the PCPD’s enquiries, the bank explained that the
ex-employee, who had been responsible for maintaining customer
relationships and offering credit card products by making outbound
calls, had accessed the data concerned, written it on paper, recorded
it on his computer at home and uploaded it to the blog. The call centre
issued a letter to the platform operator of the blog to request the
permanent deletion of the concerned blog message and the data was
taken down.

The bank took the following remedial action to prevent a recurrence
of the problem:

(1) Implementing a paper-free operating environment in the call centre;

(2) Prohibiting the use of smartphones and cameras in the call centre
and requiring all staff to leave their personal belongings in lockable
pedestals before entering the call centre;

(3) Doubling the patrols in the call centre;

(4) Implementing weekly audit trails and system-access spot-checks
by supervisors; and

(5) Requiring all staff of the call centre to complete an Information
Security e-learning course.
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Servers Containing Personal Data of 15,747 Individuals Hacked

A university reported to the PCPD that two network-attached storage
servers of a faculty had been hacked and, as a result, files containing
personal data of approximately 15,547 patients and 200 students and/
or staff members stored in the servers had been maliciously encrypted
by a hacker, who subsequently attempted to blackmail the university
for bitcoins in exchange for the decryption key. The personal data
involved in the incident included the names, Hong Kong Identity Card
numbers, date of birth, telephone number, address, clinical data and
laboratory test data of the affected people.

In response to the PCPD’s enquiries, the university confirmed that the
incident had been caused by lack of proper security patches on the
servers, which allowed the hacker to use ransomware to exploit the
security vulnerabilities of some servers running older versions of the
operating system. However, the university advised that there was no
evidence that personal data contained in the servers had been leaked.

The university subsequently took the following remedial action to
prevent recurrence of the incident:

(1) Assisting the faculty to set up a new server following the university’s
guidelines on server protection;

(2) Performing regular maintenance on the new server, including
regular checks for system updates and patch management so as
to provide maximum protection for the data stored in the servers;

(3) Identifying unprotected file servers used by the faculty, if any, and
protecting them behind its firewall;

(4) Conducting a departmental information security review that
adheres to ISO/IEC 27001 standards, to assess the potential risks
of the existing information systems and infrastructure and to
recommend, if any, appropriate follow-up action to mitigate risks
within the faculty; and

(5) Reinforcing awareness of its departmental IT staff members of
data security through emails and regular meetings.
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Data Leakage via Email Involving 3,300 Applicants for
a University

A university informed the PCPD that a staff member had mistakenly
sent an invitation email for admission activities to 3,300 Joint
University Programme Admissions System (“JUPAS") applicants. The
mistake was due to human error in conducting a mail merge, which
caused a mismatch in the applicants’ email addresses with their
names and JUPAS application numbers. The personal data involved
in the incident included the names and JUPAS application numbers of
the applicants.

Immediately after the incident, the university notified all affected
applicants and requested the applicants to delete the email and not to
disclose the personal data to anyone.

In response to the PCPD’s enquiries, the university reported that it had
taken the following remedial action to prevent similar incidents:

(1) Establishing new guidelines on the management and security of
personal data, which required staff to: (i) conduct two rounds
of cross-checking for raw data entry into the database; and (ii)
conduct two rounds of cross-checking before sending out any
letters or email messages;

(2) Designing a compliance checklist on data protection for
departmental data security and privacy officers to use;

(3) Sending general mass mails or emails with no personal data
shown instead of personalised correspondence, unless absolutely
necessary; and

(4) Providing annual talks on data protection for all staff responsible
for handling personal data, to be attended on a mandatory basis.
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PCPD-INITIATED INVESTIGATIONS

Personal Data Leaked through the Inadvertent Use of
Mobile App “TravelBud” by HKA Holidays Limited

“TravelBud”, owned by HKA Holidays Limited, was a mobile application
providing online services for mobile device users, including flight ticket
reservations and purchase, flight itinerary management, and a social
networking platform for travellers. It supported transactions made by
both registered members and non-member customers.

When making reservations for the first time, non-member customers
had to input the personal data of the passenger and a contact
person. For subsequent transactions, non-member customers were
recognised by the MAC address' of the mobile device they used.

On 18 September 2013, Apple Inc. launched a new mobile operating
system, i0OS 7, which, for privacy protection, blocked apps from
reading the MAC address as a mobile device identifier. In response to
an app asking for the MAC address of a particular mobile device, i0S
7 provided the same fictitious number for all app requests. However,
TravelBud’s maintenance contractor failed to take any corrective
action in response to this change of MAC address behaviour, so all
non-member customers making transactions with devices using iOS
7 from 19 September 2013 onwards were identified by the same
fictitious MAC address, as if they were all the same person. As a result,
when a non-member customer sought to reserve a flight or order a
history enquiry on a mobile device using iOS 7, TravelBud would show
on the screen of the mobile device not only his records and personal
data, but also those of other non-member customers who had made
transactions through TravelBud on devices using iOS 7. The personal
data of six non-member customers was leaked in this way before the
incident was identified on 25 September 2013.

On 15 December 2014, the Commissioner published an investigation
report on the leakage of the personal data of customers of HKA
Holidays Limited through TravelBud, which concluded that TravelBud’s
maintenance contractor had failed to respond to the new privacy
protection feature of iOS 7 that blocked apps from reading by the MAC
address as a device identifier.

The Commissioner’s determination

TravelBud’s maintenance contractor pleaded ignorance of the
change in MAC address behaviour, but this was rejected by the
Commissioner. As a technology company specialising in app
development, TravelBud’'s maintenance contractor should have
kept abreast of the news and technology updates from Apple Inc.,
even though it did not register with the iOS Developer Program until
September 2013 and would not have received the relevant email

1 A media access control address (“MAC address”) is a unique identifier assigned to
network interfaces for communications on the physical network segment. It is a 48-bit
hexadecimal number most often assigned by the manufacturer of a network interface

and exists on all mobile computing devices with network connectivity.
? .
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notifications from Apple Inc. before that date. Furthermore, as
the maintenance contractor admitted that it learnt of the update
on 11 September 2013 finally but i0S 7 was not launched until
18 September 2013, there was still time for the maintenance
contractor to prevent the data breach.

As TravelBud’'s maintenance contractor was only an outsourced agent
of HKA Holidays and was not entrusted with any personal data of the
latter’'s customers for processing, the Commissioner concluded that it
was not a data user as defined in the Ordinance.

The Commissioner also held that HKA Holidays, as the principal of
the maintenance contractor, was responsible for the latter’'s misdeed
by virtue of section 65(2) of the Ordinance. It contravened DPP4(1)
for failing to take all reasonably practicable steps to ensure that the
personal data handled through TravelBud was protected against
unauthorised or accidental access.

Remedial action

HKA Holidays stopped using the MAC address as the identifier
of mobile devices for non-member customers who reserved and
purchased flight tickets through TravelBud. As HKA Holidays sold
TravelBud to a Mainland company after the incident, no enforcement
notice was served on HKA Holidays. Instead, the Commissioner
warned HKA Holidays that enforcement action would be taken should
it fail to observe the relevant requirements of the Ordinance in similar
situations in the future.

Investigation Report:
www.pcpd.org.hk/english/enforcement/commissioners_findings/
investigation_reports files/R14_6453_e.pdf
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Excessive Collection of Personal Data through a Mobile App by
Worldwide Package Travel Service Limited Operating with a No
Privacy Policy

On 15 December 2014, the Commissioner published an investigation
report concerning the excessive collection of personal data by
Worldwide Package Travel Service Limited from customers when
they enrolled in the company’s loyalty programme and when making
online enquiries about the reward points under the programme using
the mobile app developed by Package Tours (Hong Kong) Limited
and operated by Worldwide Travel. Neither Worldwide Travel nor
Package Tours explained to app users through a privacy policy, app
marketplace description or other communication means the purpose
of use of their personal data they collected. The two companies
therefore contravened DPP1.

Package Tours is a local travel agent providing wholesale travel
products, and Worldwide Travel is its designated sales agent. The
loyalty programme is exclusively administered by Worldwide Travel.
After purchasing the company’s travel products, customers can join
the programme and earn reward points, which can be redeemed as
discounts for future purchases. When completing the programme
application form, the customers supply their name, gender, date of
birth, Hong Kong Identity (“HKID") Card Number, home address, email
address, and mobile and home telephone numbers. Upon enrolment,
they are assigned a membership number.

There were about 30,000 registered members under the loyalty
programme. Of these, around 2,000 members did not provide their date
of birth, and around 3,000 members did not provide their HKID Card
Number, but Worldwide Travel still accepted their applications.

Members can check their reward points balance by visiting Worldwide
Travel branches in person, through its customer service hotline, or by
using an app on a mobile device. When using the app, they have to
input their English name, date of birth and HKID Card Number.

The Commissioner’s determination

Excessive collection of personal data

The Commissioner concluded that Worldwide’s collection of its
customers’ personal data for loyalty programme enrolment was
acceptable, except for the relatively more sensitive data of date of
birth and HKID Card Number.

The company alleged that these two data items were required to
identify the customers when they enquired about their account
details, or checked or redeemed reward points. However, the
company's actual practice indicated clearly that other less sensitive
personal data in the company’s possession served the same purpose.
For example, for in-person and hotline enquiries, customers were
required to identify themselves only by providing their membership
number or name, email address and/or mobile number. Importantly,
the company accepted member enrolment even if the date of birth or
HKID Card Number was missing on the application form. Accordingly,
the collection of date of birth and HKID Card Number was unnecessary

and excessive.
i .
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Similarly, the collection of date of birth and HKID Card Number as a
requirement for online enquiries about reward points using the app
was unnecessary and excessive. These enquiries were relatively
inconsequential matters, and it should have been possible for
customers making the enquiries to identify themselves by providing
less sensitive personal data, such as their membership number, their
name, and/or their contact information.

No privacy policy

Worldwide Travel and Package Tours share the same database and
computer system for managing the sale of their travel products.
Worldwide Travel is responsible for receiving and acknowledging
online purchase orders made through mobile devices via the app, and
Package Tours is responsible for issuing flight tickets and handling
purchases of group travel insurance. They both control the collection,
holding, processing and use of customers’ personal data for the online
purchases and are regarded as joint data users under the Ordinance.

Pursuant to DPP1(3)(b), a data user is obliged to take all practicable
steps to ensure that on or before collection of the data, the data
subject is explicitly informed of the purpose for which the data is
to be collected and the classes of persons to whom the data may
be transferred. In addition, before the first use of the data, the data
subjects must be informed of their right to request access to and
correction of the data and the name or job title, and address of the
individual who is to handle any such requests.

The two companies failed to comply with this requirement as they did
not provide any such information in relation to the use of the app by
customers making online purchases. Worldwide Travel also failed to
provide such information in relation to the use of the app by customers
making enquiries about reward points.

Enforcement action

The Commissioner served an enforcement notice on Worldwide
Travel directing it to, among other things: (i) stop collecting the date of
birth and HKID Card Number from customers when they enrol in the
loyalty programme or when they use the app to make online enquiries
about the programme’s reward points; (ii) delete from the programme
the date of birth and HKID Card Number collected in the past; and
(iii) jointly with Package Tours, provide a Personal Information
Collection Statement in relation to the use of the app as prescribed
in DPP1(3)(b).

He also served an enforcement notice on Package Tours to provide,
jointly with Worldwide Travel, a Personal Information Collection
Statement in relation to the use of the app as prescribed under
DPP1(3)(b).

Investigation Report:
www.pcpd.org.hk/english/enforcement/commissioners_findings/
investigation_reports/files/R14_9945_e.pdf
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The Commissioner Condemned 69 Blind Recruitment
Advertisements for the Unfair Collection of Job Applicants’
Personal Data

A number of organisations were found in breach of DPP1(2) of the
Ordinance for placing 69 job advertisements without disclosing their
identities (“"Blind Ads"), thus soliciting job applicants’ personal data in
an unfair manner.

The PCPD received 550 enquiries in relation to Blind Ads over the
previous five years. Compliance checks were conducted and advisory
letters were issued to the organisations placing the Blind Ads but the
malpractice continued unabated. A survey conducted from 15 to 22
March 2014 in respect of seven major advertising platforms revealed
that Blind Ads were preponderant.

The Commissioner’s determination

Of 71 Blind Ads selected on a random basis for investigation, 69 were
found to be in breach of DPP1(2) of the Ordinance, which requires that
personal data be collected in a lawful and fair manner. In the remaining
two cases, there was no contravention of DPP1, as the Commissioner
accepted the company’s explanation that what appeared to be an
abbreviation of the company’s name in a recruitment advertisement
was in fact the company’'s trade name used in its day-to-day
business operations.

Enforcement action

The advertisers involved in the 69 Blind Ads were issued an
enforcement notice directing them to delete the personal data
collected, unless it had to be retained to satisfy certain legal
requirements, or for a continuing recruitment process, in which case
the job seekers had to be informed and given the option of having
their personal data deleted.

Six recruitment media, namely JobMarket, Recruit, Jiulik, Classified
Post, JobsDB and Career Times, pledged to fight Blind Ads, heeding

(JobMarket)d Recruitd O O (Jiudik)O O
Classified] Post[d] JobsDBO Careerd Timesd the Commissioner's advice to act as gatekeepers to prevent the
00000000 OoOooooooooono  unfair collection of job seekers” personal data through such ads.
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The proactive steps they are taking to combat Blind Ads include
the following:

(1) Screening the ads and seeking advertisers’ rectification

where necessary;

(2) Setting up alert messages and notices to educate advertisers and
job applicants; and

(3) Requiring advertisers to provide a copy of their business registration
certificate.

Investigation Report:
www.pcpd.org.hk/english/enforcement/commissioners_findings/
investigation_reports/files/R14_6242_e.pdf

INSPECTION

The PCPD inspected the personal data system of the Labour
Department’'s employment services, pursuant to section 36 of the
Ordinance, between March and July 2014.

The Labour Department provides comprehensive employment
services. From 2011 to 2013, it handled an annual average of 96,000
registered job seekers and 172,000 job referrals. In providing these
services, the Labour Department collects, holds, processes and uses a
wide range of personal data of the job seekers, including name, Hong
Kong Identity Card number, contact details, education background,
work experience, skills, etc.

The Labour Department has a number of data protection measures
in place which amount to best practices over and above the
legal requirements.

The Commissioner made 14 recommendations for improving the
existing personal data system. In particular, the following five
recommendations called for the Labour Department’s prompt attention:

(@) Collection of job seekers’ data from employers: After job interviews,
the Labour Department collected from the prospective employers
the interview results, position filled, date of employment and salary
offered, without clearly informing the job seekers of the types of
personal data that would be collected from the employer and the
purpose of collecting the data. The Commissioner recommended
that the Labour Department rectify this communication gap.

Destruction of data according to schedule: According to the
Labour Department’s internal guidelines, the registration forms
of job seekers must be destroyed two years after data input, but
registration forms dating back in 2008 were found during the
site inspection. The Commissioner recommended introducing
management controls to ensure the destruction of forms
containing personal data according to the schedule.

—
(@)
=
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(c) Disclosure of employer’s identity to a job seeker who was required
to provide his resume: The Labour Department might ask a job
seeker to send his resume to the prospective employer directly,
and the unwritten rule is to disclose the prospective employer’s
identity and contact means to the job seeker during the referral
process. To ensure the fair collection of personal data by the

oooono employer, the disclosure of the employer’s identity is imperative;

ooooag hence the Commissioner recommends devising clear guidelines
oooog for the staff to follow.

Preventing trespass into restricted areas where personal data
is stored or processed: The service booths where the Labour
Department staff interview job seekers are located inside the
office, so there is a risk of trespass by unauthorised persons into
restricted areas where personal data is stored or processed. The
Commissioner recommends introducing means to curb such
trespass, such as installing electronic locks at the entrance to
internal office areas, escorting job seekers, and posting prominent
signs to clearly demarcate the service booth area and the internal
office area.

Lack of CCTV policies and/or procedure: The Labour Department
has installed for security purposes CCTV cameras in the public
areas of the Job Centres, but there are insufficient measures to
prevent unauthorised access to the CCTV systems and no specific
written instructions on the use of CCTV. For example, no login or
password is required to access the footage or system; and CCTV
control panels and monitors are not required to be stored in a
locked cabinet or room. The Commissioner recommends devising
and implementing CCTV policies and a procedure specifying who
is authorised to access the captured CCTV images, measures to
safeguard the security of the CCTV systems, and the maximum
retention period of the captured CCTV images.
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ooooo Inspection Report:

www.pcpd.org.hk/tc_chi/enforcement/ www.pcpd.org.hk/english/enforcement/commissioners_findings/
commissioners_findings/inspection_reports/ inspection_reports/files/R14_3849_e.pdf

files/R14_3849_c.pdf

0 O lCompliment
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We would like to take this opportunity to express our gratitude to PCPD for
helping us review our data protection system and offering valuable advice for
improvement throughout the inspection process.

goooood
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Ms Cindy YIM

Senior Labour Officer, Labour Department
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DATA BREACH NOTIFICATION

A data breach is generally understood to mean a suspected breach of
security of personal data held by a data user which results in exposing
the data to the risk of unauthorised or accidental access, processing,
erasure, loss or use. The breach may amount to a contravention of
Data Protection Principle 4. When a data breach occurs, data users
are strongly advised to give formal data breach notification (“DBN")
to the affected data subjects, the Commissioner, and any other
relevant parties.

Upon receipt of a DBN from a data user (which can be submitted using
the designated form), the PCPD assesses the information provided in
the DBN and decides whether a compliance check is warranted. For
DBN cases where the Commissioner decides to conduct compliance
checks, the Commissioner alerts the data users in writing, pointing
out the apparent deficiency and inviting them, where appropriate,
to take remedial action to prevent a recurrence of the incident or a
similar one.

oooooooooesooooooooondloooooooo25000
oooomoo £ /,4090000000000000000006600

oooooo

During the year, the PCPD received 66 data breach notifications (41 from the public

sector and 25 from the private sector), affecting 77,409 individuals. In response,

the PCPD conducted 66 compliance checks.
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ooooooood DATA MATCHING PROCEDURE

00o00o0oo0ooOoooooi13ooooon During the year, the Commissioner received a total of 13 applications
00000000 oOoOoooooooog  forapproval to carry out matching procedures. All of the applications
ooo came from government departments and public-sector organisations.
O00o00oo0oooooooooooooo Upon examination, seven applications were approved, subject
O0000000oo20150303100000 to conditions imposed by the Commissioner. As at 31 March
oooooooooo 2015, the remaining six applications were under consideration by

the Commissioner.

dododoooooooooooooa Following are some of the matching procedures approved by
oooooo the Commissioner:
ooogg oooooooooon
Requesting parties Details of the approved data matching procedures
ogoooood gooofdooooooooooooooooooboooooonooooog
Hong Kong Housing 0ooooooooooooooooonoooooooooo
Authority Comparing the personal data collected by the Hong Kong Housing Authority (“HA")

from applicants for the Home Ownership Scheme and their family members with the
personal data collected in the HA's various subsidised housing schemes, in order to
prevent the abuse of public housing resources.

ooooo ooooooooooooooooooooooooooooooooooo
Immigration Department ooobooooobo0oobooooooobooboobooooooooooooooo
oooooon

Comparing the personal data collected by the Immigration Department from applicants
for departmental quarters and their spouses with the personal data collected by the HA
from the tenants, owners and applicants for subsidised housing, in order to prevent the
collection of double housing benefits.

ooooad odoodooooooooooooooooooocoooooooooog
Registration and Electoral 0000000000000 o00ooDooDooooag
Office ooogod

Comparing the personal data collected by the Registration and Electoral Office from
the registered electors of geographical constituencies with the personal data collected
by the Home Affairs Department for voter registration for the Resident Representative
Election and Kaifong Representative Election, in order to enhance the accuracy of the
voter register.

ooooo 000000 ooOoooobobooobobooonoboooooooonbodad
Home Affairs Bureau 0000000000000 0000O0bOO0oboDooo0oooooooooooa
oodoad

Comparing the personal data collected by the Home Affairs Bureau from the applicants
for the “One-off living subsidy for low-income households not living in public housing
and not receiving Comprehensive Social Security Assistance” under the Community
Care Fund with the personal data collected by the Land Registry from registered
property owners, in order to ascertain the eligibility of the applicants.




